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Yuri P. Pokhabov

Abstract. Aim. The migration towards the Industry 4.0 digital technology will soon enable
“right first time” (virtually with no material expenditures for experimental testing and subse-
quent design improvement) creation of increasing numbers of entities with unique application
properties. Calculating the dependability indicators of such entities based on reliable statisti-
cal data will be greatly challenging. However, the need for dependable entities will remain.
Additionally, the approaches to digital technology based on physical models and engineering
knowledge enable the creation of predictive dependability methods (based on the assumption
of non-acceptability or, contrarily, intentional programming of failures). That inevitably causes
a paradigm shift in the modern dependability theory associated with a forced deviation from
the mathematical models as the basis of the dependability theory. Methods. According to
the Russian tradition, dependability is normally defined by specifying the required functions
through a set of parameters that characterize the ability to perform them and the allowable
variation limits of the parameter values. If the criteria of some required functions cannot be
specified through parameters, a technique can be used, whereas the operation of the item is
substituted with an information model in the form of a black box, in which the performance of
the required functions is characterized by probabilistic indicators of failures (statistical, logical,
Bayesian, subjective). In order to account for the parameters and probabilities of performance
of the required functions in a coordinated manner, finding the values of the parameters within
the allowed range can be characterized by the probability as the degree of confidence in the
occurrence of such event, for example accounting for design reserves. In this case the perfor-
mance of all the required functions can be characterized by an additive dependability indicator
that is identified using the method of dependability structure diagram. This indicator completely
characterizes the predicted dependability level. Results. Predicted dependability is estimated
using the method of design engineering analysis of dependability (DEAD). This method allows
using a set of algorithm-based techniques to present the design (per GOST 2.102) and pro-
cess control (per GOST 3.1102) documentation for a technical item in the form of a general-
ized parametric model of operation. Such model allows taking into consideration the individual
specificity of the design of entities based on the unity of functionality, operability and depend-
ability, and thereupon estimating the probability of failures. DEAD and digital design algorithms
are completely compatible and driven by common problems related to the substantiation of
design solutions for the purpose of elimination (reduction of probability) of errors able to cause
failures based on analytical, computational and experimental verification. Conclusions. Digital
technology provides a tangible opportunity of predicting, reducing the impact or eliminating
possible failures. That can be achieved through the same means that often cause failures, i.e.
design engineering. For that purpose, it is required to create new applications of the modern
dependability theory based on engineering disciplines and design engineering methods devel-
oped for ensuring quality and dependability of entities.

Keywords: digital technology, dependability theory, dependability prediction, unique highly vi-
tal system, design engineering analysis of dependability (DEAD).
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Introduction

During the closing of the MMR-2004 conference in
Santa Fe (US), a discussion titled “Is Reliability Theory
Still Alive?” was held that defined the theme of Igor A.
Ushakov’s article that concluded: “The need for pure
theory may be not as pressing as it used to be, yet the
need for applications of the dependability theory for
solving practical tasks was, is and always will be!” [1].
The list of problems that can be solved through the devel-
opment of new applications of the dependability theory
was published four years ago at the plenary meeting of
the MMR-2000 conference in Bordeaux (France) in the
presentation titled “Dependability: past, present, future”
[2]. Despite the efforts made, some of the mentioned
problems of the dependability theory are still unsolved,
including, for instance, dependability of unique highly
vital systems (entities, items) [3].

Over the past years, the fourth industrial revolution
added new unsolved problems to that list [4]. Todays’
generation of engineers can hardly imagine the techno-
logical changes caused by the results of this revolution,
but we must start preparing for it right now. Meanwhile,
as a forerunner of the predicted future, new directions
in engineering have emerged and have been developing:
system engineering (“right first time” design) [5] and
Industry 4.0 digital technologies (“right first time” entity
development) [3]. A trend is becoming popular, whereas
the dependability indicators in digital engineering are
not considered as a target. It is thought that if target
values of operational integrity and resource limitations
(time, financial, technological, industrial, etc.) are
achieved, the dependability is ensured by default [5, 6].
For example, the residual life of an entity can now be
set and defined in an explicit form (parametric form) ac-
cording to the results of numerical simulation of physical
processes resulting in its loss. The term “dependability”
becomes blurry: dependability seemingly still exist in
digital technology (it still needs to be ensured), but it
is not clear how to control the dependability indica-
tors (most processes related to the development and
optimization of entities are transferred into a virtual
computing environment, production of material objects
for — primarily — experimental testing is minimized, and
the mathematics of the modern dependability theory are
not adapted to this). However, the most important is that
the basic principle of the modern dependability theory,
that, according to Alexander S. Pronikov, consists in
the statement of a certain level of dependability for a
machine with expired service life [7] is not good for
anyone even today.

If, as part of finding solutions to future problems,
the approaches to dependability do not change, then
for the next generation of engineers the value of the
modern dependability theory may die down, as it does
not contribute to the development of new engineering
ideas. Nothing can be done about it, it has been and re-
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mains: “We know that every age has its own problems,
which the following age either solves or casts aside as
profitless and replaces by new ones” [8]. And it’s time
to ask a question much more dramatic than in the early
2000s: Do we really need a dependability theory in the
digital age?' By asking such a provocative question,
the author does not in any way reject the dependability
theory, strength of materials or any other engineering
(technical) disciplines, and therefore asks another ques-
tion: What requirements should the dependability theory
applications and other engineering disciplines meet in
the digital age?

Problems of the dependability theory
for digital technologies

Since any technical entities are developed by engineers
working on computers, it would be fair to suppose that in
the digital era the skills and knowledge related to calculat-
ing formulas are also necessary and important, just like
before the advent of computer technology (at least for the
purpose of evaluating the effectiveness of own activity).
The more so since a computer is just a high-performance
calculation device (whether it is used for drafting or
finite-element calculations). When solving engineering
problems, a computer does not independently search for
areas where the end result should be, but only performs
specified calculations using established algorithms. The
human prerogative is to apply the available computing
resources to the required area to obtain the most optimal
result by setting the appropriate initial data [10]. With-
out the knowledge of the principles of natural science,
engineering disciplines and the ability to do elementary
engineering calculations, that problem can hardly be
solved adequately. The more so since (according to one
of the definitions in GOST 27.002—-2015) dependability
is intended to be somewhat of the pinnacle of engineer-
ing (in order to define “the values of all parameters tzat
characterize... required functions”), and in the age of
computers dependability acquires even greater signifi-
cance, not the other way around. First, the items’ ability
to perform the required function with specified depend-
ability will remain the main goal of any development.
Second, failures in operation (depending on the purpose
of the items) must become predictable (unacceptable or,
conversely, intentionally programmed). Digital technolo-
gies are intended exactly for that, i.e. to simulate adverse
events and thereby enable the selection of optimal results.
In the author’s opinion, new applications of modern de-
pendability theory should be applied to those problems
in order to prove useful in the implementation of digital
technology.

' Though this question might seem unreasonable, today the idea
is seriously discussed that a modern engineer who is involved with
computing does need no knowledge on strength of materials as that
will be replaced by software [9].
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Barriers of modern dependability
theory on the way of digital
technology

Computer calculations are performed according to the
established algorithms (exact requirements that define
the sequence of elementary operations with initial data),
be it simple arithmetic operations or numerical solutions
of differential equations. It is impossible to directly
calculate dependability using computer calculations,
since it cannot be expressed, calculated or measured us-
ing physical values, primarily, due to the multifactorial
and interdisciplinary nature of the causes of possible
failures that cannot be algorithmized. For this reason,
before the age of computers, special mathematics were
developed for the purpose of calculating dependability
indicators; they allow identifying dependability using
a posteriori knowledge about possible failures, i.e., in
fact, through the experience of undependability. The
result is an endless vicious circle, whereas it is required
to know a technical item’s undependability to calculate
its dependability. The availability of appropriate failure
statistics makes it easy; difficulties start when there is
no database to obtain failure statistics, for example,
if there are no prototypes, the items are one-of-a-kind
(unique)' or failures are unacceptable under the operat-
ing conditions. There are no regulations or guidelines
on dependability that could provide guidance on what
to do in this case.

The Reference Annex of GOST 27.002-89° explicitly
states that the area of dependability indicators calcula-
tions (according to the rules of the statistical theory of
dependability) is limited to large-series items only. For
unique and small-series items, calculations using meth-
ods of the statistical dependability theory are limited to
only the cases when the dependability indicators can be
calculated according to known dependability indicators
of components and elements. In [11] the feasibility is
substantiated, but it requires data on the dependability
of components and elements that can be obtained from
statistical tests in the amount of parent universe, which,
for example, is almost impossible in the case of unique
highly vital systems due to financial limitations [12].

With the deployment of digital technology, the prob-
lem of dependability calculation based on statistical
dependability theory is exacerbated, since the number
of test (engineering) models used in the development
and commencement of product manufacture will inevi-
tably reduce due to the virtualization of real processes
(actions, inspections and tests) related to material ob-

' A one-of-a-kind (unique) product is a product that is one of a
kind in terms of its design or unique in its extreme rarity/signifi-
cance [OST 134-1032-2003, article 3.1].

> GOST 27.002—89 was cancelled in 2017 but the Reference
Annex can be considered as a separate source, since it was written
based on 12 publications, most of which constitute the very foun-
dations of the modern dependability theory.

jects [6]. Thus, the basis of statistical methods of the
dependability theory, i.e. accumulation and processing
of statistical information on item failures, disappears
due to the application of digital technology. There is no
point in setting probabilistic dependability indicators
as input data for digital computing not only from the
standpoint of the fundamental principles of the statistical
dependability theory (due to the lack of information on
failures). The probability itself is not subject to direct
computer calculations, as it is a numerical measure of
the events that is independent from the algorithm of
their occurrence.

Nevertheless, if it is possible to calculate the value of
a certain parameter and correlate it with limit permissi-
ble parameters, then we can talk about the probability of
finding the value of this parameter within a permissible
region (as a degree of confidence in the occurrence of
such event’). If a technical item can be represented with
a set of parameters and permissible limit values, then
this makes it possible to identify its dependability as an
additive indicator that characterizes the performance
of the required intended function when modeling pos-
sible scenarios of events in operation (essentially, as an
indicator of predicted dependability). It is not difficult
for modern computers to calculate the favorable (unfa-
vorable) outcomes, provided an appropriate calculation
algorithm is defined. However, modern applications of
the dependability theory do not provide such algorithms.

Current quality of the solution of
highly vital item dependability
problems

The barriers of the modern dependability theory on
the way of digital transformation equally impede the
development of highly vital items without prototypes.
The lack of the required statistical data and difficulty
of calculation of dependability indicators lead to the
realization of the fact that calculations themselves only
serve an auxiliary function in the adoption of engineer-
ing solutions in the course of development, leaving the
leading role to the methods of expert assessment and
verification, which is reflected in foreign regulatory
and literary sources:

* NOTE The “probability of failure” and its corre-
sponding reliability index are only notional values that
do not necessarily represent the actual failure rates
but are used as operational values for code calibration
purposes and comparison of reliability levels of struc-
tures. This is one of the explanations in the Eurocode
EN 1990:2002 standard of the European design system;

* Probability is a real number ranging from 0 to 1 related to a
random event. Note: the number may indicate a relative frequency
in a series of observations or the degree of confidence that some
event will occur. The probability is close to 1 for a high degree of
confidence [GOST P 50779.10-2000, article 1.1].
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e ...it is more important to identify and, if possible,
mitigate the consequences of failure modes by design
measures than to know the probability of their occur-
rence. That is an explanation of the definition of failure
modes in IEC 60812:2006;

e “...all methods of reliability assessment require
expert evaluation. When we approach that, the prob-
ability values are much like a label that an engineer
put on a structure to show what he thinks about its reli-
ability”, said Charles Harlan, former Director, Safety,
Reliability and Quality Assurance of the Space Shuttle
program [13].

The above views were put into practice in the NASA
and ESA standards, where calculations are part of the
processes of analytical and experimental verification of
rocket and space technology. However, in practice, the
results of such verification still leave much to be desired.
For example, after the crash of the STS-51L Challenger
Shuttle, the application of one of the main tools of
analytical verification (the FMEA method) was sharply
criticized in the US engineering circles [13]. According
to the results of preliminary analysis of possible failures
and their consequences, only one out 10.000 flights was
supposed to end in a crash. However, in practice, two
shuttles crashed as a result of 135 flights (Challenger
in 1986 and Columbia in 2003). That constitutes an un-
precedented catastrophic error in the practice of FMEA
application: the actual fail-safety was 0.985 instead of
the predicted 0.999 9. A similar result follows from the
2009 — 2016 failure statistics of deployed structures
on foreign and Russian spacecraft. The average fail-
safety of deployment mechanisms did not exceed 0.996
instead of the permissible fail-safety of at least 0.999
5 (with reservations assuming that this assessment is
overestimated due to incomplete failure statistics) [14].
It should be taken into account that, in practice, in each
case the results of dependability calculation (verifica-
tion) in accordance with the current regulations must
confirm the above permissible fail-safety, otherwise the
spacecraft would not have been launched due to design
insufficiencies. The investigation of the real causes of
failures was carried out to clarify why the results of
dependability assessment do not correspond to reality.
The investigation results showed that in most cases the
causes are rare in their nature that, in turn, is defined
by an unfavorable combination of manufacturing toler-
ances, unaccounted factors of technological heredity,
as well as external effects that today’s dependability
verification methods do not consider [14]. It was also
revealed that for highly vital products, any rare cause
of failure can reduce the accuracy of the dependability
assessment, while, in practice, the total calculation error
can reach at least a magnitude order of the significant
figure', which is confirmed by the above examples.

' By analogy with engineering calculations, this corresponds to
the accuracy of the sought result not by percentage points (usually,
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Approach to predicting the
dependability of highly vital items

Let us assume that the operation of any item can be
represented with a set of parameters, the values of which
can vary within the given ranges (i.e. in strict accord-
ance with one of the definitions of dependability). Each
of these parameters is considered from the standpoint
of resilience to possible failures under external effects
that, in turn, determine the limits of value variation of
the analyzed parameters [15]. In this case, combining the
effect and resilience parameters it is possible to build a
fail-safety operation model based on physical laws that
takes into account the temporal variation of the limit
values of the considered parameters. Such model, as
opposed to mathematical models of the dependability
theory is suitable for predicting dependability (an ex-
ample of a similar model for spacecraft rotating rod is
provided in [16]). In such model, the list of these param-
eters characterizes the item’s functionality (properties
determined by the presence and set of capabilities to
perform the required functions), the specified range of
parameter values variation characterizes its operational
integrity (a state in which an item can perform the re-
quired functions), and the probability of the parameter
values being within the given range during operation
characterizes the dependability (the ability to maintain
the performance of the required functions in specified
modes and conditions of operation) [16].

Based on the fact that all item failures occur due to the
physicality (causal connections) and physical necessity
(consistency with the laws of nature) of the causes that
generate them (whether we know these causes or not),
then based on the knowledge of the laws of physics,
it is possible to build a parametric model of the item
operation that determines its functionality, operational
integrity and dependability based on a single database
of parameters and ranges of their permissible values.
The construction of such model is based on the knowl-
edge of the physical principles of nature at the levels of
micro world (the world of elementary particles, atoms,
molecules and molecular compounds), macro world
(the world of persistent forms and values commensu-
rate to human) and the mega world (the surrounding
world commensurate to the universe). The values of
the parameters of the parametric operation model are
calculated by known methods of engineering disciplines,
i.e. the theory of mechanisms and machinery, theory
of theoretical mechanics, material resistance, machine
components, etc.

If there are not enough knowledge and understand-
ing at any level of the world structure to calculate the
values of the parameters of the parametric model of item

the error is 5+10%), not even several times (for example, two or
three times), but by orders of magnitude, i.e. not less than ten to
a hundred times (!).
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operation, it is possible to use the well-known technique,
according to which the operation of any of the compo-
nents of the item is replaced with the information model
in the form of a black box where the performance of
the required functions is characterized by probabilistic
failure rates (statistical, logical, Bayesian, subjective).
It is necessary to bring the values of parameters and
probabilistic indicators to a consistent nondimensional
form in order to take into account the probabilistic in-
dicators of such information models and calculate the
dependability using a generalized parametric model of
item operation. For this purpose, the probability of the
parameter values being within the acceptable range is
identified (based on their physical understanding [16]),
upon which all probabilities regardless of their origins
(based on physical or information models) will be avail-
able to calculate the dependability using the method of
structural dependability scheme [14, 16]. At the same
time, this does not contradict the idea of calculating the
dependability of unique and small-series items accord-
ing to known dependability indicators of components
and elements.

Two interchangeable methods can be used to deter-
mine the probabilities of parameter values being within
the allowable range: deterministic (setting the design
margins for each of the parameters in such a way as
to guarantee with certain confidence that their values
are within the allowable range) [14] and stochastic
(for example, by assessing the individual structural
dependability [17], i.e. calculating the probabilities of
parameters being within the allowable areas based on
individual characteristics of materials, loading/impact
processes and product manufacturing processes). The
interchangeability of these methods can be explained
through the example of a strength calculating model
of the “load parameter — strength parameter” type,
whereas the probability of failure-free operation equals
the probability that the value of the load parameter
will never exceed the value of the strength parameter
within a given period of time. Moreover, even if both
parameters are random functions of time, it is possible
to solve the dependability problem in a deterministic
statement of the calculated values of the load and safety
margins [16] by applying structural margins according
to GOST R 56514-2015, i.e. by “expanding” the range
of real values of the “load parameter” with safety factors
and/or “narrowing” the allowable range of the “strength
parameter” using safety margins. This method is widely
used in the rocket and space industry.

Examples of structural margins used in practice in
the form of redundancy, safety factors, safety margins
and drive torque (forces), parametric redundancy, power
and thermal decoupling, procedures for obtaining guar-
anteed results, for example, using minimax criteria or
engineering psychology factors, are provided in [14,
16]. All structural margins are assigned based on the
rules of the statistical dependability theory (for example,

safety factors and safety margins [18]), proven appli-
cation practices (for example, margins of drive torque
(forces) [14, 19-20]), design methods aimed at removing
limitations on output parameters variation (for example,
by using power and thermal decoupling [21-22]), or
other organizational and technical actions that reduce
or eliminate the probability of failures.

In the general case, for example, for deploying struc-
tures of spacecraft, the dependability in terms of strength
can be calculated using the deterministic method ac-
cording to GOST R 56514-2015, and dependability in
terms of operation can be calculated using the stochastic
method [20], or in any other combinations [14, 17].
Furthermore, the use of structural margins for solving
dependability problems in a deterministic formulation
not only simplifies the selection and substantiation of
parameters when designing items, it is also one of the
important conditions for compiling the initial data for
digital design in the form of a matrix of target indicators
and their limitations [6].

Design engineering methods
for solving the dependability
problems of highly vital items

Various aspects of the above parametric approach to
solving the dependability problems of highly vital items
(philosophy, genesis, definitions, theoretical issues,
models, calculations, practical applications, etc.) were
considered in detail in [14]. They served as the basis
for the design of the method of engineering analysis of
dependability. That technique, relying both on engineer-
ing disciplines and the mathematical foundations of
the dependability theory (if acceptable and justified),
allows analyzing and taking into account individual
design features of products, which makes it possible to
predict dependability in the design and construction of
technical objects without prototypes.

DEAD is based on a generalized parametric model
of operation in the form of [16]

[X}=(X.X,,. X)) Vi=Ln; (1)
D, :{Xi(t)|(x‘i <X, (t)SBi}; (2)
R=P{X (t)eD,0<t<t}, (3)

where {X} is a set of output parameters X,, that deter-
mine the performance of the required functions in the
form of a column-vector (functionality of the object);
D_ is the acceptable region of output parameters X,(¢)
(operational integrity of the object in the permissible
ranges of parameter values @, and B,); R is the depend-
ability of the object as the probability P of values of the
output parameters X,(¢) being within the region of their
permissible values of D, within the time to failure ¢,.
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DEAD is a sequential set of algorithmic methods
that allow presenting the design (in accordance with
GOST 2.102) and process engineering (in accordance
with GOST 3.1102) documentation of a technical item
(i.e. its text-and-graphic or digital model depending on
the development method) in the form of a generalized
parametric model of operation (1) — (3). The procedures
of the technique allow (in a generalized form):

* initialization of the item in the form of parameteri-
zation (turning it into a set of parameters and permis-
sible ranges of their variation), which is carried out to
establish conditions (1) — (2);

* calculations of theoretical dependability by design
parameters carried out according to (3);

* providing evidence that the analysis (assessment)
of dependability corresponds to the reality (the require-
ments of design and technological documentation, pro-
duction conditions, quality control methods), for which
the relevant risks assessment is carried out [23].

The application of the generalized parametric model
of operation (1) — (3) and the DEAD [16] does not
violate the basic principles of dependability theory.
Along with the applied methods of the dependability
theory (mathematical, statistical and physical), design
engineering methods allow expanding the capabilities
of the dependability theory for predicting the depend-
ability of technical objects and making dependability
problems understandable and accessible for engineers.
DEAD was tested in the design of single-use mechani-
cal space devices and hydraulic assemblies of oil well
equipment [14], which allowed:

* detecting design and process engineering errors in
the technical documentation;

« evaluating the effectiveness of the existing computa-
tional and experimental optimization of product design;

* assessing the adequacy of the established require-
ments in the design documentation;

* identifying unacceptable combinations of structural
parameters based on the design constraints, actual manu-
facturing and control conditions;

» drawing conclusions regarding the propensity to
failure of products;

* predicting the compliance to the specified depend-
ability requirements;

* providing recommendations regarding design modi-
fications to ensure specified dependability of products.

Comparability of DEAD with
existing predictive approaches to
dependability

The idea of dependability analysis (evaluation) with
account of design and technological factors is not new.
Its relevance was repeatedly noted and demonstrated,
for example, in [24-26]. However, analysis and evalu-
ation methods for design engineering factors that allow
designers of highly vital systems making their decisions
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taking the dependability into account are yet to be de-
veloped (as far as the author knows).

Certain aspects of accounting for design factors that
affect dependability are well known in the literature.
For example, the basics of calculating the dependabil-
ity by strength are set forth in [27], and approaches to
calculating the dependability of the mechanical parts of
an aircraft subject to the requirements of strength and
undisturbed operation in case of deployment mecha-
nisms actuation, are shown in [28, 29]. The parameters
by which dependability is calculated in the indicated
examples are part of the column-vector (1). Operational
integrity and dependability are calculated using formulas
(2) — (3), taking into account the physical foundations of
ensuring the desired parameters. However, as practice
shows [14], when calculating highly vital systems, it
is required to take into account additional factors af-
fecting dependability. Such factors may include, for
example, sudden disappearance of gaps in kinematic
pairs, insufficient vibration resistance of joints, presence
of foreign objects in deployment mechanisms (compo-
nents or adjacent parts of structures), instability of the
mechanism settings, insufficient actuator stroke, critical
operation execution modes being violated or not set etc.
[14, 16-17, 23].

In order to establish the output parameters that affect
dependability, a design engineering analysis of depend-
ability is performed [14, 16] that produces a parametric
description of the functionality (1), operational integrity
(2) and dependability (3) of the structure. Moreover,
the application of the method of mitigation [14, 16]
that allows translating possible failures into the desired
output parameters, actually allows considering model
(1) — (3) as a condition for the failure-free operation of
the structure. This greatly increases the effectiveness
of analytical verification, for example, using FMECA
[30], which is based on identifying undesirable failures
by the severity of their consequences and conducting
expert assessments of the risks of possible failures,
but does not provide an answer on how to prevent the
very possibility of failures. The use of DEAD allows
managing failures by selecting the values of the design
parameters under the conditions of given restrictions
(modes and conditions of use) based on mathematical
equations (1) — (3) that reflect the set of knowledge,
ideas and hypotheses when implementing output effects
based on the physical laws of nature.

When it comes to DEAD, it should be understood that
it does not replace or undermine the existing founda-
tions of dependability (generally accepted standards of
dependability should be followed where possible). How-
ever, when there is no information on the dependability
of components and statistical data on product failures is
insufficient, this method allows avoiding a significant
part of design errors, including those that cause unlikely
failures. The use of DEAD puts the notion that depend-
ability calculations are impossible and even meaningless
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[12] for highly vital systems (0.997 and higher) into
question. In the framework of DEAD, calculations of
the dependability of highly vital systems are critical, but
its procedure requires standardization [23].

Moreover, the use of DEAD in itself is a necessary,
but insufficient condition for creating highly vital
systems. Like any other tool, it requires skill. In this
case, that is the knowledge of the physical principles
of operation of technical items, the fundamentals of
engineering disciplines and methods of design for en-
suring quality and dependability. Furthermore, all the
same is required when using digital design technologies.
Fortunately, the need to follow the established DEAD
algorithm together with the possibility of obtaining a
posteriori knowledge (from the results of testing and
operation) allows accumulating knowledge with each
iterative cycle of analysis and, if necessary, creating
check lists of design principles and design rules [14, 28],
corresponding to a specific subject area of development
(which only enhances the effectiveness of the method).

Compatibility and conditionality
of DEAD and digital technologies

From the standpoint of being focused on depend-
ability prediction, DEAD and digital design methods
use common procedures, i.e. substantiation of design
solutions in order to eliminate (reduce the probability
of) errors that can cause failures based on analytical,
computational and experimental verification.

DEAD is within the authority of the human depend-
ability expert. It is therefore instrumental in compiling
the initial data for computer calculations in the human
— computer system, since the effectiveness of digital
technology itself directly depends on their completeness
and reliability.

Today, in the course of construction of a matrix of
target indicators and limitations, as well as validation
of the calculation results, each iteration would involve
experts who rely only on their own knowledge and ex-
perience [6]. The use of DEAD enables algorithmized
preparation and verification of input data for computer
calculations using formulas (1) — (2) and validation of
their results according to (3). Thus, two problems are
solved:

* there is no need to search for unique and costly
experts (who may just not be around at the right time);

* engineers in the human — computer system are able
to use a system approach that increases the efficiency
of their decisions and allows for effective actions when
preparing and conducting computer calculations.

The benefits of the latter cannot be overestimated. The
capabilities of computer hardware and software are con-
stantly growing, while the human capabilities in terms
of technology development have been deteriorating in
recent years: the quality of thinking does not improve,
analytical abilities do not increase and the educational

level has noticeably degraded. If knowledge is not en-
hanced and human actions are not further algorithmized,
an ever-widening gap in the human — computer system
may lead to unpredictable consequences, the most harm-
less of which may be Robert Sheckley’s prophecy in Ask
a Foolish Question.

In theory, a generalized parametric model of opera-
tion (1) — (3) consisting solely of parameters can be
obtained by simulating the operation of technical items
at the micro-, macro- and megaworld levels (the prin-
ciples of constructing digital models allow for that and
are limited only by the available computational power).
In this case, only an automated option is required, that
would enable additive calculation of the predicted de-
pendability resulting from the required measures aimed
at preventing structural failures. Otherwise (if human
knowledge or computing capabilities are insufficient),
human participation is required for adjusting the calcula-
tion of predicted dependability by taking into account
factors that require probabilistic assessment based on
information models in the form of a black box.

The use of DEAD in digital technology may be es-
sential for topological optimization of structures. In that
case, it is important to distinguish between the goals of
the tasks being solved. It is one thing when topological
optimization is carried out to reduce production costs,
while if the reduction of such costs may cause risks of
excessively larger losses than the benefit of the savings
is a totally different matter. For example, the mass of
a mechanical spacecraft device can be reduced by 1 kg
through topological optimization, which leads to savings
of about 10’ dollars based on the market price of blanks
and the cost of manufacture. However, the failure of the
mechanism in orbit as a result of the topological optimi-
zation can lead not only to losses of about 10° dollars,
corresponding to the unit cost of payload deployment,
but also to much more critical losses in the form of the
cost of the lost spacecraft and the time of its creation,
the cost of repeated satellite manufacture and financial
losses due to potential reputational costs (for example,
increasing cost of space risk insurance). In this case,
predicting the dependability becomes a top priority that
must be addressed using scientific methods.

Conclusions

Digital technology provides a tangible opportunity of
predicting, reducing the impact or eliminating possible
failures. That can be achieved through the same means
that often cause failures, i.e. design engineering. For
that purpose, it is required to create new applications of
the modern dependability theory based on engineering
disciplines and design engineering methods developed
for ensuring quality and dependability of products.

Anyone interested in the problems described in the
article are kindly asked to express their opinions, includ-
ing personally at pokhabov_yury@mail.ru.
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The author’s contribution

The paper is the result of a long practice (since 1982)
of design and assurance of dependability of space struc-
ture deployment mechanisms. Using the patented method
of design engineering analysis of dependability (DEAD),
between 2014 and 2019 expert assessment of the suscep-
tibility to failure of structure-deploying mechanisms of
spacecraft was conducted by leading Russian developers
(with publication of scientific technical reports), that
identified the insufficiency of todays’ methods of ana-
lytical and experimental verification of dependability in
the aerospace industry in terms of ensuring the required
reliability above 0.999 and, paradoxically, reduced qual-
ity of the designs in terms of dependability subject to
the application of digital design technology.
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Abstract. Pipeline transportation systems are used for the purpose of delivering to consumers
various substances, materials, including those required for continuous flow processes. The op-
eration of such complex industrial facilities is associated with some risks and possible failures
of individual units and assemblies due to various causes. The paper examines the specificity of
pipeline transportation systems behaviour in emergency situations. The development of such
processes may cause the disconnection from the source of some or all end product consum-
ers. The process of damage may occur in accordance with the following mechanisms: progres-
sive damage, when individual pipeline systems fail in a random order; progressive blocking,
when individual transportation nodes fail in a random order. An accident scenario, in which
progressive damage to linear elements and blocking of transportation nodes simultaneously
occur within a system, represents mixed damage. The Aim of this paper is to develop the cri-
teria for estimating a pipeline transportation systems’ resilience to mixed damage, as well as
the methods for solving routine problems of synthesis of network structures resilient to such
process. Methods of research. The ability of a specific system to resist mixed damage de-
pends on its network structure and is identified by means of simulation. The structural changes
caused by mixed damage are described with a cyclogram, whose parameters indicate the
number of damaged linear and blocked point elements within one cycle of system exposure.
A comparison of the network structures’ ability to resist mixed damage is only possible in case
they are comparable. For that purpose, the analyzed systems must have identical numbers of
nodes, linear elements, as well as end product consumers. Additionally, such systems must
be exposed to mixed damage with identical cyclograms. Results. The simulation of the mixed
damage process identified such characteristic as the average percentage of system compo-
nents, whose failure causes disruption of the connection of all consumers to the source, as well
as the average percentage of nodes, whose blocking causes a complete disconnection of the
source from all consumers. The developed method of estimation of resilience to mixed dam-
age allows solving the following structural synthesis problems: selection of the position of the
source of the end product within the given network; selection of the position of new consumers
within an existing system; definition of the locations of additional fragments’ connection to the
system; selection of coupling linear elements when additional fragments are connected to a
transportation system. Conclusions. Mixed damage is a hazardous development scenario of
an emergency situation and is associated with rapid degradation of the transportation capac-
ity of pipeline systems. Various network structures vary in terms of their ability to resist mixed
damage, while their resilience characteristics should be identified using computer simulation.
A comparison of the mixed damage resilience characteristics is only possible for comparable
network structures with equal numbers of nodes, linear elements and end product consumers.
Additionally, the same cyclogram of mixed damage must be used.

Keywords: pipeline, system, structure, damage, network, accident, resilience.

For citation: Tararychkin I.A. Selection of network structures of pipeline systems resilient to
mixed damage. Dependability. 2020;2: P. 12-17. https://doi.org/10.21683/1729-2646-2020-
20-2-12-17

Received on: 02.071.2020 / Upon revision: 21.04.2020 / For printing: 17.06.2020.



Selection of network structures of pipeline systems resilient to mixed damage

Pipeline transportation systems are used for the purpose
of delivering various substances, materials, including those
required for continuous flow processes [1-7].

The operation of such complex industrial facilities is as-
sociated with some risks and possible failures of individual
units and assemblies due to various causes [8-11]. In some
cases, the failure of linear elements (pipelines) does not
cause a noticeable limitation of the system’s performance
due to the presence of redundant connections and alternative
ways of delivering the end product.

If, as the result of internal or external effects, a sequence
of structural element failures occurs within a system, such
development of the accident may cause the disconnection
from the source of initially some, then all end product con-
sumers. A failure in a random order of a set of a system’
linear elements is called progressive damage [12, 13].

The failure of an individual transportation node makes
it unable to handle transportation flows, and such point ele-
ment of the system becomes blocked. Sequential blocking
of point elements of a system in a random order is herein
called progressive blocking [14, 15].

If, during accident development, both progressive dam-
age to linear elements and blocking of transportation nodes
occur simultaneously, such system exposure is considered
as mixed damage.

The development of mixed damage is associated with a
rapid degradation of the system’s transportation capabilities,
however technical literature does not provide any informa-
tion regarding the patterns of this process, as well as methods
of estimating the systems’ ability to resist its development.

The aim of this paper is to develop the criteria for esti-
mating pipeline transportation systems’ resilience to mixed
damage, as well as the methods for solving routine problems
of synthesis of network structures resilient to such process.

Mixed damage is characterized by cyclogram T(a.p).
Parameters o and P indicate the number of sequentially
damaged linear elements and blocked transportation nodes
within one system exposure cycle. Under the defined mixed
damage cyclogram, for each moment of system time the
exact number of operable structural elements of the analyzed
network entity can be specified.

Using computer simulation [16, 17], the following resil-
ience characteristics of the analyzed network entity were
identified.

Average share of linear system elements ¢,,, whose
damage causes the disruption of the connections between
the source and all end product consumers.

Average share of transportation nodes ¢ ,,, whose dam-
age under conditions of mixed damage causes the disruption
of the connections between the source and all end product
consumers.

All calculations were performed using MathCAD [18,
19]. The above characteristics should be considered as the
projections of vector @ on the coordinate axes that allows
estimating the system’s ability to resist mixed damage.

The module of this vector |<f)*| =,0;, +¢,, generally
characterizes the resilience of the analyzed network struc-

ture [20]. The higher is value @’ |, the better is the examined
item’s resilience to mixed damage. Practically speaking, the
value of the of the above characteristics consists in the fact
that they enable comparative analysis of the resilience of
various network entities.

However, a correct comparison of values @, @, and|d3* |
is possible only in the structures are comparable. For that
purpose, they must have identical numbers of:

- linear elements;

- transportation nodes;

- end product consumers.

Additionally, the conditions of damage of the analyzed
network structures must be similar, i.e. be described by the
same damage cyclogram T(a.p3).

A series of computing experiments has established that
the correlation of the resilience indicators of the sets of com-
parable network structures does not depend on the adopted
damage cyclogram, but is rather defined by the existing set of
intrasystem communications. That means that for a random
set of comparable network entities the correlation between
their resilience does not depend on the specific conditions
of mixed damage.

Then, the estimation of the correlation of the resilience
of'a number of comparable network structures only requires
defining the corresponding values of |d3 | in the conditions of
test input with characteristics o= = 1. The above structures
are regulated in terms of their resilience to mixed damage
in such a way as to ensure correspondence between more
resilient systems and higher values of |(i> |

Let us note that in case of test input with cyclogram T(1.1)
there is a consecutive alteration of random damage of one
linear element and blocking of one transportation node of
the system. This exposure pattern is further used for the pur-
pose of comparative estimation of the ability of comparable
network structures to resist mixed damage.

Routine problems of structural
synthesis of pipeline systems resilient
to mixed damage

The study of the specificity of network structures be-
haviour when affected by mixed damage is of practical
interest. This specificity should be taken into consideration
with regard to problems of structural analysis and synthesis
of pipeline systems of various complexity and purpose.
The properties of alternative network structures and design
decision-making must be evaluated subject to the specified
comparability requirements. Let us examine some typical
design problems, as well as methods of solution.

Selection of the position of the source
of the end product within the given
network

Problem definition. Within the given network structure
with known positions of consumers, it is required to identify
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the location of the source of the end product, whereas the
system’s resilience to mixed damage is the highest. The
structural synthesis problem in this case is solved by com-
paring the values of |Cf>*| of network entities with different
locations of the source.

Let us examine alternative network structures designated
SKA, ... SKD shown in Fig. 1. They are characterized by
varied location of source A and each have 13 nodes, 23
linear elements and 9 product consumers. In the course of
the computation, each of the above structures was exposed
to mixed damage with cyclogram T(1.1).

Under such conditions, all the above systems are com-

arable, while the comparison of corresponding values of
Cf)*| proves to be correct. The calculation data obtained for
samples of the size of 10* elements are shown in Fig. 1.

It can be seen that the worst location of the source cor-
responds to structure diagram SKA, while the highest value
|§)*Tcan be observed in case diagrams SKC and SKD are
used.

SKA
¢, =0.165
9,,=0.28
|®| = 0,325 N
SKB
o, =0.182
9,,= 0313
|#] = 0,362
b)
SKC
o, = 0.193
o,,=0.333
|®| = 0,385
©)
SKD
o, =0,192 A
9,,= 0333
|7 = 0,385
d)

Fig. 1. Structure diagrams of the SKA (a), ... SKD (d) pipeline
systems with different locations of the source of the end product A

At the same time, the resilience of the pipeline sys-
tems with structure diagrams SKC and SKD proves to be
identical. Thus, while solving the problem at hand, one of
those structure diagrams should be selected. The ultimate
solution in this case depends on the additional conditions
or limitations that take into consideration, for instance,
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the possible cost of practical implementation of those two
variants.

Selection of the position of new end
product consumers within an existing
system

Problem definition. In a system with a known location of
the source and several end product consumers, it is required
to identify the location of additional consumers, whereas the
resilience to mixed damage is the highest.

Fig. 2 shows the layouts of network structures with source
A and additional end product consumer B, C and D to be
included in the system.

PN p—p—o SN
¢y, = 0,187
¢, = 0.26
&= 0,32 L A
e l. a)
o— o SNB
¢, =0,197
9, 0.275 —- N
|®| = 0,338 &
o 1 b)
o SNC
9, = 0208
9, 0.291
&= 0,358 1A B ¢ D
o I l ©)
o SND
9, =0.202
9, = 0.282
&= 0,346 | A .
B I C D
o ‘o) d)

Fig. 2. Structure diagrams of the SNA (a), ... SND (d) pipeline
systems with different locations of the end product consumers
B,C,D

The difference between the above options consists in the
location of such consumers in the network. It is required to
analyze and select the network structure with the highest
resilience to mixed damage.
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Let us assess the comparability of the structure diagrams
shown in Fig. 2. They all include the same number of nodes,
linear elements and product consumers. In case such struc-
tures are exposed to mixed damage with cyclogram T(1.1)
the values of resilience indicators can be correctly compared
to each other.

The values of resilience characteristics identified as the
result of simulation for samples of the size 10* elements are
shown in Fig. 2. It can be seen that the structure designated
SNC is characterized by the highest resilience to mixed
damage. The value of |<i)*| of such network entity is about
1.12 times higher than the corresponding value of structure
SNA with the worst properties.

Thus, the network entity designated SNC should be
considered as the solution of the structural synthesis
problem.

Selection of the locations
of an additional fragment
connection to the system

Problem definition. The planned reconstruction of a
pipeline system aims to extend its capacity and introduce
an additional fragment with a number of consumers. There
are several ways this extension can be implemented. The
option must be selected that would enable the highest
achievable resilience to mixed damage for the specific
pipeline system.

An example structure diagram of a pipeline system and
extension fragment are shown in Fig. 3. The extension in-
cludes consumers B, ... G that are connected to each other
and can be included into the original system with the creation
of network structures SFA and SFB (Fig. 4).

In terms of the capabilities of the newly created system
all the above extension options are equivalent. It is required
to evaluate the resilience of SFA and SFB to mixed damage,
as well as select the best extension option.

At the first stage of analysis it is required to identify if
the above network entities are comparable. In this case the
answer will be positive, as they have matching numbers of
nodes, linear elements and end product consumers. Addi-
tionally, the analyzed entities are subsequently exposed to
mixed damage with the same cyclogram T(1.1). The iden-
tified values of |<i)| are shown in Figure 4.

o —0173 E F G SFA
EL [0 © e ® ]
0, = 0273
. B C D
| = 0,323
A
a)
SFB
A
9, =0.174 5 . 5
9, =0.275
&= 0,326 E F G b
O ()

Fig. 4. Structure diagram of pipeline systems SFA (a) and SFB
(b) corresponding to the different extension options

As simulation used samples of the size of 10* elements,
the obtained expected values have 2 decimal significant
figures. That means that the resilience to mixed damage of
network structures SFA and SFB turns out to be identical.
In this context, the ultimate choice is to be made subject to
additional criteria, e.g., subject to the results of installation
activities cost estimation.

Selection of coupling pipelines when
an additional fragment is connected
to a transportation system

Problem definition. The reconstruction of the pipeline
transportation system is associated with the inclusion of a
fragment that may contain several end product consumers.
For the given number of additional pipelines, it is required
to select the locations of their connection to the system and
the fragment. The resulting network structure must have a
high resilience to mixed damage.

Let us then examine the problem related to the connec-
tion of an extension fragment that includes 10 end product
consumers (Fig. 5).

E F G
> @ O
A
B C D
a) b)

Fig. 3. Structure diagram of the pipeline system (a) and extension fragment with 6 end product consumers (b)
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a)

Fig. 5. Structure diagram of a pipeline transportation system
with source A and 6 product consumers (a), as well as the
diagram of the connected extension fragment with 10 con-

sumers (b)

The connection is to use 4 additional pipelines. Fig. 6
shows the available connection options that allow achiev-
ing the goals of the reconstruction. At the same time, it is
required to identify which of the examined options ensures
the highest system resilience to mixed damage. Let us as-
sess the comparability of network structures SOA, .... SOD
shown in Fig. 6.

SOA
¢, =0.188 m
¢, = 0.315 ]\/ /
|#] = 0,367
\[ ;
SOB
o, =0.175 : : \
¢, = 0293 Y\( -
|#] = 0,342 &
-\I. b)
soc
o, = 0,168
0= 0,282 A
|#] = 0,328
> <)
SOD
0,,=0.274 N P
| =0,319
L d)

Fig. 6. Structure diagrams of pipeline systems SOA (a) ... SOD
(d) with various locations of the coupling pipelines
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All of them have the same number of nodes, linear ele-
ments and product consumers, therefore in case of mixed
damage with cyclogram T(1.1) the corresponding resilience
characteristics can be correctly compared. The calculation
data obtained for the above network structures using samples
of the size of 10* elements are shown in Fig. 6.

It can be seen that the highest value of Cf)*| is observed
in case of mixed damage to network structure SOA. For the
examined extension options the highest value of’ |(i)* | exceeds
the lowest one by 1.15 times. Thus, the structure diagram
shown in Fig. 6 (a) should be considered as the solution of
the synthesis problem.

Conclusions

1. Mixed damage is a hazardous development scenario
of an emergency situation and is associated with rapid
degradation of the transportation capacity of pipeline
systems.

2. Various network structures vary in terms of their ability
to resist mixed damage, while their resilience characteristics
should be identified using computer simulation.

3. Comparison of the mixed damage resilience character-
iStics @, @, |CT>* | is only possible for comparable network
structures with equal numbers of nodes, linear elements and
end product consumers. Additionally, the same cyclogram
of mixed damage must be used.
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Discussion of dependability
terminology

Editorial note

Our Journal has published a number of papers that deal
with the subject of dependability-related terminology and
its standardization. However, our readers continue to have
a keen interest in the matter and send new papers dedicated
to it. Unfortunately, many authors who express reasonable
(as they believe) proposals often disregard a whole range of
factors that must be taken into consideration with respect to
the development of a general (multisectoral) dependability
standard. Those include the requirements of general regula-
tory documents, Russian and international experience of
standardization in this domain, provisions of other general
standards, requirements of other industries, etc. In this con-
text, we suggest interested experts should take part in discus-
sion regarding the dependability-related terminology. This
issue opens discussion by the article of V.A. Netes, member
of the Editorial Board, in which he, drawing from his experi-
ence in dependability-related terminological standardization,
lays down its general principles. The editors believe it to be
reasonable — before even starting the discussion of specific
terms and definitions — to agree upon such common principles
and then examine their specific applications in certain areas
of science and practices.
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Introduction

Over the last years the standardization of dependability,
in particular the terminology it uses, has been dwelt upon
by various publications (e.g. [1-6], some more papers to be
referenced further on). On the one hand, such an interest in the
topic is good news for the author who has been working in this
area for many years and has participated in the development
of the interstate and international terminology standards. On
the other hand, however, this is indicative of problems in the
area [5]. It is also upsetting that discussions sometimes go
around in circles and it seems as if discussants do not read
carefully what has been written on the subject before or even
are not familiar at all with the key provisions in the area of
standardization established by normative documents.

This situation initiated the writing of this paper whose
major aim is not to review and discuss specific terms, but
rather to formulate the overall principles that should be used
as the basis for the development of a general terminology
standard for dependability in technics. The author hopes that
if the general principles are agreed upon first, then it will be
easier to come to solutions for specific terms and definitions.

Naturally, any standard shall comply with the requirements
specified in the Federal law “On standardization in the Russian
Federation” (dated 29.06.2015 Ne 162-FZ), in the standards of
complexes “Interstate standardization system” (GOST 1.) or
“Standardization in the Russian Federation” (GOST R 1.). The
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procedure of the development of terms and definitions standards
is prescribed by the guidelines [7]. These provisions will be
considered in the paper in relation to a terminology standard for
dependability. The description will be supported by examples
from the experience related to the development of such standards.

Legacy

One of the principles of standardization specified by
Article 4 of the Federal law “On standardization in the
Russian Federation” is the provision of the continuity of
activities in the area of standardization. The first general
terminology standard for dependability in technics GOST
13377-67 was adopted in the USSR over half a century
ago. It was consecutively replaced by GOST 13377-75,
GOST 27.002-83, GOST 27.002—-89, GOST R 27.002-2009
and GOST 27.002-2015. In this row GOST R 27.002-2009
stands out (its specifics will be considered later), yet all oth-
ers maintained legacy to its predecessors. Of course, each
new standard introduced new terms and elaborated some
definitions, otherwise it would have not made sense to adopt
it, nonetheless some basic provisions were kept intact.

For information the table contains the number of terms used
in each of the mentioned standards (as well as in the international
standards considered below). It is evident that GOST R 27.002—
2009 stands out for this parameter as well, with the number of
terms in it exceeding the boundary of 200 units specified in [7].
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Number of terms in the standards

Standard Number of terms
GOST 13377-67 24
GOST 13377-75 86
GOST 27.002-83 89
GOST 27.002-89 116
GOST R 27.002-2009 212
GOST 27.002-2015 146

IEC 60050-191:1990 244 (only terms re-
lated to dependability
considered)

IEC 60050-192:2015 260

In the author’s opinion, the basic provisions maintained
in the Russian standards are as follows:

1. The definition of dependability as the property of an
item (product in GOST 1337767, the relationship between
these notions will be considered below).

2. The consideration of dependability in the conditions of
anitem s application (use), maintenance and repair, storage
and transportation.

3. The definition of dependability as an integrated prop-
erty that can incorporate several simpler properties: reli-
ability, maintainability, durability and storability.

4. The distinction of two pairs of opposite states of an
item: up state — down state and perfect state — imperfect state.

5. The presence of several integrated dependability
measures apart from the availability factor: total availability
(utilization) factor, interval availability factor (since 1975),
effectiveness retention (efficiency) ratio (since 1983).

Alignment with international
standards

One of the objectives of standardization as specified in
the Federal law “On standardization in the Russian Federa-
tion” (Article 3) is the facilitation of the Russian Federation
integration into the global economy and the international
systems of standardization as an equal partner. In accord-
ance with [7, Par. 3.12], one of the tasks of standardization
in scientific and technical terminology is the harmonization
(the provision of alignment) of scientific and technical termi-
nology at the national and international levels. Therefore, it
is recommended to use terminology standards and vocabu-
laries of international organizations (ISO, IEC, etc.) to the
maximum extent practicable in order to provide terminology
support for the Russian national standardization system, and
special section 8 is devoted to this topic in [7]. As stated
therein, the application of international standards enables the
achievement of several objectives. One of them is the use of
the benefits of scientific and technological progress. Indeed,
most of the advanced technologies, technical solutions, their
hardware and software implementations come to us from
abroad. Naturally, related terms come along with them as
well. Another objective is to standardize terminology used
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within the framework of trade, economical, scientific and
technological cooperation with other countries.

Also, a substantial part of our standards is currently
harmonized with international standards. Therefore, even if
the development of a terminology standard in dependability
is not going to take an analogous international standard
into account by any means, the terms and definitions from
it will anyway find their way into our country along with
other standards, this leading to undesirable collisions. Let
us consider a typical example. In a widely used Russian
standard [8], the term “dependability” has the following
definition: “ability to perform as and when required” (its
source will be provided below).

Unfortunately, the complete harmonization of the national
terminology standard in dependability with an international
standard is hardly possible at present, since it will be in plain
contradiction to the legacy principle. The point is that the
standardization of dependability terminology in our country
began earlier than globally, though our representatives did
not take any active part in the work of respective interna-
tional organizations, so our experience has not practically
been taken into account, and this has resulted in the fact
that the Russian and international standards differ in some
important positions (examples will be provided below).
Thus, it is reasonable, on the one hand, to go step by step
in the direction of alignment of the Russian terminology
with the international one, and on the other hand, to make
attempts to include those terms from our standard into the
international one, which are missing therein.

A major role in dependability standardization belongs to
IEC, namely to its Technical Committee (TC) 56, which is
called “Dependability”. By agreement with ISO, it is hori-
zontal, i.e. it develops standards for all areas of technics,
not only for electrotechnics. Those who are interested in its
history and activities, can be referred to papers [9] and [10]
(the author of the first one was the TC 56 chairman at the
period of 2008-2017, and the author of the second one is
the acting chairman); in Russian there is a publication [11]
reflecting its authors’ work experience in TC 56.

The current international terminology standard in de-
pendability [12] represents the part 192 of the International
Electrotechnical Vocabulary (IEV). IEV contains all the
IEC standardized terms and their definitions in English and
French. It has a publicly available online version “Electrope-
dia” (http://www.clectropedia.org/), where one can also find
equivalents of terms in other languages. In particular, terms
in dependability are provided in other 9 languages (apart
from English and French), but unfortunately, the Russian
language is not among them. The overview of the standard
[12] in Russian, its comparison with the previous version of
asimilar standard [13] and the Russian terminology standard
is presented in [14].

None of the mentioned basic provisions of the Russian
standards is fully in line with the international standards.
Therein dependability and its constituents (reliability, main-
tainability, etc.) are defined as an item’s abilities, rather than
as its properties; the storage and transportation of an item
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are not taken into account, thus storability not being incor-
porated into dependability; there are no analogs of perfect
state and imperfect state, and no integrated dependability
measures mentioned above. Nonetheless, as far as the rela-
tionship between a property and an ability is concerned, in
the author’s opinion, the difference is not so vital [2], and
by the way, even in IEC TC 56, when defining dependability
as the ability of an item, they say about it as a property [9].

It is [12] that was the source of the abovementioned
definition of dependability from [8]. The thing is that
standard [8] is identical to ISO 9000:2015, and during the
development of this international standard they took the
definition from [12] considering the major role of IEC in
dependability standardization. By the way, it would be good
for the developers of our standards to act in the same way, so
that they not invent their own terms and definitions related
to dependability, but rather take them from the terminology
standard of the series “Dependability in technics”.

The first attempt to find a compromise between legacy
and alignment with an international standard was GOST
R 27.002-2009, which was developed with the basic
provisions of international standard [13] taken into ac-
count. Unfortunately, this attempt was a failure, as GOST
R 27.002—-2009 had a wide range of significant drawbacks.

A system of terms therein was poorly coherent and incon-
sistent. For instance, the definition of dependability taken
from [13] used the term “maintenance support”, whereas this
term was not included into the standard. On the other hand,
likewise in our previous standards, GOST R 27.002-2009
had the term “storability”, though its relationship with
dependability was absolutely unclear. Some of terms (e.g.
“imperfect state”) took on a meaning different from what
was defined in previous national standards and became
something common for specialists. For several terms taken
from [13], bad Russian equivalents were chosen. Some defi-
nitions from [13] were translated with mistakes (omissions,
wrong cases, etc.), resulting in distortion and ambiguity
of the meaning. As was mentioned above, the number of
terms therein is too large. Moreover, standard [13] taken as
a basis had become obsolete by the time, and IEC TC 56
had been actively working over a new standard that was to
replace it (unfortunately, the work took longer than it had
been expected initially, and [12] was adopted only in 2015).

GOST R 27.002-2009 got severely criticized by the scien-
tific and technical community, which resulted in the fact that
Rosstandart made a decision to suspend GOST R 27.002—
2009 and to renew the validity of the interstate standard
GOST 27.002—-89 (order dated 29.11.2012 Ne 1843-st). In
parallel, they began developing a new terminology standard,
which became the interstate standard GOST 27.002-2015.
Unfortunately, while bringing this standard into force as a
national standard of the Russian Federation (order dated
21.06.2016 Ne 654-st), Rosstandart did not cancel the contra-
dicting GOST R 27.002-2009, as it should have been done
according to Par. 6.2 of GOST R 1.8-2011 [14].

During the development of GOST 27.002-2015, a new
attempt to find a compromise between legacy and alignment

with IEC new standard [12] was made, however, compared
to the previous time, the preference was given to legacy. At
the same time, it included some terms from [12], which had
been missing in our standards before.

Consistency with other general
technical standards

One more principle of standardization specified by the
Federal law “On standardization in the Russian Federation”
is consistency of national standards. Indeed, contradictions
between standards create difficulties for those who apply
these standards (“What to believe?” [5]), shatter confi-
dence and respect in the entire system of standardization.
Therefore, a terminology standard in dependability ought
to be consistent with basic general technical standards, in
particular, with standards of “Unified system for design
documentation” (Russian abbreviation ESKD, GOST 2.),
“Unified system of technological documentation” (ESTD,
GOST 3.), etc.

One may think that this requirement is obvious and should
be clear for everyone. Unfortunately, in practice there have
been cases when this principle was violated. For example, in
GOST R 27.002-2009 the definition of the term “product”
was fundamentally different from the definition of the same
term in ESKD (in more detail it was covered in [16]).

The definition of dependability as a property is in line
with this principle. Indeed, a general technical standard [17]
defines the quality of products as the entirety of a product’s
properties underlying its capability to satisfy certain needs
as to its purpose. One of these properties is dependability.

It is worth noting that consistency of standards should be
provided by both ways. General terms used in dependability
standards should have the same meaning as in basic general
technical standards where these terms are in place. On the
other hand, dependability terms in all standards should be
used in line with the way they are defined in the terminology
standard of the standards series “Dependability in technics”.

Internal consistency and logical
coherence

Even more obvious is the requirement for internal con-
sistency and logical coherence of a standard itself. Unfor-
tunately, sometimes this principle was violated as well. For
example, in GOST R 27.002-2009 the terms “availability
state” and “availability time” were by no means related to
availability measures (availability factor, etc.); “perfect
state” and “imperfect state” were not opposite to each other,
whereas “imperfect state” was opposed by “on-call state”.

There is also some logical inconsistency in [12], which is
admitted even by its developers [9]. Dependability is therein
defined as an ability (property) of an item, although it in-
cludes maintenance support performance, which is defined
as the efficiency of an organization in relation to maintenance
support, i.e. is not an item’s property, but rather conditions
under which it is used.
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Generality and universality

The fact that a general dependability standard should
be applicable to all branches of technics requires the
maximum generality and universality of terms and
definitions to be specified in it. They should be specified
in such a way that they could be used in all industries.
According to [7, Par. 6.3], the attributes introduced into
a definition should be inherent in all objects comprising
the scope of a term.

Of course, the application in various industries can neces-
sitate further specification and elaboration. Therefore, at the
beginning of all recent standards (since 1989) it is said that
definitions specified therein can be changed if necessary, by
introducing derived attributes, elaborating the meaning of
terms used therein, specifying objects comprising the scope
ofa defined term. However, these changes should not modify
the scope of terms defined in a standard.

Using this line of thinking, let us take a look at what the
term “dependability” is related to, i.e. whose property or
ability it is. For that purpose, GOST 13377—67 and GOST
R 27.002-2009 used the term “product”, while all others
of our standards used the term “item”. The scope of these
terms and the relationship between them were analyzed
in detail in [16], therefore, the issue will be considered
briefly here.

Quite naturally that GOST 13377-67 and GOST
R 27.002-2009 used rather general definitions of a product,
the first one in its preamble, the second one as one of the
main terms. However, they were different from the term
in ESKD and, consequently, did not satisfy the principle
of consistency. That is why there used to be cases when
representatives of some industries dealing with buildings
and constructions, power supply systems, telecommunica-
tions networks, etc. said that the standard did not apply to
them, since their objects were not products. And they meant
a product in a typical way, i.e. in line with the definition
of ESKD.

Therefore, in all others of our standards the definition of
dependability and other terms is given relation to an item
(ob’ekt in Russian). By the way, among the languages in
Electropedia, in which dependability terminology is pro-
vided, there are two Slavonic languages, namely Czech and
Polish, and in those languages the terms objekt and obickt
are used respectively for this notion. At the same time, since
a product is a specific case of an item, it is not prohibited to
write about dependability or failures of products in industry
documents, if the scope of consideration is limited to them.

The definition of the term “dependability” should also
be general and universal to the maximum extent. Various
approaches to the specification of such a definition were
analyzed in detail in [2]. In particular, it compared two
types of definitions: parametric and functional definitions.
It was noted that a functional definition is more general, i.e.
it is suitable for a wider range of situations. The possibil-
ity of cases when a parametric definition is not reasonable
or possible was already mentioned in GOST 27.002—89 in
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the explanatory note to the term “dependability”, though a
parametric definition was used therein as a basic one, while
a functional definition was provided just in the explanatory
note. Therefore, a generality principle was violated in this
case: the definition contained parameters pertaining not to all
objects. The developers of GOST 27.002-2015 decided to
follow this principle and, thus, chose a functional definition
as a basic one, while providing a parametric definition in
one of the notes to the term “dependability”. Such a choice
was also a step in the direction of alignment with [12] (the
definition of dependability from it was given above).

When discussing this aspect, sometime one has to come
across with the position that can be called “industrial
egocentrism”. Discussants request that a standard should
incorporate the terms and definitions that are used in their
industry and do not take the arguments of other industries’
representatives, for whom such definitions are not suitable,
refuse to reach a compromise by finding mutually accept-
able universal solutions. In general, the importance of
compromises in standardization (and not limited to it) was
well written about in [18].

Conclusions

The paper has formulated the main principles that a gen-
eral dependability terminology standard should conform to:
continuity in relation to previous similar national standards,
alignment with the international IEC standard, consistency
with other general technical standards, internal consistency
and logical coherence, generality and universality to meet
the needs of all industries.

The author appeals to all concerned specialists to share
their opinions and make constructive suggestions about
these principles.

References

[1] Netes V.A., Tarasyev Yu.l., Shper V.L. Current issues
of terminology standardization in dependability. Depend-
ability. 2014:2:120-123.

[2] Netes V.A., Tarasyev Yu.l., Shper V.L. How we should
define what “dependability” is. Dependability. 2014;4:15-26.

[3] Alpeiev A.S. Definitions of dependability. Depend-
ability. 2016;16(4):43-45.

[4] Pokhabov Yu.P. On the definition of the term “depend-
ability”. Dependability. 2017;17(1):4-10.

[5] Yershov G.A., Semerikov V.N., Semerikov N.V.
[What to believe? On the system of standards “Dependabil-
ity in engineering”]. Standarty i Kachestvo. 2018;8:14-19.
(in Russ.)

[6] Netes V.A. [How to regain trust? About the system
of standards “Dependability in engineering”]. Standarty i
Kachestvo 2019;2:19-24. (in Russ.)

[7] R 50.1.075-2011. [Development of standards on
terms and definitions]. (in Russ.)

[8] GOST R ISO 9000-2015. Quality management sys-
tems. Fundamentals and vocabulary. (in Russ.)



The principles of dependability terminology standardization

[9] Loll V. Short History of IEC TC56 from 1965 to 2017.
6th Workshop on Open Systems Dependability. Tokyo; 2017.

[10] Van Hardeveld T. Developments in Dependability
Standardization. 6th Workshop on Open Systems Depend-
ability. Tokyo; 2017.

[11] Bogdanova G.A., Netes VA. [IEC/TC 56: stand-
ardization for dependability]. Metody Menedzhmenta
Kachestva. 2009;5:44-47. (in Russ.)

[12] IEC 60050-192:2015. International electrotechnical
vocabulary — Part 192: Dependability.

[13] IEC 60050-191:1990. International Electrotechnical
Vocabulary (IEV) — Part 191: Dependability and quality of
service.

[14] Netes V.A. New international standard for depend-
ability. Dependability. 2016;3:54-58.

[15] GOST R 1.8-2011. Standardization in Russian Fed-
eration. Interstate standards. Rules of developing, application,
renovation and cease of application in Russian Federation.

[16] Netes V.A. Item in dependability: definition and
content of the concept. Dependability 2019;19(4):3-7.

[17] GOST 15467-79. Product quality control. Basic
concepts. Terms and definitions

[18] Aronov I.Z. [The art of compromise]. Metodi
Menedzhmenta Kachestva. 2012;6:1. (in Russ.)

About the author

Victor A. Netes, Doctor of Engineering, Professor of the
Department of Telecommunications Networks and Switch-
ing Systems, Moscow Technical University of Communica-
tion and Informatics, Russian Federation, Moscow, e-mail:
v.a.netes@mtuci.ru

The author’s contribution

Netes V.A. analyzed Russian and international dependa-
bility terminology standards and proposals for their improve-
ment, identified their shortcomings and deviations from the
requirements of regulatory documents for standardization,
formulated the main principles a general dependability
terminology standard is to comply with.

23



Original article

Dependability, vol. 20 no. 2, 2020  https://doi.org/10.21683/1729-2646-2020-20-2-24-27

On the terminology of dependability

Viktor S. Mikhailov, D.I. Mendeleev Central Research and Design Institute of Chemistry and Mechanics, Russian

Federation, Moscow
Mvs1956@list.ru

Viktor S. Mikhailov

24

Abstract. Aim. Currently, there is a fully-fledged system of Russian dependability standards,
the GOST R 27.xxx series. However, due to the suspension of the terminology standard (GOST
R 27.002-2009) this system is now incomplete. In this situation, a compromise solution can
be found with dual designation in the current dependability standard in Russia. The aim of the
paper is to define the proposals for improved basic terminology in dependability. Methods.
The paper uses methods of system analysis in respect to dependability terminology. The last
decade was marked by active discussions regarding dependability terminology. Not only par-
ticular definitions, but the definition of the term “dependability” itself are addressed. The de-
pendability terminology in the Russian Federation is currently represented in two standards: the
Russian GOST R 27.002-2009 (suspended indefinitely) and the interstate GOST 27.002-2015.
This paper continues the discussion regarding a limited set of concepts and terms that interest
the author most. Such concepts as item, entity, failure, property, ability, calculation, estima-
tion, prediction, requirements for dependability are examined. It is noted that the concept of
technical entity is based on the product, the study object as a finished result of some technical
activity, i.e. to make and at the same time provide the product with the ability to perform cer-
tain functions. It is shown that a product’s properties characterize its abilities, therefore, while
identifying, the focus should be on the ability of a product provided with properties (features)
required for the performance of certain functions. The features (properties) themselves are
primary only for the purpose of identification of the entity’s required ability and are second-
ary for the purpose of dependability identification. It is demonstrated that there is no need to
substitute the concepts of “calculation” and “estimation”. The correctness of the definition of
“prediction” in the Russian standard GOST R 27.002-2009, i.e. a computational process aimed
at predicting the values of quantitative characteristics, is noted. Conclusions. Based on the
terminological analysis performed in the paper, the following proposals were developed. De-
pendability terminology should be complemented with the definition of entity. An entity should
be understood as a functional unit provided with abilities defined by the required properties.
A failure should be understood as an event consisting in the disruption of the product’s up
state. The concept of item should be interpreted as in GOST R 27.001-2009: an item (entity,
system) that is considered individually in terms of dependability, that consists of hardware and
software or their combinations. The terms of dependability, reliability, durability, etc. should
be defined as the identified ability of the product to perform the required function in the given
circumstances. The term “requirements for dependability” should be specified in the depend-
ability standards. The term “dependability estimation” should not be introduced in the interstate
standard GOST 27.002-2015.

Keyword: item; entity; failure; property; ability;, calculation; estimation; prediction; require-
ments for dependability.
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Introduction

The last decade was marked by active discussions
regarding dependability terminology [1 — 6]. Not only
particular definitions, but the definition of the term “de-
pendability” itself are addressed [1 — 6]. Due to the fact
that the Russian standard GOST R 27.002-2009 [7] is
suspended indefinitely dependability terminology in the
Russian Federation is currently based on the interstate
standard GOST 27.002-2015 [8]. GOST 27.002-2015
was adopted by the Interstate Council for Standardization,
Metrology and Certification (proceedings of December 28,
2015 no. 83-P). It was voted for by Armenia, Kazakhstan,
Kyrgyzstan, Moldova and the Russian Federation. The list
of voters does not include Belarus who is the founder of
the Customs Union.

This paper continues the discussion regarding a limited
set of concepts and terms that interest the author most.

GOST 27.002-2015 or
GOSTR 27.002?

Currently, there is a fully-fledged system of Russian de-
pendability standards, the GOST R 27.xxx series. However,
due to the suspension of the terminology standard (GOST
R 27.002-2009) this system is now incomplete. In this
situation, a compromise solution can be found with dual
designation in the current dependability standard in Russia.
When applied in Russia, the standard is designated GOST
R 27.002-2015, while for the purpose of interstate relations
it is designated GOST 27.002-2015. While the national
dependability standard GOST R 27.002-2009 is suspended,
such solution would allow solving many problems.

Item, entity and failure

The concept of technical entity (hereinafter referred to as
entity) is based on the product, the study object as a finished
result of some technical activity that consists in making and
at the same time providing the product with the ability to
perform certain functions. For instance: a microscope has
a high resolution, a diode is able to withstand high reverse
voltage, an instrument is able to equalize voltage, a surface
with a high reflective power. For that reason, an entity
should be understood as a functional unit out of a produced
set of products provided with required abilities defined by
the necessary properties. That complies with the definition
of entity per GOST R 27.002-2009 [7].

In accordance with Item 49 of GOST R 27.002-2009, a
failure is the loss by an entity of the ability to perform the
required function. The note to Item 49 states that “a failure
is an event that causes a fault”. On the other hand, in ac-
cordance with the interstate standard GOST 27.002-2015
a failure is “an event that consists in the disruption of
operability of an item”. Given that a fault does not always
cause a failure (for example, minor chipping or dent on
the surface of equipment, broken cap of a signal light,

etc.), the definition according to the interstate standards
GOST 27.002-2015 is preferable. GOST R P 27.002-2009
does not define item. Let us clarify what the concept of
item consists in.

N.E. Yatsenko: “Item: 1. In philosophy, any phenomenon
existing independently from human consciousness. 2. In a
general sense, an object, phenomenon that people try to get to
know and the human activity is directed at”. “Object: 1. Any
material phenomenon, a thing. 2. Something the thought, an
action or a feeling is directed at” [9].

An item is a process or a phenomenon that causes a
problem situation and that a researcher chose to examine.
An object is something that is within an item. An item is the
part of scientific knowledge a researcher is dealing with. The
study object is the aspect of the problem, researching which
we get to know a whole item by identifying its primary, most
significant features. As scientific categories, item and study
object are the general and the particular [9].

Dependability studies the quality of an item or, ultimately,
quality as a property of an object, i.e. the feature that consti-
tutes the identifying characteristic of the object of cognition.
Therefore, the dependability terminology should include
the concept of “entity” as study object, as the particular
and the specific.

GOST 27.002-2015 introduces the definition of “technical
item”: “The subject matter covered by the terminology of
dependability in engineering.” Such definition of item is not
universally accepted and raises a few questions:

- what should be the scope of the terminology of depend-
ability in engineering;

- if the coverage is not to be complete, what should it
encompass.

The concept of item is best defined in GOSTR 27.001-2009
[10]: an item (entity, system) that is considered individually
in terms of dependability, that consists of hardware and
software or their combinations.

A developer must make a choice as to which term to use,
item or entity, based on the need for a terminology.

On the term “dependability
requirements”

Despite the fact that the term “requirements for de-
pendability” [11] has established itself, the term “de-
pendability requirements” can be frequently encountered
[12]. According to [11], the dependability characteristics
(requirements for dependability) can be specified (raised)
by a supplier or a consumer. However, out of term “de-
pendability requirements” follows that the requirements
for the dependability of an entity are raised by the en-
tity itself, which is nonsense. A supplier, by specifying
requirements for dependability in the form of specified
qualities (properties, indicators) as part of the entity’s
design, may expect from such entity the required ability
to perform certain functions. Therefore, the concept and
term “requirements for dependability” should be specified
in the section dedicated to development.
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Property or ability

A property is a feature [ 13, 14] that constitutes the identi-
fying characteristic of the object of cognition [9]. An entity’s
properties characterize its abilities, therefore while identify-
ing the dependability the focus should be on the ability of
the entity provided with properties (features) required for the
performance of certain functions. The features (properties)
themselves are primary only for the purpose of identifica-
tion of the entity’s required ability and are secondary for the
purpose of dependability identification. Therefore, the terms
dependability, reliability, durability, etc. should be defined as
the ability of the product to perform the required function
in the given circumstances, which is in compliance with
GOST R 27.002-20009. It should be noted that the interstate
standard GOST 27.002-2015 defines the terms dependability,
reliability, durability, etc. as the property of an item, which
is incorrect due to the secondary status within the hierarchy
of definitions. Let us give an example of how certain defini-
tions of abilities are built.

Reliability is the identified ability of an entity to con-
tinuously perform the required function within the defined
period of time (operation time) under the given conditions.
This ability is defined by the entity’s properties that are char-
acterized by the following indicators: mean time between
failures, mean time to failure, probability of no-failure,
gamma-percentile time to failure, gamma-percentile time
between failures, failure rate, assessed failure rate.

Availability is the identified ability of an entity to perform
the required function under the given conditions assuming
that the required external resources are provided. This ability
is defined by the entity’s properties that are characterized by
composite indicators of availability.

Durability is the identified ability of an entity to per-
form the required function until the onset of the limit state
under the given conditions of operation and maintenance.
This ability is defined by the entity’s properties that are
characterized by the following indicators: average oper-
ating life, gamma-percentile life, mean lifetime, gamma-
percentile lifetime.

Dependability is the ability of an entity to perform the
required function in the given circumstances. An entity’s
ability is defined by particular abilities: availability, reli-
ability, durability, maintainability and storability.

The list goes on. Thus, the following hierarchical structure
is shown: dependability, ability, property, indicator.

Calculation, estimation and prediction

The concept of “dependability estimation” introduced in
the interstate standard GOST 27.002-2015 as the identifica-
tion of the numerical values of the indicators of an items’
dependability, is broad and requires additional specifications
in the standard. Dependability estimation implies that the
identification of the numerical values of the dependability
indicators is performed through either calculation based on
reference data, or estimation based on the results of testing,
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where estimation means statistical estimation. Accord-
ing to GOST R 50779.10-2000, statistical estimation (the
word “statistical” is always omitted) is understood as the
statistics used for the purpose of estimating the population
parameter. Statistics is the function of selective values [13].
The population parameter is some dependability indicator.
Since in the dependability theory the word “estimation”
is reserved to statistical estimation, the interstate standard
GOST 27.002-2015 should not feature the term “depend-
ability estimation”. In the last resort, the term “Identification
of numerical values of dependability indicators” should
be introduced to imply the identification of the numerical
values through calculation based on reference data or esti-
mation based on test results. In the Russian standard GOST
R 27.002-2009, there is no such term as “dependability
estimation”, since there is no need to substitute the concepts
of “calculation” and ““estimation”.

The Russian standard GOST R 27.002-2009 sets forth
a correct definition of “prediction”, i.c. a computational
process aimed at predicting the values of quantitative
characteristics. Given the above, the concept of “predic-
tion of dependability” introduced in the interstate standard
GOST 27.002-2015 as the preliminary estimation of de-
pendability based on prior experience or statistics should
be modified in accordance with the Russian standard GOST
R 27.002-2009.

Conclusions

1. Dependability terminology should be complemented
with the definition of entity.

2. An entity should be understood as a functional unit
provided with abilities defined by the required properties.

3. A failure should be understood as an event consisting
in the disruption of an entity’s up state.

4. The concept of item should be interpreted as in GOST
R 27.001-2009: an item (entity, system) that is considered
individually in terms of dependability, that consists of hard-
ware and software or their combinations.

5. The terms of dependability, reliability, durability, etc.
should be defined as the identified ability of the product to
perform the required function in the given circumstances.

6. The term “requirements for dependability” should be
specified in the dependability standards.

7. The term “dependability estimation” should not be
introduced in the interstate standard GOST 27.002-2015.

References

[1] Netes V.A., Tarasyev Yu.l., Shper V.L. Current issues
of terminology standardization in dependability. Depend-
ability. 2014;2:120-123.

[2] Netes V.A., Tarasyev Yu.l., Shper V.L. How we
should define what “dependability” is. Dependability.
2014;4:15-26.

[3] Netes V.A. New international standard for depend-
ability. Dependability. 2016;3:54-58.



On the terminology of dependability

[4] Alpeiev A.S. Definitions of dependability. Depend-
ability. 2016;16(4):43-45.

[5] Pokhabov Yu.P. On the definition of the term “de-
pendability”. Dependability. 2017;17(1):4-10.

[6] Netes V.A. Item in dependability: definition and
content of the concept. Dependability 2019;19(4):3-7.

[71 GOST 27.002-2009. Dependability in technics.
Terms and definitions. Moscow: Standartinform; 2011.
(in Russ.)

[8] GOST 27.002-2015. Dependability in technics.
Terms and definitions. Moscow: Standartinform; 2016. (in
Russ.)

[9] Yatsenko N.E. [Explanatory dictionary of social
science terminology]. Saint Petersburg; 1999. (in Russ.).

[10] GOST 27.001-2009. Dependability in technics. De-
pendability management system. Basic principles. Moscow:
Standartinform; 2010. (in Russ.)

[11] GOST 27.003-2011. Dependability in technics.
Dependability management. Guide to the assignment of
dependability technical requirements. Moscow: Standartin-
form; 2013. (in Russ.)

[12] GOST R 56526-2015. Reliability and safety re-
quirements for space systems, complexes and unmanned
spacecrafts of unique (small series) production with long
life of active operation. Moscow: Standartinform; 2016.
(in Russ.)

[13] GOST R 50779.10-2000. Statistical methods. Prob-
ability and general statistical terms. Terms and definitions.
Moscow: Standartinform; 2008. (in Russ.)

[14] GOST R 50779.11-2000. Statistical methods.
Statistical quality control. Terms and definitions. Moscow:
Standartinform; 2008. (in Russ.)

About the author

Viktor S. Mikhailov, Lead Engineer, D.I. Mendeleev
Central Research and Design Institute of Chemistry and
Mechanics (FGUP CNIIHM), 16a Nagatinskaya St., 115487,
Moscow, Russian Federation, e-mail: Mvs1956@list.ru

The author’s contribution

The author analyzed the current interstate and Russian
dependability terminology standards. Based on the analysis,
the author proposed the following: within the dependabil-
ity terminology, the definitions of entity, failure, item (per
GOST R 27.001-2009), as well as of the term “require-
ments for dependability” are to be made more specific;
the terms dependability, reliability, durability, etc. are to
be defined as the identified ability of an entity to perform
the required function in the given circumstances; the term
“dependability evaluation” is not to be introduced into the
interstate standard.

27



Original article

Dependability, vol. 20 no. 2, 2020  https://doi.org/10.21683/1729-2646-2020-20-2-28-34

Accounting for the effect of correlations by modulo
averaging as part of neural network integration
of statistical tests for small samples

Alexander |. lvanov'’, Andrey G. Bannykh?, Yulia I. Serikova®

'Penza Research and Design Electrical Engineering Institute, Russian Federation, Penza, Penza State University,
Russian Federation, Penza

*ivan@pniei.penza.ru

~:

Yulia I. Serikova

28

Abstract. The Aim of the paper is to demonstrate the advantages of taking into consideration
real correlations by means of their symmetrization, which is significantly better than completely
ignoring real correlations in cases of statistical estimation using small samples. Methods. In-
stead of real correlation numbers different in sign and modulo, identical values of correlation
numbers moduli are used. It is shown that the equivalence of transformation to symmetriza-
tion is subject to the condition of identical probabilities of errors of the first and second kind
for asymmetrical and equivalent symmetrical correlation matrices. The authors examine the
procedure of accurate calculation of equal data correlation coefficients by trial and error and
procedure of approximate calculation of symmetrical coefficients by averaging the moduli of
real correlation numbers of an asymmetrical matrix. Results. The paper notes a practically
linear dependence of equal probabilities of errors of the first and second kind from the dimen-
sion of the symmetrized problem being solved under logarithmic scale of the variables taken
into consideration. That ultimately allows performing the examined calculations in table form
using low-bit, low-power, inexpensive microcontrollers. The examined transformations have
a quadratic computational complexity and come down to using pre-constructed 8-bit binary
tables that associate the expected probability of errors of the first and second kind with the
parameter of equal correlation of data. All the table calculations are correct and do not accu-
mulate input data round-off errors. Conclusions. The now widely practiced complete disregard
of the correlations when performing statistical analysis is very detrimental. It would be more
correct to replace the matrices of real correlation numbers with symmetrical equivalents. The
approximation error caused by simple averaging of the moduli of coefficient of asymmetrical
matrices decreases as the square of their dimension or the square of the number of neurons
that generalize classical statistical tests. When 16 and more neurons are used, the approxima-
tion error becomes negligible and can be disregarded.

Keywords: replacement of statistical test with equivalent neurons; multicriteria statistical anal-
ysis of small samples; accounting for the effect of correlations;, symmetrization of correlation
matrices.
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Accounting for the effect of correlations by modulo averaging as part of neural network integration

of statistical tests for small samples

The problem of application of classical
statistical tests with small samples

Pearson’s statistical hypothesis test was created in 1900
and proved to be very effective. Naturally, in 1900 computer
technology did not exist, so only relatively computationally
simple tests could be created, studied and used. Person’s test
set the trend in statistical study for decades. As the result,
hundreds of mathematicians in the XX century created
about 200 statistical tests applicable under various limiting
conditions.

Unfortunately, all known statistical tests provide poor
results with small samples. In such areas as biometrics,
medicine, biology, economy, the samples of actual data are
small. This circumstance impedes reliable statistical estima-
tion. Thus, Pearson’s chi square test over a 21-experiment
sample yields poorly shared states for normal data and
uniformly distributed data (Fig. 1).

Normal law

Fig. 1. The threshold of the chi square neuron k£ = 7.5 was de-
fined based on the matching values of the probabilities of errors
of the first and second kind P, = P, = P, = 0.292

The confidence probability of detection of normal
data under the adopted conditions is not high: 0.708
(1 = 0.292 = 0.708), which makes practical application
impossible. Practically acceptable confidence probabilities
can be obtained only with large samples [1] of 200 and
more examples.

Unlike in 1900, we possess the capability to multiply the
complexity of calculations as part of statistical analysis. For
instance, we can use several different statistical tests. We
can associate artificial neurons with each statistical test [2, 3]
and use them simultaneously. Fig. 1 shows one of the chi
square neuron settings with 5 inputs. Each of such inputs
of the neuron analyzes one of the bins of the histogram of
the tested sample.

The output comparator of the artificial neuron is set in
such a way as to allow the probability P, of errors of the
first kind to be close to the probability P, of errors of the
second kind. This technique allows reducing the dimension
of the problem at hand by replacing two variables with one
P, =P, = P,,. Formally, the variables P, and P, may dif-

fer from each other, however if they are artificially made
identical (symmetrical), we will be able — by means of
symmetrization — simplify the calculations.

Table 1 shows the values of matching probabilities of
errors of the first and second kind for 8 different statistical
tests (neurons), where:

x’ is the chi square test [2, 3, 4, 5];

ad’ is the Anderson-Darling test [4, 5];

adL is the logarithmical form of the Anderson-Darling
test [4, 5];

sg is the geometric mean test [6, 7, 8];

sg, is the differential-integral variant of the geometric
mean test [5, 7];

®” is the Cramér-von Mises test [5, 7];

®’, is the Smirnov-Cramér-von Mises test [4, 5];

su’ is the Shapiro-Wilk test [5, 9].

It is obvious that, using eight statistical tests instead of one
is made easily possible through modern computer technol-
ogy with low-bit microcontrollers (4-bit processors of RFID
identification cards, 8-bit processors of modern controllers,
low-power processors of SIM cards and microSD cards).
The neural network implementation of such engineering
solution will result in code condition 00000000, when all
tests (all neurons) make a decision in favour of the normal
distribution law of small sample values. If all neurons make
a decision in favour of even distribution of values, the output
code will be 11111111.

In practice, the bits of a neural network’s output code do
not always have identical states. In such cases the decision
is made based on the majority of observed states. In other
words, all codes with a majority of states 0 are taken as
the decision of detection of normal value distribution in a
21-experiment input sample.

All transformations that can be performed using low-bit
microcontrollers can also be performed on personal comput-
ers using appropriate software. Such approach is acceptable
as part of scientific research; however, it cannot be used in
large-scale biometrical calculations. In order to ensure com-
pliance with cyber security requirements, biometric neural
network calculations and cryptographic transformations
must be performed only in a trusted computational envi-
ronment, normally implemented on a low-bit, low-energy,
low-cost microcontroller.

Rough statistical estimation under

the hypothesis of complete absence
of correlations between the responses
of generalized statistical tests

Table 1 shows data of only 8 statistical tests (statisti-
cal neurons). For that reason, we can conduct a numerical
experiment and identify the probabilities of each of the

Table 1. Values of error probability for criteria of statistical hypothesis testing for 21-test samples

No., i 1 2 3 4 5 6 7 8
Test x ad’ adL sg sg, ) o) su’
P, 0.292 0.349 0.320 0.320 0.278 0.351 0.311 0.322
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256 code conditions. If we increase the number of neurons
from 8 to 256, calculating the probabilities of all code condi-
tions will be technically very complicated. As the number
of simultaneously working neurons grows, the complexity
of such computational task increases exponentially.

As we do not know how to precisely take into considera-
tion the effect of correlations between the bits of the output
code, we will opt for a simplification and accept the hypoth-
esis of independence of the analyzed data. In this case the
mutual reinforcement of the eight tests may be estimated as
the product of equally possible errors from Table 1:

8
Pegsy = [ [ Peer = 0,0001. (1)
i=1

The geometric mean of the probabilities P, of eight tests
is 0.316. Assuming that 256 simultaneously used statistical
tests are independent, and their harmonic mean is 0.316, we
obtain a very optimistic estimate of the probability of errors:

256

256
8

PEE(ZSG) :HPEEi z{ $ HPEEi } =0,3 16 ~107"", (2)
i=1 i=1

The data of the actual numerical experiment for 8 statis-
tical neurons from Table 1 are about 80 times worse than
the optimistic estimate (1). That means that the hypothesis
of independence of the conditions of statistical neurons is
not applicable to our case. We cannot neglect the existing
correlations while performing neural network integration of
the many classical statistical tests.

Accounting for correlations through
their symmetrization: estimation of the
correctness of the hypothesis of equal
correlation of the responses of the
generalized statistical test

As the real correlations cannot be disregarded, since about
1999, neural network biometrics [10, 11, 12, 13] have been
using the practical technique of symmetrization of correla-
tions. The essence of the technique consists in the fact that

the actual correlation number matrix is replaced with some
equivalent with identical elements out of range:

I 7 7, 1 7 r r

n 1 Toy Ty o1 7 r

. - I on,,|=>F 71 r1.(3)
L7 Tones Fanss 1 ] ror r 1

The condition of correct symmetrization (3) comes down
to matching probabilities of errors of the first and second
kind for the initial asymmetrical model and the final sym-
metrical model:

P = B A, b= R {[n, I = BN = 2{FD. @

For any actual correlation matrix, a symmetrical equiva-
lent correlation matrix can be chosen that would have identi-
cal values data correlation coefficient. In order perform an
accurate symmetrization, an iterative fitting of parameter 7
is required. Such approach to the solution of the problem
is similar to training artificial neurons through an iterative
algorithm by criterion of systems movement towards the
fulfillment of condition (4). The computational complexity
of such iterative processes strongly depends on the dimen-
sion of the problems at hand. It is generally believed that
iterative fitting as part of neural network has a polynomial
computational complexity (for our case, the polynomial
order is always lower than the dimension of the symmetrized
matrix).

It is interesting to note that the first approximation of the
equal correlation coefficients can be obtained through a sim-
ple averaging of the correlation coefficient modules of the
initial asymmetrical matrix (this procedure has a quadratic
computational complexity):

2
7= . rl, (5)
o 2l
where i is the numbers of the correlation coefficients
outside the diagonal of the initial asymmetrical correla-
tion matrix.

Table 2. Correlation numbers between pairs of examined statistical tests

x ad’ adL sg sg, o ® su’

% 1 0.423 0.672 0.037 -0.042 0.559 0.401 -0.726
ad’ 0.423 1 0.644 0.018 -0.145 0.226 0.393 -0.113
adL 0.672 0.644 1 0.056 0.209 0.827 0.832 -0.917
sg 0.037 0.018 0.056 1 0.132 0.414 0.402 -0.212
sg, -0.042 -0.145 0.209 0.132 1 -0.242 -0.142 -0.041
Q) 0.559 0.226 0.827 0.414 -0.242 1 0.885 -0.667
0] 0.401 0.393 0.832 0.402 -0.142 0.885 1 -0.764
su’ -0.726 -0.113 -0.917 -0.212 -0.041 -0.667 -0.764 1
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of statistical tests for small samples

It is obvious that formula (5) is an approximation, there-
fore it is required to evaluate the approximation error A7 as
the dimension function 7 of the matrix. In order to evaluate
the rate of error reduction, let us use the correlations of the
8 neural network implementations of statistical tests, whose
data is given in Table 2.

The correlation data from Table 2 can be used in
estimating the degree of convergence of the examined
computational operation. For that purpose, it will suffice
to randomly select sets of three out of the eight statistical
tests and apply approximate relationship (5) to their data.
The histogram of the results of such calculations is shown
in Fig. 2 (red line).

This procedure must also be done with sets of five
randomly selected from the data of Table 2. As the re-
sult, we obtain a histogram of data also shown in Fig. 2
(blue line).
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Fig. 2. Histogram of the value distribution of effective moduli
of correlation numbers of non-repeating sets of three and five
statistical tests from Table 2

Fig. 2 shows that as matrix dimension grows, the stand-
ard deviate of data decreases from value 6,=0,161 to value
0,=0,115. As the matrix dimension further grows, the dis-
tributions of possible values of effective moduli contract.
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Additionally, normalization of the distributions of possible
values of calculation errors A7 of symmetrization can be
observed.

Numerical estimation of convergence
of the symmetrization procedure

of correlations of actual biometric
data

It should be noted that activities aimed at neural network
integration of several statistical tests started only recently
[2, 4, 5] and, as consequence, actual statistical data is not
yet sufficient. In neural network biometrics the situation is
completely different [10, 11, 12, 13]. The biometric neural
network authentication technology has been in active devel-
opment in Russia and other countries since the beginning
of the XXI century. As consequence, large anonymized
biometric databases have been created using various tech-
nical methods, however, they cannot be used due to ethical
limitations. Access to such reliable information if restricted
both in Russia and abroad.

Ethical restrictions are removed if the problem of
access to large volumes of reliable biometric informa-
tion is solved using the BioNeiroAvtograf simulation
environment [14, 15]. That is a free software product
that is designed in such a way as to allow Russian-
speaking universities to organize their educational
process. The product analyzes the dynamics of handwrit-
ten reproduction of letters and/or words using a mouse
or any graphic tablet. Using two-dimensional Fourier
transform, BioNeiroAvtograf extracts 416 biometric
parameters from handwriting dynamics and based on
the GOST R 52633.5-2011 standard trains a single-layer
256-neuron network.

All data on the biometric parameters, weighting param-
eters and neuron connections are observable [15] (stored
in viewable *.txt files). Using that data, let us generate a
training database out of 30 examples of the handwritten
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Fig. 3. Examples of distribution of symmetrization parameter values 7 without smoothing (left part of the figure) and after smoothing
(right part of the figure) for matrix dimensions from 3 to 16
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word “Penza” in one person’s handwriting. Loading data
on 30 examples of 416 biometric parameters in MathCAD
enables us building a 416 x 416 matrix of correlation num-
bers. Ultimately, we obtain an amount of data that is much
larger than in an 8 x 8 matrix of Table 2.

That allows randomly generating 1024 samples of 3
biometric parameters each and modulo-averaging their coef-
ficient correlation numbers. The resulting distribution of the
values of symmetrization results is given in Fig. 3. Similar
distributions are shown in the figure for random samples of
8 and 16 biometric parameters.

Fig. 3 shows that the constructed distributions normalize
sufficiently quickly. In case of symmetrization of correlation
coefficients of a 16 X 16 or larger matrix, the distribution
can be considered to be normal. In other words, the distri-
butions are normalized sooner than for the chi square test.
It is allowable to replace asymmetrical chi square distribu-
tions with normal ones only when 32 and more parameters
are taken into consideration. The matters of approximation
of chi square distributions by other laws are examined in
more detail in [16]. The effect of data normalization for the
considered symmetrization procedures ensues sooner as
compared with normalization of data of a well-researched
chi-square test.

Another important feature of symmetrization is that the
uncertainty introduced by this simplification monotonously
declines 6,> 6,>...> 0,5, For that exact reason, accounting
for mutual correlations for vectors of the length of 256 bi-
nary states of a long password or cryptographic key enables
sufficiently accurate predictions if a simple symmetrization
procedure is used [12, 13]. In the first approximation it can
be considered that the uncertainty decreases proportionally
to \n* —n/~/2. That means that the standard deviation
0,=0,161 (see Fig. 2) in case of neural network integration
of 100 statistical tests must decrease about 50 times to
G0~ 0,0032.

Simple nomogram for predicting the
operational quality of neural network
integrations of statistical tests

of various dimension

A sufficiently accurate prediction of the attainable
probabilities of error under various conditions is possible
if simulation tools are used to reproduce the operation of
1,2, ..., 8 neurons under various values of equal correlation
coefficients 7 = {0,3, 0,4, ..., 0,7}. The results of simulation
are well described with a linear approximation in logarithmi-
cal coordinates [17] as shown in Fig. 4.

The nomogram in Fig. 4 calculated for the probabilities of
error in each of the neuron shows the geometric mean value
of the geometrical probabilities of errors in each neuron
0.316. This nomogram easily transforms for other geomet-
ric mean values of the probabilities of errors in each of the
neurons. For that purpose, it suffices to offset data upwards,
if the probability of errors increases and downwards if the
probability of errors decreases.

Fig. 3 shows that driving the strength of statistical tests
up is less profitable than driving their correlation down.
Thus, under correlation value 7 = 0,4, in a group of 8
examined tests, the probability of errors of 0.001 would
require 70 neurons (70 statistical tests). If the level of
mutual correlation is reduced to 7 = 0,3, the same level
of probability of failures would require only 17 neurons
(17 statistical tests).

Conclusion

In this paper we attempted to show that methods of sym-
metrization of multidimensional problems are sufficiently
simple and efficient. Upon the symmetrization of the error
probability estimation of several neurons accounting for
their mutual correlations, a simple nomogram is constructed
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Fig. 4. Nomogram of association of identical probabilities P, of errors of the first and second kind of neural network integration for av-
eraged values of correlation numbers 0.3, 0.4, 0.5, 0.6, 0.7
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of statistical tests for small samples

that predicts how many neurons will be required in order
to achieve a certain probability of errors of the first and
second kind.

Currently, the available computing facilities do not im-
pose any restrictions on the number of statistical tests gener-
alized by a neural network. It is only a matter of the degree
of mutual correlation of hundreds of classical statistical
tests. Unfortunately, most classical statistical tests provide
strongly correlated results. The high level of their correlation
is the next technical limitation. That indicates the growing
relevance of the problem associated with the synthesis of
new statistical tests, of which the data is weakly correlated
in relation to the majority of known statistical tests.

Nevertheless, it is safe to say that in the years to come
the confidence probability of statistical estimations based on
small samples should significantly increase. Neural network
integration of hundreds of already known statistical tests is
not a complex scientific problem, but rather a sufficiently
simple engineering task. Additionally, the approximations
set forth in this paper allow taking into consideration the
effect of correlations on the implementation of computa-
tions using low-bit, low-power microcontrollers of RFID
cards, SIM cards and microSD cards, which should facilitate
widespread application of the examined transformations as
part of the solution of problems associated with biometric
cryptographic authentication of persons.
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Abstract. Factors affecting the reliability of data transmission in networks with nodes with
periodic availability were considered. The principles of data transfer between robots are de-
scribed; the need for global connectivity of communications within an autonomous system is
shown, since the non-availability of information on the intentions of other robots reduces the
effectiveness of the robotics system as a whole and affects the fault tolerance of a team of in-
dependent actors performing distributed activities. It is shown that the existing solutions to the
problem of data exchange based on general-purpose IP networks have drawbacks; therefore,
as the basis for organizing autonomous robot networks, we used developments in the domain
of topological models of communication systems allowing us to build self-organizing computer
networks. The requirements for the designed network for reliable message transfer between
autonomous robots are listed, the option of organizing reliable message delivery using overlay
networks, which expand the functionality of underlying networks, is selected. An overview of
existing popular controlled and non-controlled overlay networks is given; their applicability for
communication within a team of autonomous robots is evaluated. The features and specifics
of data transfer in a team of autonomous robots are listed. The algorithms and architecture of
the overlay self-organizing network were described by means of generally accepted methods of
constructing decentralized networks with zero configurations. As a result of the work, general
principles of operation of the designed network were proposed, the message structure for the
delivery algorithm was described; two independent data streams were created, i.e. service
and payload; an algorithm for sending messages between network nodes and an algorithm for
collecting and synchronizing the global network status were developed. In order to increase
the dependability and fault tolerance of the network, it is proposed to store the global network
status at each node. The principles of operation of a distributed storage are described. For
the purpose of notification on changes in the global status of the network, it is proposed to
use an additional data stream for intra-network service messages. A flood routing algorithm
was developed to reduce delays and speed up the synchronization of the global status of a
network and consistency maintenance. It is proposed to provide network connectivity using
the HELLO protocol to establish and maintain adjacency relations between network nodes.
The paper provides examples of adding and removing network nodes, examines possible scal-
ability problems of the developed overlay network and methods for solving them. It confirms
the criteria and indicators for achieving the effect of self-organization of nodes in the network.
The designed network is compared with existing alternatives. For the developed algorithms,
examples of latency estimates in message delivery are given. The theoretical limitations of
the overlay network in the presence of intentional and unintentional defects are indicated; an
example of restoring the network after a failure is set forth.
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Introduction

Successful task execution by a team of robots depends
on the reliability of communications between its members,
namely guaranteed delivery of messages to the actor and
receipt of feedback.

The problem associated with improving the reliability of
data transmission in a network with flickering nodes was
considered by Lavrov D.N. in [1-2]. A flickering node is
understood as an intermediate device able to transmit mes-
sages and is characterized by unstable operation or varied
presence in the network, e.g., as the result of spatial move-
ment of the node.

The concept of alternate availability nodes is applicable
to major mobile objects, such as ships, airplanes, trains,
robotics systems [3]. Know-how in the area of topology
models of communication systems exists and can be applied
to self-organizing computer networks. The key specificity
of such algorithms consists in the impossibility to guarantee
information transfer via the specified route due to the dy-
namic nature of the network and varying topology.

The matters related to the interaction within a team of
mobile robots emerged in the 1980s; before that, research
was focused on individual robotics systems or distributed
systems not associated with robotics [4].

Jun Ota’s research [5] confirms the existence of a class
of problems that are optimally resolved through the use of
swarm robotics, one of the fundamental tenets of which
consists in the ability of parallel and independent execution
of subtasks that reduces the total time of task performance.
Any system that uses a set of interchangeable agents al-
lows improving fault tolerance by simply replacing a failed
robot, however, the creation of multifunctional agents is
associated with high costs as compared to the creation of
single-purpose agents. The distributed approach allows
designing specialized robots that perform tasks that other
agents struggle with [6].

As we know from the paper by Michael Krieger, Jean-
Bernard Billeter and Laurent Keller [7], when tasks are
partitioned among robots, reduced system efficiency may be
observed. For instance, even if the total cost of a multiagent
system proves to be lower than that of an integral solution,
managing such system may be difficult due to the decentral-
ized nature or absence of a global data storage. The absence
of information on the intentions of other agents can cause
a situation when individual robots will interfere with each
other in terms of task performance. In order to avoid that,
global connectivity is required that would ensure reliable
data exchange between autonomous robots for the purpose
of local and global planning and subsequent performance
of local tasks by each agent.

Data exchange in constantly changing external conditions
is a factor that directly affects the operational stability and
efficiency of a team of robots. In this context, the develop-
ment and research of reliable communication algorithms are
relevant and serve to improve the functional dependability of
a robotics system as a whole. In [8], experimental research
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of fault tolerance is cited that shows the importance of as-
suring reliable communication in respect to a team of robot.

Of special interest is the research of the algorithms of
communication between autonomous robots, as the depend-
ability and stability of their operation affect the decision-
making time and coordinated activities of the team as a
whole.

Currently, short-range communication is based on mesh
networks that are distributed self-organizing networks with
meshed topology deployed using Wi-Fi networks [9].

Higher-level protocols, such as TCP, guarantee reliable
delivery of messages over such networks. However, due to
the growing scope of communications on the Internet and
requirement of fault-free operation of the network, adding
new basic protocols and modifying their structure in order
to provide new services became difficult [10]. Overlay
networks allow extending a network’s functionality without
interfering with lower-level basic protocols [11] and can
provide the following services: establishment of disruption-
tolerant networks [12], rendezvous points [13], search
[14-15]. It is difficult to provide such services at the IP level.

The commonly used overlay networks ensure reliable
delivery of messages to a network node in various ways.
Some networks specialize on anonymity (tor [16], 12P[17])
guaranteeing safe delivery, others rely on fast Wi-Fi network
deployment (MANET [18], netsukuku [19]).

Overlay networks separate themselves from lower-level
protocols. Thus, for instance, a network may use a different
communication media in different segments of a hetero-
geneous network. The only requirement for the networks
an overlay network operates with is the availability of an
inter-subnet route. Figure 1 shows an example of overlay
network constructed on top of an IP network.

Network node
Overlay network node
IP network

Overlay network

Fig. 1. An example of overlay network constructed on top
of an IP network

The authors of [10] classify overlay networks into two
major groups:

- controlled networks, where each node is aware of all
nodes of the network and their capabilities;

- non-controlled networks, where none of the nodes is
aware of the whole network topology.

Non-controlled networks are normally constructed using
local area networks. Controlled overlay networks, on the
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contrary, are centralized or have one of the mechanisms of
distributed storage of global network status, e.g. distributed
hash tables (DHT) [20-22].

The tor network uses TCP flows for communication
between network nodes and onion routing for passing
messages within the network. It is not fully decentralized,
as catalog servers exist that store information on the net-
work status [16]. The tor network requires the availability
of the Internet.

Other peer-to-peer or BPE-based networks do not have
the function of passing messages to other nodes, and they
require Internet in order to operate.

Thus, currently there are no network solutions for reli-
able communication within a team of autonomous robots.

In the context of the development of algorithms of reli-
able communication between autonomous robots, a self-
organizing network must meet the following requirements:

- no need for manual node setting;

- a network client must be simple and easy to install
(among other things, not require kernel patches or a specific
version of the operating system);

- the network must operate at user level with no specific
privileges;

- the network must operate on top of standard TCP and/
or UDP protocols.

The existing overlay networks that were considered above
do not meet the requirements, which urged the decision to

develop an algorithm for reliable data exchange using an
overlay network.

Structure of a self-organizing network

It is proposed to use an overlay network for the purpose
of data exchange between autonomous robots. In such
network, information is exchanged at the application layer
based on the OSI model on top of the standard TCP and
UDP protocols.

In order to connect to an overlay network, a client com-
puting unit, e.g. the onboard computer of an autonomous
robot, runs software that established connection with other
network nodes and performs data transfer between inter-
mediate nodes. Each node of a network at each moment in
time maintains several connections while ensuring channel
redundancy.

Structure of the message
for delivery logic

A message is the minimal data unit transmitted within
an overlay network. UDP packets are used for announcing
changes within a network and low-priority notifications;
they are received and parsed completely, which reduces the
processing time. TCP requires a more complex processing
algorithm. However, the fixed-size message header and
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Fig. 2. Sequence diagram of received message processing by adjacent nodes with the example of availability check of an adjacent node
and reporting of network status changes
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presence of the data length field enable parsing the incoming
TCP flow into individual messages.

A message is described with a formal structure: {IDsrc;
IDdest; CMD; LEN; P}, where:

IDsrc is the source node identifier (8 bytes);

IDdest is the destination node identifier (8 bytes);

CMD is the type of the message (1 byte);

LEN is the length of the data field (unsigned integer, 2
bytesr);

P is the protobuf2-coded data field of the length of LEN
bytes [23].

Thus, a message consists of a header of the length of 19
bytes and variable-length data field.

A cell header {IDsrc; IDdest; CMD; LEN} contains a
sender identifier and a recipient identifier. Node identifiers
are 64-bit numbers comprised of a pair of IP addresses:
{IPiface; IPext}, where:

IPiface is the network interface IP;

[Pextis is the external IP address.

We believe such identification to be sufficient for our
purposes. It allows nodes to generate unique identifiers for
themselves, thus reducing the probability of collision to zero.

Depending on the type of CMD message, the message
handler is selected. Cells are classified into two groups, i.c.
the control and the transmit cells. Control cells are processed
by destination nodes. That may include, for instance, cell
availability check commands, network status change re-
quests and responses (see Fig. 2). Transmit cells contain data
that need to be processed if the recipient identifier matches
the current node or transmit farther along the network.

The message processing procedure proposed by the au-
thors has been implemented as software [24].

Algorithm of collection and
synchronization of network status

A network intended for exchanging data between autono-
mous robots is controlled, i.e. it has a globally updateable
status that contains information on all network nodes. The
entire information on the network status is stored in each
node. Thus, data redundancy increases the dependability
and overall reliability of the network.

When a new node is added to the network, other LAN
nodes are detected by means of a broadcast. In case of
successful detection, communication is established with
adjacent nodes and network status is synchronized. At this
stage, message exchange occurs in all channels simultane-
ously (flooding) [1].

Flood routing is used for notification of changes in
network status, for instance, when a new node is added.
Anetwork node sends the received packets to all of its direct
neighbours, except the one, from which it was received. That
approach improves the reliability of service information
delivery and increases the probability of message reception
by all the nodes of the network. The problem of message
duplication is resolved through cashing of the received mes-
sages and inhibition of repeated message sending.
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Figure 3 shows the block diagram of the system opera-
tion. A node receives a message from the network; de-
pending on the value of CMD message type, flood routing
algorithm is launched. The received packet is checked in
the packet cache buffer in the random-access memory. If
the packet is found in the cache, i.e. it was received earlier,
the algorithm stops, discarding the packet and not process-
ing it. Otherwise, the packet is added to the cache, replac-
ing the oldest entries in the cache. Then, data field P from
the packet is decoded and applied to the acquired global
network status. Upon committing changes, the network
status is rehashed. With that, local changes are complete;
after that, adjacent nodes are notified by bulk messaging
of the received message. An updated list of adjacent nodes
is made, while the packet is immediately sent over UDP to
nodes, from which a HELLO packet was recently received,
for other network nodes, the generated packet is queued
for subsequent asynchronous sending.

Besides flood routing, network status data consistency
is maintained in all nodes through scheduled sending to
adjacent nodes the hash of the list of known network node
identifiers. In case of matching hash, adjacent nodes are
synchronized. The capability to receive network status data
from an adjacent node allows reducing the time of new
node inclusion and not overwhelm the network with many
complex messages [25].

Each node sends HELLO packets to the adjacent nodes,
notifying them of its availability. Before network client
shutdown it sends the respective notification over the net-
work. In case of disconnection of or upon HELLO packet
timeout a node makes several attempts to reconnect to the
lost node. If the node proves to be unavailable, a message
on the removal of the identifier from the network status is
generated. Thus, network malfunctions are detected and
prompt reaction is enabled [26].

Dependability is a complex physical property, therefore
there is no single generalized criterion and indicator that
would characterize dependability of technology in a suf-
ficiently complete manner. Only a family of criteria allows
evaluating the dependability of a complex technical system.
The choice of criteria depends on the type of the technical
item, its function and required completeness of dependability
estimation [27].

One of the criteria of dependability of an overlay network
is the latencies. It is assumed that an overlay network is
to ensure reliable message delivery in cases of temporary
unavailability of communication between adjacent nodes,
including due to intentional or unintentional defects. Ad-
ditionally, the specificity of application of the proposed
network with autonomous robotics systems must be taken
into consideration. In this context, priority is given to im-
mediate message delivery, and a brief fault of delivery is
preferable to a long delay (500 ms or more for some tasks).
Another characteristic feature is the mutual independence
of messages. In the proposed network the order of delivery
is not important, which allows us optimizing the delivery
algorithms and protocol subject to this criterion.
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Fig. 3. System operation diagram for the flooding routing algorithm

Experimental testing of the developed
data exchange algorithms

For the purpose of the experiment, a test network was
created that consisted of a Cisco Catalyst 2960 router and
six computers running under Ubuntu 18.04. In order to emu-
late several networks, five VLAN were configured on the
PCs, with two computers in VLAN 0 and one in the others.
The routing rules prohibited direct exchange of IP packets
between all subnetworks except VLAN 0. As the result of

the experiment network self-organization was confirmed;
the operability of the developed algorithms was studied.
The existing TCP and UDP network protocols were
experimentally tested using an active test network. For that
purpose, data was sent between two routed nodes. Packet
losses were emulated using the network interface of a node
with an iptables rule and the statistic module that allows
rule-based selection of a part of packets. For TCP, one con-
nection was opened, within which overlay network cells
were sent. UDP lacks a mechanism of delivery confirmation,
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therefore the reception of each packet was confirmed by the
receiving entity. If, upon time-out, no confirmation arrived,
the packet was sent again.

Figure 4 shows the delays of delivery of each packet using
standard TCP and UDP protocols under planned losses of
0%, 5% and 10% packets obtained during the experimental
research.

Under no losses, UDP demonstrated minimal delays in
data transfer, however, even under minimal losses the delay
and amount of repeatedly sent data increase. Upon 300 to
400 sent packets, the delay settles (Figure 4, e and 4, f).

When TCP was used, establishing connection took
long (up to a second in some cases) and reconnection was
observed after disconnections. Such long single delays are
unacceptable in networks used with autonomous robotics
systems.

Knowing the results of research of delays associated with
the use of existing data exchange protocols, we can estimate
the dependability of the developed algorithms. Overlay
networks were tested under the same conditions.

The proposed data exchange algorithm is characterized
by shorter delays in normal operation and demonstrates
higher dependability by enabling immediate delivery and
minimization of failures that would occur because of un-
timely delivery of messages. The use of 0-RTT handshake
(zero delay connection establishments) ensured the required
performance of the overlay network.

The solutions’ stability was verified over a month of
operation with daily use of the network. No performance
degradation or increasing delays were observed. The final
results of the experiment are shown in Figure 5.

Conclusion

The authors developed operation algorithms of an overlay
network subject to the particular conditions of its use by au-
tonomous robots. The proposed approach will enable reliable
data exchange within an autonomous system, thus ensuring
the effect of collective mission performance with distribution
of roles and subtasks, which would be impossible with no
inter-agent communication and continuous data exchange.

Such algorithms are the foundation of a test software sys-
tem intended for the research of the data exchange process
within a team of autonomous robots.
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Abstract. The Aim of the paper is to reduce the number of hazardous events on railway tracks
by developing a method of prediction of rare hazardous failures based on processing of large
amounts of data on each kilometre of track obtained in real time from diagnostics systems.
Hazardous failures are rare events; the set of variate values of the number of such events for
an individual kilometre of track per year is: [0, 1]. However, for a railway network as a whole
the yearly number of such events is in the dozens and efficient management requires the
transition from the estimation of the probability of hazardous failure occurrence to the identifi-
cation of the most probable location of failure. Methods. The problem of identification of rare,
but hazardous possible events out of hundreds of thousands of records of non-critical railway
track parameter divergences cannot be solved by conventional means of statistical processing.
Hazardous events are predicted using the above statistics and artificial intelligence. Big Data
and Data Science technology is used. Such technology includes methods of machine learning
that enable item classification based on characteristics (features, predicates) and known cases
of undesired event occurrence. The application of various algorithms of machine learning is
demonstrated using the example of prediction of track superstructure failures using records
collected between 2014 and 2019 on the Kuybyshevskaya Railway. Findings and conclusions.
The result of facility ranking is the conclusion regarding the location of the most probable
hazardous failure of railway track. That conclusion is based on the correspondence analysis
between the actual characteristics of an item and conditions of its operation and the cases of
adverse events and cases of their non-occurrence. The practical value of this paper consists
in the fact that the proposed set of methods and means can be considered as an integral part
of the track maintenance decision-making system. It can be easily adapted for online operation
and integrated into the automated measurement system installed on a vehicle.
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1. Introduction

The role of digital technology in the process man-
agement is on a steady rise. Automated management
systems (AMS) enable much higher rate of business
operations performance; autonomous control systems
are deployed in trains and airplanes ensuring traffic
safety at speeds beyond human reaction time. Today’s
diagnostics tools detect things the human eye is un-
able to capture and are used in healthcare, engineer-
ing, space exploration and other areas of science and
industry. But the digital world is not limited to the
automation of processes humans cannot perform,
especially in case of major manufacturing facilities.
Since 2016, JSC RZD has constructed an electronic
document management system that connects over a
thousand companies involved in freight transportation
[1]. In the Lastochka EMUs diagnostic information is
collected using 342 sensors and instruments. Together
with the locomotive diagnostics systems, JSC RZD
employs dozens of AMSs that provide the company
with information on the condition of track [2, 3],
power supply equipment [4], traffic safety systems
[5], train graph [6] and a large number of other items
and processes. Each of JSC RZD’s AMSs is designed
to solve individual problems, but in order to manage
railway transportation in a holistic manner corporate-
level systems were developed: EK ASU I (Single
Corporate Automated Infrastructure Management
System), EKP URRAN (Single Corporate Platform
for Managing Resources, Risks and Dependability
at Lifecycle Stages), EK ASU TR (Single Corporate
Automated Workforce Management System), EK ASU
FR (Single Corporate Automated Financial and Assets
Management System). The existing data collection
and storage systems, as well as the corporate systems

Hundreds of thousands of lines of

that aggregate information from various sources, en-
able JSC RZD to successfully apply the Data Science
technology (see. Fig. 1).

2. Relevance of track superstructure
hazardous failure prediction

High train traffic and speed, environmental condi-
tions, ageing cause tear and wear of railway infra-
structure, primarily the track. Rail defects may cause
derailments, accidents or crashes. Such hazardous
events are associated with damage to the track, power
supply systems, as well as cars and locomotive units
with potential exclusion from the inventory rolling
stock [7]. Derailed units of rolling stock may also in-
trude into the operational space of the adjacent track,
which may cause a collision with an opposing train and,
as the consequence, make damage catastrophic [8, 9].
A significant share of hazardous events attributed to
the condition of track is typical not only to Russia’s
railways. Over the last decade, about one third of all
railway incidents in the US were caused by track-related
defects [10].

The analysis of derailments, accidents and crashes
involving units of freight trains identified that such
events caused by track malfunctions could occur on
a kilometre of track rated, for instance, as “good”. In
this context, the aggregated estimate of a kilometre
of track is not sufficient for predicting its condition,
and it is required to take into consideration other
parameters: number of widenings, realignments, etc.
However, the collection of additional parameters
alone will not suffice. According to [11], only a
part of data on a controlled item is useful in terms
of decision-making when managing specific events
(see. Fig. 2).
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Fig. 2. Transformation of large volumes of raw data into actionable information

Modern methods of multiple factor data analysis
and machine learning technology that allow includ-
ing over 50 factors into models enable — based on
existing knowledge of measured featured that char-
acterize the condition of track — making conclusions
regarding the need for urgent repairs in order to
avoid track failures and derailments, accidents and
crashes caused by an unsatisfactory condition of
track. Conclusions regarding the efficiency of Big
Data and Data Science can be made based on exist-
ing international practical experience, the analysis
of which is set forth below.

3. Overview of the methods

of machine learning and their
application for the purpose of
railway track defects analysis

With the growth of the amount of data collected by
monitoring devices, such as wireless sensor networks or
high-definition video cameras that are widely used for
monitoring of critical railway infrastructure, machine
learning also becomes increasingly popular in respect
to improving the operational performance and depend-
ability of railway systems [13].

Currently, due to the rapid technological advance-
ments and widespread deployment of inexpensive
sensors and wireless communications, the role of the
Internet technology is increasing in the context of ef-
ficient implementation of maintenance strategies in a
whole range of industries. In railway transportation, Data
Science is also in active use [12]. Machine learning is
increasingly popular as means of improving the depend-
ability of railway systems. It also allows minimizing the
daily cost of the maintenance [13].

Methods of machine learning can be subdivided into
classical algorithms [14] and deep learning methods [15].

The main difference is the presentation level. The classi-
cal learning methods include the principal components
method, support vectors method [16], solution trees [17],
random forest [18, 19, 20], logistic regression [21] and
nearest neighbours method [22].

In [23], the methodology of data classification for
rail condition monitoring is presented. The authors
put the emphasis on identifying the patterns of failure
occurrence in sharp turns (horseshoe curves) using the
principal components method and data obtained as the
result of in situ inspections of the Swedish railway
network.

In [24], the support vectors method is used for pre-
dicting a situation, when minor track defects deteriorate
into major ones.

In [25], based on decision trees, a system is devel-
oped for preliminary automatic ranking of incidents that
evaluates the probability of a pre-failure state based on
the existing features.

Jiang and co-authors [26] proposed a hybrid approach
to identifying contact fatigue based on ultrasound laser
data.

In [10], the principal components method along with
the support vectors method were applied to a set of data
on 31 items collected on a US class I network for the
purpose of detecting four types of surface defects.

As of late, the academic community has been making
use of the advantages of the deep learning methods for
studying rail defects. Researchers believe that deep learn-
ing may become an element of completely automatic
railway monitoring systems [27].

Deep learning algorithms based on neural net-
works are employed as the primary tool for detecting
structural defects in rails. The convolutional neural
networks (CNN) are most widely used. That is due
to the widespread use of video cameras that supply
the research community with vast quantities of data
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and enable the application of more complex learn-
ing methods. However, CNN is a “black box” and
practically cannot be interpreted. In other words, a
researcher of machine learning cannot explain how a
CNN model made its predictions or prove their reli-
ability for the end user.

In [28], the CNN technology is used in examining
the approaches to solving the problems of automated
processing of images of track superstructure for the
purpose of identifying the locations of potential de-
fects. Images were used that had been collected by
one of the trains of the Centre for Diagnostics and
Monitoring of Infrastructure Facilities of the West
Siberian Railway.

Lee and co-authors [29] used artificial neural networks
and support vectors method for predicting the tear and
wear of the ballast section based on such factors as the
curvature, tonnage handled, etc. The authors however
note that in order to obtain stable predictions, measure-
ments must be taken over at least two years.

A more detailed overview of the application of various
methods of machine learning in detecting track defects
can be found in [30].

The diversity of the used models is evidence of the fact
that the application of the machine learning technology
currently represents a research process that includes the
following stages:

- analysis of the sources of information on the track
condition;

- data condition for machine learning;

- definition of machine learning objectives;

- training of models;

- selection of the best model;

- application of the model.

4. Algorithm of conditioning of
railway track condition data as part
of the JSC RZD machine learning
application

Data received from JSC RZD AMSs are conditioned
using an algorithm that includes 5 stages shown in
Table 1.

Sample is one of the key concepts of machine learn-
ing. A sample is a finite set of cases (items, instances,
events, test articles) and corresponding data (item
characteristics) that form the description of the case.
A sample that includes a full set of available data must
include the target variable, i.e. an indicator, the predic-
tion of whose value is the goal of machine learning.
Additionally, a sample is subdivided into two parts:
the learning sample and the test sample. The algorithm
of conditioning of the data obtained from JSC RZD’s
AMSs for sampling as part of machine learning is
shown in Fig. 3.

5. Algorithm of machine learning
application for predicting hazardous
failures of railway track

The problems of machine learning are normally de-
scribed in terms of the ways a machine learning system
is to process the learning sample. As the case of TSS
learning sample, a kilometre of TSS was chosen, whose
condition is characterized by 77 parameters, including
the diagnostic results, operational conditions, qualitative
estimates. The values of such parameters are represented
in the form of vector xeR", each element of which is the
value of a feature.

Table 1. Stages of data conditioning

Name of stage Aim

Conditions of stage
performance

Relevance criterion of the stage

Improvement of simulation

Data cleansing through higher quality of data

Performed always

Performed always

Improvement of simulation
through the capability to compare
sequences with different physical

units and/or value ranges

Data conversion

Performed if required
for discrete sequences

1. Value variation ranges of various
features differ more than 5 times.
2. Different physical units of fea-

tures?

Extension of the scope of applica-

Data sampling ble models

Performed if required
for continuous se-
quences

1. Target feature is a continuous val-
ue, but it is required to evaluate the
probability of being within the range.
2. It is planned to employ a method
that does not allow using continuous
data.

Improvement of simulation

Text cleansing through higher quality of data

Performed if required
for continuous se-
quences

It is planned to use information from
the text in the simulation

Quality verification of the devel-

Sampling oped models

Performed always

Performed always
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Application of machine learning methods for predicting hazardous failures of railway track assets

Classification, as the most common machine
learning problem, consists in building models that
serve to assign the examined item to one of the
several known classes. With respect to that type of
problems the classification algorithm is to answer
the question as to which category the item belongs
to. In terms of traffic safety (prevention of derail-
ments, accidents and crashes) each item (kilometre
of TSS) is divided into two classes: 0, a kilometre
with no hazardous TSS failure; 1, a kilometre with
a hazardous TSS failure.

From the learning sample we select the best param-
eters for the classification algorithm. On the test sample
we calculate the classification error and in order to select
the best algorithm.

Let X'be an object space that is described by the set of
features X={X", ..., X"}"; Y={0,1} be the set of allowable
responses; v :X—Y be the target dependence onﬁlfy known
for the items of learning sample Z" = (x,, y, )’_:1, where
x, is the vector of feature values, while y,=y'(x,) is the
responses of the target variable, i=1, ..., N.

Let us denote x={x,, ..., x,} , y=1p, ..., v,} -

The learning problem consists in the requirement to
re-establish the functional relationship between items
and responses, i.e. to construct algorithm a:X—Y that
approximates the target relationship y" in the whole set
X, not only the items of the learning sample Z".

Figure 4 shows the algorithm of application of six
primary machine learning methods for kilometre of TSS
classification.

6. Criteria of best model selection

A number of methods have been devised for the
purpose of analysing the accuracy of the machine learn-
ing algorithm and comparing the accuracy of different
algorithms.

For the purpose of problem binary classification, let
us introduce the following designations:

TP, the number of correctly predicted category «1»
items;

FN, the number of category «1» items with «0»
prediction;

FP, the number of category «0» items with «1» pre-
diction;

TN, the number of correctly predicted category «0»
items.

Below are the primary measures of the quality of
binary classification models.

1) General accuracy of the algorithm

TP+ TN

" TP+ FP+FN+ TN
ficiency of the classifier in terms of correct answers.

that defines the overall ef-

2) False alarm FPR = il that shows the effi-
FP+ TN

ciency of the classifier in terms of anomaly prediction.

3) Accuracy of the algorithm PR = 1P that
TP+ FP

shows the share of accurately predicted items identified
as category «1».

4) Completeness of the algorithm RE = _IP that
TP+FN

shows the share of items that are effectively category «1»

and were predicted correctly.

2-PR-RE ¢
PR+RE

harmonic average of accuracy and completeness.

6) Area under the curve of AUC errors, the global
quality characteristic whose values are between 0 and
1. The value 0.5 corresponds to random guessing,
while the value 1 implies correct recognition. AUC is
the area under the ROC curve. The ROC curve shows
the correlation between the share of false positive
rate (FPR) and share of correct positive classifica-
tions (RE). The ROC curve is a sufficiently complex
measure of algorithm accuracys; it is examined in more
detail in [31].

5) F-measure of the algorithm, F = he

7. Numerical experiment of line
categorization based on failure
prediction

Let us examine the problem of TSS failure classifi-

cation. In order to prevent derailments, accidents and
crashes, throughout the railway network, the condition

Table 2. Model quality indicators

Quality |Logistic regression| Decision tree | Random forest | Support vectors | Nearest neighbours
indicator (sample 2) (sample 2) (sample 2) method (sample 2)| method (sample 1)
1.AC 0.74 0.76 0.75 0.73 0.72
2. FPR 0.41 0.28 0.28 0.41 0.46
3.PR 0.78 0.94 0.94 0.94 0.89
4.RE 0.78 0.94 0.94 0.94 0.89
5. F-measure 0.78 0.86 0.86 0.94 0.88
6. AUC 0.68 0.83 0.83 0.76 0.71
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Training conditions:

1) Learning sample: 2014-2018 statistics

2) Prediction for 2019

Prediction accuracy for 2019 of the decision tree model
based on the 2014-2018 data

Percentage of predicted failures: 89%
Percentage of predicted good states: 68%

% correctly predicted up
states

1% correctly predicted failures
100
2018
90 NNK Logistic regres
O
O
80 VM
@)
70
50 60 70 80

Fig. 5. Comparison of models in terms of quality

of track is checked for deviations from standard values
using a geometry car. Based on the obtained data each
kilometre of track is assigned a rating: “unsatisfactory”,
“satisfactory”, “good” or “excellent” that is supposed to
indicate the hazard of transportation incident caused by
the condition of the track.

Between 2014 and 2019, TSS condition statistics
were collected on the Kuybyshevskaya Railway. The
following failures of railway infrastructure elements
were registered: isolated joint, concrete tie, rail line as a
whole, rail joint, geometrical parameters of the track, etc.
Over a number of years, for each kilometre of track the
following parameters were measured monthly: number
of widenings, number of deviations, number of realign-

ments, number of sags, traffic speed within the specific
kilometre, etc.

If, within a kilometre of track, a failure is detected,
the response is assigned the value of «1», otherwise,
the value is «0», i.e. a set of category labels is of the
form Y={0,1}. It is required to solve the problem of
binary classification based on the observations made
in prior moments of time and verify the efficiency of
the algorithm using the 2019 observations. Based on
the performed classification, a hazardous failure is
predicted.

194328 observations of various items (kilometres of
track) were obtained. 267 items out of them were af-
fected by hazardous failures. The data were subdivided

Table 3. List of test sample items within the zone of unacceptable risk

Date of check naflrcic(ll(el:::?;f;nt Ope;.ia:lteional n’lrlll.z;l:r Kilometre hal;::'l()l?)ll)lisligiloufre
29-JAN-19 9 2 1 979 0.55
29-JAN-19 9 1 1 969 0.51
14-JAN-19 9 2 1 979 0.48
14-JAN-19 9 1 1 969 0.48
29-JAN-19 9 2 1 1018 0.37
29-JAN-19 9 2 1 1003 0.28
14-JAN-19 9 2 1 1018 0.21
14-JAN-19 9 2 1 1003 0.17
23-JAN-19 20 1 1 36 0.003
25-JAN-19 20 2 1 36 0.0014
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into the learning sample (192375 items, including 257
with hazardous failure, 2014 — 2018 data) and the test
sample (1953 items, including 10 with hazardous fail-
ures, January 2019 data).

The classification problem was solved using several
machine learning algorithms: logistic regression, solu-
tion tree-based algorithm, random forest method, meth-
ods of support vectors and nearest neighbours.

Learning samples were generated:

learning sample 1: 2014 — 2018 observations using
standardized data;

learning sample 2: 2017 — 2018 observations using
standardized data.

Additionally, data reduction was performed. The
aim was to improve the quality of simulation through
balanced learning samples, in which the number of
observations with category «1» was at least 40% of the
total number of observations.

Feature selection was done by means of recursive se-
lection of the feature for each machine learning method.

Fig. 5 shows a comparison of the quality of models,
Table 2 contains the indicators of model quality. The
table shows models trained using the samples that dem-
onstrated the best quality indicators for its type of model.

The results of model ranking: rank 1 is decision trees
(trained using sample 6), rank 2 is random forest (trained
using sample 6).

Table 3 shows a list of TSS elements with the highest
probability of hazardous failure (corresponding to the
highest levels of risk) in January 2019.

Upon an analysis of the data from Table 2 it can
be concluded that the best possible results of item
classification are ensured by using methods based on
decision trees.

Shown in the last column of Table 3 are the values of
frequency of trees classifying item category as “1”, i.e.
the number of trees that identified an item as “kilometre
with hazardous TSS failure”, in relation to the total num-
ber of constructed trees. Based on the results of the action
of training sample classification algorithm, the threshold
value of probability of failure is to be chosen depending
on which classification error is the priority for us. The
higher the threshold, the rarer the items will be classified
as “kilometre with hazardous failure” (TP decreases, but
TN grows). The lower the threshold, the lower will be
the number of “kilometre with hazardous failure” items
will be missed, but the higher the number of item with
no hazardous failure (“0”) will be identified as having
a hazardous failures (“1”) (TP and FP increase). In the
context of TSS item classification, it is important not to
miss an item with possible hazardous failure. Albeit at
the cost of a larger number of items with no hazardous
failure (“0”) that will be falsely identified as items with
a hazardous failure (“17).

Subject to the results of classification for the learning
sample the threshold was chosen as p=0,15. On the test
sample that resulted in a situation, when out of 10 items

with hazardous failures 8 were classified correctly and
5 items with no hazardous failure (marked “0”) were
also classified as items with a hazardous failure. If the
threshold was set at p=0,10, the number of correctly
identified items with a hazardous failure (“1”’) would
remain unchanged, while the number of incorrectly
classified items with no hazardous failure (“0”) would
have risen to 14. Under p=0,001, all ten items with a
hazardous failure (“1”’) would have been classified cor-
rectly, but at the same time, the number of incorrectly
identified items with no hazardous failure (“0”) would
have risen to 251.

8. Conclusion

The paper presents the methodological foundations
of prediction of rare hazardous events (failures) that
can be used in the design of an automated system that
performs real-time prediction of adverse events in
railway transportation within a certain period of time
by using and processing large amounts of informa-
tion. The components of such system — mathematical
models and methods, various metrics for model quality
verification — should be defined subject to and based
on the problem of prediction of railway track failures
depending on various sets of factors. This problem was
used in the process of optimization of the sequence
of actions for taking the decision regarding the need
for additional maintenance operations at any given
railway line. For that purpose, models were compared
using the proposed metrics. The ranking of facilities
produced a conclusion regarding the presence of key
indicators and their values of early warning of risk
factors. That conclusion is based on the correspond-
ence analysis between the actual characteristics of
an item and conditions of its operation and the cases
of adverse events and cases of their non-occurrence.
The proposed set of methods and means can be eas-
ily integrated into an automated measurement system
installed on a vehicle.
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Abstract. Aim. The state of the art of railway computer-based control, command and signal-
ling (CCS) systems is characterized by high requirements in terms of dependability, functional
safety and cybersecurity under the conditions when digital transformation and challenges as-
sociated with the demand for increased competitiveness of railway transportation force the
transition to new paradigms in engineering, testing, verification, validation and standardisation
to facilitate and speed up the process of development and implementation. It is expected
that while preserving the level of dependability and safety, at least, as it is, the industry has
to enable the maximum possible introduction of innovative solutions and digital tools aimed
at further automation of CCS systems to enhance the capacity and throughput of railways
and the performance of systems, to minimize the impact of the human factor and reduce
the number of failures and downtimes. In this context, the key factors are the interoperability
(technical and operational compatibility) of systems and the technological independence of
railway operators and infrastructure managers from the designer/supplier of railway automation
systems, eliminating the vendor lock-in effect. Methods. The paper gives an overview of the
state of the art of railway computer-based control, command and signalling using the example
of the EU and provides an analysis of these systems in terms of dependability and safety in
the context of migration to new grades of automation. Results. The author has considered the
evolution of control, command and signalling systems in the EU using the example of the Eu-
ropean Railway Traffic Management System (ERTMS). The analysis covered the general trends
and approaches to engineering, testing, verification, validation and standardisation of railway
CCS systems. The paper has overviewed the major EU research and design programmes of
CCS development with the dependability and safety methodology taken into account. A spe-
cial attention has been given to the methods of open engineering, remote lab testing and
standardisation of ERTMS interfaces. Conclusions. In the context of digital transformation, the
development of state-of-the-art railway computer-based CCS systems implies an accelerated
introduction of a whole range of innovative solutions and a wide application of commercial
off-the-shelf components (COTS), thus making systems more complex and being capable of
affecting the dependability parameters. In order to maintain these parameters at a specified
level and to minimize the impact of human factors, the railway community is increasingly using
formal methods and automated means of engineering, diagnostics and monitoring at all stages
of the system’s lifecycle. A major factor of dependability is the standardisation of the system’s
architecture, interfaces, open source design and testing software, including the standardisa-
tion of approaches to remote lab testing of products by different manufacturers to prove the
reliability of operation at the boundaries of systems of various manufacturers.

Keywords: CCS, railway signalling, train separation, dependability, safety, TSI, ERTMS/ETCS,
GoA4, human factor, formal methods, verifiction, validation, certification, homologation, testing.
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1. Introduction

The state of the art of railway computer-based control,
command and signalling (CCS) systems is characterized
by high requirements in terms of dependability, functional
safety and cybersecurity under the conditions when digital
transformation and challenges associated with the demand
for increased competitiveness of railway transportation
force the transition to new paradigms in engineering, test-
ing, verification, validation and standardisation to facilitate
and speed up the process of development and implemen-
tation. It is expected that while preserving the level of
dependability and safety, at least, as it is, the industry has
to enable the maximum possible introduction of innovative
solutions and digital tools aimed at further automation of
CCS systems to enhance the capacity and throughput of
railways and the performance of systems, to minimize the
impact of the human factor and reduce the number of fail-
ures and downtimes. In this context, the key factors are the
interoperability (technical and operational compatibility)
of systems and the technological independence of railway
operators and infrastructure managers from the designer/
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supplier of railway automation systems, eliminating the
vendor lock-in effect.

Strictly speaking, as regards railway CCS, digital trans-
formation implies moving to a new paradigm of control and
command of Industry 4.0. In terms of the basic principle of
train separation, that means the evolution from simple sepa-
ration of consecutive trains, first, in time, then in space (by
fixed block sections) with further migration to radio-based
control and command (such as in the European Railway Traf-
fic Management System, ERTMS) and then to a dynamically
changing headway between trains (including train convoys
or virtual coupling, i.e. trains running closer than a safe
breaking distance, like in road traffic). The transition implies
a whole range of normative, regulatory, technological and
technical changes [1].

One of the significant factors that underpin the need for
a new methodology of engineering and maintenance of
railway CCS systems is the increasing automation of train
control with targets specified in the European programmes
of research and innovation that aim to fully automate train
operation, i.e. achieving driverless trains (so called GoA4,
or Grade of Automation, according to IEC 62290) [2].

Workshops

Maintenance

Infrastructure

Detect and

Fig. 1. Organization of railway operations
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That emphasizes the importance of dependability and
safety issues at all levels of railway operations management,
where the human factor now still plays a significant role,
especially at the level of safety-related (critical) systems

(Fig. 1).

2. EU interoperability and
dependability requirements and
standards

Historically, practically each nation has its own railway
normative requirements and operational rules, and often
even a different railway gauge. For instance, before the
EU was established, in Europe there were over twenty
national CCS systems installed both trackside and onboard
trains, as well as individual certification and homologation
systems. After the establishment of the EU and opening of
the Trans-European transport network corridors (TEN-T),
the focus shifted to the issues related to interoperability
(technical and operational compatibility) of railway sys-
tems and infrastructure and the provision of a common
certification and homologation system (so called “cross
acceptance system”).

Later on, the EU approved the Interoperability Directives
and Technical Specifications for Interoperability (TSI) for
all components of the railway system including ERTMS that
was developed by the European Railway Agency (ERA).
In the directives, the interoperability is defined as the abil-
ity of a railway system to allow the safe and uninterrupted
movement of trains which accomplish the required levels
of performance [3].

The current version of TSI relating to Control, Command
and Signalling (TSI CCS) is CCS 2016/919 [4]. It specifies
the requirements for interoperability of ERTMS trackside
and onboard assets, interfaces with external systems, as well
as the parameters of reliability, availability, maintainability
and safety (RAMS). The interoperability requirements are
based on the body of functional requirements specifications
for ERTMS subsystems and interfaces developed by the
UNISIG group that combines the major European manu-
facturers of railway signalling equipment, under the aegis
of ERA (so called “Subsets™).

ERTMS has three core elements:

1. GSM-R (Global System for Mobiles — Railway) is the
radio communication element based on the public GSM
standard with specific railway frequencies and intended both
for a voice communication between drivers and dispatchers
and transmission of ETCS data (between the onboard train
protection unit EVC — “European Vital Computer” — and
the trackside control and command centre RBC — “Radio
Block centre”).

2. ETCS (European Train Control System) is the signal-
ling system which is responsible for the control of speed,
generation and execution of movement authorities, data
exchange with interlockings of signals and points at stations.

3. ETML (European Traffic Management Layer) is the
level of traffic management based on timetables and intended
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to optimize train speed profiles at routes using train running
data in real time.

ERTMS/ETCS has three variants, or levels. Roughly
speaking, Level 1 is the train protection using trackside
signals and transponders (balises), with no GSM-R radio
communication and, respectively, no RBC in place; Level
2 is the train control using GSM-R radio communication
and, respectively, with RBC in place, as well as using
balises as reference points along the route for the purpose
of navigation (this being the system’s variant most widely
implemented both in Europe and elsewhere, with a rollout
of over 100 ths. km. of railway lines); Level 3 foresees
the additional application of onboard navigation and train
integrity facilities and the implementation of moving block
principle. So far, ERTMS/ETCS Level 3 is more of an ex-
perimental system being engineered and tested in the form
of some hybrid solutions which integrate the application
of satellite navigation, virtual balises and onboard digital
route maps.

According to Subset-026 (System Requirements Specifi-
cation), the ERTMS/ETCS reference architecture looks like
as follows (Fig. 2) [5]:

The dash line in the diagram indicates the interfaces
that are not yet standardised, and in this case the suppli-
ers’ proprietary (closed) protocols and solutions are used.
This in particular applies to interfaces between RBC and
interlocking installations (IXL) at stations and centralized
traffic control (CTC), as well as the communication between
radio block centres of different suppliers. This leads to both
interoperability and RAMS-related issues.

Besides the list of mandatory functional specifications for
subsystems and interfaces of ERTMS/ETCS, TSI CCS also
contains a list of mandatory standards whose requirements
shall be complied with for the certification of ERTMS/ETCS
equipment, i.e.:

Generic software
application?

Generic
software
product!

Fig. 3. Software layers
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Fig. 2. ERTMS/ETCS reference architecture with functional interfaces specifications

1. EN 50126 Railway applications — The specification
and demonstration of reliability, availability, maintainability
and safety (RAMS).

2. EN 50128 Railway applications — Communication,
signalling and processing systems — Software for railway
control and protection systems.

3. EN 50129 Railway applications — Communication,
signalling and processing systems — Safety related electronic
systems for signalling.

4. EN 50159 Railway applications — Communication,
signalling and processing systems.

As to CENELEC, in terms of software, ERTMS/ETCS
engineering, verification & validation and certification are
to be applied to three layers (Fig. 3):

If we take a look at the key element of ERTMS/ETCS
Level 2, the RBC, then we can see that the first layer of RBC
is its nucleus that contains a generic safety logic common for
all railways where the product is implemented (the product

57



Dependability, vol. 20 no.2, 2020. Safety. Theory and practice

Fig. 4. ERTMS/ETCS regulatory pyramid

is certified once by a European notified body, provided that
there are no further changes made to it); the second layer
incorporates the signalling logic and rules of the country
where the product is intended to be used, and is invariable
for all applications of the product at the country’s railway
lines (requiring homologation for each country); the third
layer is a project-specific signalling logic configured for a
specific schematic plan and layout (requiring homologation
for each project).

To summarize, the regulatory pyramid of ERTMS/ETCS
can be presented in a schematic way as follows (Fig. 4):

3. ERTMS/ETCS dependability

The standards describing the RAMS methodology were
developed as early as in the 1990s by the European Commit-
tee for Electrotechnical Standardisation (Comité Européen
de Normalisation Electrotechnique, CENELEC). They
apply an integrated approach to the management of RAM
parameters directly related to the system dependability and
safety (S) of a railway system based on risk assessment
considering the lifecycle stages (V-model).

The standards are based on a probabilistic approach and
provide quantitative parameters as well as recommendations
for ensuring the specified RAMS by using well-proven
methods (e.g. methods of programming, automated testing of
software, detection and identification of errors and failures).
Initially this approach was used in other manufacturing
industries such as nuclear power engineering, aviation and
space industry, from where it was adopted [6].

The certification of ERTMS/ETCS in compliance with
CENELEC standards involves an extensive list of activi-
ties related to ensuring dependability and safety (RAMS),
i.e. preparation and management of a large volume of
documents at all stages of the system lifecycle as well as
a strict observance of independence among the designer,
the verifier/validator and the assessor of the system and
the mandatory production quality management (manufac-
turing audit).

The RAM documentation includes a RAM programme
and a RAM report (internal dependability calculation, check-
lists of scheduled and unscheduled maintenance).

To preserve the dependability and operational parameters
of the system during its lifetime, one shall define factors
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affecting RAMS, analyze and evaluate their consequences,
use activities related to their control and prescribed by the
standards.

According to EN 50126, the RAMS parameters of a
railway system are influenced by three sources of failures:

— occurring within the system at any stage of the system
lifecycle;

— adverse effects that affect the system in the course of
operation;

— errors that affect the system during maintenance ac-
tivities.

And all these three sources of failures can interact. The
efficient management of these factors can keep RAMS as
specified. In a schematic way, the relationship of the fac-
tors influencing dependability and safety is presented in
Fig. 5 [7]:

The performance requirements of a railway CCS system
are specific for each system and are thus specified in the
agreement between the manufacturer and the infrastructure
manager during the design phase. For a system as a whole,
there are three defined types of failures:

— immobilizing failure (at least two trains have to be put
in on-sight mode);

— service failure (one train at most has to be put in on-
sight mode);

— minor failure (which requires unscheduled mainte-
nance, though it doesn’t fall under the previous categories).

For example, ERTMS/ETCS RAMS requirements specifi-
cation (1998) provides the following specific parameters [8]:

— the probability of a train delay due to signalling failures
shall not exceed 0.018, while the probability of a train delay
due to ERTMS/ETCS failures shall not exceed 0.0027;

— the allowed average delay per train due to ERTMS/
ETCS failures, at the end of an average trip of duration of
90 min., shall be not greater than 10 min.;

— the operational availability of ERTMS/ETCS due to all
the causes of failure shall be not less than 0.99973;

— immobilizing failures shall not exceed the 10% of the
total amount of failures which affect the system’s opera-
tional availability; service failures shall not exceed 90%
of the total amount of failures which affect the system’s
operational availability;

— the mean time to restore of trackside distributed equip-
ment is 1.737 hours.
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Fig. 5. Factors influencing RAMS (adapted from EN 50126)

However, it is worth noting that ERTMS/ETCS Level 2
is generally an overlay system, i.e. it is installed over a
national signalling system and uses it as a kind of fallback
in case of failure. There is an ongoing debate in literature
about the need of redundancy in the form of external sys-
tems to increase the dependability of a primary signalling
system [9].

The ERTMS/ETCS RAM programme shall include, as a
minimum, the following activities:

— RAM programme planning;

— System conditions and mission profile;

— Periodical RAM programme reviews;

— Reliability modelling, prediction and apportionment;

— FMECA analysis;

— Software reliability analysis;

— Service dependability analysis and verification;

— Preventive maintenance analysis;

— Corrective maintenance analysis;

— Fault isolation and trouble-shooting plans;

— Reliability development/growth testing programme;

— Maintainability preliminary tests;

— Reliability demonstration tests;

— Maintainability demonstration tests;

— Failure data collection from the field (FRACAS).

Naturally, the human factor greatly affects RAMS as
well —both at the design stage and in the course of operation.
Since humans can considerably affect RAMS, the human
factor should be taken into account to a greater extent than
in other industries, when achieving the specified RAMS
parameters of a railway system. This motivates all the efforts
made by the railway community in terms of automation of
operation and maintenance as well as of engineering, test-
ing, verification and validation, particularly in the context
of a global trend for digitization and the implementation of
Industry 4.0 principles.

4. New approaches and requirements

The analysis of the policy papers of the EU railway
bodies and associations and those of the International
Union of Railways (UIC) shows that one of the key driv-
ers of the search for new approaches and solutions in the
railway sector in the context of digital transformation is
the low rate of innovations introduction due to a long
period of certification and homologation, that is largely
driven by the dominance of proprietary solutions in the
absence of standardised protocols and interfaces as well
as standardised methods of automated engineering. This
leads to high costs of development and implementation,
operations and maintenance, growing obsolescence of
railway systems and vendor lock-in. Also, it potentially
impacts their dependability and safety.

In order to find a way out, in 2014 the EU established
a joint undertaking Shift2Rail with a total budget of
about 900 million Euros [10]. This is an industry-scale
innovation programme of railway transportation de-
velopment that brings together railway manufacturers,
operators and infrastructure managers. Its key objec-
tives are the development, integration, demonstration
and validation of innovative digital technologies for the
railway transport intended to enhance its attractiveness
for users.

Shift2Rail is expected to contribute to:

— reducing the lifecycle cost of railway transportation
by as much as 50%;

— doubling the current railway capacity;

— increasing the reliability and punctuality of the railway
transportation by as much as 50%.

Basically, the changes of approaches to the RAMS speci-
fication and demonstration and further on to certification
are driven by the business requirements and considerations
related to the need to reduce the costs for engineering, certi-
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fication and homologation of products and the time to market
and on-site installation. Not surprisingly that the Shift2Rail
projects research various methods of automation of develop-
ment, verification and validation, testing processes, includ-
ing those that are used in other industries — first of all, in
aviation and automotive engineering.

Fig. 6. The application of formal methods at system lifecycle stages

Based on selected and then standardised methods, the
transition is supposed to be towards virtual certification. By
virtual certification one means the maximum allowable use
of evidence from virtual testing and simulation based on
formal models to support the certification and homologa-
tion process [11]. For instance, this methodology is studied

Table 1. The list of the EU projects related to the use of formal methods in railway command, control and signalling

Project ERTMS/ETCS/CBTC
CRYSTAL http://www.crystal-artemis.eu/
Deploy http://www.deploy-project.eu/
DITTO http://cs.swansea.ac.uk/dittorailway/
EuRailCheck https://es.fbk.eu/projects/eurailcheck-era-formalization-and-validation-etcs
MBAT http://www.mbat-artemis.eu/home/69-abstract.html
OpenCOSS http://www.opencoss-project.cu
OpenETCS http://openetcs.org/
PERFECT https://trimis.ec.europa.eu/proj ects/tlizirii)sr_r?rige:&lﬁi;ced—rail-formal-engineering—con—
Distributed railway signalling
SafeCap http://gow.epsrc.ac.uk/NGBOViewGrant.aspx?GrantRef=EP/1010807/1
Interlocking
ADVANCE http://www.advance-ict.eu/
EULYNX https://eulynx.eu/
Eurolnterlocking http://test.swissrequirementsengineering.ch/en/projects/euro-interlocking-project
INESS http://www.iness.eu
RobustRail http://www.robustrails.man.dtu.dk
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within the framework of the Shift2Rail project — PLASA 2.
The objective is to substantially reduce the time required
for provision of interface with the existing systems in place
and the field testing by standardising interfaces and using
formal methods for engineering, verification and remote
lab testing.

In fact, it is worth noting that EN 50128 highly recom-
mends the use of semiformal and formal methods for de-
velopment and automated tools of testing, verification and
validation, however there is still much to be done in terms
of selection and standardisation of respective methods and
tools [12].

According to [13], the approach to ensuring the
“development quality” of software presented by the
CENELEC standard alone cannot guarantee the correct
operation of a computer-based system. It is to increase
the “development quality” and to reduce the lifecycle
cost of safety-critical computer-based systems, inter-
locking systems in the first place, why formal methods
were introduced. The basic advantage of the methods is
that they enable an exhaustive analysis of all possible
scenarios of the programmed system behavior while
ensuring the consistency between the formalized and
proven behavior of the model and the behavior of the
code embedded into the system.

5. History and further application
of formal methods

The history of the use of formal methods in stand-
ardisation of railway signalling started in 1997 when
the UIC published the European Railway Research
Institute (ERRI) project report that presented a detailed
analysis of functional conditions of interlocking systems
and proposed the harmonization of functional require-
ments for signalling systems based on formal methods.
Later on, a UIC working group developed a semiformal
method called EURIS (European Railway Interlocking
Specification), which defined building blocks (e.g. sig-
nal, track, point) and described the operations related to
each building block using flowcharts. The UIC project
EURO-INTERLOCKING (1998-2008) formalized the
requirements for an interlocking system that were con-
verted into a formal model visualized by a computer. It
appeared that both the skills of a signal engineer and a
modelling specialist were needed to do this work. Ad-
ditionally, it became apparent that that is an iterative
process requiring further quality improvements both in
the verbal language representation and the requirements
coverage [14].

This work was continued within the framework of the
EULYNX project where using the SysML models the
focus was on the formalized description of interfaces
of trackside signalling systems of different supplies,
including ERTMS/ETCS subsystems, to reduce the time
of their development and software/hardware adaptation.
As an extension of these approaches, the ERTMS Users

Group and the EULYNX consortium then initiated the
Reference CCS Architecture (RCA) project aimed at
developing a new ETCS reference architecture integrat-
ing ATO functionality (and further migration to GoA4),
harmonization of components and standardisation of
interfaces and communication protocols based on the use
of formal methods. In 2019, an alpha release of a future
reference architecture was issued [15].

In parallel with RCA, the initiative of the railway
infrastructure managers from the major European coun-
tries (Germany, France, Switzerland, the Netherlands,
etc.) gave birth to the Open CCS Onboard Reference
Architecture (OCORA) consortium with the objective to
develop and standardise a next-generation open modular
ETCS onboard architecture platform. The OCORA ini-
tiative plans to use the EULYNX and RCA approaches
and is also focused on the requirements of an updated
CCS TSI version to be released in 2022. OCORA strives
to negate the vendor lock-in effect (by modularity,
interoperability, replaceability, modifiability, security
and usability) through the development of a new open
CCS communications bus and standardisation of com-
munications protocols of all onboard modules using
accepted industry standards as much as possible. It is
assumed that such approach will also allow achieving
the tangible enhancement of the system performance,
as a summary of reliability, availability, maintainability
and safety, plus cyber security. According to the project
master document, the OCORA deliverables are expected
to be a comprehensive and coherent set of specifica-
tions as well as new supporting recommendations for
integration, verification and validation of CCS onboard
implementations with the maximum use of automated
testing tools and formal methods [16].

Within the framework of the Shift2Rail-backed AS-
TRail project, the researchers from the Formal Methods
and Tools (FMT) laboratory, which is part of the Institute
of Information Science and Technologies (ISTI), one of
the institutes of the Italian National Research Council,
made an analysis and assessment of major languages
and tools for formal simulation and verification used in
the railway domain. For example, the research identi-
fied [17] that the following automated engineering tools
most frequently appear in literature: Simulink, NuSMV,
Atelier B, Prover, ProB, SCADE, IBM Rational Software
Architect, Polyspace, S3.

The surveys made within the framework of the project
revealed that developers use the above or other automated
tools for the following purposes (Fig. 6):

The results of the survey showed that formal methods
are typically used at the stages of the system specification
and verification. The standardisation of approaches to the
composition of functional and system requirements specifi-
cations (FRS, SRS) as well as to verification based on formal
methods is covered by a number of the EU projects, let
alone the Shift2Rail programme itself. Thus, starting from
1998 till now, 14 projects have addressed the use of formal
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Fig. 7. Combined application of verification methods

methods in railway applications. A detailed description of
them is obviously out of scope of the paper, so let us just
list them (Table 1):

A detailed analysis of the conventional and formal
methods of verification is given in [18]. Generally, the
verification process of a safety-related system such as
ERTMS/ETCS is made of a set of complementary meth-
ods and tools, that at present frequently takes into account
not only RAMS parameters but also cyber security (one
more area subject to further standardisation in the railway
domain, Fig. 7):

A detailed analysis of the capabilities of discrete event
simulation as applied to the lifecycle stages of ERTMS/
ETCS, in particular to the verification phase, is given in
[19]. The author notes that the ERTMS/ETCS system
can be characterized by the fact that the system states are
discrete, and the transition mechanism of states is driven
by events. For safety-critical systems, current engineering
methods cannot guarantee that the developed system will
respect all its requirements and behave safely, and that

62

shows an urgent demand to integrate verification processes
into the system engineering as early as possible. This can
be done by using formal languages and formal methods
of engineering.

There is a long list of formal methods, but they share
certain advantages:

— formal representations have precise semantics that is
free from ambiguity;

— formal models can be mathematically verified and thus
proven to be correct;

— formal models can be read by computers, and so ena-
bling the automation of the engineering process.

Ideally, the application of formal methods allows avoid-
ing the unsafe transitions of the system states as well as
minimizing the number of errors introduced into the system
by a designer, and therefore, the number of system failures,
which directly affects its dependability.

One of the key sections of the European Shift2Rail
railway initiative is its innovation programme IP2, whose
objectives include the development of automated tools for
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simulation and lab testing (remote as well) to reduce the
need of integration and validation tests on site (so called
“Zero on-site testing”).

In the opinion of the Shift2Rail authors [20], today, as
regards the testing of CCS system, the situation can be
characterized as follows:

— In most cases, suppliers do product testing in the lab.

— System testing is still done with a large amount of
on-site testing.

— On-site testing is often used as a fallback, if lab testing
has not been finished in time.

— Lab testing is done mainly by a supplier-specific process
and testing environment.

— Collaboration with different suppliers always
causes the need for sophisticated adaptors with less
chance to reuse them in subsequent projects while
increasing costs.

— The test case derivation is not comparable since
different approaches have been applied, which are pro-
prietary.

Eventually, in terms of the targeted goals of the Shift-
2Rail programme and its research and innovation projects,
the approaches at all the stages of the ERTMS/ETCS life-
cycle are expected to be standardised taking into account
the necessity of implementing innovative ideas such as
moving block, virtual coupling, perception capabilities as
part of GoA4, future railway mobile radio communication
standard FRMCS that is under development by the UIC
and will be based on IP to replace the obsolete GSM-R
standard. The results of the projects are supposed to be
the basis for new requirements of interoperability of the
updated version of CCS TSI to be released in 2022, as well
as, presumably, recommendations for changes to be made
to the CENELEC standards.

5. Conclusions

In the context of digital transformation, the develop-
ment of state-of-the-art railway computer-based CCS
systems implies an accelerated introduction of a whole
range of innovative solutions and a wide application
of commercial off-the-shelf components (COTS), thus
making systems more complex and being capable of af-
fecting the dependability parameters. In order to maintain
these parameters at a specified level and to minimize
the impact of human factors, the railway community is
increasingly using formal methods and automated means
of engineering, diagnostics and monitoring at all stages
of a system’s lifecycle.

A major factor of dependability is the standardisation
of the system’s architecture, interfaces, open source de-
sign and testing software, including the standardisation
of approaches to remote lab testing of products by dif-
ferent manufacturers to prove the reliability of operation
at the boundaries of systems of various manufacturers. A
potential future development of a common CCS ontology
and standardisation of methods and tools for engineering,

testing and maintenance based on the principles of inter-
operability and whitebox solutions to avoid vendor lock-in
for railway companies can provide railway transportation
with a competitive edge compared to other modes of
transportation.

Evidently, there is yet another large area of research
and practical activities which has by no means been cov-
ered in this paper, and that is the application of digital
sensors and digital models, as well as integrated infor-
mation systems intended for monitoring and prediction
of the system dependability parameters, identification
of pre-failure states based on the formal description and
simulation of possible degradation scenarios using Data
Science and Big Data. But this might be a topic for a
separate study.
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