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CTpyKTypHasa HageXHoCTb. Teopusa N NpakTuka

Yymakos U.A., AHTOHOB A.B.

OLUEHKUN XAPAKTEPUCTUK HAOAEXXHOCTU B
NMPEAMNOJIOXKEHUN HEMNOJIHOIO BOCCTAHOBJIEHU4A

Cratbsi 0nUCbIBAET COBPEMEHHbIE CrIOCO0ObI NapamMeTpU4eckoi oLeHku Beaylle yHkummy notoka (BPr) n
rapamMeTpa roToka OTKa3oB B MpPenrno0XeHuy HernoJIHoro BOCCTaHOBJIEHUSI C UCMOJIb30BaHUeM Moaesen
Kmkuma. lNpoBoanTcs cpaBHeEHWE Moaener Mexay cobov, a Takke ¢ MoAEISIMU, NMPeAnoaararoLmMmMmm rnoJi-
Hoe Wi MUHUMAaJsIbHOE BOCCTaHOBJIEHWE 3/ieMeHTa (O04HOPOLAHbIN M HEOAHOPOAHbIV MyacCOHOBCKUE Mpo-
Ljeccbl COOTBETCTBEHHO). 17151 OLleHKM rnapamMeTpoB MOAEIN UCMOJIb3YETCS MEeTOL MakCuMmn3aumm QyHKUmn
npasaononobus. [ins oueHky BeayLuei QyHKUMY NoToka, 3aaHHON B HESIBHOM BuAe, Hanbosiee nonyJsisp-
HbIM METOAOM SBJISIETCS ModenpoBaHue rno metoay MoHTe-Kapnio. B cTatbe paccmarpuBaeTcsl npumep
npUMeHeHns1 pa3paboTaHHON MEeTOANKU /1S pacydeTa XapakTepUCTUK HaAEXHOCTU 3J1IEMEHTOB, BXOASLUMX
B cOCTaB LITaTtHoro obopynoBaHus aHeprobsiokos AC.

KnioyeBble cnoBa: HerosiHoe BOCCTaHOBeHue, moaesnn Kuxuma, Beayilas GyHKUMS rnoToka, napametp
rnoToka oTka3os.

BBepeHue

AHanu3 HaJeKHOCTH AJIEMEHTOB U cucTeM JiecTByromux ADC SBIISIETCS aKTyalIbHOM 3a/1aueil CoBpe-
MEHHOTI'0O 3Talla pa3BUTHA SACPHOU SHEPreTUKU. JlJIs MPOBENEHUS TAKUX UCCIEAOBAHUM ITPUMEHSIOTCS
BEPOSTHOCTHO-CTATUCTUYCCKHUE METOAMKH OLICHKU XapaKTePUCTUK Hajae:kHOcTH. Hanbonee ymorpeou-
TENLHBIMH TS PACUETa HA/IC)KHOCTH BOCCTAHABIMBACMBIX CHCTEM SIBJISIFOTCSI MOJICITH, ITPEATIOJIAraroIIe
MOJTHOE JINOO MHHUMAITbHOE BOCCTaHOBJICHNE. DYHKIIMOHUPOBAHUE COBPEMEHHBIX TEXHUYECKUX CUCTEM,
KaK MPaBUJIo, MPEICTABISAET cO00i Oosee CIOXKHBIN MPOLECC, Ik KOTOPOTO XapaKTepHO HETIOIHOE WIIN
JaCTUYHOE BOCCTAaHOBJIEHUE. Pa3Iu4HbIe TUIIHI BOCCTAHOBIICHUS MOT'YyT GBITB KJ'IaCCI/I(l)I/H_[I/IpOBaHBI CJIC-
TYIOIIAM 00pa3oM:

- TIOJTHOE BOCCTAHOBIICHHE. DJIEMEHT BOCCTAaHABIIMBACTCS 0 COCTOSHUS, KOTOpOe ObLIO y HEro Ha Ha-
YJaJbHBI MOMEHT BPEMEHU («KaK HOBBII», B 3apyOeKHOM TUTEpaType UCIIONB3yeTCs TEPMUH «as good as
new»). JlaHHBIN T BOCCTAHOBIICHUSI MOXKHO TPAKTOBATh KaK 3aMEHY OTKA3aBIIIETO 3JIEMEHTA Ha HOBBIM.

- MUHUMAJIbHOE BOCCTAHOBJICHHE «KaK ObLIO mepe oTkazom» («as bad as old»). DnemeHT BoccTaHaB-
JIMBAETCS 10 COCTOSTHHSA, KOTOpOE ObIIIO y HEro Ha MOMEHT OTKa3a.

- HETIOJIHOE BOCCTAHOBJICHUE «XYyXKE UYeM HOBOE, HO JIydlle yeM ObLIO mepen oTkazom» («better than
old but worse than new»). [lociie BoccTaHOBIEHHUS IEMEHT NEPEXOAUT B HEKOTOPOE MPOMEKYTOIHOE
COCTOSIHHUEC MCIKAY ABYMs BBIIICOIIMCAHHBIMU KATCTOPUAMMH.



OLIEHKU XAPAKTEPUCTUK HAAEXXHOCTU B NPEAMNOJIOXKEHUU HEMOJIHOIO BOCCTAHOBJIEHUSA

- cnenuUUEcKHil ciydail «Xyxe, 4eM mepes oTkazom» («worse than oldy). [Tocne BoccTanoBneHUs
00BEKT HAXOAUTCS B COCTOSIHUU XYAIIEM, YeM JI0 OTKa3a.

COOTBETCTBEHHO OJJHOPO/IHBIH MTPOLIECC BOCCTAHOBICHUS UCIIONIB3YETCS ISl MOJEIUPOBAHUS IOJTHOTO
BOCCTAHOBJICHUS, HEOTHOPOAHBINA MMyaCCOHOBCKUM MPOLIECC MPUMEHSIETCS JJI1 MOJAEIMPOBAHUS MUHU-
MaJIbHOTO BOCCTAaHOBJIEHUS. Takue mpouecchl XOpoIIo U3y4eHbl U IIMPOKO MPUMEHSIIOTCS HA TPAKTUKE.
OnHako B Hallle BpeMsi CTaHOBSITCS Bce Ooliee BOCTPeOOBAHHBIMU MOJEIH, MMO3BOJISIFOIINE YYUTHIBAT
HEMOJHOE BOCCTAHOBJICHHE AJIEMEHTa, B TOM YKCJIe MOZAENb 0000IEHHOr0 MpoIecca BOCCTAHOBIICHHS.
Cpenu 0CHOBOIIONATAIOMINX PAOOT HA ATY TeMY MOKHO OTMETUTH [ 1]. Moaenu Kikuma sBinsitores npea-
METOM HUCCJIEZIOBAHUS HACTOAIICH pabOTHI.

1. O000LEeHHbIV Npouecc BOCCTaHOBNEeHnsa, moaenu Knxkuma

ITycTh v, , — BUPTyaJIbHBINA BO3PACT 3JIEMEHTA HA MOMEHT (i-1)-T0 BOCCTaHOBIIEHHUS. X, — i-ast HapaboTKa
Ha otkas. Torna X; umeer crnenyrouyro GyHKIuio pacnpenenenus [2-3]:

_ F(x+v,_)-F(,_).

F(x ; 1
=T ()
OTCHOIa BEPOATHOCTH 0e30TKa3HOM paboThl (BBP) MOXHO 3amucars B BUJIE:
P(x+v.
P(x)=1-F () = 20H ), @)
P(v._))

rae F(x) — gyHkus pacnpeaenenus HapaboTKU 10 IEPBOro 0TKa3a /it abCOIIOTHO HOBOTO JIEMEHTA.
PeanbHbIil BO3pacT srieMeHTa MOXKHO 3aIncaTh B BUJE:

S, =ixi,So = 0;
i=1

e X, — i-Tas HapabOTKa 10 OTKa3a.

MOI[GJ'IB «Kijima I» npeamnoaract, 4YTo x#-HOC BOCCTAHOBJIICHHEC BJIIMACT TOJIBKO HA IIOBPCKIACHUA, 110-
JIYYCHHBIC 3JICMCHTOM MCIKIY (l’l-])—HBIM U n-HbIM OTKa30M, YMCHbIINB I[O6aBJ'IeHHBII71 BO3pacCT 3JICMCHTA
C )(1 a0 C])(l BI/IpTyaJ'ILHHﬁ BO3pacCT 2JIECMCHTA IIOCJIC 7-HOTO BOCCTAHOBJICHHA MOXXHO 3allMCaTb B BUAC!

Vn:vn—l+an:q2Xj:an;v():0; (3)

i=1

rae g>0 — HEKOTOPbII MapaMeTp MOJEIH, XapaKTepU3yIOLIHil CTENeHb #-HOTO BOCCTAHOBJICHHUS. 371€Ch
Y Ha MPOTSHKEHUHU BCEH CTAThU MPEATONAraeTcsl ¢ =const, XOTs B 00IIEM cllyyae 3HaYeHUE ¢ MOXKET pa3-
JIUYATHCS ISl KaXKI0TO BOCCTaHOBJICHUS.

Mogens «Kijima II» nmpeanomnaraert, 4To #-HO€ BOCCTAHOBJICHHUE BIHSIET HA CyMMapHBIE MOBPEXKICHUS,
MOJTyYEHHBIE AIIEMEHTOM Ha MPOTSHKEHUH BCETO0 BpEMEHH €r0 (DyHKIIMOHUPOBAHUS:
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OLIEHKU XAPAKTEPUCTUK HAAEXHOCTU B NPEAMNOJIOXKEHMU HEMNOJIHOIO BOCCTAHOBJIEHUSA

v, =q(v,  +X,)=q(q""' X, +q¢" X, +..+ X)). (4)

PaccMoTpuM HEKOTOpBIE YaCTHBIE 3HAYEHUSI TapaMeTpa g:

Crnyyaiil ¢=0 onicbIBaeT nosiHOE BoccTaHoBieHue. Cirydaiinble npoueccsl (3-4) BEIpOXKAAIOTCS B OHO-
POJHBIE IPOLIECCHI BOCCTAHOBIICHUSI.

Crnyuait g=1 onMcbIBaeT MUHUMaJIbHOE BoccTaHOBIIeHUE. Ciyuaiinbie npoiiecchl (3-4) BRIpOXKAAOTCS
B HEOJJTHOPO/IHbIE ITyaCCOHOBCKHE MPOLIECCHI.

Canyuait 0<g<I onuchIBa€T HEMOJIHOE BOCCTAHOBIICHHUE «XYy’KE€ YEM HOBOE, HO JIyYIlle UeM ObLIO Iepe]
OTKa30M», BJISIOLIEECS MPEIMETOM U3YUEHHsI TaHHOU CTaThH.

Haxownern, cnenupuueckuii cimyyait ¢>/ — BOCCTAaHOBIICHHUE «XYyK€, YEM TIEPEl OTKA30M», B CTaThe HE
paccmarpuBaeTcsl.

Maremarndeckoe OXXHJAaHHE CPEIHEro Yucja OTKa30B Ha WMHTepBasie ((); ¢/ TakkKe U3BECTHO KakK
«(pYHKITUST BOCCTAHOBIICHUS», «BeayIIas (GyHKIUS MOTOKay (B 3apyOexHoit muteparype — «Cumulative
Intensity Function», nanpumep [3]). B nanpHeiiemM B TEKCTE CTaThU UCTIONB3YETCS TEPMHUH «BEAyIIAs
¢byskus notoka» (BOII). [lns cioyyas HEMOIHOrO BOCCTAHOBIICHUS JaHHAsl BEJIMYMHA ONpEAeseTcs
ypaBHeHueM [1, 3]:

H(t) = [(g(]0)+ [ h(x)g(x - x| x)dx)dx, (5)
TIC:
gt =L 2 Lm0 =200 )= o0

Pemenue (5) HEBO3MOXKHO aHATUTUYECKUM ITyTEM U Jja’K€ YMCIIEHHOE pellleHue 3aTpyJHUTENbHO [3].
B 1998 rony Kamunckum u KpuBiioBsiM OblT IPEIOKEH CIIOCOO BHIYUCICHUS BeAylled pyHKUIUHU O-
TOKa, ncnofb3ytonuit Meroq Monre-Kapio. B HacTosiiiee BpeMsi UMEHHO 3TOT MOJIXO]1 IIUPOKO MpUMe-
HSIETCS JJIs1 UCCIIEIOBaHNS 0000IIEHHBIX MPOLECCOB BOCCTAHOBIEHHUS. J{J11 MOJEIMPOBAaHUS 10 METOY
Mownte-Kapio Heo6xonumo npeanosnarats BuJ GyHKIUH paciipeieieHust HapaOOTKHU J10 IEPBOro 0TKasa,
napaMmeTpsl (GYHKIUHU pacipeiesieHus, a TakKe 3HaueHUs napameTpa g. O1ieHKa napameTpoB BO3MOXKHA
Pa3IUYHBIMH CTIOCOOAMHU.

2. OueHka napamMeTpoB MOAENU B NPennosioXXeHun
pacnpeneneHus Benbynna

Kamunckuit u KpusiioB B cBoelt pabore [3] mpe/iaratoT UCTIONb30BaTh METO HAMMEHBIINX KBAJPaToOB:

ming o, o (., (1)~ H i (1,,8,,6,...,8,,9))"),
i=l1

rae Hawn — SMIIMpHUYecKast Bexymas (GyHKIUS moToka; H ik — OLICHKa ¢dbyHKIIMH 110 MeToxy MoHTe-

Kapio; (8,,0,...,0 ,)— Bekrop mapameTpoB pacrpesiesieHus..
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Ouenka Bekropa (6,,6,...,0 ) u napamerpa Mmonenu g nogoOHbIM 06pa3oM BIeYET 3a COO0H OobLIKe
BBIYUCIIUTCIIBHBIC PACXObI.

PaccmoTpum noppoGHee aabTepHATUBHBIN MMOXO0M, 3aKJIIOYAOLIMICS B UCTIONIB30BAaHIH METO/Ia MaK-
CUMAJIBHOTO TipaBaononodus [2, 4, 5]. [lpeanonoxum, 4ro HapabOTKa O MEPBOTO OTKa3a UMEET pac-
npeneneHue BeitOynna. Heo0xoanmMo 3aMeTuTh, 4T0 (PyHKIHMS 3TOTO paclpeieieHUus] IMEET pa3iInyHbIe
dopmel 3amucu. B manHO# paboTte OyneM MCIONb30BaTh CICIYIONIMA BUJ PACIPEICICHUS, HECKOIBKO
YIPOILIAIOIIHN JaJbHEHIIINE PACUETHI:

F(x)=1—exp(—AxP). (6)

[Tepenmmem BEP i-toit HapaboTku Ha oTKa3 (2) ¢ ucnonb3oBanueM (6):

. -\ )P
P =" g_ff(: V’)l) == E{p(f’;j“ﬁg) L= exp(u(v,  ~ (e v )

rae v, , =V, (x,X,,..X,;,¢) — BUPTyaJlbHbIIl BO3pPacT IEMEHTAa Nocie (i-/)-ro orkasa, paBHbli (3)
1160 (4) B 3aBUCUMOCTH OT UCIOJIb3yeMOil Mojienu. [lanee HaXxo UM MJIOTHOCTh pacipeieTICHuUs:

10 =22 3B ey, ) expu )P
X

OyHKIMS PaBIONION00us

LB =TT /) =B T +vi) exph(v,” = (x; +v,)").
i=1 i=1
Bo3bMmem HaTypanbHBIH norapuM oT 00enx yactei

InL(A,B,g) =n(nA+1InP)+ xi[vﬂﬁ —(x,+v. )1+ (B - 1)i In(x, +v,_,). (7)

i=1

Hanee Mbl MOXeM IpoaupepeHINpOBAaTh MOyUYESHHYIO JIoTapru(pMudecKyto (yHKINIO IPaBIONoa0-
oust (7) MO KaxI0My U3 apryMeHTOB A, 3, ¢ , IPUPABHSATH IPOU3BOIHBIC K HYIIIO U PEIIHUTH MOTYYCHHYIO
CHCTEMY OTHOCHTEIBLHO A, [3,q . K coxaieHnI0, aHATMTHYECKOTO PEIICHHS ISl TAKOW CHCTEMBbI HE OBLIO
HalEHO, I03TOMY JUIsl pEIIEHUs IPUMEHSIFOTCS YUUCIIEHHbIE METOBI [2, 4, 5]. CTOUT 3aMETUTB, UTO CO-
BPEMEHHBIEC MPOrpaMMBbl MaTeMaTu4eckoro mozaeiauposanusi (Matlab u T.1.) mo3BossAOT 3PHEKTUBHO
BBIUUCIIATH MAKCUMYM 33/1aHHON (DyHKIIMM OT MHOTUX IIEPEMEHHBIX, H30aBJIsIs OT 3a49aCTYI0 IPOMO3IKHX
ornepauuii tuphepeHIPOBAHUS U SBHOTO YKa3aHHUs CUCTEMbI yPaBHEHHIA.
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3. MpumeHeHue meTtopa MoHTe-Kapno ans oueHkKn xapaktTepucTuk
npouecca BOCCTaHOBJIEHUS

3.1. OueHka Beaywein pyHKUMN NOTOKA

Cunrast U3BeCTHBIM BUJT QYHKIINU PACTPE/ICICHUS U IMEs OIICHKH [TapaMeTPOB, MbI MOYKEM MOJIEIIAPO-
BaTh ciayyaitHble npoueccsl (3-4). s ouenku BOII B Touke 7' He0OX0AMMO pa3bIrpaTh MOCIEI0BATEb-
HOCTb CITyYaliHBIX BEJIMYMH — HApaOOTOK JI0 OTKa3a. Nj — YHCJIO OTKA30B, MPOU30LIEIIINX 10 BPEMEHH
T, ecTb CMOJEIMPOBAHHOE 3HAUEHUE (PYHKIIMHU BOCCTAHOBJIIECHUS, Jlajee MOJEIUPOBAHUE MTOBTOPSIETCS
HeoOxoaumoe Yncio pas S. Mrorosas onenka GyHkunu H,,(T) BLIMUCIAETCS KaK CPEHEE U3 CMOJIETIH-
pPOBaHHBIX 3HaUEHUH [5]:

D=3 N, ®)

Bocnonsizyemcst metogom o0parHbix GyHKIUi [6, cTp. 371-373] ms MomenupoBaHusi HApaOOTOK HA
orka3. OyHKIMs pacnpeneneHns Hapaborku onpenensercs (1). O6osnaunm F(x)=U, 3anuiieM moimy-
YCHHOC BBIPAXKCHUC

_Fx+v )-F(v,)
=Ry

Otkyna HaxoAuM
x=F ' (1-F@_)+Fv,_)-v,,. 9)
Oynkus, oopatHas GyHKIUK pacnpenenenus BeitOymna B popmyrie (6), paBHa

F(y) =[—1”“k—‘y)]“. (10)

[Toncrasus (6) u (10) B (9), momyuum UTOroByt0 hopMyny A MOIEIUPOBAHUS i-TOMH HapaOOTKH Ha
OTKa3:

InU 3
X = [(vi—l)B _HT]B Vi

st MmogenupoBanus Heooxoaumo paseirpate U~U[0;1].
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3.2. OueHka napamMeTpa NOTOKa OTKa30B

I'OCT [7] BelnensieT MTHOBEHHBIH apameTp noroka oTkazoB (MIITIO), kak mpeaen OTHOIIEHUS YUCia
OTKa30B Ha MHTEpBaJje, K JUIMHE NHTEPBaJIa, CTPEMSIIEHCS K HYJIO:

E(N(t+A)-N(0) _dH(1).

h(t) = |
= Al dr

a Takke cpenHuit mapamertp nortoka otkazos (CIIIIO) — cpennee 3Hauenne MIIIIO Ha KOHEYHOM HH-
TepBaJie BpEMEHU

h(t;t,) =

1 %
h(t)dt.
a—n!()

B nannoii pabore Hac Oynet narepecoBars oreHka CIITIO, koTopast MOXeT OBITh TIOTy4eHa METOAOM
MomnTe-Kapno ananorudno Bemyiei GyHKIHH MOTOKa (8):

hMK(T)=liﬂ; (11)
ST A,
TJIE 1, — YUCIIO OTKA30B Ha HHTEpBae A, puueM T — cepenvna uHTepBana A .

3.3. OueHka NorpeLwHoCT BbIHUCIIEHUN

Kak n3BecTHO, mpu ncnoap30BaHuM MeTo1a MoHTe-Kapiio MOXKHO IOTyYUTh OLIEHKY ITOIPEIIHOCTH HE
rapaHTUPOBAHHO, a JIMILb C HEKOTOPOU CTENEHbI0 1ocToBepHOCTU. CortacHo [8, cTp.234] u neHTpaib-
HOU TpeJeNIbHOM TeopeMe, IMOJTydyaeM BEPXHIOK IPaHUIly OIIMOKH BBIYMCICHUN MHTErpaa Mo METOLY
Monte-Kapio (8) ¢ koaddunrentom nosepus f:

d<¢ M

P S

TJIe: Iy — 3HAYCHHME apryMEHTa ¢bynkuuu Jlamtaca @(1), npu kotopom D (t)=p/2 [6, ctp. 365], ty= 3 nas
£=0,997 (npaBUIIO TPEX CUTM).

Hewusgectnyto aucnepcuto D(H, ) Mbl MOKEM 3aMEHUTH €€ HECMELIEHHON OLEHKOH D:

D=H}—(H,) :%(ZN,? —QN D).

i=

Otkyna uckomasi hopmyna norpemHocT Boerancienuss BOII meroqom Monrte-Kapno B HekoTopoii
TOUYKE IPUHUMAET BUJ:
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i Niz - (i Ni)2
i=1 i=1 .

SS%

5

S-1

(12)

3ameTum, uTo & ~+/1/§, rae S — KoNMYeCTBO UTEpaLuii MofenupoBanus 3Hadenus [, (T) B Touke
T. BeiGop B KauecTBe S BEIUYUHBI MOPSJIKA 10° mo3BoOIsIET JOOUBATHCS TOUHOCTH, MpUEeMJIEMON 115
OOJIBIIMHCTBA PAacUETOB M HE SBISICTCA MPOOIEeMON MPH HAJIUYUKA COBPEMEHHBIX BBIYMCIUTEIBHBIX

CPEJICTB.

4. NMpumep pacuyeTta

[IpoBenem pacueT mapamMeTpoB MPEICTaBICHHONW MOJIENIN Ha pealbHbIX AaHHBIX. JlJ1s 3TOrO BOC-
nosblyeMcsi utHGopmanue 00 oTkazax yCcTpONCTB HaKoOIUIeHUS U 00paboTku uHpopmaiuu, pado-
TaIOUIUX B COCTaBe LITATHOIO 00OpPYIOBaHMS aTOMHBIX cTaHUMM. /{75 BbIOpaHHOTO yCTpOMCTBa 3a
BpeMs dKcIuyataun 1=4,5%10% u. 610 3adukcuposano 112 orkasos. B kayecTBe pacnpenenenus
HapabOTKM J0 MEPBOTO OTKa3a BeIOpaHO pacmpeneneHue BeiiOynna. Mcnonb3yemMbie Moieu, COOT-
BETCTBYIOILIME 3HAYEHUs Jlorapumudeckod pyHKUUHN npaBaononodus (7) v OLEHKHU MmapaMeTpoB

MpUBECHBI B TabnwuIe 1:

Taoauna 1. Ouenku

mapamMeTpoB Moae/in

Monens InL A B q
ITonmHOE BOCCTaHOBIEHHE -253.1316 0.3588 0.8563 -
MuHuMaIbHOE BOCCTAHOBJICHUE -242.0335 0.0038 1.7130 -
Kijima I -242.0336 0.0038 1.7131 0.9998
Kijima II -241.8521 0.0017 1.8863 0.9930
5 120 3 5 120 3
£ 1001 Hun(t) e = 1009
% Hnorm(l‘) ”, ?;'
& , 53
g 60 4 /,. g 60 A H
i L & sun(t)
= o g
C 40 I C 40 A
.,,"’ Houn(t)
20 bl 20 A
0 ”." T T T T 1 0 T T T T 1
0 10 20 30 40 50 0 10 20 30 40 50
t, TBIC.U. t, THIC.U.

Puc. 1. Ouenku B®II nmg moaesel moaHOro 1 MUHAUMAaJIb-
HOTO BOCCTAHOBJICHUS

Puc. 2. Onenka BOIT mis monenu Kijima I
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5 120 5 06
= = wun (T
= 100 - 205 - .
Q 13) . -,
§ g, hnomi(l‘) ’,"
S 80 1 g 0.4 R
< é . 'i’ [
& & -
H A -
< - P z
g 60 Ha.mm(l‘) g 03 -
0 E :/
= = - e
© 40 A © 02 - .
20 0.1
0 T T T T ! 0 T T T T 1
0 10 20 30 40 50 0 10 20 30 40 50
!, TBIC. 4. t, TBIC.U.
Puc. 3. Onenxa BOII aa mozenu Kijima I1 Puc. 4. Ouenku CIITIO mis Momeneii MOJIHOTO U MAHH-
MaJIbHOI'O BOCCTAHOBIICHHS
s 0,6 5 s 0.6 7
e =
) =
g 0.5 - g 0,5 - .
Q Q
= =
5 2,
2 0.4 A g 0.4
< <
& &
# 03 o 03
< RO O
= £
o) (o)
= =
© 0,2 1 ®) 0.2
0.1 A 0.1
0 T T T T | 0 T T T T 1
0 10 20 30 40 50 0 10 20 30 40 50
f, TBIC. Y. f, TBIC. Y.
Puc. 5. Ouenka CIIIIO ans monenu Kijima I Puc. 6. Ouerka CIIIIO s moaenu Kijima I1

Toueunsie onenku 3Hadernii BOII (8) u CIIIO (11) npuBeneHs! Ha pucyHKax 1-6 COOTBETCTBEHHO.
Ha maHHBIX prCyHKaX MPUHSATHI CIEAYIOIMNE 0003HAUYCHUS:

H, ()wnh, (1) —>smocpudeckue BOIT u CIIIIO;

H,  @®wah, (t)—ouesku BOII u CIIIIO B mpeanonokenuu NoaHOTo BOCCTAaHOBIECHHUS;

H, @©wuh, (t)—ouesku BOII u CIIIIO B npeanonokeHnn MEHUMAIBHOTO BOCCTAHOBJIEHHS,

H,(t) u h,(t) — ouenxn BOII u CIIIIO ans monenu Kijima I;

H,(t) n h,(t) — ouenxku BOII u CIIIO nna momenu Kijima II.

CTouT 3aMETHUTD, UTO ITPU BBIOOPE /17151 S — KOJTMYECTBA UTEpALUi MOACTMPOBAHHS 3HAYCHUS (PYHKIIMU —
BenmauHbI nopsiaka 108, morpemnocts (12) Berunciaenus GpyHKImu 1o MeToxy Monre-Kapiio cocrasser,
Kak IpaBujo, He 6osee 1% c ypoBHEM noBepuTeabHOM BeposTHOCTH 0,997.

CornacHo npuBeaeHHBIM B Taluuie | 3HaueHUsIM (PYHKIMHU MPaBIONON00us, HAMTyUIIed MOJIEIbIO
(MUHUMYM 3Ha4€HUS QYHKIIUH IPABIOIIOA00MS) A1l KOHKPETHOrO 00paboTaHHOTr0 HAOOpa TaHHBIX SBIIS-
etcst moaenb «Kijima II». OcHoBBIBasiCh Ha HEOOBIION Pa3HUIIE B 3HAYCHUSIX (PYHKIIUU MTPABAONIOI00HS
(8 mpenenax 0,5%), MOXKHO 3aKIIOYHUTh, YTO AJIsi 00paOOTaHHBIX JAHHBIX Pa3HUIA MEXIYy MOACISIMU

10
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Kwkuma 1 Moaenbsio HEOJHOPOAHOTO ITyaCCOHOBCKOTO MpoIlecca B MPEANOI0KEHUH MUHUMAIBLHOTO
BOCCTAHOBJICHHUSI HEBEJIMKA U HE MO3BOJISET C OOJBIION JOCTOBEPHOCTHIO YKa3aTh HAMIYUIITYIO MOJIEITh
u3 uccnenyemsbix. [10100HBIM BEIBOJ TAK)KE MOAKPEIUISIOT MIPEACTABICHHBIC B TAOIUIIE 1 CXOXKHE OLICHKH
napaMeTpoB pacrpezeneHus BeliOyiia u mapameTpa ¢, XxapakTepu3yIoero CTerneHb BOCCTAHOBICHUS.

3akn4yeHume

B ommune oT 0qHOPOAHOIO ¥ HEOAHOPOJHOIO MIPOLECCOB BOCCTAHOBIEHHUS, MOJIEJIN 0000IEHHOTO
mpolecca BOCCTaHOBIIEHHUS, B T.4. Mojenu Kipkuma, Mo3BONISIOT YYUTHIBATh Clydail HEMOJIIHOTO BOC-
CTAHOBJICHUS «XY€ 4eM HOBOE, HO JIydllle 4YeM ObLIO Nepes 0TKa30M». B cTaTbe onucan METO OLEHKU
BeAylIel (yHKIIMH IOTOKA ¥ CPETHETO TapaMeTpa OTOKa 0TKa30B C UCHOIb30BaHUeM Mozenel «Kijima
I» u «Kijima II», nokassiBaroniuii COOTBETCTBHE peabHBIM JaHHBIM. [IpoBeieHbl pacueTsl mapaMeTpoB
MOJIEJIH IO TAHHBIM SKCIUTyaTalluid yCTPOMCTB HaKOIIEHUsI M 00paboTku nH(popMaluu, paboTaroUX B
COCTaBe IITAaTHOTO 00OPYIOBaHMS ATOMHBIX CTaHIIHI.
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Structural reliability. The theory and practice

Chumakov I.A., Antonov A.V.

ASSESSMENT OF RELIABILITY PERFORMANCE UNDER
THE ASSUMPTION OF INCOMPLETE RECOVERY

The paper describes modern techniques of parametrical estimation of the failure rate leading function
and the assessed failure rate under the assumption of incomplete recovery using Kijima models. Models
are compared among themselves and with the models assuming full or minimal recovery of a component
(homogeneous and nonhomogeneous Poisson processes respectively). For estimating model parameters,
the method of maximum likelihood function is used. For estimating the failure rate leading function given
in implicit form, the most popular method of modeling is the Monte-Carlo method. The paper also offers
an example of application of the developed technique for calculation of reliability characteristics of com-
ponents, which are part of the regular equipment of NPP power units.

Keywords: incomplete recovery, Kijima models, rate leading function, assessed failure rate.

Introduction

The analysis of components reliability and systems of operating NPP is an urgent problem of the
present stage in development of nuclear power. The probabilistic-statistical techniques for estimation of
reliability characteristics are applied to carry out such researches. The most common for calculation of
reliability of recovered systems are the models assuming full or minimal recovery. The functioning of
modern technical systems, as a rule, is more complex process, for which incomplete or partial recovery
is typical. Various types of recovery can be classified as follows:

1) full recovery; the component is restored up to the condition, which it had at the initial moment of
time (“as new”, in foreign literature the term “as good as new “ is used). The given type of recovery can
be treated as replacement of the failed component with a new one.

2) minimal recovery of a component “as it was before failure” (“as bad as old”). The component is
recovered up to the condition, which it had at the moment of failure.

3) incomplete recovery of a component “is worse than new but better than it was before failure” (“better
than old but worse than new”). After recovery, the component passes in some intermediate condition
between two above described categories.

4) specific case “is worse than before failure” (“worse than old”). After recovery, the object is in a
worse condition than before failure.

Accordingly, homogeneous process of recovery is used for modeling of full recovery, nonhomogeneous
Poisson process is applied to modeling of minimal recovery. Such processes are well studied and widely
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used in practice. However, presently there are more demands for models, allowing us to consider incomplete
recovery of a component, including a model of the generalized process of recovery. The study [1] is among
the basic works on this subject. Kijima models are an object of the present research.

1. Generalized process of recovery, Kijima models

Letv, , is the virtual age of a component for the time of (i-1)-th recovery. Xi is the i-th time between
failures. Then Xi has following function of distribution [2-3]:

_ F(x+v, )-F(v_) .

F(x ; 1
L ) (1)
hence, the probability of non-failure operation can be written down in the following form:
P :
P(x)=1-F () = 23H ), @)
P(v, )

where F' (x) is the function of distribution of time to the first failure (for a new component). The real
age of the component can be written down in the following form:

S,=>x,,8,=0;
i=1
where Xi is the i-th time to failure.
The model “Kijima I” assumes that the n-th recovery influences only the damages suffered by a

component between (n-1)-th and n-th failures reducing the added age of the component from Xi up to
gXi. The virtual age of a component after the n-th recovery can be written down as follows:

Vn:vn—l+an:qui:an;vozo; (3)

i=1

where g>0 is some parameter of the model describing the degree of the n-th recovery. Here and in what
follows, it is supposed that g=const, though, generally, the value of ¢ can differ for each recovery.

The model “Kijima II”” assumes that the n-th recovery influences the total damages suffered by a
component during the whole time of its functioning:

v, =qv,  +X)=q(¢""' X, +q¢" X, +..+ X,). 4)
Let us consider some particular values of parameter g:

The case g=0 describes full recovery. Random processes (3-4) degenerate into homogeneous processes
of recovery.
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The case g=1 describes the minimal recovery. Random processes (3-4) degenerate into heterogeneous
Poisson processes.

The case 0 <gq <I describes incomplete recovery “worse than new but better than it was before failure”
that is a subject of this paper study.

Finally, the specific case g> 1, i.e. the recovery “is worse than it was before failure”, is not considered
in this study.

Expectation of the average number of failures on an interval (0; ¢/ is also known as “function of
recovery”, “the failure rate leading function” (in foreign literature as “Cumulative Intensity Function”,
for example, in [3]). In what follows, the term “the failure rate leading function” is used in the text of this
paper. For a case of incomplete recovery, the given value determined by the equation [1, 3]:

H(t) =] (g(t|0)+ [ h(x)g(t — x| x)dx)dr, (5)
where:
g(t|x)_f(t+(qx§ h(t) = dH(t) f()_dF(t)

The solution of (5) is impossible analytically, and even the numerical solution is difficult [3]. In 1998
Kaminsky and Krivtsov offered the method for calculation of the failure rate leading function using a
Monte-Carlo approach. Now this approach is widely applied to research of the generalized processes of
recovery. For modeling based on the Monte-Carlo method, it is necessary to assume the form of distribution
function of operating time to the first failure, parameters of distribution function, and the value of the
parameter g. The estimation of parameters is possible in various ways.

2. Estimation of model parameters under the assumption
of Weibull distribution

Kaminsky and Krivtsov in the work [3] suggest using the least square method:

minel,ezu.,ep,q (2 (Hawn (t ) HMK (ti’el’GZ""e/N q))z)’

wher H, is an empirical failure rate leading function,
H, . 1s estimation of the function using the Monte-Carlo method,
©,,0,...,8 ) is a vector of distribution parameters.

The estimation of the vector (6,,8,...,8 ) and the model parameter ¢ in a similar way entails heavy
great computing expenses.

Let us consider in more detail the alternative approach consisting in use of a method of maximal
likelihood [2, 4, 5]. We shall assume that the mean time to the first failure has a Weibull distribution. It
is necessary to notice that the function of this distribution has various forms of writing. In this paper, we
shall use the following kind of distribution simplifying a little bit the further calculations:
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F(x)=1-exp(=Ax"). (6)

Let us rewrite the probability of non-failure operation for the i-th time to failure (2) using (6):

1) = eXp(—X(x—l—vi_l)B) _ B _ B\Y.
POy explahw )y PTGy )T

where v, =v_ (x,,x,,..x,_,,q) 1s the virtual age of a component after the (i-/)-th failure is equal to

(3) or to (4) depending on a model used. Further, we shall find the density of distribution:

110 == 28 3B (e )P expOht ()P
X

The function of likelihood:
LB, =TT/ =B TT(x v )" expr(v,,? = Cx +v,)P)).
i=1 i=1
Let us take the natural logarithm from both parts:

InL(A,B,q)=n(Ink+Inp)+ xi v P = +v )P 1+(B - 1)i InCx, +v,_,). (7)

i=1

Then, we can derive the received logarithmic function of likelihood (7) on each of argumentsA,[3,q,
to equate derivatives to zero and to solve the received system in relation toA, 3, ¢ . Unfortunately, the
analytical solution for such a system has not been found, therefore numerical methods are applied to the
solution [2, 4, 5]. It is necessary to notice that modern software for mathematical modeling (Matlab, etc.)
allow calculating effectively the maximum of the given function from many variables saving us from
often bulky operations of deriving and explicit reference to a system of equations.

3. Application of Monte-Carlo method for estimation of characteristics
of recovery process

3.1. Estimation of failure rate leading function

Assuming that the form of a distribution function is known and having estimations of parameters, we
can model random processes (3-4). For estimation of the failure rate leading function at point 7, it is
necessary to use a sequence of random variables — mean times to failure. N, i.e. the number of failures
which have occurred till time 7, is the simulated value of recovery function, and further, simulation is
repeated a necessary number of times S. The final estimation of function /. (7) is calculated as an
average from the simulated values [5]:
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Hp M= XN, ®

Let us apply the method of inverse functions [6, p. 371-373] for modeling a mean time between failures.
The distribution function of mean time between failures is determined as (1). We shall designate F(x)=U
and write down the obtained expression:

_F(x+v_)-F(v.).
O 1=F(v)

from which we shall find:
x=F((1- FODU+F,_)—v,. )
An inverse Weibull distribution function in the form of (6) is equal to the following:

Il — vy L
Fl(y)=[—%]ﬁ. (10)

Having substituted (6) and (10) in (9), we shall obtain the final formula for modeling the i-th mean
time between failures:

an%

X = [(Vi—l)[5 _T] Vi

To carry out simulation, it is necessary to use U~U [0, 1].

3.2. Estimation of failure rate

GOST [7] distinguishes an instantaneous parameter of failure rate (IPFR), as a limit ratio of the number
of failures on an interval to the length of that interval tending to zero:

E(N(t+A)—N(t)) _dH ().

b

h(®) =1
@ A}E}) At dt

and also the average parameter of failure rate (APFR) is the average value of IPFR on a finite interval
of time:

(t,3t,) =—— [ (o)

L=t )
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In this study, we are interested in estimation of APFR, which can be obtained by a Monte-Carlo method
similarly to the failure rate leading function (8):

ST A,

1

1< n,
By (T)==> L (11)
i=1
where 7, is the number of failures on an interval A, and 7' is the middle of an interval A,.

3.3. Estimation of an error of calculations

As is known, when using a Monte-Carlo method, it is possible to obtain an error estimation, which is
not guaranteed, but only insured with some degree of confidence. According to [8, p.234] and the central
limit theorem, we obtain the upper boundary of an error of integral calculations using a Monte-Carlo
method (8) with confidence factor £:

where ¢ 5 is the value of the argument of Laplace function @ (?), for which @ (¢) = /2 [6, p. 365]. t 5=
3 for p =0,997 (three sigma rule).

The unknown dispersion D(H, ) can be replaced by its unbiased estimate D:

S

D= Hiy = (Hyp) =< (XN = (I N 1)

From which the required formula for an error of calculation the failure rate leading function by using
a Monte-Carlo method takes the following form at some point:

S S
YN -Q.N)
i=1 i=1 .

‘ ' : 12
b . (12)

0<t

It should be noted thatd ~+/1/ S, where S is the number of iterations of modeling the value H,,(7)
at point 7. The choice of the value of order 10° as S allows us to achieve the accuracy acceptable for the
majority of calculations and is not a problem for modern computing means.

4. An example of calculation

Let us calculate parameters of the presented model using real data. For this purpose, we shall take
advantage of the information on failures of accumulation and processing data devices, operating in
the structure of the NPP regular equipment. For the chosen device during operation 7~4,5*104 h, 112
failures have been registered. A Weibull distribution has been selected as distribution of mean time to
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the first failure. The used models, the corresponding values of logarithmic function of likelihood (7) and
estimations of parameters are presented in Table 1:

Table 1. Estimations of model parameters

Model InLL A B q

Full recovery -253.1316 0.3588 0.8563 -

Minimal recovery -242.0335 0.0038 1.7130 -
Kijima I -242.0336 0.0038 1.7131 0.9998
Kijima II -241.8521 0.0017 1.8863 0.9930

Point estimations of values of the failure rate leading function FRLF (8) and APFR (11) are presented
in Figures 1-6 respectively. In the given figures, the following designations are accepted:

H_  ()andh (1) are empirical FRLF and APFR;

H, _(t)andh, (1) are estimations of FRLF and APFR under the assumption of full recovery.;
H,  (t)andh (1) are estimations of FRLF and APFR under the assumption of minimal recovery;
H,(t) and h (1) are estimations of FRLF and APFR for Kijima I model,

H,(t) and h (1) are estimations FRLF and APFR for Kijima II model.

It should be noted that if the choice of S (the number of iterations for modeling of function value) is
equal to the size of order 10, the error (12) of function estimation using a Monte-Carlo method makes
up, as a rule, no more than 1% with the level of confidence probability 0,997.

According to the values of the function of likelihood presented in Table 1, the best model (a minimal
value of function of likelihood) for the specific processed data set is the Kijima I model. Based on a small
difference in values of function of likelihood (within the limits of 0,5 %), it is possible to conclude that,
for the processed data, the difference between Kijima models and the model of heterogeneous Poisson
process under the assumption of the minimal recovery is insignificant and does not allow us to specify
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E 100 1 Huun(t) ’ ;. 1 Hi()
/7
=l ’ g
:_g 30 Hno:m(f) .,’ E 80 -
S ’ g
= ’ =
.9 /n °
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£ ; e
2] , ﬁ
; 40 A o © 40 1
= . = -
.g . e Hawz(f) 7
g 20 1 il g 20 .
g .’ g
< [ <
< - =
U 0 = T T T T = U 0 T T T T 1
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f, TBIC. Y. t, TBIC. .
Fig. 1. Estimations of the failure rate leading function Fig. 2. Estimation of the failure rate leading function
for models of full and minimal recovery for Kijima I model
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Fig. 3. Estimation of the failure rate leading function Fig. 4. Estimations of APFR for models of full
for Kijima II model and minimal recovery
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Fig. 5. Estimation of APFR for Kijima I model Fig. 6. Estimation of APFR for Kijima II model

with the high confidence the best model from investigated ones. The similar conclusion is also supported
by the similar estimations of parameters of Weibull distribution presented in Table 1 and the parameter
g describing a recovery degree.

Conclusion

Unlike homogeneous and nonhomogenous processes of recovery, a model of the generalized process
of recovery, including Kijima models, allow us to take into account a case of incomplete recovery “worse
than new but better than it was before failure”. This paper describes the method of estimation of the
failure rate leading function and the mean assessed failure rate with use of models “Kijima I’ and “Kijima
II” showing conformity to real data. Calculations of model parameters according to accumulation and
processing operation data of devices functioning within the regular equipment of NPP power units have
been presented.
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CTpyKTypHasa HageXHoCTb. Teopusa N NpakTuka

HukutaeB B. I'., NMpoHn4eB A. H., BnacoB B. A., BnacoBa C. B.

OBECINEYEHUE KAHECTBA U AHAJIN3 HAOEXHOCTHU
MHOOPMALMOHHO-USMEPUTEJIbHbIX CUCTEM
HA MPUMEPE KOMIMJIEKCA ATJNIAHT

lMpuBoanTcs onucaHne pa3paboTaHHbIX Mep MOBbILLIEHUS Ka4ecTBa KoMrisiekca ATAaHT U HaaeXHOCTU ero
paboTsbl.

KnioyeBbie csoBa: HafnexHOCTb, MIHTEHCUBHOCTb OTKA30B, MNoAAepXKa MPUHSTUS PeLLIeHWii, Ka4eCTBO OH-
KOJIOrn4yeckowi AMarHOCTUKM.

Jnis penieHus 3a1a4 NOBBIIIEHUS KaueCTBa JUarHOCTUKHN OHKOJIOTMUECKHX 3a00JIeBaHUM CO3/1aHa Tele-
MeauiHckas cetb «POCATOM-OMBA-MUDI» ¢ nentpom yripasienus Ha kadenpe « KommbrorepHbie
MEIUIMHCKHE cucTeMbl» HalmoHanbHOro MccCienoBaTenbCcKoro sigepHoro yuusepcurera “MUON”
(HUAY MU®N). TenemenuunHckas c€Th HOCTPOEHA Ha 0a3€ BBICOKOTEXHOJIOTMYHBIX KOMIIEKCOB OHKO-
JIOTUYECKOM TMarHOCTUKU ATIAHT U 00bEeIMHSAET MHOTOUMCIIEHHBIX aDOHEHTOB Ha TeppuTopun Poccun,
Takux kak mMeacanyactu (MCY), HaydHble HEHTpbI, KIMHUYecKkre OonbHULEI [1]. B quarnoctuueckyro
cerb BritoueHsl: HUAY MU®U, Poceniickuii oHKonornueckuid Hay4dHslii neHtp um. H.H.bioxuna
PAMH, IIMCY Ne141 (r.Ynomns, Kanuaunckas ADC), MCY Nel35 (r. lecnoropck, Cmonenckas ADC),
MCHY Ne125 (1. Kypuaros, Kypckast ADC), MCU Nel18 (1. [onspusie 3opu, Konbckas ADC), MCY Ne33
(r. HoBoBoposnex, HoBoBoponexckas ADC), [IMCUY Ne38 (1. CocnoBbii bop, Jlenunrpanckas ADC),
Caparosckuit MeaunuHckuii neHTp ®MBA(r banakoso, banakosckast ADC). Ilnanupyercs nanpHeiimee
pacuIMpeHne TEIEMEIUIMHCKON ceTH 10 Bcel Tepputoprun PO myTeM BBEIEHNSI HOBBIX CEPBEPHBIX MOIII-
HOCTEH U MOJKIIIOUEHUS JOMOJHUTEIbHBIX A00OHEHTOB K CETH.

Kommnekc ATnaHT sBiseTCs BaXXKHEUIIUM MHCTPYMEHTOM JIJISl pealn3alui TEXHOIOTHH MOJAEPKKU
MPUHSTHS BpaueOHBIX pelIeHU Ha 6a3e SKCIIEPTHBIX CUCTEM U IUCTAHIIMOHHOIO KOHCYJIBTUPOBAHUS, a
TaK>Ke CBOEBPEMEHHOM 1 ONIepaTUBHOM MOAIEPKKU MEIUIIUTHCKOTO ITEPCOHAIa HEOOXOIMMBIMU JaHHBIMH,
KOTOpBIE MOT'YT OBITh 3aTpe0OBaHbI, HAIPUMED, B IIPOLIECCE MPOBEACHUS XUpyprudeckoi onepanun. [lpu
y4acTHH criennanucToB Poccniickoro oHkonornyeckoro nenrpa uM. H.H. broxuaa PAMH, Kinmanueckux
6onbHMI Ne 83 1 Ne 85 u ap. B pamkax KoMIUIekca c(popMUpOBaHa YHUKAJIbHAS 3TaJIOHHAs 0a3a 3HaAHUIH,
cofiep allias [IBETHbIE N300paXKeHMsI IIPErapaToB OMyX0JIel pa3IU4HbIX OPTaHOB U COOTBETCTBYIOIINE
UM CTaH/IapTU30BAHHbIE ONUCAHUSI.
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OKCHepTHBIE CUCTEMbl OCHOBaHBI Ha 0a3e JaHHbIX, KOTOPas XpaHUTCS HA cepBepax B LIEHTPE yIpas-
JIEHUS TEJIEMEAULMHCKON ceThlo. IIpu 3TOM Kak10€ MEAMLIMHCKOE YUPEKIEHHE MMEET CBOIO KOIUIO
6a3bl. DTO CBSI3aHO C TEM, YTO MpsAMOe oOpallieHHe K 06a3e 3HAYUTEIbHO MOBBIIAET HArPy3Ky Ha CETh
U, CJIEZIOBATEIIbHO, CHIXKAET CKOPOCTh paboThl. OOpaieHue norpeduteneil K apXuBy KOHCYJIbTallUN
JIOJPKHO IPOMCXOIUTHh ¢ MUHUMAJIbHBIMUA BPEMEHHBIMH 3aTpaTaMi U MUHUMAJIbHOM Harpy3koi Ha CeTb.
[ToaTomy opmar oruppoBaHHBIX U300pakeHUH (pa3psAHOCTb, pa3pelieHHe, CKaTue U T.11.) ONpeess-
eTcs TpeOyeMbIM KaueCTBOM M300pa)KeHHUs, TOCTATOUHBIM JJISl IOCTOBEpHOW AMArHOCTHKH. M30bITOU-
HOCTb II€PEIaBaEMbIX JaHHBIX OTPULIATENIBHO CKA3bIBAETCS HA CKOPOCTH NIEPEJAUU U BPEMEHH, KOTOPOE
3aTpaynBaeTCs Ha KOHCyabTanuio. Oco0o0 ocTpo 3Ta npobiemMa CTOUT BO BPEeMs IKCIIPECC-IUarHOCTUKU
IIPU OTEpaLUsX, KOTJa XUPYPT KJIET OTBETA Bpaya-JAuarHocTa Jyisd oNpeesieHusl 00beMa U TAKTUKU XU-
PYPTHUYECKOTO BMELIATENbCTBA.

Marepuasnom ais co3fanus 6a3bl 3HaAHUH MOCITY>KUIM MHOTOYHUCIICHHBIE KITIMHUYECKUE CITyyau, MojI-
POOGHO OmnMCaHHbIE BBICOKOKBAIU(HUIIMPOBAHHBIMU BpauaMu (3KCIIEPTAMHU), YTO MO3BOJIAET PSAOBBIM
BpayaM Ipu paboTe ¢ KOMIUIEKCOM ATIAHT OMMPAThCs HA OMBIT BEAYIUX CHELMAIMCTOB CTPaHbl IpU
IIPUHATUUA OTBETCTBEHHBIX JUArHOCTUYECKUX PEILICHUH.

B pamkax cuctemsl peajan3oBaHa MOAAepKKa MPUHATUS BPaueOHbIX PELICHUN PU THCTOIOIHYECKOI
JIMarHOCTUKE, IIOCTPOCHHOM Ha 0a3e aBTOMAaTHU3UPOBAHHBIX CHCTEM 00pabOTKU M300pakeHU, KOTOpas
OKa3bIBacT HE3aMEHUMYIO ITIOMOLIb IIPU IOCTAHOBKE JUarHo3a. JluarHocTuuecKkuil KOMILIEKC ATIIAHT, B
KOTOPOM pe€ajn30BaHbl MOJEJIM KOMIIBIOTEPHOTO MaKpO- U MUKpPOAaHAJIN3a, TEXHOJIOTUH OIEPaTUBHOU
IIepeauy 3arpaluBaeMbIX JAaHHBIX U JUCTAHIIMOHHOTO KOHCYJIBTUPOBAHUS, YCIIEIIHO dKCITyaTUPYyeTCs
6onee 10 jeT B KIIMHUYECKOM MTPAKTUKE.

K cucremMaM OTBETCTBEHHOIO Ha3HA4Y€HHUs, K KJIACCy KOTOPBIX OTHOCHUTCA ATJIAHT, IPEIbSIBISIFOTCS
BBICOKHE TPEeOOBaHMS K KaUeCTBY U HaJIe)KHOCTH (PYHKIIMOHUPOBaHHUs. BhinonHeHne faHHbIX TpeOoBa-
HUI oOecnieynBaeTcs MoA00POM COOTBETCTBYIOIMX MPOTPAMMHO-aNIAPaTHBIX CPEJICTB U apXUTEKTYPhI
CHCTEMBI, IPUMEHSIEMbIMH MPOTOKOJIIAMHU Tepefadu AaHHbIX. Cpeau omnacHbIX (PaKTOPOB, HETAaTUBHO
BIMAIONIUX Ha pab0TOCIOCOOHOCTh CUCTEMBI, 0CO0O0 CIIEAYET BBIIEIUTh YIPO3bl, CBI3aHHbBIE C TOTEpEn
WM MCKa)KEHUEM Tepe/laBaeMbIX JJAHHBIX, YTO TpeOyeT NPOBEICHUS PsAa JONOIHUTEIbHBIX MEPOIPUSITUI
I10 NTOBBIILIEHUIO HAIEKHOCTH.

B kauecTBe cpezbl epeaayn JaHHbIX B KOMILIEKCE ATJIAHT UCTIOJIb3yeTCs IUPOKO MPUMEHsIeMast 1710~
OanbHas cetb MHTepHeT. JlaHHOE CpeICTBO UMEET psAJl HEeIOCTATKOB, TAKUX, KaK 3aBUCUMOCTB OT IPO-
BaiiIepoB, BO3MOXKHOE aJIeHHE CKOPOCTH Mepe/lauyl JaHHBIX MPHU MEeperpy3Kax ceTu, MOABEP)KEHHOCTh
HECaHKIIMOHUPOBAaHHOMY JocTyny u ap. IlociaenHuil Bompoc KpaiiHe akTyajieH B HAcTOSIIEE BPEMs.
[Tpu MONHOCTBIO OTKPBHITOM OOMEHE BO3HHMKAET MPOoOieMa JOCTOBEPHOCTH MOIydYaeMoi HH(OpMaIHH.
OneparuBHas MeAULMHCKas UH(OpMaMs AOJDKHA ObITh 3amuineHa. [1o 3Toil mpuynHe BO3HMKIIA HE-
00XOAMMOCTbh MPUMEHEHHUS CIIEIUAIBbHBIX METOJOB 3aIlUThl MEJUIIMHCKUX JaHHBIX. PazpaboTaHHbBIN
IPOTPaMMHBIH IPOIYKT MO3BOJSIET PeLIaTh CISAYIOIINE 3a/1a4u:

- IPOBEPKA U MOATBEPKACHUE MOJTMHHOCTH UCTOYHUKA COOOILIECHMS;

- KOH(UIEHIMAIBHOCTD U LIEIOCTHOCTD IaHHBIX (T.€. TapaHTUsl HEBO3MO)KHOCTH HECAHKIIMOHUPOBAH-
HOTO U3MEHEHUs HH(popMaIn);

- ayTeHTU(UKaMs (MOATBEP)KICHUE OATMHHOCTH CTOPOH).

Kommiekc Atnant oOecriedyuBaeT MMPOBCACHUC ONCPATUBHBIX AUCTAHIHOHHBIX MCAULIMHCKUX KOH-
Cy.]'ILTaI_II/Iﬁ B p€aJIbHOM BPEMCHU U C NJOJIZKHBIM Ka4€CTBOM CBS3HU, IIOSTOMY JOJIKCH O6J'IaIlaTL BBICOKOM
0TKa30y0T0ﬁqHBOCTLm U CIIOCOOHOCTBIO 6LICTpO BOCCTAHABJIMBAThLCS ITOCIIE COOCB. 32 OTKA3bl CUCTEMBI
6y;[eM IIPpUHUMATb TI00bBIe CO6LITI/ISI, MMpUBOASANINEC K HCBO3MOXXHOCTH IICpEaavIn I/I306pa)KeHI/I$I, a TaKXKe
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YaCTUYHOM WJIM MOJHOW MOTEpU CBSI3U. DTO MOTYT OBbITh OTKAa3bl almnaparypbl, 00ecrednBaroen pe-
THCTPALIMIO ONTHYECKOTO M300paxkeHus, popMUpOBaHHE HUPPOBBIX JaHHBIX U UX 00paboTKy, cOou B
KaHaJlax Nepeaaqyn JaHHbIX U 1p. [logoOHble 0TKa3bl B MEIUIIMHCKOM ONEpaTUBHOMN MPAKTHKE SBIISIOTCS
HEJIOIYCTUMBIMH.

B cBs3u ¢ 3TUM /715 MOBBIICHHUS HAJAECKHOCTH pa3paboTUYMKaMM paccMaTpuBaeMoil cucTembl Oblia
IIPUMEHEHA CIIelUalbHas IPOrpaMMa MOHUTOPUHIA CETH, KOTOpask MPEJOCTaBIAET BO3MOXHOCTD JIUC-
TaHIIMOHHOT'O aHAJIN3a HEMoJIa/10K U OBICTPOro pearnpoBaHus Ha HUX. Kak nmoka3ana npakTuka 3KcIutya-
Tauuu TereMeaunuHckoil cetn «PocatoM-OMBA-MU®W», ynaneHHble OT LIEHTpa yIpPaBIEHUS Y3JIbl
CeTH 3a4acTyl0 MMEIOT OTPAHUYEHHYIO MPOIYCKHYIO CIIOCOOHOCTh MHTEPHET-KaHaJoB. B HEKOTOpBIX
Cllyyasix CKOpOCTb Ilepe/iaun KaHaJIoB He MpeBbliaeT 256 K6/c 1 MoXeT omycKarbes Jaxke HuxKe. 3a1ada
[IPOrpaMMbl MOHUTOPUHIA COCTOUT B OIIEPATUBHOM OTCJICKMBAHUU COCTOSIHUS CETHU U HAXOXKJICHUU He-
ucrpaBHOCTEH (Hampumep, pobaeM, BbI3BAHHBIX MEPErpyKEHHbBIMHU H/UIIM OTKA3aBILIUMHU CEpPBEpaMH,
JOPYTMMH YCTPOMCTBAMMU WJIN CETEBBIMU COEIMHEHUSMM, [IEPUOIUYECKON IIOTEPU COCAUHEHM S, CHUZKEHUU
IIPOM3BOJUTEIBHOCTH CETH, [UINTEIILHON 3arpy3Ku cepBepoB U Ip.). [IporpamMma MOHUTOpUHTA SABISAET-
cs1 9()(heKTUBHBIM MHCTPYMEHTOM JJISl YIPABJICHUS KOMIBIOTEPHOM CEThIO M BBIMOJIHSIET PsJl BaKHBIX
(byHKLUH, B UX YHCIIE:

- KOHTPOJIb U MOHUTOPUHT PECYPCOB KOMIIBIOTEPHOU CETH;

- BbIJIEJICHHE HEOOXOMMOI MaMATH JUIs BBINOJIHEHHSI BBIYUCIUTENIBHBIX 3a/1a4;

- ynpaBiieHue KoH(purypauuen ceru;

- IMarHOCTUKA HEUCIIPABHOCTEH.

BrenpeHnne KOMIIBIOTEPHOTIO KOMILIEKCA MMOAAEPKKY IPUHATHS PEIIEHU ITPU IPOBEACHUH aHAJIN3a U
MIOCTAHOBKE JIMarHo3a Hen30€KHO MMOJJHUMAET BONIPOC TOYHOCTH PEKOMEHIyEMBIX PEIICHU aBTOMAaTH-
3UpPOBAHHBIX CUCTEM JUArHOCTUKU. [I0CKOIBKY paBUIbHOE ONMCAHNE MUKPOCKOIIMUYECKOTO IIpenapara
B CUJIBHOH Mepe 3aBUCHUT OT KauecTBa LU(POBOro M300pakeHHs,, 0co00e BHUMaHHE ObUIO Y/IEJIeHO
pa3palboTKe 1IBETOBOW KaJIMOPOBKM KOMILJIEKCA, MO3BOJISIOMIEH MUHUMHU3UPOBATh NOTPELUIHOCTU MPH
aBTOMAaTU3MPOBAHHOM BblJ1aue 3KCIIEPTHOM HHPOpMaLu. s 3TOH eI MEAULIMHCKIM IIEPCOHAIIOM CO-
BMECTHO C TEXHUUECKHUMHU CIIELUATUCTAaMH OCYIECTBIIEH BBIOOP CIIELUAIBbHOTO 000pyA0BaHUs, KOTOPOE
BKJIIOYAET MUKPOCKOIIBI, OJIOKH YIPaBJICHUSI MUKPOCKOIIaMH, )OTOANIAPATHI, I1J1aThl 3aXBaTa, BUIACOKap-
ThI, YCTpOiicTBa conpsbkeHus. Hamucansl crieranbHble IporpaMMbl YIIPaBISHUs KaMepaMu U OJI0KaMH
yIpaBJIeHUs MUKPOCKOIIaMU, OMOIMOTEKH ITPOrpaMM JUIs aHaIu3a N300pakeHui. s aBToMaTu3npoBaH-
HOW TMarHOCTUKHU pa3padOoTaHbl AITOPUTMBI IPUHATHUS PELICHUN U CO3/1aHO CIIEIAIbHOE IPOrPaMMHOE
obecreueHue, Mo3BOJISIOIIEe IPEACTaBUTh N300paXKEHUS B HY>KHOM (hopmaTe 1 KauecTBe. AJIEKBaTHOCTh
paboThl aBTOMAaTU3UPOBAHHOM CUCTEMBI IMArHOCTHKY ObL1a OATBEPIKIACHA 3KCIIEPTaMH Ha MTPAKTHKE, a
TaKXke aHanuTuaecku [2]. IIpoBeaeHHbIN SKCTIEPUMEHT 10 OLIEHKE OINOOK B TUATHOCTUKE C TPUMEHEHU-
€M KOMIUIeKca ATJIAHT [OoKa3aJl, YTO C IPUMEHEHUEM KOMIUIEKCa MOJIO/IbIe BpauM JOMYyCKaIl OIUOKY B
CJIOJKHBIX CIIy4asiX IUarHOCTUKHU JIUIIb B 5% CIllydaes, B TO BpEMsI KaK IIPY CAMOCTOSITENIEHO IIPOBOJUMON
JAuarHocTuke (6e3 NPUMEHEHHUs KOMITJIEKCa) OUIMOKY B CIIOKHBIX CIIydasx cOCTaBHIU 25%.

AHann3 MHOTOJIETHEH SKCIUTyaTaluu TeneMeannackoi cetu «PocaroM-OMBA-MU DNy, 6a3upyro-
mieiicst Ha KoMIUiekcax ATIaHT U GyHkuuoHupyromen ¢ 2000r. mo3BoNKI BBISIBUTh UMEIOIIUECS HEJ0-
CTaTKH CUCTEMBI U IPUHSATH MEPHI IO HEAOMYIIEHUIO B OyIyIlleM BO3HUKABIINX B X0JI€ pabOThI COOEB.

BaxxHOM XapaKTEpUCTUKON CUCTEMBI SIBISETCS BEPOATHOCTD OTKAa3a IPOBEACHUS CEAHCa 11 KOHKPET-
HOTO MOJIb30BaTes. [[1s OlleHKH 3TOi BEpOATHOCTH Oy/IeM HCIONB30BaTh IUPOKO MPUMEHSIEMBIH dKC-
MOHEHIIUATBLHBINA 3aKOH pacIpeleieHusl BpeMeHH 0e30Tka3HoU paboThl. [loaToMy 1isi Hauana OLEHUM
MHTEHCHUBHOCTb OTKa3a JJIs KOMIUIEKca ATIaHT.
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OBECNEYEHUE KAYECTBA U AHAJIN3 HAOEXKHOCTHU
WHOOPMALMOHHO-U3MEPUTEJIbHbIX CUCTEM HA NPUMEPE KOMMNJIEKCA ATNIAHT

B kauecTBe MCXOAHBIX NAaHHBIX IJI PACUETOB MPUMEM CIIEAYIOIIME: 32 BECh Mepuoj padoThl ObLIO
npoBeaeHo 2760 ceaHCOB CBA3M € MOJIb30BATEISIMHU, IIPU 3TOM TPHU CE€aHCa 0KA3aJIMCh HECOCTOSABITUMHUCS
0 CIEAYIOUINUM IPUYHHAM:

- O/IVH U3 Y3JIOB CETH ITOCTPaiall OT BUPYCHOM aTaku (B HACTOSAIIEE BPEMs yCTAHOBJIEHA COOTBETCTBYIO-
1as 3amuTa U MoI00HbIe OTKa3bl OTCYTCTBYIOT);

- IpyTOii 0TKa3 ObLI BhI3BAH MEXaHUUYECKUMU MTOBPEKICHUSIMH KaOEIbHOTO pa3beMa U3-3a HeaKKypar-
HOTO oOpalieHus ¢ 00opyI0oBaHMEM (BHHA TOJIb30BATEIs);

- TPETH 0TKa3 MPOU3O0IIEN 0 IPUYMHE HAPYIIEHUS KOHTAKTa B IUIATE YIIPABJICHUS.

Tax kak B pe3ynbprare MPOBEJCHHBIX YCOBEPIICHCTBOBAHUI B CETH MPUYHMHA NMEPBOro Buaa cOos
yCTpaHeHa, OyJIeM CUUTaTh, YTO JUISL CETH, COOTBETCTBYIOIICH COBPEMEHHOMY COCTOSHUIO, 32 BpeMsl IKC-
IJTyaTaldy MPOU30IILIO Ba (aKTUYECKH 3HAYMMBIX c00si. BBUTy HE3aBUCUMOCTH pabOTOCTIOCOOHOCTH
OTJICJIbHBIX Y3JIOB B CETHU 10 UMEIOLIUMCS JaHHBIM (pe3yJbTaTaM 3KCIUTyaTallli) MOXHO J1aTh OLICHKY
MHTEHCUBHOCTH OTKAa30B KOMILIEKCA ATJIAHT Ui OTJEIbHOTO MOJIb30BaTENs:

- mpoBoauII0Ch N=2760 ucnbITaHU# CEaHCOB CBSA3M (BpeMs o HOTO HcnbiTanus T = 1 gac);

- 1Ba ceaHca (n=2) oka3aJucCh HEyIaYHbIMHU. X

B yc0BHAX KCIOHEHIMAIBHOIO 3aKOHA PACIPENEICHUs. BPEMEHH OTKAa30B OLIEHKA A mapameTpa A
MOJIy9aeTCsl METOJIOM MaKCUMaJILHOTO mpaBaonoaoous [3]:

~ n
}\, = P ”
Y t+(N-nT
i=1
rJe £, — HaOMoIaeMbIE B OKCIIEPUMEHTE BPEMEHA OTKas3oB, i = 1,2, ..., n,

N _ o0beM BBIOOPKH,
T — NpoAOTKUTETBHOCTh UCTIBITAHUA.

B Haiem ciy4yae 4MCIeHHOE 3HAYEHUE MHTEHCUBHOCTH OTKA30B Ay, IOy YEHHOE M0 OMBITHBIM JJaHHBIM,
pasHo A, = 0,0007 (1/4ac).
BepositHocTh 0TKa3a P cuctembl nmpu jaHHOM 3HaueHUH A 3a 1 yac OyneT paBHa:

P =1-exp[-AT]<1—exp[-0,7* 107]=0,0007.
J171s mOCTpOCHUs BEpXHEH TOBEPUTEIHHON IPAHUIIBI TApAMETPA A YUTEM, YTO YKCIIO N TOSBISIOLIUXCS
OTKa30B B pab0Te CUCTEMBI PACIIPEICIICHO COTTIACHO OMHOMUATTLHOMY 3aKOHY, KOTOPBI XOPOIIO aIpOK-

cumupyercs 3akoHoM Ilyaccona ¢ mapametpom p=NP. [lj1 BeTUUMHBI L BEpXHSs JOBEPUTEIbHAS TPaHULIA
W OLIPENETISAETCA U3 ypaBHEHUA[4]:

n Mk
B —
2 el =a,
k=1 .
A€ 0. — YPOBCHb 3HAYUMOCTH.
JlaHHas rpaHuIa BRIYMCIIEHA U PaBHA Wy =5,3 TIpH ypoBHE 3HauuMocTH a=0,1 1 uKcie 0TKa30B n=2.

OTO 3HaYEHHE Uy COOTBETCTBYET CIy4alHOMY COOBITHIO, KOTOPOE 3aKJIFOYAETCS B TOM, YTO 3TO COOBITHE
IPOMCXOIUT MPHU OOJIBIIOM YKciIe ucnblTaHuii N=2760 1 ero MOXHO paccMaTpuBaTh Kak CyMMy MaJlo-
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OBECNEYEHUE KAYECTBA U AHAJIN3 HAOEXKHOCTHU
WHO®OPMALUMNOHHO-USMEPUTEJIbHbIX CUCTEM HA NPUMEPE KOMMNJEKCA ATJIAHT

BEPOSATHBIX HE3aBUCHUMBIX COOBITHIA, 3aKOH pacCHpeesICeHUs YKCIia TMOSBICHUS KaXKJIOTO0 U3 HUX TaKXKe
sBiseTcs 3akoHoM Ilyaccona ¢ mapamerpom u,=A7. 3axon [lyaccona sBiseTcs BOCIPOU3BOAAILIMM [ 5] 110
napaMerpy W, mostomy p=Np,. II0CKOIbKY MEX/y BEIMYMHAMM |1, U [L KIMEETCS B3aUMHO OJIHO3HAYHOE

cooTBeTCTBHUE L, = f (W)= %, TO BEPXHss JIOBEPHUTEIIbHAS IPAHNUIIA L, , JUIS [TApAMeTpa |1, PaBHa
W =/(1p)= H—]\? ~2*107u A, =2*107 (1/4ac.)

BaxHo oTMeTHTB, 4TO COOM CO CTOPOHBI IIEHTPA YIIPaBJICHUS TEIEMEIUIIMHCKON ceThio «Pocarom-
OMBA-MUDN», Haxoxsmerocs Ha kadenpe «KommnbsrorepHbie MenuimHckue cucremby HUAY MUDOU
3a BeCh ITEPHOJI ICCATHUIICTHEH SKCIUTyaTaliy He Ha0moaanuck. [IoaToMy MOBBIIIICHHE HAZIC)KHOCTH PaObOThHI
KOMIUIEKCOB ATJIAaHT BO3MOXHO 3a CUET MPEAYIPEKIACHHS OTKa30B 000pyI0BaHUS MTOJIb30BaTEIICH.
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Structural reliability. The theory and practice

Nikitaev V.G., Pronichev A.N., Vlasov V.A., Vlasova S.V.

QUALITY ASSURANCE AND RELIABILITY ANALYSIS
OF INFORMATION MEASURING SYSTEMS EXEPLIFIED
BY THE SYSTEM ATLANT

The paper presents description of the developed measures for improving the quality of the system Atlant
and reliability of its operation.

Keywords: reliability, failure rate, decision support, quality of cancer diagnosis.

Telemedicine network “Rosatom-FMBA-MIFI” with the control center at the department of Compu-
ter Medical Systems of the National Research Nuclear University at Moscow Engineering and Physical
Institute (NRNU MIFT) has been created to solve the problems of improving the quality of cancer diag-
nostics. The telemedicine network is based on high-technology systems of the cancer diagnostics Atlant,
and it integrates multiple consumers in Russia, such as medical care units (MCU), academic centers and
clinical hospitals [1]. The diagnostic network includes: NRNU MIFI, Blokhin Cancer Research Center
of RAMN, CMSU # 141 (Udomlya, Kalinin NPP), MCU # 135 (Desnogorsk, Smolensk NPP), MCU #
125 (Kurchatov, Kursk NPP), MCU # 118 (Poliarny zory, Kolskaya NPP), MCU # 33 (Novovoronezh,
Novovoronezh NPP) CMSU # 38 (Sosnovy Bor, Leningrad NPP), Saratov Medical Center FMBA (Bala-
kovo, Balakovo NPP). Further expansion of the telemedicine network throughout Russia by introduction
of new server capacities and porting additional users to the network is scheduled.

The system Atlant is an important tool for the implementation of technology to support medical decision-
making based on expert systems and remote consulting, as well as on timely and operational support of
medical staff by necessary data, which may be requested, for example, during surgical operation. Unique
reference knowledge base containing color images of tumor samples in various organs and the correspond-
ing standardized descriptions has been formed within the system frame with the participation of specialists
of Blokhin Russian Cancer Center of RAMN, Clinical Hospitals # 83 and # 85, and others.

Expert systems are based on a database, which is stored on servers in the control center of telemedicine
network. In addition, each medical institution has its own copy of the database. This is because a direct
access to the base greatly increases the load on the network and, therefore, reduces data communication
equipment speed. Addressing of customers to consultation archive should be carried out with minimum time
and minimal load on the network. Therefore, the format of digitized images (number of digits, resolution,
compression, etc.) is defined by a required picture quality, sufficient for reliable diagnostics. Redundancy
of transmitted data affects the transmission rate and the time spent on consultation. Particularly acute this
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problem is in rapid diagnostics during operations when the surgeon is waiting for a medical diagnostician
answer to determine the volume and approach of surgical intervention.

The initial source for building the knowledge base was the numerous clinical cases described in detail
by highly qualified doctors (experts), and that allows ordinary doctors working with the system Atlant to
rely on the country’s leading experts in making important diagnostic decisions.

The system includes support for making medical decisions during histological diagnostics, built on the
basis of automated image processing systems, which provides invaluable help in the diagnosis formulation.
The diagnostic system Atlant, which implemented a computer model of the macro and microanalysis, the
technology of rapid transmission of requested data and remote consulting, has been successfully used for
more than 10 years in clinical practice.

The strict requirements of quality and reliability are made for vital systems, where the system Atlant
belongs to. Implementation of these requirements is insured by selection of suitable hardware-software
tools and system architecture, applied communication protocols. Among hazardous factors unfavorably
affecting the efficiency of the system are notably the threats associated with the loss or corruption of
transmitted data, which requires a number of additional measures to improve data reliability.

The World Wide Web is used as the data transmission medium in the system Atlant. The medium has a
number of drawbacks, such as dependence on the provider, a possible decrease in the rate of data trans-
mission during network congestion, illegal access, etc. The latter issue is extremely relevant now. The
problem of reliability of received information arises in case of fully open data exchange. Online medical
information must be protected. For this reason, it became necessary to use special methods for the protec-
tion of medical data. The developed software product allows solving the following tasks:

- verification and authentication of the source of messages;

- confidentiality and integrity of data (i.e. assurance against unauthorized change of information);

-authentication (notarization of the parties).

The system Atlant provides online remote medical consultations in real time and with proper quality
of communication; therefore, it must have a high level of fault tolerance and the ability to quickly re-
cover after failures. We shall consider any events leading to the impossibility of image transmission, and
partial or total loss of communication as a system failure. It can be failures of hardware that ensures the
registration of optical images, generation of digital data and its processing, failures in data transmission
channels, etc. These failures in medical operational practices are unacceptable.

Therefore, to improve the reliability, the developers of the system under consideration have used special
software for monitoring the network, which affords an opportunity of remote analysis of faults and rapid
response. The practice of telemedicine network operation “Rosatom-FMBA-MIFI” has shown that the net-
work nodes that are remote from the control centre often have limited capacity of Internet-channels. In some
cases, the transmission rate of channels does not exceed 256 Kb/s and can drop even lower. The objective of
software for monitoring is the online tracing of the network state and fault detection (for example, problems
caused by overloaded and/or failed servers, other devices or network connections, occasional connection
loss, reduced network performance, long boot of servers, etc.). The monitoring software is an effective tool
for managing a computer network, and it performs a number of important functions, including:

- control and monitoring of network resources;

- allocation of memory required to execute computing tasks;

- network configuration management;

- fault diagnostics.
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The introduction of the computer system for decision support in the analysis and formulation diagnosis
inevitably raises the accuracy issue of decisions recommended by automated diagnostic systems. Since
the correct description of a microscopic sample largely depends on the quality of a digital image, special
attention has been paid to the development of color calibration in the system to minimize errors in the
automated issuance of expert information. For this purpose, medical staff together with technicians have
selected special equipment, which includes microscopes, microscope control units, cameras, capture
cards, video cards, interface devices. Software libraries for image analysis and special programs have
been developed to control cameras and control units of microscopes. Algorithms of decision-making for
automated diagnostics have been developed and special software created to provide images in the correct
format and quality. Experts in practice as well as analytically [2] have confirmed the adequacy of the au-
tomated diagnostics system. They experiment carried out to assess errors in diagnostics using the system
Atlant showed that by applying the system young doctors erred in only 5% of difficult diagnostic cases,
while in self-reliant diagnostics (without using the system) errors in complex cases made up 25 %.

The analysis of long-term operation of telemedicine network “Rosatom-FMBA-MIFI”, which is based on
Atlant systems and has been functioning since 2000, has allowed to reveal the shortcomings of the system
and to take action to prevent failures in the future, which have occurred during the system operation.

An important feature of the system is the probability of failure during specific user session. To estimate
this probability, we will use the widely applied exponential law of distribution of uptime. Therefore, first,
we shall estimate the failure rate of the system Atlant.

We shall take the following as initial data for the calculations: 2760 communication sessions with
users were conducted for the whole period of the system operation, with three sessions not held for the
following reasons:

- one of the nodes of the network suffered from a virus attack (at present the appropriate securities have
been installed and there is no of such failures);

- another failure was caused by mechanical damage of the cable connector due to the careless handling
of equipment (user fault);

- the third failure occurred due to poor connection at the system controlling card.

Since, as a result of conducted improvements in the network, the cause of the first mode failure has
been eliminated, we shall believe that in the network corresponding to the up-to-date state, there were
two actually significant failures during the operation time. In view of operability independence of indi-
vidual nodes in the network, the failure rate of the system Atlant for a single user can be estimated from
the available data (results of operation):

- N = 2760 tests of communication sessions were conducted (one test time T = 1 hour);

- two sessions (n = 2) turned out to be failure.

Under conditions of an exponential law of distribution of failure time, the estimate A of the parameter
A is obtained by the method of maximum likelihood [3]:

n

foe ,
ZIi +(N-m)T
i=1

where ¢, is failure times observed in the experiment, N is the sample size, T is the duration of tests.

28



QUALITY ASSURANCE AND RELIABILITY ANALYSIS
OF INFORMATION MEASURING SYSTEMS EXEPLIFIED BY THE SYSTEM ATLANT

In our case, the numerical value of failure rate A, obtained from the experimental data is equal to
A, = 0,0007 (1/hr).
The probability of failure P of the system for a given value A per one hour will be:

P. =1-exp[-AT]<1—exp[-0,7 *107] = 0,0007.

For the construction of the upper confidence limit on the parameter A, we shall take into account that
the number of failures n occurring in the system is distributed according to the binomial law, which is
well approximated by the Poisson distribution with parameter p = NP. Te upper confidence limit for the
value p is determined from the equation given in [4]:

n k
Mp oimioy 1=
; k'exp{ HB}_aa

where a is the level of significance.

This limit has been calculated and it is equal p, =5.3 with the level of significance a = 0.1 and the
number of failures n = 2. This value p, corresponds to a random event, which consists in the fact that this
event occurs during a large number of tests N=2760, and it can be considered as the sum of independent
low-probability events, the distribution law of each event quantity occurrence is also a Poisson distribu-
tion with parameter p,=AT. Poisson law is a reproducing law [5] by the parameter p, therefore u=Ny,.
As between the quantities p, and p there is unambiguous correspondence, the upper confidence limit i, ,
for the parameter p, is the following

W, = f(,)= ”—Aﬁ ~2%10 and &,, = 2*10 (1/h).

It should be noted that failures of the telemedicine network control center “Rosatom-FMBA-MIFI”
located at the Department of Computer Medical Systems NRNU MIFI were observed over the entire
ten-year period of the system operation. Therefore, the reliability improvement of the system Atlant is
possible through preventing failures of user equipment.
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CTpyKTypHas HageXXHoCTb. Teopus U NnpakTuka

Txauyes O.A.

AHANN3 HAQEXHOCTU CETEN, COCTOSLLUX
N3 UAEHTUYHbIX 3JIEMEHTOB

lNpeanaraloTcs aHaANTNYECKNE MOAEIN, KOTOPBIE MNO3BOJISIOT MOJIYYNTb BbIPAXEHUS 418 ONPEeAeIeHs rno-
Kasaresnevw HageXHOCTU CETEeU, COCTOSLUNX U3 UAEHTUYHbIX 3J1IEMEHTOB. [lnsi ceTen, COCTOSILLUNX M3 BOC-
CTaHaBJ/INBAEMbIX 3JIEMEHTOB, B KA4ECTBE roKa3aresen HaaeXHOCTN paccMaTpuBaroTCs. CPeaHee BPeMs
paboTbl 4O OTKa3a M cpeaHee BPeMsi BOCCTAHOB/IEHUSI B CTaLMOHApPHOM pexume pabortsl. [lpyn oueHke
HaaexHOCTU CEeTeU, COCTOSILNX U3 HEBOCCTaHaB/IMBAEMbIX 3JIEMEHTOB, TakuM roKas3aTtesieM SIBJSeTcCs
cpenHee BpemeHn paboTbl 40 0TKa3a.

Kmoyessbie cnoBa: Mokasaresin HagexHOCTU CeTU, MapKOBCKUE MPOLIeCChl, cpeaHee Bpems paboTsbl [0
oTkasa, cpeaHee BPemsi BOCCTaHOB/IGHUS.

BeBepeHue

MHorune cOBpeMEHHBIE TEXHUYECKUE CUCTEMBI IMEIOT CETEBYIO CTPYKTYPY. B KauecTBe mpumepa MOKHO
IIPUBECTH TEJIEKOMMYHHKAIUOHHBIE, SJHEPTETUYECKHUE U TPAaHCIIOPTHBIE CUCTEMBL. [Ipn npoexTupoBaHun
MOAOOHBIX CHCTEM OOJIBIIOE BHUMAHHUE YACSIOT 00€CIIEUeHUIO BHICOKOTO YPOBHS HA/ICKHOCTH.

HaziexHOCTh ceTn 3aBUCHT OT LEJIOT0 psiaa (aKTOPOB: HA/IEKHOCTH SIIEMEHTOB, TOMOJIOTHH, UCTIOINb-
3yeMBbIX aJIFOPUTMOB yrpaBieHus. B naHHoO# paboTe npesyiaraeTcst METOIMKA OLIEHKH IOoKa3areseil Ha-
JIEKHOCTH CETH 110 €€ TOIOJIOTHH.

IIpn ananu3e HaIEKHOCTH CETEH NMPEACTABIISIET 3HAYUTEIIbHBI MHTEPEC ONpENEICHNUE 3HAYCHUU
MOKa3aTesen, XapakTepu3yoluX ITUHAMUKY U3MEHEHHUsI COCTOSHUM ceTh. JlIs ceTeil, COCTOSIuX 13
BOCCTAHABJIMBAEMBIX JJIEMEHTOB, TAKUMH MMOKAa3aTeISIMH SBIISIIOTCS CpeHee BpeMsi paboThl 10 OTKaza
U Cpe/iHee BpeMsi BOCCTAHOBJICHHS B CTAIIHOHAPHOM pexumMe padoTsl. [Ipu olieHke HaE)KHOCTH CETeH,
COCTOSIIIIMX M3 HEBOCCTAHABIMBAEMBIX 3JIEMEHTOB, TAKUM ITOKa3aTeJIeM SBIISIETCS CpeHee BpeMst paboThI
JI0 OTKa3a.

OTH MOKa3aTenn HaAC)KHOCTH CCTH MOTYT OBITH OIPCACIICHBI, CCJIN MPOUCCC N3MCHCHUA COCTOSTHH I
CETH MPEACTaBUTh B BUJIE€ MAPKOBCKOTO MPOIIECCa, COCTOSHUS KOTOPOTO XapaKTEPU3YIOTCS YUCIIOM OT-
KazaBIIMUX 3JICEMCHTOB U COCTOAHHUEM CCTH.

[Ipocrelmm KpuTEprUEeM pabOTOCTIOCOOHOCTH CETH SIBISIETCS CBSI3HOCTh. CETh SIBIISIETCS CBS3HOM,
€CITH MEXIY JIF000H Mapoil y37I0B HMEETCs XOTSI ObI OJTUH MYTh.

30



AHAJIU3 HALLEXKHOCTU CETEM, COCTOALLUX U3 UAEHTUYHBIX 3JIEMEHTOB

B paccMarpuBaeMbIX IprMepax B Ka4eCTBE KPUTEPHst pab0TOCIIOCOOHOCTH Oy/IeT HCIOIh30BaHa CBSI3-
HOCTb CETH, OJTHAKO MOJIYYCHHBIC BBIPAKCHUS CIPABEIIMBBI U TIPU UCTIOIB30BAHUH JIPYTUX KPUTEPUEB
paboTOCOCOOHOCTH CETH.

Mopaenb HaaeXXHOCTU CEeTU, COCTOSALLLEeN U3 NAEHTUYHbIX
BOCCTaHaBJ/IMBaeMbIX 3JIEMEHTOB

CeTu OTHOCSITCS K KJIACCy CUCTEM CO CIIOKHOM CTPYKTYpOil. XapaKTepHBbIM CBOMCTBOM TaKUX CUCTEM
SBJISIETCS TO, UTO MPH OIPEIETICHHOM YHCIIe OTKA3aBIINX IEMEHTOB CHCTEMa MOYKET HaXOIUThCS Kak B
paboToCroCcOOHOM COCTOSIHUY, TaK U B COCTOSTHUM O0TKa3a. Hanmpumep, o cetu, npeacTaBieHHON Ha puc. 1,
HeJb3sl TOYHO CKa3aTh, OyJeT JI OHA CBA3HOM, €CJIM yAAIUTh 1Ba WIH TPHU pedpa.

2

Puc.1. IIpumep cetn

B xadyecTBEe OCHOBHOIO mapaMmeTpa, KOTOPBIM MO3BOJIMT HAM OIPEIEINTh pacCMaTpUBAEMbI€ I10-
Ka3aTeJIM HaJIe)KHOCTU CETH, OylleM MCIOJIb30BaTh YUCIO CeYyeHUN MOIHOCTH 1. O0O03HaUYUM 3TOT
napameTp Yi.

Onpenenum 3HadeHus Y; JUIs CETH, IPEJICTaBIEHHON Ha puC. 1. Tak Kak paccMaTpuBaemas CETh JBYX-
CBAI3HAs, TO Y/IAJE€HHUE OTHOrO pebpa HE MOXKET HAPYLIHUTh €€ CBA3HOCTD, CrenoBarenbno, Y, = 0. /s
onpesiesieHns 3HaYeHnn Y, 1 Y ; PACCMOTPHM BCE BO3MOKHBIE COCTOSTHHUS CETH IPH yaleHnn 2 u 3 pebdep
COOTBETCTBEHHO.

B pe3ynbrare ananusa ceTy MpeACTaBICHHON Ha pUC. 1 MOXKHO ONPEAEIUTh, YTO B pacCMarpuBaeMoOn
CETH MMEETCA 2 CEYEHHst MOIHOCTH 2 U 14 ceuenuit MOIIHOCTH 3, Crie10BaTeNnbho, Y,=2, Y,=14. Jlrobas
KOMOUHaIMs U3 1 pedep npu 1>3 OyzeT ABIATHCS CEUCHUEM.

3Has 3Ha4eHus Y; MOXKHO OTIPEIENHTh 3HAYEHHS BEPOITHOCTH TOTO, YTO IIPH OTKA3€ 1 pebep OKaKeTCst
HeCBA3HOM. O003HAYMM ITOT MoKasarenb Z, .

3nauenue Z, paBHO OTHOIIEHHIO Y, K 00LIEMY YMCITy BO3MOXKHBIX KOMOUHALIMH 1 3JIEMEHTOB M3 N, T/€
n— Yucio pedep B ceTn

Z = (1)

PaccmoTpuM MapKOBCKME MpoLEece, ONMMUCHIBAIOIMIMN N3MEHEHUE COCTOSTHUN CETH NPU OTKa3€ M BOC-
cTaHoBJeHNH ee pedbep. Kaxxnoe cocrosiHre mporecca XapakTepusyeTcs onpeieeHHOW KoMOMHanen
OTKa3aBIINUX peOep M COCTOSTHUEM CeTH (CBSI3HA, HECBS3HA).

O603Ha4nM (i) CBSI3HBIE COCTOSIHUS, U (i”) HECBSA3HbBIE COCTOSIHUE CETH MPH I OTKa3aBIIUX pedpax.
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o)

(felCiee

PI/IC. 2. MapkoBckHil poliecc U3MEHEHUs COCTOSTHUM CEeTU

O603naunm E, MHOXECTBO CBA3HBIX COCTOSHMMI CETH, E_ MHOKECTBO HECBA3HBIX COCTOSHUM CETH.
B [1] nokazano, 4To cpenHee BpeMst MpeObIBaHKA MAPKOBCKOTO IPOLIECCA HA MHOKECTBE COCTOSAHMM E
JI0 IEPBOTO TIEPEX0/1a B OIHO U3 COCTOSHUI MHOXeCTBa E_ MOXET ObITh ONPENIEIeHO U3 BhIpakeHUs (2).

L = —. ©)

Cpennee Bpemst peObIBaHMS ITPOLIEcca HA MHOXKECTBE HECBSI3HBIX COCTOSIHUM £ 10 TIEpBOTO Mepexo/ia
B OJTHO M3 COCTOSHHMI MHOKECTBA E | MOXKET OBITH OIPEJETIEHO U3 BEIpaXeHus (3).

>r
b 3)

Py,

2

rae P., P. — BEpOSTHOCTH COCTOSIHHIA;
*
A i HHTEHCHBHOCTD Tepexona u3 cocTosHus (i ) B cocrosame (i+1);
¥
W . — MHTCHCHUBHOCTb NEPEXO/a U3 COCTOSHMUS (i") B cocTosame (i—1) .

CymmapHasi ”HTEHCUBHOCTD OTKa30B pedep B COCTOSTHUY i paBHA (# -i)A, CyMMapHasi HHTCHCUBHOCTD
BOCCTAHOBJICHUH — [; CII€I0BAaTENIbHO

* . *
A =(n—iAZ, €))
* . sk
Wo=inz", (5)
e Z ,— BEpOSTHOCTH TOTO, UTO TIPU OTKA3€ OJHOTO pedpa CeTh U3 CBA3HOIO cocTosHus (i ) Tepeiier

B HecBsA3HOE cocTosiHue (i+1) ;

T
Z ,— BEPOSTHOCTb TOTO, YTO IIPU BOCCTAHOBJIEHHU OJHOTO pedpa CEThb U3 HECBSI3HOTO COCTOSHUS
(i ) mepeiiaet B cBsizHOE cocTostHUE (i—1) .
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B3aumMocBs3b 3Hauenuii Z*, 7. u Z. Obl1a ycTaHoBIeHa B pabore [2].
1 1 1
* sk 2 )
3HayeHus Z ;M Z , MOTYT OBbITh OIpe/ieNieHbl U3 BbIpakeHui (6) 1 (7) COOTBETCTBEHHO

S 2

Aok

z
z7 =" (7)

1

[ToacTaBuB 3HaYEHUS 7“*,-' u u*i,, u3 BeIpakeHui (4) u (5) B BeipakeHus (2) u (3) COOTBETCTBEHHO,
MOy YU M:

TE+ i=0 (8)

T, =——= . 9)
uyiP.(1-2")
i=0

3nadeHust P., P. MOTYT OBITb ONPE/ACNICHBI CIECAYIOIM 00pa3oM.
Tak kak Bce pebpa UICHTUYHBI 10 HA/IKHOCTH, TO BCE COCTOSHUSA C I OTKa3aBIIUMHU pedpaMu paBHO-
BEPOSATHBL. BepoATHOCTH TOT0, YTO B CETH B COCTOSIHUU OTKa3a OyzeT HaXoAuThes i pedep, paBHA

(Mu)"(’;)
E:—

(I+A /)" (10)
U3 onpeneseHus Z ; Ciiemyer:
P.=(1-Z)P (11)
P.=ZF. (12)
BepositHOCT NpeObIBaHUS CETU B CBSI3HOM COCTOSIHUU B IIPOU3BOJIbHBIII MOMEHT BPEMEHHU:
R= iP, . (13)
i=0
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3HayeHre R MoxkeT ObITh Tak jke ONPEAENICHO U3 BHIPAKEHUS:

TE
= (14)
T, +T,

Ta6muua 1. 3navennst Y, Z, Z.', Z."" nas cetu Ha puc. 1

i Yi Zi Z* VA
0 1 0 0 0 0

1 7 0 0 0,095238 0

2 1 2 0,09523810,336842 0

3 5 4 0,4 1 0,238095
4 5 5 1 0 0,4

5 1 1 1 0 1

6 7 7 1 0 1

7 1 1 1 0 1

Toncrapnss 3navennst Y, Z, 7", Z;” u3 1a6n.1 B seipakenus (8), (9), (14) npu A=0,1 (1/4ac) u
u= 1(1/9ac) moxy4nm CcJIeIyroIIre 3HAYCHHUS PAaCCMAaTPUBACMBIX ITOKa3aTeNIei HaJC)KHOCTH.

T, =23,769 u1ac.

T, =0,469 4ac.

R =0,980645

MpnbnnxeHHble OUEeHKU Noka3aTenein HaaeXXHOCTHn

Hccnenyst mpenenbl MoOyuYeHHBIX BbIpaxeHuid npu A/u —0, [3], MOXHO NOIXY4YUTh TPUOIIKEHHbIE
OLICHKHM pacCMaTpUBAaEMBbIX IOKa3aTeseil Hae)KHOCTH
B 1
E. T sl % Q%
A ) ES Y,

(15)

T, =——. (16)

Jnist cetu Ha puc. 1 s=2,Y =2
[Toncrapmsist 5TH 3Ha4eHuUs B BeIpakenus 14,15,16 npu A=0,1 (1/gac) u p= 1(1/49ac) momyunm

T, =25 Jac.
T, =0,5 4ac.
R=10,980392
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CpaBHeHUue ¢ N3BeCTHbIMU pe3yJibTaTaMu

B nensx npoBepky NOy4YEHHBIX BBIPAXKEHUN OINPEIECIIMM 3HAYEHUS] PAaCCMaTPUBAEMBIX ITOKA3aTeNIeH
HAJICKHOCTH CUCTEMBI HA PUC. 3, JUIsI KOTOPOU M3BECTHBI AaHAJTUTUYECKHUE OLIEHKH.

1 1[ 1 3 [ 1 S

-1 2 -1 4 16

Puc. 3. [locnenoBarenbHO—TIapaienbHas cucTeMa

B [4] MoxHO HaliTu clieAyrolue BbIpaKEHNUS.
Jlyi s mapaiiesibHO COEMHEHHBIX WCHTHUUHBIX 3JIEMEHTOB C TTapaMeTpaMH A, L

1 N
t, = (1+E) -1
Cos*u A

—

r=—.
tp +t,

HHSI k OJHMHAKOBBIX, ITOCJICA0OBATCIBHO COCAMHCHHBIX BOCCTaHABJIINBACMBIX ITOJCHUCTEM

1
T, =——
k*(1/1, )

1-R
T, =T, ——

[Toncrasnss B 3tu Beipaxenus s=2, k=3, A=0,1(1/gac.), p=1 (1/4ac.), noayuum
T, =20,000 yac.

R=0,975411
T, =0,504 gac.
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Jlyst ompenenieHus ATUX MoKa3aTeNie HaJIe)KHOCTH C MCIIOJb30BaHneM BhIpakeHui (8), (9), (14), ne-
00X0IMMO OIPEICTUTh 3HaYCHUS Y1 U Z1.

Ouesunano, uro Y =0 u Z,=0,0. IIpu oTKa3e 2 371eMEHTOB CyLIECTBYIOT TPH KOMOWHAITNH, TIPUBOIATITNE
K HECBA3HOCTH (HepaboTocmocooHocTH) cuctemsl (1,2), (3,4), (5,6). Bcero Bo3aMokHBIX KOMOMHALIHH 15,
CIIEZI0BATEIBHO, Y,=3 U 2223/ 15. Ins onpeneneHus Y3 u Z37 PacCMOTPHM BCE BO3MOYKHBIE KOMOMHAITUH
U3 3 5JIEMEHTOB, Tabil. 2. U3 pe3ysbraToB, IPUBEIEHHBIX B Tal0. 1 cienyert, uro Y,=12 n Z,=12/20. Ilpu
oTKase 4 u 6oee JIEMEHTOB cUCTeMa OyJeT HECBs3HA, CJICI0BATEIIbHO, Z 4= 25 = Z6=1

Tab6auna 2. CocTossHMA cHCTeMbl HAa puc. 3 MpH oTKa3e 3 3JIeMeHTOB

1 23 - 1 34 -
2 24 - 2 35 +
3 25 - 3 36 +
4 26 - 4 45 +
5 34 - 5 46 +
6 35 + 6 56 -
7 36 + 7 45 -
8 45 + 8 46 -
9 46 + 9 56 -
0 56 - 0 56 -

Tadauua 3. Pe3yabTarsl pacuera XapakTepUMCTHK CHCTeMbl Ha puc. 3

1 Pi Yi| Zi *1 VA Q1 Ri

0 1 10,5644739301 | O 0 0 0 0,0000000000 | 0,5644739301
1 6 [0,3386843580| 0 0 0,2 0 0,0000000000 | 0,3386843580
2 15 |0,0846710895| 3 0,2 0,5 0 0,0169342179 | 0,0677368716
3 20 |0,0112894786 | 12| 0,6 1 0,33333 | 0,0067736872 | 0,0045157914
4 15 10,0008467109 | 15 1 0 0,6 0,0008467109 | 0,0000000000
5 6 |0,0000338684 | 6 1 0 1 0,0000338684 | 0,0000000000
6 1 10,0000005645 | 1 1 0 1 0,0000005645 | 0,0000000000

Pe3ynbrarel ocTanbHBIX pacdeToB IpHuBeACHBI B Ta0. 3. [TogcTasisis nanHblie U3 Ta0i. 3 B BEIpaKEHUS

(26), (27), (37), nomyunm:
T, =20,000 gac.

R=0,975411
T, =0,504 yac.

l'IpnMep AHAJIHU3Aa HAJCKHOCTH CETH COCTOH]J.[Cﬁ U3 WICHTUYHBIX BOCCTAHABJIMBAECMBbIX 3JICMECHTOB.

O603Ha41M m YKCIIO y370B, N — uyncio pedep. Cnenyer oOpaTuTh BHUMaHUE Ha TO, UTO JUIS KX I0M
napbl 3HAYEHHU N, M CYIIECTBYET TOMOIOTHsI, 00€CIeUrBalOIas MAKCUMAaIbHBIM YPOBEHb HAI€KHOCTH.
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Jyist onipeiesieHrst TaKUX TOTIOJIOTUH OBLITM MCIIOIB30BaHbI aITOPUTMBI, TIpeaiokenHblie [ T. Apramono-
BBIM B pabore [5].

Certb ¢ napamerpamu m=20, n=24.

Jlj1 oCTHKEHUST MaKCUMAaJIbHOM HaJIe)KHOCTU HY’KHO HalWTH CETh MUHUMAJILHOTO JHaMeTpa C KOJIU-
YECTBOM Y3JI0B 2*(n-m) UMEIOIIHX CTETICHb 3, 1 PABHOMEPHO PacHpeIeIUTh Y3JIbl CTENEHHU 2 10 pedpam
3TOi ceTH. B pesynbrare Oyziet mosy4ena ceThb, IpeaCcTaBlIeHHas Ha puc. 4. 3Ha4eHus Y, 3TOM CETH MOTY T
OBITH OIPEJICIICHBI ITyTEM MOJHOTO IIepedopa BceX BO3MOKHBIX COCTOsIHUI. Pe3ynbrarel pacyeToB npea-
CTaBJIeHbI B Ta0I. 4a u Tab. 40.

Puc. 4. Cetb ¢ mapamerpamu m=20, n=24

Tabmuna 4a. 3navyenusn Y, u Z, 1as ceTu Ha puc. 4

1 1 2 3 4 5 >=6
Y. 0 12 328 4082 29960
Z, 0 0,043478 |0,162055| 0,384252 0,704875 1
Tabanua 46. 3nauenust Ty, T, R ceru na puc. 4
A T, Te. R
0,1 2,13 0,3334 0,864576
0,01 390,86 0,4845 0,998762
0,001 41415,64 0,4986 0,999988

MUcnonb3oBaHne Apyrux Kpurepmes paboTocnocobHOCTU U moaenen
HaZAEeXHOCTU CeTn

Jlo TaHHOTO MOMEHTAa Mbl UCIIOJB30BAIM B Kau€CTBE KpUTEPHs pabOTOCTIOCOOHOCTH CBA3HOCTh BCEX
y3710B cetu. OTHaKO YMECTHO 3aJaTh BOMPOC: SABJISETCS JIM OTKA30M IOTEPs CBSA3U C OJHUM U3 Y3JI0B?
Ecnu Mbl cunTaeM TOMyCTUMOM MOTEPIO CBSI3HOCTH C h-y371aMH, TO MOYKHO HCIIOJIB30BATh CJETy IO
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KpuTepuil paboTOCIIOCOOHOCTH CETH: CETh CUMTAETCS PabOTOCTIOCOOHOM, €CIIM YUCIIO CBS3HBIX y3JI0B
> m-h. JlanHbBIN KpuTEpHUil pabOTOCIIOCOOHOCTH CETH paccMaTpuBalics B padore [6].

[TomydeHHbIe pe3yabTaThl MOKHO MCIOIB30BATh U B 3TOM CiIydae, TOJIbKO He0OX0IUMO BHECTH COOT-
BETCTBYIOIME U3MEHEHHS B AIITOPUTM OIIPENEIEeHNs 3HaueHui Yi. B Tabn. 5 npusenens snauenus Ty,
1 R, ipu pa3nu4YHbBIX 3HAYCHUSX h, I CETH IpeICcTaBICeHHON Ha puc. 4.

Tabauua S. 3navenus Ty, R npu pasanvubix 3Hayenusx h
nas cetu Ha puc.d (A=0,01; p=1)

h T, R
1 5780,49 0,999943591
2 9843,50 0,999967012
3 31455,53 0,999990157

Mo:xHO 0c1abuTh OrpaHHYEHUE HA PaBHOHAIEKHOCTh pedep. Kaxmoe pedGpo MOKHO MpeACcTaBUTh B
BU/JIE MOCJIEI0BATEIHLHOTO COSAMHEHUS ONPEACICHHOIO KOIMYECTBA PAaBHOHAICKHBIX eMeHToB. [1pu
3TOM B CTPYKTYpY CETH BBOAATCS (PUKTUBHBIE y37bl. [locie Takux npeoOpa3oBaHuii ONIpeestoTCs 3Ha-
uenus Z,. Eciu oTKasan oMH U3 JIEMEHTOB, COCTABIAIOIIMX PEOPO, TO 3TO PeOPO yAAISETCS U3 CETH.
CBS3HOCTB ceTH IpoBepsieTcst 0e3 yuera (UKTUBHBIX y3JI0B.

Crnenyet oOpaTUTh BHUMaHUE HA TO, YTO MOJTYUYSHHBIE PE3YJIBTaThl MOXKHO HCIIOTIB30BATh B TOM Cllyyae,
KOTJIa OTKa3bIBAIOT Y3IIbL, a peOpa abcomoTHO HaiexkHbI. OTKAa3 y371a MOKHO IPOMOJIEITUPOBATH yIaJIeHUEM
BCeX pedep, UCXOAAIIUX U3 ITOTO y3Ia.

JlaHHBIN METOJ aHallM3a HAJECKHOCTH CeTel MOXHO MCIOJIh30BaTh U B TE€X CIydasx, Korga padoTo-
CHOCOOHBIMU CUMTAIOTCS TOJIBKO T€ COCTOSIHUSA, MPHU KOTOPHIX BEJIMYUHA OINpPENEICHHBIX MapaMeTpoB
CETH, HampuMep, BpeMs Mepeladyr WA MPOMyCKHas COCOOHOCTh, OYAyT YIOBIETBOPSTH 3aaHHBIM
3HAYEHUSIM.

Jlist ceTelt GONbIION pa3MEPHOCTH CTATUCTHIECKYIO OLIEHKY 3HAYEHUH Z; MOKHO ONPEENMTh, HCTIONb3Ysl
meton Monte-Kaprno. I'enepupyercst ciaydaiiHas KOMOMHAIUS U3 1 OTKA3aBIIMX AJIEMEHTOB, TIOCTIE ITOTO
poBepsieTcs padoTOCOoCOOHOCTh ceTH. OTHOIIEHHE KOTMYECTBA UCTILITAHUM, IPU KOTOPBIX CETh OKaXKETCs
HEPabOTOCIIOCOOHOH, K OOIIEMY YHCITY UCTIBITAHUH OyJET SBISTHCSA CTATUCTHYECKON OLIEHKOM Z,.

OZHaKo CJIelyeT yUHTBIBATD TO, YTO [UIsl JOCTHIKCHHS BHICOKOH TOYHOCTH CTATUCTHYCCKOM OLCHKH Z;
KOJIMYECTBO UCIBITAHUI JOJKHO OBITH J0CTaTo49HO Bemuko (10°-10°).

Moaesnb HapeXHOCTU CeTU COCTOoALLLEeN U3 UOEHTUYHbIX
HeBOCCTaHaBJIMBaeMbIX 3JIeMeHTOB

Eyz[eM npeamnoaratb, 410 y3Jibl CCTH a0COIIOTHO HaACXHBI, a pe6pa HNACHTHUYHBI IO HAJCKHOCTH,
OTKAa3bIBAIOT HC3aBUCHUMO APYT OT Apyra U UMCIOT 9KCIIOHCHIUAJIBHOC paCIIpCaACIICHUC BPCMCHHU pa6OTBI
J0 OTKa3sa.

PaCCMOTpI/IM Oc1b MapKOBa, OITMCBIBAIOIIYIO UBMCHCHUC COCTOSIHUM CETH B MOMEHTHI OTKa3a e¢ dJIe-
MCHTOB.

Ecmmn IIpHU HAJIMIUHU i-1 oTKa3aBIIMX 3JIEMEHTOB CETh ObLIa pa60Tocnoc06Ha, TO IIPU OTKa3€ i-ro sie-
MCHTAa OHa € BEPOATHOCTBIO Z*i MepeXouT B Hepa6OTOCHOCO6HO€ COCTOAHHC, UJIU C BEPOATHOCTBIO 1- Z*i
OCTaHCTCA B pa6OTOCHOCO6HOM COCTOsIHHH.

Ecmu IIpu HAJIUIHUHU i-1 oTKa3aBIIMX 3JIEMEHTOB CETh ObLIA Hepa60Tocnoco6Ha, TO IIPH OTKA3¢ i-To
QJICMCHTA OHAa C BEPOATHOCTBIO 1 octaHeTcs B Hepa60TOCHOCO6HOM COCTOsAHHUU.
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Jnarpamma nepexo0B paccMaTpUBaEMOro Ipoliecca rokazaHa Ha puc. 5. CoCTOsHUS i’ COOTBETCTBYIOT
PaboTOCTIOCOOHBIM COCTOSIHUSIM CETH, @ COCTOSTHUS i ” COOTBETCTBYIOT HEPAOOTOCTIOCOOHBIM COCTOSTHUSIM

CCTHU IIpH OTKA3€ i DJIEMEHTOB.

Puc. 5. luarpamma n3MeHEHHUsI COCTOSTHUH ceTu

Beenem o603nauenus Q;,— BEPOATHOCTH pabOTOCIIOCOOHOTO COCTOAHUS, @ @, ~BEPOATHOCTH HEPAOO-
TOCIOCOOHOTO COCTOSIHMS CETH TP OTKa3e€ i oneMeHToB. U3 onpenenenus Z, cneayer

0.=1-2 (17)
0.=Z7,. (18)

B coorBeTcTBUM ¢ AMAarpaMMoi U3MEHEHUS! COCTOSIHUANM CETH HA PUC. S MOYKHO 3alucarh
0,=0,y(1-2") (19)

OTKyJa
* Q- ~ %0

Z i
Q(i—l)‘

(20)

[Moncrasnss B (20) 3nauenus Q,, u Q;, u3 (17) u (18), nomyunm

7t = Zi il (21)

o.=[1-7",=1-z,. (22)

Jlyist onipeneneHusi CpeHET0 BPEeMEeHH padOThI 10 OTKa3a PacCMOTPHUM HEMPEPHIBHBIN MapKOBCKUN
IIpoLECcC, ONMMCHIBAIOLINI MOBEJEHUE CUCTEMbI BO BpeMeHU. COCTOSIHMS Mpoliecca 3aJatoTcsl YHCIOM
OTKa3aBILIUX JIEMEHTOB U COCTOsIHMEM ceTu [7]. AuarpamMma u3MeHEHUN COCTOSIHHM 3TOro mpoiecca
MoKa3zaHa Ha puc. 6.
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(n-i+1)Mz )

O O S
1z (-Di1z5) (n-i+DHA(1-Z")

Puc. 6. MapkoBckuil iporiecc U3MEHEHHs COCTOSIHUN CETH

O003HaYMM MHTEHCHUBHOCTH OTKa30B 371eMEHTOB A. [IycTb B HEKOTOPBIIF MOMEHT BPEMEHH UMEETCS i
OTKa3aBIIMX JIEMEHTOB U CETh IIPU ATOM paboTocriocoOHa. 3a 6ECKOHEYHO MaJIbIi IPOMEKYTOK BPEMEHHU
At MOXET MPOU30UTH OJHO U3 CICTYIOIINX COOBITHI:

- CeTh ocTaHeTcsi B pab0TOCIIOCOOHOM COCTOSTHUH. BeposiTHOCTE 3TOr0 coOBITHS (1-(N-i)A At);

- OTKaxeT eI1e OUH IEMEHT U CETh NEPeiIeT B HEpabOTOCIOCOOHOE COCcTOsTHIE. BeposTHOCTB 3TOTO

3 * .
coOwrtus (1-(n-i)A Z*,,, At);
- OTKaXXeT eIlle OWH AIIEMEHT, HO CETh OCTAHETCS B pabOTOCIIOCOOHOM COCTOSTHIH. BeposTHOCTB 3TOTO
3 *
cobwrtus (1-(n-iA (1-2%*,, ) At).

B HEJX YIIPOIICHU A aHAJTUTUYICCKHUX BBIKJIIAIOK MHOKCCTBO HepaGOTOCHOCO6HBIX COCTOSIHUM 3aMEHUM
OJTHUM TOTJIOUIAIOIIUM COCTOSIHUEM (puc. 7).

0

Puc. 7. MapkoBckuii mpouecc U3MEHEHHUS] COCTOSIHUN CETH C MOMIOIIAIOIINM COCTOSTHUEM

BeposiTHOCTH npeObIBaHMs Mpoliecca B Pa3IMYHbIX COCTOSHUAX B MPOU3BOJIBHBIII MOMEHT BPEMEHHU
P,(t) MOryT OBITH HaliICHBI IIyTEM PELICHUS CIIEMYIOMIEH CHCTEMBI TU((HEPEHIHATBHBIX YPABHEHHUIA:

% =M B (1) = A By (1) = =A, By (1)
_ag ff) = AP ()= LB~ NP =M P (- P() (23)
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0P (1) ..
—2==)» APt
at ; 1 l( )
3mech
A=(n-i)L
N =(1-72%,0) N
N=ZE L

LA
k— MaIiCII/IMlaJ'IBHOC YKCIIO DJIEMEHTOB, TIOCIIE 0TKa3a KOTOPBIX CETh MOXKET OBITH pabOTOCIIOCOOHA.
Pemmm cucremy muddepeHimanbHbix ypaBHeHHH (23), ucnonb3ys npeodpazoBanue Jlamaca, npu

HavyanbHbIX ycnosusx Py(0)=1, P,(0)=0 Vi=0.

BBenem o0o3HaucHHE

F(s)=[ P(t)e™"0t
0
Torna cucrema nuddepeHnnanbHbIX ypaBHeHUH (23) IPUBOIUTCS K CUCTEME alreOpandecKux ypas-
HEHUU OTHOCHUTENBHO F(S).
SFy(5)= 1=, Fy (s)

sE(s)= 7‘;—11:;—1 (s)—A, Fi(s) (24)
S (5)= Y AE(S)

OTtkyna umeem

Fs)= s +l7u
F6) =2 F () (25)

1

I,
F ()=~ Y NF(s).
S =0
OTO pelIeHre MO3BOJISET MOMYyYUTh BBIPAXKEHUE ISl CPETHETO BpeMeHH paboThl 10 0TKa3a

T= k F(s)ls=0. (26)

i
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PackpsiBas (25), momydanm

1 1
FO(O)Z}TOZH (27)
N f[(l—zj)
E(0>=ff:_l(0>=’:(ln_—m. (28)

Hcnonb3ys (22), BeipaskeHue (28) MOKHO yIIPOCTUTH

|i|(1—2j)
J=1 _ I_Zi
FO)= (n—i)A _(n—i)k. 29)

Torma u3 (26) cnemyer

T:li(l_zj‘). (30)

Bripaxenue (30) mo3BoJsieT onpenenuTh 3HaYCHHE CPEAHEr0 BpeMeHH paboThl IO 0TKa3a MO U3BECT-
HBIM 3HAYEHUSM Z, 1 A.
Omnpenenum 3Hauenue T mys ceTu, npeacrasiaeHHoi Ha puc. 1 mpu A=0,01 (1/9ac)

191 211 269
T =100 —+— L (ED ) 2100% 22 < 64,047 (vac.
Gt GP37GY 420 (vac.)

CpaBHeHUue ¢ N3BeCTHbIMU pe3yJibTaTaMu

B nensix mpoBepKu MMoly4eHHOT0 BBIPAKEHUS OIIPEIeINM CpEAHEE BpeMs padOThI 10 0TKa3a CUCTEMBI,
JIUIST KOTOPOM M3BECTHBI AHAIUTUYECKHUE OICHKH (puc. 3).

B [4] MOXHO HAWTH CIIEAYIOIINE BHIPAKEHUSI.

BepostHoCTh 6€30TKa3HON pabOThl CUCTEMBI U3 2-X MapajuieIbHO COETMHEHHBIX MIEHTUYHBIX dJie-
MEHTOB

Rt) — 1_ (1 _eflt)Z — 2677\1‘ _6727\1‘ .

BepositHocTh 0e30TKa3HON pabOTHI CUCTEMBI cOCTOSIIEH M3 3-X OAMHAKOBBIX, MOCIEAOBATEIbHO
COCIUMHCHHBIX ITOACUCTEM

n(t) ( (t))

n([) (2e—kt —ZM)3 — Sefm _ 12e—4kt + 6e—5kt _e—ém )
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Cpennee Bpems pabOThI CUCTEMBI IO OTKa3a paBHO

° 18 12 6 1. 1,42 1
T=|P,dt=—(-——+—-——>)=—(—)=0,7—.
{ W= ST T 0 A
Jlyia onpezneneHusi CpeAHET0 BPEMEHH IO 0TKa3a C UCIOoNb30BaHUEM BbipaskeHus (30), HeoOxoaumo
ONpPENENUTh 3HaYeHUs U Z,. Jlyisi paccMarpuBaeMoy cuctembl oM pasubl: Z,=0,0; Z2,=3/15; Z,=12/20;
2,=7,=7271.
[Toxcrarisist 5Tr 3HaUeHUs B BeipaxkeHue (30), momyyaem

1
»

+(2)l+(i)l):l(£):(),7l_

7= 1
B 5 1574 2073 A 60 A

1
—+
(6

,Z[aHHBIfI IMPUMEP TAKIKE ITOKA3BIBACT, YTO npennaraeMHﬁ MCTO MOXXHO MCIIOJIB30BaTh AJIA OIIPEACIICHUSA
CpE€AHETO BpEMCHHU pa6OTBI A0 OTKa3a CJIOXKHBIX IMOCIEA0BATCIbHO-IIAPAJUICIIbHBIX CUCTEM, COCTOAIIUX
U3 HACHTHYHBIX HCBOCCTaAHABJINBACMBIX 3JICMCHTOB.

Mpumep aHann3a HageXXHOCTU CEeTU COCTOSILLLEeN U3 UAEHTUYHbBIX
HEeBOCCTaHaBJIMBAeMbIX 3JIEMEHTOB

0O0603HaYMM M — YUCIIO Y3710B, N — YKciIo pedep. PaccmoTpum cetsb ¢ mapamerpamu m=20, n=24, (puc. 4).
3HaueHus Zi 3Toii ceTH MOTYT ObITh OIPEEIIEHBI IyTEM MOJIHOTO epedopa BceX BOBMOKHBIX COCTOSTHUM.

[Ipemiaraemslii METO MOYKHO UCTIOJIB30BATh MIPU JPYTUX KPUTEPHSIX paboTocriocoOHocTH cetu. Harmpu-
Mep, CeTh cUUTaeTCcsi paboTOCIOCOOHOM, €CIIM YHCIIO CBA3HBIX y3710B >= m-h. [lony4yeHHsle pe3yabrarsl
MO’KHO HCIIOJIb30BaTh U B 3TOM CiIydae, TOJIbKO HEOOXOIMMO BHECTH COOTBETCTBYIOLME U3MEHEHUS B
aJrOPUTM OIIPENEIEHUs 3HaueHui Z,. B Tabin. 6 npuBeneHsl 3Ha9€HUs Z, IPU Pa3IMYHBIX 3HAYEHUSX h
JUTSA CETH, MPEJCTaBIeHHON Ha puc. 4. Onpenenenne 3nauenuil Z, mpu k>0 oCyImeCcTBIsAIOCH METONAOM
MomrTe-Kapno. KonndecTso ucnbiTanuii cocrasnsio 10°,

Tabauua 6. 3navyenust Z, npu pasauvHbIX 3Ha4eHusix h ausa cern Ha puc. 4

i/h 0 2 4 6 8 10
1 0,0000000 0,00000 0,00000 0,00000 0,00000 0,00000
2 0,0434783 0,00000 0,00000 0,00000 0,00000 0,00000
3 0,1620553 0,01581 0,00000 0,00000 0,00000 0,00000
4 0,3841521 0,07980 0,01498 0,00435 0,00296 0,00000
5 0,7048748 0,25247 0,08813 0,03329 0,01644 0,00000
6 1,0000000 0,56194 0,27850 0,13070 0,05976 0,00324
7 1,0000000 0,86648 0,56942 0,33252 0,17912 0,04445
8 1,0000000 1,00000 0,82642 0,58123 0,36764 0,16783
9 1,0000000 1,00000 0,96544 0,79849 0,57894 0,34029
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10 1,0000000 1,00000 1,00000 0,93211 0,76173 0,52593
11 1,0000000 1,00000 1,00000 0,98807 0,89262 0,69336
12 1,0000000 1,00000 1,00000 1,00000 0,96470 0,82566
13 1,0000000 1,00000 1,00000 1,00000 0,99360 0,91743
14 1,0000000 1,00000 1,00000 1,00000 1,00000 0,97046
15 1,0000000 1,00000 1,00000 1,00000 1,00000 0,99403
a | 0,214850615 0,29501 0,354027 0,411813 0,476755 0,571528

- (1-2)
oc:g; —

n

T= a*\

3aknyeHue

[Tonydensl aHATUTUYECKHE BBIPAXKEHUS JIJ151 ONIPEACICHUS 3HAYECHU I MOKa3aTeie HaJeKHOCTH CETEN,
COCTOSIIIUX U3 UICHTUYHBIX AJIEMEHTOB, KOTOPHIE UMEIOT AKCIIOHEHITMAILHOE PacTIpe/ie]IiCHUE BPEMEHH!
paboTHI 10 OTKa3a U BpEMEHU BOCCTAHOBJIEHUS. [Ipr 3TOM MOXKHO CUMTaTh aOCOTIOTHO HAJIEKHBIMU KaK
y3JIbl, TaK ¥ pebpa cetu. JJ0CTOBEPHOCTh MOJYYEHHOTO pe3yibTara MOATBEPKIACTCS MyTeM pacuera
MoKasaresyiel HaJIeKHOCTH MOCIIeA0BaTeIbHO—TIapalICIbBHOW CUCTEMBI, JIJII KOTOPOI W3BECTHHI aHAIN-
TUYECKHE OLICHKH.
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Structural reliability. The theory and practice

Tkachev O.A.

RELIABILITY ANALYSIS OF NETWORKS CONSISTING
OF IDENTICAL ELEMENTS

The paper offers analytical models, which allows obtaining expressions for determining the reliability in-
dices of networks consisting of identical elements. For networks consisting of recoverable elements, the
mean time between failures and the mean time to repair in steady-state operation are considered as
reliability indices. In assessing the reliability of networks of non-repairable elements, such an index is the
mean time to failure.

Keywords: reliability indices of networks, Markov processes, mean time to failure, mean time to repair.

Introduction

Many modern engineering systems have a network structure. For example, telecommunications, energy
and transportation systems have such a structure. In the design of similar systems, a lot of attention is
paid to providing the high level of reliability.

The reliability of a network depends on several factors: the reliability of components, the topology and
control algorithms used. This paper proposes a method of estimating the reliability indices of a network
according to its topology.

In the analysis of networks reliability, determining the values of parameters describing the behavior
of network states is of considerable interest. For networks consisting of recoverable elements, the mean
time between failures and the mean time to repair in steady-state operation are considered as reliability
indices. In assessing the reliability of networks of non-repairable elements, such an index is the mean
time to failure.

These reliability indices of networks can be determined if the process of changing network states is
represented in the form of Markov process, which states are described by the number of failed elements,
and network states.

The simplest criterion of network operability is its connectivity. The network is connected if between
any pair of nodes, there is at least one path.

Network connectivity will be used in considered examples as criterion of network operability, but the
obtained expressions are valid when using other criteria of network operability.
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Model of network reliability consisting of identical
recoverable elements

Networks refer to the class of systems with a complex structure. A characteristic feature of such systems
is that under a certain number of failed elements the system can be either in upstate or in failed state. For
example, considering the network shown in Fig.1 we cannot say for sure whether it would be connected,
if you remove two or three edges.

Fig. 1. Example of a network

We shall use the number of sections of power i as the main parameter that will allow us to determine
the network reliability indices under consideration. We will denote this parameter as Yi.

Let us determine the values of Yi for the network shown in Fig. 1. Since the network under considera-
tion is doubly connected, the removal of one edge cannot break its connectivity, therefore, Y,= 0. We
shall consider all the possible states of the network after removing 2 and 3 edges respectively in order to
determine the values of Y, and Y.

As aresult of the analysis of the network shown in Fig. 1, it is possible to determine that in this network
there are two sections of power 2 and 14 sections of power 3, therefore, Y,=2, Y;=14. Any combination
of i edges for i > 3 will be a section.

Knowing the values of Y1, we can determine the values of the probability that with i edges failed, the
network will turn out to be disconnected. We denote this index as Z;.

The value of Z, is equal to the ratio of Y, to the total number of possible combinations of i elements
out of n, where n is the number of edges in the network:

7, =+, (1)

Let us consider a Markov process, describing the change of network states in case of failure and resto-
ration of its edges. Each state of the process is described by a particular combination of failed edges and
the network status (connected and disconnected).

We denote the connected states and disconnected state of the network when i edges failed as (i’) and
(i”) respectively.

We shall denote a set of connected states of the network as E_, and a set of disconnected states of the
network as E_.
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/* )
(e

e Ui TT

Fig. 2. Markov process of network states changes

In [1] it is shown that the mean stay time of a Markov process on the set of states E_ to the first transi-
tion into one of the states of the set E_ can be determined from expression (2).

>
T — i=0

e — 2)
P
; i i

+

The mean stay time of the process on the set of disconnected states E_ to the first transition into one
of the states E_ can be determined from expression (3).

>r
T — =0

E T ) 3)
e
i=0

where P., P. are the probabilities of states, and
A’ is the transition rate from the state (/') to the state (i +1) ;
W’ . is the transition rate from the state (i) to the state (i—1) .

The total failure rate of edges in the state i is equal to (n-i) 4, the total recovery rate is equal to u;
therefore:

A =(n—i)AZ; (4)

W=z, 5)

where Z", is the probability that at the failure of one edge the network will transit from a connected
state (i ) into a disconnected state (i +1) ;

Z” is the probability that at the recovery of one edge the network will transit from a disconnected state
(i") into a connected state (i —1) .

The relationship of values Z", ’ 2", and Z, was established in the study [2].
The values Z*,and Z~, can be determined from expressions (6) and (7) respectively.
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. Z.,-Z
2N ©

sk Z
Z. :Z;_l 7

l

And by substituting the values 7‘*,-' and u*i" from expressions (4) and (5) into expressions (2) and (3)
respectively, we will obtain the following:

TE+ — i=0 (8)

T, =——= . 9)
uyiP.(1-2")
i=0

The values of P, P. may be determined as follows.

Since all edges are identical in terms of reliability, then all states with i failed edges are equiprobable.
The probability that i edges will be in failure state in the network is equal

(Mu)"(’;]
Pi:—

(I+A/p)" (10)
from the definition of Z; we obtain the following:
P =(1-Z)P (11)
P.=ZF. (12)
The probability of the network stay in connected state at an arbitrary time point is the following:
R= i]j : (13)
i=0

The value of R may also be determined from the expression:
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TE
T (14)
T, +T,

Table 1. The values of Y,Z. Z.', Z." for the network shown in Fig. 1

i Yi Zi Z* VA
0 1 0 0 0

1 7 0 0,095238 0

2 21 0,095238 0,336842 0

3 35 14 0,4 1 0,238095
4 35 35 1 0 0,4

5 21 21 1 0 1

6 7 7 1 0 1

7 1 1 1 0 1

By substituting the values of Y; Z. Z.*, Z."" from Table 1 in expression (8), (9), (14) for .= 0,1 (1/h),
and p =1 (1/h), we obtain the following values of reliability indices under consideration.

T, =23,769 h.
T, =0,469 h.
R =0,980645

Rough estimates of reliability indices

Analyzing the limits of the expressions obtained for 4 /u — 0, [3], it is possible to obtain rough esti-
mates of reliability indices.

1

E, :k(k/u)s—l*S*Ys (15)
1
T, =— (16)
s*u

For the network shown in Fig. 1 s=2, Y =2

By substituting these values into expression 14,15,16 for A = 0,1 (1/h) and p =1 (1/h), we will obtain
the following:

T, =25 h.
T, =05 h.
R =0,980392
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Comparison with known results

In order to verify the obtained expressions, we shall define the values of reliability indices under con-
sideration for the system presented in Fig. 3, for which analytical estimates are known.

12 -1 40 16

Fig. 3. A serial-parallel system

The following expressions can be found in [4].
For s identical elements connected in parallel with the parameters A, L.

fo= 1
E s*U

ZLE

r= -
z‘E+ +i,

For k identical serially connected recoverable subsystems.

1
T, =——
k*(1/1, )

R=r*

1-R
I, =T, T

- +

By substituting s =2,k =3, A=0,1 (1/h), p=1 (1/h) in the above expressions, we will obtain the fol-
lowing:

T, =20,000 hours

R=0,975411

T, =0,504 hours

To determine these reliability indices, using expressions (8), (9) and (14) it is necessary to define the
values of Yi and Zi.
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It is obvious that Y, = 0 and Z, = 0.0. Upon failure of two elements, three combinations lead to dis-
connection (downstate) of the system. These combinations are (1,2), (3,4), (5,6). The total number of
possible combinations is 15, therefore, Y, =3 and Z, = 3 /15. To determine Y, and Z,, we shall consider
all possible combinations out of three elements (see Table 2). From the results presented in Table 1, it
follows that Y, = 12, and Z, = 12/20. In case of failure of four or more elements, the system will be dis-

connected, therefore, Z, =Z,=7,= 1

Table 2. States of the system shown in Fig. 3 for failure of three elements

1 123 - 11 234 -
2 124 - 12 235 +
3 125 - 13 236 +
4 126 - 14 245 +
5 134 - 15 246 +
6 135 + 16 256 -
7 136 + 17 345 -
8 145 + 18 346 -
9 146 + 19 356 -
10 156 - 20 456 -

The results of other calculations are presented in Table 3.

Table 3. The results of characteristics calculation of the system presented in Fig. 3

1 Pi Yi | Zi | Z%1 | Z*% Qi1 Ri

0 1 ]0,5644739301| O 0 0 0 0,0000000000 | 0,5644739301
1 6 10,3386843580| O 0 | 0,2 0 0,0000000000 | 0,3386843580
2 15 |0,0846710895 0,2 | 0,5 0 0,0169342179 | 0,0677368716
3 | 20 |0,0112894786| 12 | 0,6 | 1 |0,33333 | 0,0067736872 | 0,0045157914
4 15 |0,0008467109 | 15 | 1 0 0,6 0,0008467109 | 0,0000000000
5 6 10,0000338684 | 6 1 0 1 0,0000338684 | 0,0000000000
6 1 10,0000005645 | 1 1 0 1 0,0000005645 | 0,0000000000

By substituting the data from Table 3 in expression (26), (27), (37), we will obtain the following:
T, =20,000 hours

R=0,975411

T, =0,504 hour

An example of reliability analysis of a network consisting of identical
recoverable elements

Let us denote the number of nodes as m and the number of edges as n. It should be noted that, for
each pair of values of n, m, there is a topology that provides the highest level of reliability. Algorithms
proposed by G.T. Artamonov in [5] were used to determine these topologies.
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The network with the parameters m = 20, n = 24.

For achieving the maximal reliability, it is necessary to find the network with a minimum diameter
and with the number of nodes equal to 2*(n — m) having the degree of 3, and evenly distribute the nodes
of degree 2 over the edges of this network. As a result, the network presented in Fig. 4 will be obtained.
The values of Y, of the network can be determined by exhaustive search of all possible states. The results
are presented in Tables 4a and 4b.

®
Fig.4 The network with parameters m =20, n = 24

Table 4a. The values of Y, and Z, for the network shown in Fig. 4

i 1 2 3 4 5 126
Y. 0 12 328 4082 29960
0 0,043478 0,162055 0,384252 0,704875 1

Table 4b. The values of T

e Tgs R for the network shown in Fig. 4

A T, Ty R

0,1 2,13 0,3334 0,864576
0,01 390,86 0,4845 0,998762
0,001 41415,64 0,4986 0,999988

The use of other criteria of operability and models of network reliability

Up to this point, we have used connection of all nodes across the network as a criterion of its operability.
However, it is appropriate to ask a question: can the loss of connection with one of the nodes be consid-
ered as a failure? If we consider the loss of connection with h nodes to be permissible, then it is possible
to use the following criterion of network operability: the network is considered operable if the number
of connected nodes > m — h. This criterion of network operability was analyzed in the study [6].

The obtained results can be used in this case, but it is only necessary to make appropriate changes to

the algorithm determining the values Yi. Table 5 shows the values T, and R, for different values of h in
the network shown on figure 4.
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Table 5. The values of T, and R for different values of /
in the network shown in Fig. 4 (A=0,01; p=1)

h Ty, R

1 5780,49 | 0,999943591
2 9843,50 | 0,999967012
3 31455,53 | 0,999990157

You can loosen the restriction on reliability equality of edges. Each edge can be presented as the serial
connection of a certain number of elements with equal reliability. At that, dummy nodes are introduced
into a network structure. The values of Z.. are determined after such changes. If one of the elements con-
stituting an edge has failed, then this edge is removed from the network. Network connection is checked
without dummy nodes.

It should be noted that the obtained results can be used when nodes have failed and edges are completely
dependable. Node failure can be simulated by removing all the edges outgoing from that node.

This method of reliability analysis of networks can be used even in those cases when only those states
are considered as operable ones, in which the quantity of certain network parameters, such as the trans-
mission time or capacity, will satisfy the specified values.

For large-scale networks, the statistical estimation of values of Z; can be determined using the Monte
Carlo method. First, a random combination out of i failed elements is generated, and then the network
operability is checked. The ratio of the number of tests, in which the network would be in downstate, to
the total number of tests will be a statistical estimate of Z..

However, please note that in order to achieve the high accuracy of statistical evaluation of Z, the
number of trials must be large enough (10°-10°).

Reliability model of network consisting of the identical
non-recoverable elements

We assume that the network nodes are absolutely dependable, and the edges are identical in terms of
reliability, and they failed independently of each other and have an exponential distribution of operation
time to failure.

Let us consider a Markov chain, which describes the change of the network states in moments of failure
of its elements.

,@----

@ 1-z' . sz»@_________»@

Fig. 5. The diagram of network state changes
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If with i-1 of failed elements the network was operable, then in case of failure of the i-th element the
network transits into downstate with the probability Z*i , or with the probability 1- Z*i it will remain in
upstate.

If with i-1 of failed elements the network was in downstate, then in case of failure of the i-th element,
the network will remain in downstate with the probability equal to one.

Transition diagram of the process under consideration is shown in Fig. 5. The states i’ corresponds to
the network upstates, and the states i” correspond to the network downstates when i elements failed.

We shall introduce the notation Q,,as the probability of upstate, and @, as the probability of downstate
of the network when i elements failed. From the definition of Z; we have the following:

0,=1-7 (17)

0.=7 (18)

In accordance with the diagram of network state changes shown in Fig. 5 we can write the follow-
ing:

0, = Q(i—l)'(l_Z*i) (19)

whence

7" :M (20)

1
Q(i—l)'

By substituting the values of Q,,and @,, from (17) and (18) in (20), we will obtain

z =Lt % 1)

o.=-2",=1-2. (22)

To determine the mean time to failure, we shall consider the continuous Markov process that describes
the behavior of a system over time. A number of failed elements and the state of the network [7] specify
states of the process. State transition diagram of the process is shown in Fig.6.

Let us denote the failure rate of elements by A. Suppose that at some point in time there are i failed ele-
ments, and this network is operable. For an infinitely small time interval At, any of the following events
can occur:

- The network will remain in upstate. The probability of this event is equal to (1- (n-i)A At);

- One more element will fail, and the network transits into downstate. The probability of this event is
equal to (1-(n-i)A Z*, ; At);
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(n-i+1)Mz ;)

(1)  (n-DM(1-z) (n-i+1)A(1-z")

Fig. 6. Markov process of network state changes

- One more element will fail, but the network will remain in upstate. The probability of this event is
equal to (1-(n-i)A (1-Z*,, ) At).

In order to simplify the analytical calculations, we shall replace a set of downstates by one absorbing
state (see Fig. 7).

Fig. 7. Markov process of network state changes with absorbing state

The probabilities of process stay in different states at an arbitrary time point P,(t) may be found by
solving the following system of differential equations:

SO B -1BO =B
S B 0= R EO-LEO =1L P O-A PO (23)
() _ &,

where A=(n-D)A A =(1- Z*, ) A,

N=ZE 0

k is the maximum number of elements after the failure of which the network can be in upstate.

Let us solve the system of differential equations (23), using the Laplace transform with the initial

conditions P (0)=1, P,(0)=0 Vi#0.
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We shall introduce the following notation F(s)= J‘P(t)e*s’at
0

Then the system of differential equations (23) is reduced to the system of algebraic equations with

regard to F (s).
sFy(s) =1=N Fy(s)

sE(s)= A By (8) =), F(s)
SE, ()= S ME()

Hence, we have the following:

1
+A,

Fols) =~

A
F(s)=—-F
I(S) S+7\«i z—l(S)

F ()=~ S MEE).

This solution allows obtaining the expression for the mean time to failure:

r=Y EE)=0

i

Expanding expressions (25) we will obtain

1 1
F,(0) WY
N f[(l—zj)
E(0)=7:—f11*?_1(0)= F(ln—l)x

Using (22), expression (28) can be simplified as follows:
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F(0)=""— " (29)

Then from expression (26) it follows
1 S (1-2)
T=—) ———. 30
A g)‘ n—i (30)

The expression (30) allows determining the value of the mean time to failure by means of the known
values of Z; and A.
Now we shall determine the value of T for the network shown in Fig. 1, at A = 0,01 (1/h)

+ (2)1+ (2) l) —100%2% . 64,047 (hour).

T=100%+1
76 2I'5 354 420

Comparison with known results

To verify the obtained expression, we should define the mean time to failure of the system, for which
analytical estimates are known (see Fig. 3).

In [4], the following expressions can be found.

The probability of failure-free operation of the system consisting of two identical elements connected
in parallel

Et) — 1_ (1 _efM)Z — Zeflt _elet )

The probability of failure-free operation of the system consisting of three identical serially connected
subsystems.

_ 3
R7(x) - (P(t))
Pﬁ(t) — (2677% _6727\1‘)3 — 887370 _128747% + 6efs7nt _6767%

The mean time to failure of the system is equal to

2. 6 1, 142 (o1

T 1 8
T=|P,0t=—(z——
!”(” 2G5 ™ %o A

To determine the mean time to failure by using expression (30), first, it is necessary to define the values
of Z.. For the system under consideration, they are as follows:
7,=0,0; Z,=3/15, 2,=12/20; Z, = Z; = Z=1.

o7



RELIABILITY ANALYSIS OF NETWORKS CONSISTING OF IDENTICAL ELEMENTS

By substituting these values into (30), we will obtain:

This example also shows that the proposed method can be used to determine the mean time to failure
of complex serial-parallel systems consisting of identical non-recoverable elements.

An example of reliability analysis of the network consisting
of identical non-recoverable elements

Let us denote by m the number of nodes and by n the number of edges. Now we shall consider a net-
work with parameters m = 20, n = 24 (see Fig. 4). The values of Zi of the network can be determined by
exhaustive search of all possible states.

The proposed method can be used with other criteria of the network operability. For example, the network
is considered operable if the number of connected nodes > m — h. The obtained results can be used in this
case, but it is only necessary to make appropriate changes to the algorithm determining the values of Z.
Table 6 shows the values of Z, for different values of  for the network shown in Fig. 4. Determination

T =

1
»

GH+ED

12 1

8 .1
+(—)—)=
154 (20)3)

1 42
A 60

1

—(C)=0,7-

A

of Z, for k > 0 was carried out by using the Monte Carlo method. The number of tests was 10°.

Table 6. The values of Z, for different values of / for the network shown in Fig. 4

i’h 0 2 4 6 8 10

1 0,0000000 0,00000 0,00000 0,00000 0,00000 0,00000
2 0,0434783 0,00000 0,00000 0,00000 0,00000 0,00000
3 0,1620553 0,01581 0,00000 0,00000 0,00000 0,00000
4 0,3841521 0,07980 0,01498 0,00435 0,00296 0,00000
5 0,7048748 0,25247 0,08813 0,03329 0,01644 0,00000
6 1,0000000 0,56194 0,27850 0,13070 0,05976 0,00324
7 1,0000000 0,86648 0,56942 0,33252 0,17912 0,04445
8 1,0000000 1,00000 0,82642 0,58123 0,36764 0,16783
9 1,0000000 1,00000 0,96544 0,79849 0,57894 0,34029
10 1,0000000 1,00000 1,00000 0,93211 0,76173 0,52593
11 1,0000000 1,00000 1,00000 0,98807 0,89262 0,69336
12 1,0000000 1,00000 1,00000 1,00000 0,96470 0,82566
13 1,0000000 1,00000 1,00000 1,00000 0,99360 0,91743
14 1,0000000 1,00000 1,00000 1,00000 1,00000 0,97046
15 1,0000000 1,00000 1,00000 1,00000 1,00000 0,99403
o | 0,214850615 0,29501 0,354027 0,411813 0,476755 0,571528
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k
(1-Z)
o=
;‘ n—i
T=a*A

Conclusion

The analytical expressions for determining the values of reliability indices of networks consisting of
elements that have an exponential distribution of time to failure and recovery time have been obtained.
At the same time, nodes and edges of the network can be considered as completely dependable. The ac-
curacy of the obtained result is confirmed by calculating the reliability indices of a serial-parallel system
for which analytical estimates are known.
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CTpyKTypHas HageXXHoCTb. Teopus U NnpakTuka

dengorosa l.A.

PESEPBUPOBAHUE KAK COCTABHAA HACTb NPOBJIEMbI
HAAEXHOCTU B 9JIEKTPO3HEPIETUKE

Crartbsi nocssiieHa npobsieme pe3epBuUpPOBaHNSI FreHEPUPYIOLLINX MOLLIHOCTEN B EANHO 3/1eKTPO3HepreTn-
yeckowi cucteme (ESC) Poccun. PaccMoOTpeHbl UCrosib3yeMble B COBETCKUI nepuoa v B HACTOsILLIEe Bpe-
Ms1 noAxoAbl K ee PeLleHunio, 0COOEHHOCTU PEe3epPBUPOBaHUS B PbIHOYHLIX yC/10BUsiX. [TpuBeneHs! oblume
MPUHUMIMBI PE3EPBUPOBAHUS, UCTOb3YyeMble B Poccum n 3a pybexom rnpu BepTuKasibHO-UHTErPUpoOBaHHOM
MepapxnM4ecKkori CTPYKTYPE yrpaB/IeHNS 37IEKTPOSHEPIEeTUKOV U B PbIHOYHOM cpeae. [aHbl pekomMmeHaaummv
rno gopaboTke oTAesIbHbIX HOPMATUBHBIX OKYMEHTOB, PEriaMeHTUPYIOLLINX NopsAoK Bbibopa n pa3mMelle-
HUS1 pe3epBHbIx MoLuHocTeri B EQC n pa3paboTke onTuMu3aumoHHbIX MOAENer a5 peLleHvst 3aaa4 pe-
3€epBUPOBaHNS B MHOMO30HHOM 3HEProoObeanHEeHNN.

KnrouyeBble cnoBa: 3/1eKTPO3HEPreTnka, Pe3epBuUpPOBaHNe reHepupyrLLMX MOLLIHOCTed, banaHcoBasl Ha-
JEXHOCTb, 9HEPropbIHOK, KOHKYPEHTHbI! 0T6OP MOLLIHOCTH.

BBepeHue B Nnpo0sieMy U OCHOBHbIE NMPUHLUMUMNbI pe3epPBUPOBaHUSA

PesepBupoBaHue sSBIsSETCS OIAHMM U3 ITIaBHBIX CPEACTB MOBBIIIECHUS HAAEXKHOCTU B SHEPreTHKE
Ha BCEX BPEMEHHBIX YPOBHSX YIpaBIICHUs deKTpodHepreTndeckumu cucremamu (33C). OHo obe-
CMIEYMBACT YACTUUYHYIO KOMIICHCAIMIO CHIDKEHUST HaA&KHOCTU B DDC, BOZHUKAIOIIETO BCJIEACTBUE
0TKa30B 00opynoBaHusl, HapymeHus TorumBocHabkeHus TOC u BogocHabxkenus ['9C, OTKIOHEHUS
dakTrueckux ycnouit pyHkuuonupoBanust 39C OT MPOrHO3HBIX. 3a1a49a OMPEISICHIS ONTHMAITBHON
BEJIMYMHBI U Pa3MEIICHUs PE3ePBOB MOIIHOCTH B OOBEIMHEHHOM SJIEKTPOIHEPreTHUECKON cucTeMe
(O3C) ¢ orpaHUYCHHBIME TPOITYCKHBIMH CTIOCOOHOCTSIMHU MEKCUCTEMHBIX IEKTPUICCKUX CBSI3€H OUCHb
ciokHa. HecMoTpst Ha ToO, 94TO 3TOW MpOOIEMOI 3aHUMAIOTCS yKe OoJiee MOIyBeKa, 10 HACTOSIIEro
BPEMEHH HE CYIIECTBYET €IMHOTO OOIIENMPHHITOrO moaxoaa kK ee pemenuto [1-3]. Ilpu momHOCTHIO
LEHTPAJIN30BAaHHOM YIIPaBIEHUHN OTPACIbIO CYIIECTBYET PETYIUPYIOIINUNA OpraH WU peryiupyromas
BEPTUKAJIbHO-MHTEIPUPOBaHHAsl KOMIIAHUS, OTBEYAIOILAsl 32 BHIOOP U MOAJIEp)KaHUE Pe3epBa FeHEPH-
PYIOLIEH MOIITHOCTH, IOCTaTOYHOTO [T 00ecrieueHHst HeOOXOAUMOTO YPOBHSI HAJIEKHOCTH. B ppIHOUHOM
cpelie caM pIHOK MOKET pelllaTh, KaKoi ypOBEHb pe3epBa MOLTHOCTH HYKHO 00€CIICUUTH AJIsi COOIIO-
JICHUS] HOPMaTUBOB HAa&KHOCTHU M KaK €T0 pa3MelaTh B 3HeproodbseanHeHnu. Ho u B Takux Mozemnsax
yIpaBlIeHUE pe3epBaMH HE OCYLIECTBISIETCS 0€3 KaKoTro-IM00 aJMUHUCTPATUBHOTO BMEIIATEIHCTBA.
B yciioBHsIX 3HEprophIHKa MOAXO/IBI K BEIOOPY U pa3MeIIeHHO pe3epBoB MOITHOCTH B ODC MEHSIOTCS
B 3aBHCHMOCTH OT THUIA M CTPYKTYPHI pPbIHKA.
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B snektposHepreTHyeckux cucreMax ¢ IeHTPaTU30BAHHBIM PHIHKOM MOIIHOCTH, K YHCTY KOTOPBIX
otHocutca EDC Poccun, ¢popmMupoBanune pe3epBOB T€HEPUPYIOIIUX MOIIHOCTEH MPOU3BOAMUTCS MO-
CPEICTBOM KOHKYpeHTHOro otoopa Momuoctu (KOM) B cOOTBETCTBUU ¢ TpeOOBaHUSAMH U MIPABUIAMU
sHepropbiHka. OCHOBHBIEC (PYHKIIMU 1O (OPMHUPOBAHHIO MTPABIII PHIHKA MOIIIHOCTH U TpeOOBaHUI K TOA-
nepxanuto HaaéxkHoctu EDC Poccuu Beimonnser Cuctemusiii onepatop (CO) (D3 Ne 250 ot 04.11.2007).
[Tpu mpoBeneHUN KOHKYpEeHTHOTO oTOopa MomHoctu CO ompenensier moTpeOHOCTh B MOIIIHOCTH TIO
30HaM PbIHKA U OTOMpPAET C Y4EeTOM OTpaHUYEHUI MO MPOMYCKHBIM CIOCOOHOCTSAM CETU HEOOXOIUMBIE
00bEMBI TEHEPUPYIOLIEH MOIITHOCTH, 00eCTIEYMBAIOIINE JOCTATOYHBIN YPOBEHb OalaHCOBOM HAAEKHOCTU
10 MUHUMAaJIbHOU cTouMOoCcTH. OCHOBHBIE SKOHOMUYECKUE MPUHIIUIIBI 00ecnieueHust Haa&xkHoct DOC B
Poccun B ycnoBusix sHepropbsiHka omnpeneneHsl OenepanbHbiM 3ak0HOM “O0 37eKTposHepreTrke” (cTa-
TbU 6, 9, 18, 20, 38, 39 [4]). B cOOTBETCTBUU C 3TUM 3aKOHOM YIIpaBiI€HUE HAAEKHOCTBIO U PE3epBaMU
B 2JIEKTPOIHEPIeTUKE JOHKHO OBITh OCHOBAHO HA paclpeeICHUH OTBETCTBEHHOCTH 3a UX 00eCIeyYeH-
HOCTh MEXAY CyObEKTaMU OTHOIIEHUN M KOOPIWHAIUHU TOM OTBETCTBEHHOCTH Ha OCHOBE COYETAHUS
TOCYAapCTBEHHOTO PETyIUPOBAaHUSA M PHIHOYHBIX MEXaHM3MOB. HecMOTpst Ha GombIlioe pazHoOOpasue
MOJIXOJIOB, UCIIOTIB3YyEeMBIX JJIs BEIOOpa M pa3MEIIeHUs Pe3EPBOB T'eHEPHUPYIOIIEH MOITHOCTH B MUPOBOMA
MPAKTHKE, BCE OHU OCHOBAHBI Ha CIEAYIOUINX OCHOBHBIX MPUHIIUIIAX.

1. Pe3epBupoBaHue SABIISETCS TEXHUKO-3KOHOMHUYECKOH MPOOIEMOIi, peleHne KOTOPOl CBS3aHO Kak
C MPOBEIECHUEM TEXHUYECKUX MEPOIPHUATHI, TaK U C ONTUMHU3ALUEN pPEe3EpPBOB MOIHOCTH HAa OCHOBE
Maremaruueckux mozeneil. CylecTByeT JBa OCHOBHBIX MOAXOJA K PELICHUIO 3a]ad ONTHUMAaJIbHOTO
pe3epBUPOBaHUs: HOPMAaTUBHBIN U 3aTpaTHbli. HopMaTuBHBIN OCHOBaH Ha BHIOOPE BEJIUUMHBI pe3epBa
MOIITHOCTH B SHEProo0beMHEHUH U ero pazmernieHnH o I3C ¢ 1enbo obecreueHus HOpMaTUBHOTO
ypoBHs 0anancoBoit HanéxHocTH B ODC 1 HaIEKHOCTH AIIEKTPOCHAOKEHU NOoTpeOuTenel. 3aTpaTHbli
COCTOMUT B ONTUMU3ALUU PE3EPBOB M0 SKOHOMUYECKUM KPUTEPHUAM, BKIIIOYAIOIIMM 3aTpaThl HA CO37a-
HUE Pe3epBOB U yIepO OT HEAOOTIYCKa IEKTPOIHEPTUU TOTPEOUTENAM, 00YCIOBICHHOTO Je(UIIUTOM
moturHocTH. [Tockonbky oOecnieyeHre aOCOMIOTHOM HaIEKHOCTH YKOHOMUYECKH He3(h(HEKTUBHO, TO IPU
ONTUMM3ALMU Pe3epBOB MOITHOCTH B DC nokeH ObITh cOOMOAEH OalaHC MEXAy 3aTpaTaMy Ha CO3-
JlaHKE U TIOAJIepKaHUE PE3EPBOB U YIIepOOM MoTpeduTeieil OT HelOOCTaBKHU AEKTposHepruu. Kak B
Poccuu, Tak u 3a py6exoM NpUMEHSI0TCs 00a 1MoIxo/a.

2. 3ajauM pe3epBUPOBAHMS PEIIAIOTCS B3aMMOCONIACOBAHHO HA dTalax IUIAaHUPOBAaHUS Pa3BUTUSA
ANEKTPOIHEPreTUKHU U pyHKUHMoHupoBanus DIC. YiipapieHue IIaHUPOBaHUEM Pa3BUTHS OTPACIIU IIpe/l-
I10JIaraeT CO3/IaHUE PE3EPBOB yCTaHOBIEHHOW MOIIHOCTH DOC U BBIIEJIEHUE HA UX CO3/1aHUE ONPENEIIEH-
HbIX prHaHCOBBIX cpeAcTB. [Ipu pyHnkunonnpoBanuu 93C pe3epBbl HCHONB3YIOTCS 10 CBOEMY NPSIMOMY
Ha3HAYCHMIO — JUId oOecreyeHus: 0alaHCOBOM HAaA&KHOCTH M HAaAEKHOTO CHAOXKEeHUs MoTpeduTenen
3NEeKTpOol’HEprueil Tpedyemoro kauectBa. [Ipu 3TOM, HacKOIbKO 3(h(HEKTUBHO pPe3epBbl UCIOIb3YIOTCS
B YCJIOBHSIX 3KCIUTyaTallMM, HACTOJBKO OIPABIaHbl 3aTpaThl HA MX CO3JAaHUE HA HTale IIAHUPOBAHUSA
pa3BUTHSL.

3. Ins onpeneneHus ONTUMAIbHOM BEIMYUHBI M pa3MELeHHUs Pe3e€pBOB MOIIHOCTH B 3HEProoone-
JUHEHUH UCIIOJIb3YIOTCSI OLICHOYHBIE U BEPOSTHOCTHBIE MOAXObl. B MUPOBON IIPAKTUKE HIMPOKOE MC-
I10JIb30BAHUE TIOJYUYMIH BEPOSITHOCTHBIE METOBI U MOAEaU. OHU NO3BOJISAIOT YUYNUTHIBATH aBAPUITHOCTD
TeHEPUPYIOLIETO U CETEeBOro 00OPYI0BaHUs, CllyyaiiHble KoJleOaHusl Harpy3KH U OIIMOKHU €€ MpOrHo3a,
NepepbIBbl TOIJIMBOCHAOXKEHHUS, OTCTABaHUs CPOKOB BBOJA HOBBIX MOIIHOCTEH M Jpyrue cilydaiiHble
(bakTOpBbI, BAUSIOMNE HA HAIEKHOCTD.

4. OCHOBHYIO CIIO)KHOCTb B PEILICHUHM 3a7a4 HaI&KHOCTH U PE3€PBUPOBAHUS B YHEPrOOOBEIUHEHHUH C
OrpaHUYEHHBIMH MPOITYCKHBIMH CIIOCOOHOCTIMH MEKCUCTEMHBIX CBS3€H ABIAETCS YUET 3TUX OrpaHuyde-
HU, pa3HOBPEMEHHOCTH MPOXOKACHNS MAKCUMYMOB HAarpy30K U Pa3IM4uil HX XapaKTEePHbIX rpauKoB.
[TpuMeHnTENBHO K COBPEMEHHBIM YCIOBHUAM (DYHKIIMOHUPOBAHUS U pa3BUTHUS 2J1€KTposHepreTuku Poccun
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®enepanbHbIM 3aK0HOM “O0 AIEKTPOIHEPTreTHKE” BBEIEHO MOHATUE 30HBI CBOOOHOIO NEpETOKa MOIII-
Hoctu (3CIIM). Hanuuue Gomnpiioro koauuecTBa Takux 30H B EJC, He Bceraa TeppUTOpHAIbHO COBIA-
JIAIOIIUX C PErMOHAILHBIMU HEPIrOCUCTEMAaMU, YCIIOKHHIIIO TPOoOIeMy yuéTa YKa3aHHBIX (PaKTOpPOB.

ITpu MHOTO30HHOM NPECTABICHUU SHEPrOOObEANHEHNUS UCIIONb3yEMbIE B MUPOBOM MPAKTUKE KPUTEPUH
BbIOOpA BETMUMHBI M Pa3MEILCHHs PE3epBOB MOILHOCTH, a TAKXKe M0Ka3aTesn 0anaHCOBOM HaJEKHOCTU
HE SIBJISIFOTCS B JJOCTATOUHOW Mepe 000CHOBAaHHBIMH U HOCST, KaK MPaBUIIO, SMIMPUUECKHUIA XapakKTep.
IToaTomy [uist penieHus 3afad pe3epBUpoBaHMs B Poccuy He MOXKET HCIIOJIB30BaThCsl B YMCTOM BUE
Kakasi-1moo 3apyoexHas Metoauka. Heo6xonum HayuyHO 000CHOBAaHHBIN OAXO0/1, KOTOPBIH Obl yUUTHIBAI
(akTHUECKOE COCTOSIHUE OTPACIIU U COBPEMEHHBbIE TPEOOBaHMS K HAAEKHOCTH, CIICU(PHUKY Pa3BUTUS U
¢dynkumonupoBanust 99C B ycIoBHsX 3HepropbiHka. Jlo Hadana peopMUpOBaHHs OTPACIIH CYIIECTBO-
Bajia He€papxuyuecKasi CucTeEMa yIpasieHUs HaJEXHOCThIO U pe3epBaMu MoutHocTd B EDC. OTHOMIEHN
MEXTY IPOU3BOAUTEIISIMU U TOTPEOUTENAMH 3IEKTPOIHEPTUU CTPOUIIMCH Ha BHIIOJTHEHUH 0053aTEIIbCTB,
MHCTPYKUUH U yKa3aHuil. [lepexon oT IeHTpaaIn30BaHHOM CUCTEMBI YIIPABIICHUS IEKTPOIHEPIETUKOM K
PBIHKY € 3aKOHOJATEJIbHON U UMYIIIECTBEHHOM OTBETCTBEHHOCTBIO 33 YPOBEHb HaJIEKHOCTHU BCEX CTPYKTYP,
CBSI3aHHBIX C IPOU3BOJICTBOM, TPAHCIIOPTOM, PACHpeIeIEHHEM U TOTPEOICHUEM IIEKTPOIHEPT UM, TpeOyeT
NIEPEOCMBICIIEHUS] IPUHLUIIOB (POPMUPOBAHUS PE3EPBOB I'€HEPALIUU B HJIEKTPOIHEPTETUYECKUX CUCTEMAX,
nepecMoTpa MoaxXoA0B K 00eCeYyeHUI0 HaAEKHOCTH. TpaAuLIMOHHbIE IPUHIUIIBI 00eCTIeUeHUs HaIEX-
HOCTHU U JieHicTBytolIas cerofgns B Poccum npakTuka BeIOOpa M pa3MeEIIeHUs] Pe3epBOB I'eHEpUpYoIIen
mourHocTd B EDC N0omKHBI ObITH CKOPPEKTHPOBAHBI, B IIEPBYIO OYEpe/lb B YACTU KPUTEPUEB NPUHATUS
YIpaBJIeHYECKUX PELICHUN B PhIHOYHBIX YCIOBUSX, TPEOOBAHUH K BUJIaM U YPOBHSM PE3E€PBOB € YUETOM
COBPEMEHHOTO COCTOSIHUSL 000PY0OBAaHUS NEKTPOCTAHIMM U 3JEKTPUUECKHX ceTel [5].

BbiOOp U pasMelleHne pe3epBoB reHepupyiowei mowHocTn B EQC
Poccuvn Ha 3Tane nnaHNpoBaHUA Pa3BUTUSA 3NIEKTPOIHEPreTUKn

[Ipu ynpaBieHUH pa3BUTHEM AJIEKTPOIHEPTETUKH 3a/1aul BEIOOPA U pa3MeIlleHHUs] pPe3epPBOB YCTAHOB-
JIEHHOU reHepupytoiei MmomHoctTu EQC pemarorcst B pa3HbIX BpEMEHHBIX pa3pe3ax:

- IPY TUITAHUPOBAHUU PA3BUTHSI SIEKTPOIHEPTETUKH (C 3a0IaroBpeMeHHOCThIO 7 — 15 ner);

- mpu nipoekTupoBanuu pa3Butus EDC (¢ 3abmaroBpeMeHHOCTHIO 5-10 J1eT);

- IpU PYHKIMOHUPOBAHUH JIOJITOCPOYHOTO PHIHKA MOLTHOCTH (C 3a06J1aroBpeMeHHOCThIO 4 — 5 11eT).

[Tpu mIaHupoOBaHUHU PA3BUTHUS NEKTPOIHEPreTUKU hopmupyeTcs [ eHepanbHas cxema pa3MemieHus 00b-
€KTOB AJIEKTPOIHEPTeTUKY C IeTANU3aLKUEH 10 00beIMHEHHBIM SHEPrOCUCTEMAM, KOTOPasi KOPPEKTUPYeTCs
He pexe oHOoro pasa B 3 roga. PazpabarsiBaroTcst cxeMbl U iporpammsl pa3Butusi E9C, 00beMHEHHBIX
U pEerHOHaTbHBIX YHEPTOCUCTEM, ONPEIeIAoIre cOaTaHCHPOBaHHbBIE TIAHBI PA3BUTHUS TEHEPUPYIOLIUX
MOIITHOCTEH U AMEKTpHUeCKUX cereld [6]. OmHoM U3 TIaBHBIX 3a]1a4 Ha 3TOM dTaIle SBIISETCS BEIOOP BEIH-
YHHBI PE3EPBOB YCTAHOBICHHON T€HEPUPYIOIIEH MOIIIHOCTH B YHEProcUcTEMaX MM 30HaX CBOOOTHOTO
MepeToKa MOIIHOCTH, 00ECTICUNBAIOIINX OaJlaHC MEX/Ty IPOU3BOJICTBOM U MOTPEOICHUEM 3IEKTPOIHEPTUN
u MolHocTu. E€ peleHre ocymiecTiasieTcss Ha OCHOBE CUCTEMbI HOPMAaTHBOB: Ha MOKa3aTesn 0a1aHCcoBON
HaAEKHOCTH; HA MPOIYCKHBIE CTIOCOOHOCTH MEKCUCTEMHBIX NEKTPUUYECKUX CBSI3EH, B TOM YHCIE IS
peanu3anny pe3epBOB MOIIHOCTEMN; Ha 3anachkl ToruBa Ha TOC, Boasl HA [DC U T. 1.

Jlns onpenenenuss HEOOXOAUMOTO pe3epBa TeHEPUPYIOIIEH MOIIHOCTH Ha 3TOM dTare OI[eHUBAaeT-
Csl BeIMYMHA HEOOXOAMMOI TOMOTHUTENbHONW K UCXOJHOMY YPOBHIO YCTaHOBJIEHHOW MOIIHOCTHU B
EDC. IIpu 5TOM BBOABI JOMOJHUTEILHON FEHEPUPYIOLIECH MOIITHOCTH, €€ CTPYKTypa U pa3MelleHHe
JIOJKHBI 00€ecTeunBaTh MOKPHITHE MPOTHOZUPYEMON HATPY3KHU ¢ YUETOM BO3MOKHBIX MPEBBIIICHUIM
HaJl 0’KUJAeMOU BETUYNHON, BOZMOKHOCTD TPOBEACHHUS IIJIaHOBBIX PEMOHTOB T'€HEPHUPYIOIIET0 000-
PYAOBaHMS U KOMIIEHCALIUIO MOIIIHOCTH, BEIBEZACHHOM M3 paOOThI 110 MPUYNHE MOJTHBIX WIH YACTHYHBIX
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oTKa30B. [IloTpeOHOCTH BO BBOJE JOMOJHUTEIBLHON YCTAHOBICHHOW MOIIHOCTHU OMpEAeIIsieTCs Mpu
COCTAaBJICHUH IEPCIEKTUBHBIX OAIIAHCOB ANEKTPUUECKON MOLTHOCTHU U 3HepTruu. [1pu sToM pemrarorcs
3a/1a4d MPOTHO3UPOBAHMS POCTA HArPY30K U AJIEKTPONOTPeOIeH s ; BHIOOpa ONTUMAIbHONU CTPYK-
Typbl BHOBb BBOJMMOMN MOIIHOCTH; OMpPEACICHUS MECTOIOJOXKEHUSI U €€ OCHOBHBIX ITapaMeTpoOB,
0uepEAHOCTH CTPOUTENHbCTBA, PACHIUPEHUS, PEKOHCTPYKIIMU U TEXHUYECKOTO MEepPEeBOOPYKEHUS
anekTpoctaniuid. [lepcnekTuBHbBIE 0anaHCchl MOIHOCTH U 3Heprun B EDC pa3pabaTeiBatoTcs ¢ yuéTom
YyCIIOBUH COBMECTHOM paboThl pernoHaabHbIX d3HeprocucteM B ODC. [1pu paznenenun EDC Ha 30HbBI
CBOOOIHOTO TEpEeTOKa MOITHOCTH OanaHChl cocTaBisitorcs At EDC B 11e10M U 171 KaXKA0# 30HBI,
KOTOpBIE 3aTe€M COIJIacyloTcs M yTouHstoTcs. HeoOxoaumble pe3epBbl MOIIHOCTH B PETHOHATBHBIX
20C unu 3CIIM onpenenstoTcs ¢ yu€éTOM CETEBBIX OrpaHuYeHU. B pe3ynbrare A5 BhINIOJTHEHUS
oOmrero 0ananca MomHOCTH EQC myTéM TEXHUKO-IKOHOMUYECKUX PACUETOB MPUHUMAIOTCS PEIICHUS
110 TUTAHUPOBAHHUIO HOBBIX TEHEPUPYIOMKUX MOMHOCTEeH B DDC M YCUIECHHUIO TPOMYCKHBIX CIIOCO0-
HOCTEU MEXKCHUCTEMHBIX CBS3€Hl.

3HaueHHs He0OXOIMMOT'0 pe3epBa MOIITHOCTH B SHEProoObeAMHEHHSIX ITpU hopMupoBaHuH [ eHepanbHOI
CXEMBI pa3MeIleHUsI 0ObEKTOB JEKTPOIHEPTETUKU MPUHUMAIOTCS KaK J10Jis (B MPOLIEHTaX) OT MaKCH-
MyMOB Harpy3ku. OHH omnpesneneHbl B MeTonn4ecKux peKoOMEeHIalusIX M0 NPOEKTUPOBAHUIO PA3BUTHUSA
sHeprocucrem [7].

Ha sTane npoekTupoBaHus B CBSA3HM C YMEHBLICHHEM 3a0JIarOBPEMEHHOCTHU MPUHITHS peteHui (5 —
10 neT) cHUXKaeTCsl CTENeHb HEOIpeleIEHHOCTH CIIpoca Ha DJIEKTPUUECKYIO0 SHEPTUi0 U TpedyeMoro
YBEJIMUYEHUS YCTAHOBJICHHBIX MOIIHOCTEH JIJIsl €T0 YIOBJIETBOPEHUA. B 3THX yCIOBUSAX OCYIIECTBISETCS
KOPPEKTUPOBKA yPOBHSI pe3epBa reHEPUPYIOIINX MOIIHOCTEH, CTPYKTYPbI MOLITHOCTH, POpMUpYIOLIEH pe-
3epB, ¥ €ro TEPPUTOPHAIILHOTO pa3meltieHus. [Ipu 3Tom npoBoAUTCS MpoBEepKa NEPCIEKTUBHBIX OATaHCOB
MOIIIHOCTH U YHEPT'HH, BHECEHNE KOPPEKTUBOB B MPOEKT Pa3BUTHUS B Cllydyae UX HapyIICHUs, YTOUHEHHE
00bEMOB MOCTABIIIEMBIX YHEPrOPECYPCOB U MPHU HEOOXOAMMOCTH U3MEHEHUE MECT UX pa3MelIeHHS,
XapaKTEePUCTHUK HOBBIX IEKTPOCTAHIUI U CETeH, KOPPEKTUPOBKA MPOIYCKHBIX CIIOCOOHOCTEH CBsI3el U
OLICHKA YPOBHs 0alaHCOBOW HaJAEKHOCTH.

Benuunna pezepBa MOITHOCTH B SHEPrOCUCTEMAax Ha 3TOM 3Tale pacCUUTHIBACTCS HA OCHOBE CIICLIU-
aJbHBIX OIICHOYHBIX PACYETOB MPU PACCMOTPEHUU PA3IUYHBIX aBAPUMHBIX CUTyaluil ¢ yuéToM (yHK-
[IMOHAJILHOTO Ha3HAYEHHUS €r0 COCTAaBJIAIOIMMX (ONEepaTUBHOM, PEMOHTHOM U cTparermdeckoit). [lpu
3TOM ONEPATUBHBIN pe3epB JOHKEH 00ecreurnBaTh HOPMATHUBHYIO HAAEKHOCTh MOKPBITUS HArpys3oK,
OIICHMBAEMYIO BEPOSITHOCTHIO Oe3nedunutHor padotelt D9C. PeMOHTHBIN pe3epB JOKEH KOMIIEHCH-
POBaTh CHI)KEHUE YCTAHOBJICHHOW MOIIHOCTH YHEPTrOCHUCTEM, CBSI3aHHOE C BBIBOJIOM I€HEPUPYIOLIETO
o0opya0oBaHus B IUIAHOBbIE peMOHTHI. Ero BennynHa onpesensercsa Ha Iepruo/l IPOX0kKASHUS TOI0BOTO
MaKCMMyMa Harpy3kyd Ha OCHOBE XapaKTEPUCTUK U KOHCTPYKTUBHBIX 0COOEHHOCTEH 000pyaoBaHUS C
y4€TOM HOPMATHUBOB Ha MEPUOJUYHOCTD U JUTUTEILHOCTh PEMOHTOB. CTpaTernyeckuii pe3eps JA0JKEH
KOMIIEHCUPOBATh HApYIIECHHs OajlaHca MOLTHOCTH U3-3a HETIPEIBHUICHHBIX €r0 OTKJIOHEHUH OT IPOTHO34,
CBSI3aHHbIE B OCHOBHOM C MHEPIIMOHHOCTBIO SHEPTEeTHUECKOTO0 CTPOUTEIHCTBA /UM C ONEPEKAIOIIUM
pa3BUTHEM CMEXHBIX OTPACIICH.

C 3a0maroBpeMeHHOCTBIO 4 — 5 JIeT P PyHKIIMOHUPOBAHUH IOJITOCPOYHOTO PhIHKA MOLTHOCTH BEJTUYH-
Ha 1 pa3MelieHue pezepBoB MoiHocTH 1o 3CIIM onpenensitorcs [lonoxxenneM o nopsike onpeaeieHus
BEJIMUMHBI CIIPOCA Ha MOLTHOCTD U IUTAHOBBIX KOA(PGUIIMEHTOB pe3epBUPOBAHUS MOLUTHOCTHU B 30HaX [8].
B cooTBeTCTBUM C 3TUM MOJIOKEHUEM BEJIMUMHA CIIPOCAa HA MOIIHOCTh ONPEeAeTCs MPOU3BEICHUEM
BEJIMUMHBI IPOTHO3UPYEMOTO B TOJl TIOCTAaBKM MaKCUMAJIBHOTO YaCOBOTO MOTPEOICHUS 3IEKTPUYECKOM
SHEPrUM B 30HE U IJIAHOBOTO KOA(pdUIIMEHTa PE3ePBUPOBAHNUS MOILITHOCTH 332 BEIYETOM 00BEMOB MTPOU3-
BOJICTBA JIEKTPUYECKON SHEPTUU TeHEPUPYIOIIUMHU 00bEKTaMU, (DYHKIIHOHUPYIOIIUMHU Ha PO3HUYHBIX
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pBhIHKaX. MakcuMaIbHBIN 4acOBOM 00beM MOTPEOICHUS dJEKTPUUCCKON IHEPTUU B 30HE ONPEICIIAETCS
CucTeMHBIM ONEPAaTOPOM Ha OCHOBE MPOTHO3a MOTPEOICHUS MOIIHOCTU MO TEPPUTOPUSM CyObEKTOB
Poccwuiickoit @eneparuu, BKIIIOYEHHOTO B porpammy paszsutus EDC. [TnanoBbIi ko pummeHt pesepBu-
pOBaHMs MOIIHOCTH paccuuThiBaeTcs CuctemHubIM orneparopoM aiist 3CIIM kak cymma nokazaresnst 1,17,
K03((UIIMEHTa TPOrHO3HOTO HEI0MCIIONIb30BaH s MOIIIHOCTH U K03(p(pUlineHTa, yUUTHIBAIOLIETO SKCIOPT
anekTpuueckoi sueprun. KoaduuneHt nporao3Horo HeJJOUCIONb30BaHUSI MOIIHOCTH OIpEeIIsIeTcs
OTHOIIIEHUEM CPETHEMECSYHOIO CHIKEHUSI MOILIHOCTH, 00YCIOBIEHHOTO MPOBEACHUEM BHEIJIAHOBBIX
PEMOHTOB I€HEPUPYIOLIEr0 000PYI0BaHMUSI, K BEJIMUKNHE MPOTHO3UPYEMOT0 MAaKCUMAJILHOTO 00BbeMa 1o-
TpeOJIeHHs B COOTBETCTBYIOIIEH 30HE.

JleiicTByro111as cxema IUTaHUPOBAHKUS Pe3epBa MOIIHOCTH B 3JIeKTposHepreTrke Poccuu 1 ucnosib3yemble
HOpPMaTHUBHbBIE JOKYMEHTBI, peIJIaMEHTHPYIOIINE MOPAI0K BbIOOPA BETUYMHBI HEOOXOAMMOIO pe3epBa
MOIIIHOCTH U ero pa3menienus B EDC, 6butn pa3paboTaHsl 1sl yCIOBUN HEHTPATU30BAaHHOTO YIIPABICHUS
oTpacibio [6-8]. B MeTtoanueckux peKOMEHIalMsAX M0 MPOSKTUPOBAHUIO PA3BUTHS dHEProcuctem [7]
3HAYEHUS OTIEPATUBHOTO pe3epBa MOLTHOCTH, 3aBUCAIIETO OT CTPYKTYPbl YCTAHOBJICHHOT'O 000PYI0BaHUS
AIIEKTPOCTAHIIMA, €T0 TUIIOB, EAMHUYHBIX MOIIIHOCTEH U aBApUHHOCTH, BEIMYMHBI BEPOSITHOTO OTKIIOHE-
Hus 0ajaHca MOIIHOCTH CUCTEMBI OT MPOTHO3a, BEIYUCIISIOTCS HA OCHOBE HOPMATUBHBIX 3HAYEHUH ITHX
nokaszatesiei, MPUHSATHIX ellé B coBeTckoe BpeMs. B [lonmoxeHnu o mopsiike omnpezesieHus: BeTUYUHbI
CIpoca Ha MOITHOCTh M TUIAHOBBIX K03 dumumeHToB peseppupoBanus MoutHocTd B 3CIIM [8] BBIOOP
IUTAHOBOTO KOA(QHIMEHTa pe3epBUPOBAHUS HE OCHOBAH Ha HEMOCPEICTBEHHOM aHalln3e 0anaHCOBOM
HaAEKHOCTU. DTH TOKYMEHTHI TPeOYIOT JOPaOOTKH B UaCTH Y4ETa (PyHKIIMOHUPOBAHUS PIHKA MOIIIHOCTH
Y COBPEMEHHBIX TpeOoBaHU K HaAEKHOCTU. B uacTHOCTH:

1. Ucnionws3yemas metoauka pazouenus Ha 3CIIM HenocTaTouHO 000CHOBaHA B YaCTH BHIOOpA OITH-
MaJbHOTO pe3epBa B 30HAX C YUETOM HaJAEKHOCTU IIPU pean3aliy MMOJIHOIICHHOTO KOHKYPEHTHOTO OT-
0opa MOIIHOCTEH.

2. 3agaHue eIMHOTO IS BCEX 30H PhIHKA MMokaszaresns 1,17 He oGecrednBaeT ONTUMAIBHOCTh BBIOOpa
BEJIMYUHBI U Pa3MEIIEHHSI pe3epBa MOIIIHOCTH T10 30HaM, MOCKOJIbKY IIPU 3TOM HE YUUTHIBAIOTCS pa3Inyus
B 30HAX 110 COCTaBY U CTPYKType FEHEPUPYIOLINX MOIIHOCTEHN, €TUHUYHBIM MOILITHOCTSIM M aBApUHHOCTH,
IO CBSI35IM C JIPYTMMH 30HaMHU U UX MPOMYCKHBIM CIIOCOOHOCTSIM.

3. Ucnionp30BaHnE OLIEHOYHBIX MOAXOI0B MPHU BEIOOPE BEIMYHHBI Pe3epBOB MOIHOCTH B DDC He 1o-
3BOJISIET YUUTHIBATH ClIydaliHble (DaKTOPbI, BIUSIOUINE HA HAIEKHOCTDb, HYKHbI BEPOSITHOCTHBIE METO/IbI
u Monenu. Takue MeTo/ibl IPUMEHSIUCH B MPAKTUKE IJIAHUPOBAHUS Pa3BUTHUSL SHEPrOCUCTEM B HaIIeH
CTpaHe B COBETCKHIl IEPUOJ] U LIUPOKO UCIIOIB3YIOTCS 32 PyOeKOM.

CrnenoBatenbHO, IPaKTHUKa BBIOOpA U pa3MelleHHsI pE3ePBOB YCTaHOBICHHON MOIITHOCTH, CIIOKUBLIASICS
B HacTosiulee BpeMs B Poccuu, He obecriednBaeT B JOCTATOYHOM CTENEHU ONTUMATbHOCTD PEIIEHUH 0
HaAE&KHOCTH. Mcronb3yemas METOIMKA He TTO3BOJISIET ONPEIeIUTh SKOHOMUUECKH 000CHOBAaHHbBIE 3HAYE-
HUS pe3€pBOB MOIIHOCTH € YYETOM HaJEKHOCTH, HOBBIX IKOHOMUYECKUX YCIOBUN Pa3BUTHUS OTPACIU U
COBPEMEHHOI'0 COCTOSIHUS SHEPreTUYecKoro o0opynoBanus. Heo6xoaumbl HOBbIe HAyYHO 0OOCHOBaHHbBIE
MOJIXO/IbI, COOTBETCTBYIOIINE MEXIYHAPOIHBIM CTaHAAPTaM, YUUTHIBAIOIINE PHIHOYHBIE OTHOIICHUS B
OTpaciiv, COBpEMEHHBIE ()OPMBI YIIPABJICHHS JICKTPOIHEPTETUKON U TpeOoBaHUS K HaAEKHOCTH [5, 11].
OnHu MOTYT OBITH OCHOBaHBI Ha METO/IAaX, pa3pabOTaHHBIX B COBETCKUIA MEPHUO/, aAaITUPOBAHHBIX K CO-
BpeMeHHbBIM ycaoBusaM. [logxomel, pazpaboranubie u ucnoiabzyembie B CCCP, 6a3zupoBainck Ha TITyOOKO
npopaboTaHHBIX (PyHAAMEHTAJIbHBIX HCCIEIOBAHUAX U BIOJIHE COOTBETCTBOBAIU MEXIYHAPOIHBIM
CTaHaapTaM, HO ObUIM OPHUEHTUPOBAHBI HA BEPTUKAIbHO-MHTETPUPOBAHHYIO [IEHTPAIN30BAHHO YIIPaB-
JsieMyto IeKTposHepreTuky [9, 10]. B mocnennue 20 et oHM HE OTYyYHIIA HEOOXOIUMOTO Pa3BUTHS U
MPAKTHYECKOTO UCIIOIb30BaHUSI.
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CopepxartesibHblie NOCTAaHOBKU 3a4a4 BbiOOpa 1 pasMmeLleHuns
pe3epBOB MOLLHOCTU

Kak Ob110 0TMEUYEHO paHee, BBIOOp ONTUMANIbHON BEIMYMHBI PE3€PBa U €r0 TEPPUTOPHAIBHOE pa3-
menienne B EQC no 30HamM cBOOOJHOTO NEpeToKa MOUTHOCTHU JOKHBI ObITh OCHOBaHbI HA KOMIIPOMHUC-
Ce MEXIY CTOMMOCTBIO €r0 CO3JIaHMs U MOAJIEPKaHus U ylepOoM y moTpeduTeneii OT HeI0NOCTaBKU
AIIEKTPOIHEPTUH, 00YCIOBICHHON neduuurom MomHOCTH. [loBbIIeHne HAIEKHOCTH IHEPrOCUCTEM
MyTeM CO3JaHHsl PE3E€PBOB MOIIHOCTU TpeOyeT yBeIMUEHUsS MPHUBEAEHHBIX 3aTpat, BKIIOYAIOLIUX Ka-
MUTATOBIOKEHHS M KCIUTyaTallMOHHbIE pacxobl. [Ipu 3ToM ymenblnaeTcs ymep0O morpeduteneit ot
HEIOOTITyCKa UM SJIEKTPOIHEPTHH.

B oGmiem ciiydae 3aga4a ontuMu3anuu pesepsa MomHoOCcTH B 99C COCTOUT B BBIOOpE TAKOTO pe3epBna,
KOTOpBIi ObI 0OecTeurBa HeOOXOAUMYIO HaIEKHOCTD TPH MUHUMAJIbHBIX 3aTpaTtax. Ha puc. 1 moka3ansl
3aBHCHMOCTH 3aTpar Ha CO3/IaHuE U MOJAJEpKaHUE pe3epBa MOIIHOCTH (A), yiiepda OT HEeAOMOCTaBKU
MEKTPOIHEPTHH MoTpeduTtesnsaM (B) u cyMMmapHBIX TpUBEACHHBIX 3aTpar ¢ yuétom yiepoa (C) oT Benu-
YHHBI Pe3epBa pacnojiaraeMoi MOIHOCTH [9]. MuHUMYM KpuBO#l cymMmmapHbIX 3aTpar C COOTBETCTBYET
ONTHMAaJIbHOMY YPOBHIO p€3€pBa MOILITHOCTH.

KpuTtepuii Bb160pa pezepBa MOIIHOCTH B OTAENIbHOM SHEPrOCUCTEME MIIH 30HE CBOOOTHOTO MEPETOKA
MOIIIHOCTH MOXKET OBITh MpeACTaBleH (QYHKIIMOHATIOM:

C=Cr+M[Y]— min, (1)

rae: C —npuseneHHble 3aTpathl; Cp —3aTparhl Ha CO31aHKE U MOACPKaHNE Pe3epBa FeHEPUPYIOIIEH
MOIITHOCTH B 30He; M[Y] — Maremaruyeckoe oxxuaaHue yiepoa oT HeHaAEKHOCTH AEKTPOCHAOKEHUS
notpeduTesnei, 00yCI0BICHHOTO AS()UIIMTOM MOIIHOCTH.

3amava BbIOOpA M pa3MEIICHUS PEe3E€PBOB MOIIIHOCTH 3HAYMTEIIBHO YCIOKHSACTCS B YHEPTOOOhEIMHE-
HUU CO CJIA0BIMM MEXCHUCTEMHBIMHU CBS3sSMHU. Takoe 0ObEAMHEHUE MOXKET HE OTBEUaTh TPEOOBAHUAM
HaJE&XKHOCTH MPU HAJTMYHMH B €r0 COCTaBe ACHUIUTHBIX 30H Ja)Ke €CITU OTACIbHBIC YHEPTOCUCTEMBI UITH
30HBI CBOOOHOTO IMEPETOKA MOIITHOCTH COOTBETCTBYIOT TPEOOBaHUSAM HAAEKHOCTH HITM UMEIOT U30BITKH
MonIHOCTH. HetocTaTok MOIIHOCTH B IS(PUITUTHBIX 30HAX MOKPHITH HEBO3MOKHO M3-3a OTPAaHUYCHHBIX
MIPOITYCKHBIX CTIOCOOHOCTEH BHEITHUX CBsI3eH. UTOOBI TPUBECTH ATO YHEPTrOOOBEAMHEHHUE B COOTBETCTBUE
CO CTaHJIAPTOM HAJEKHOCTH, HEOOXOIUMO JIMOO BBECTH JOTIOTHUTEIHHBIC MOIITHOCTH B ONPEACIICHHBIX
30Hax, JUOO YCWJIMTh CBSI3U MEXAY 30HaAMU. {11 3TOro Hy»KHO 3HaTh, KAKUE CBSI3M HY)KHO YCHIIUTH U
B KaKMX 30HaX MPH 3TOM SKOHOMHYECKH I1€JIeCO00pa3HO BBECTH JOMOTHUTEIBHBIC MOITHOCTH I10 Tpe-
O0oBaHMAM HAAEKHOCTH. UTOOBI MOHATH, KaK 3aBUCUT YPOBEHb HAAEKHOCTH OOBEIMHEHUS OT 00bhEMa
pEe3epBUPOBAHUS B 30HAX M 3aIIACOB MPOITYCKHBIX CIIOCOOHOCTEH MEKCHUCTEMHBIX CBSI3€H, HEOOXOAMMBI
HCCIIEAO0BAaHMSA 10 OLIEHKE 0alaHCOBOM HAAEKHOCTH B OTAEIBHBIX 30HAX U M0 OOBEIUHEHHUIO B IIEJIOM
C Y4eTOM TIPOIYCKHBIX CIIOCOOHOCTEH cBsi3el. PelmeHne Takoit 3aiaun B yCIOBUSX SHEPTOPHIHKA CO-
MIPSKEHO C OOJIBIIUMHU TPYIHOCTSAMH, OCOOSHHO ISl KPYITHOTO YHEPTOOOHhETUHEHHSI, KAKOBBIM SIBJISICTCS
EBC Poccun.

JIis nocTrkeHHst HeOOXOMMOTO YPOBHSI 0a1aHCOBOM HAAEKHOCTH B MHOTO30HHOM SHEPTO00hETHHECHHH
CO CJTA0BIMHU EKTPUUECKUMHU CBSI3SIMH B KaY€CTBE AJIETEPHATUBBI YBEITMUCHHUIO PE3EPBOB T'€HEPUPYIOIICH
MOIITHOCTH B 30HaX MOXKET PacCMaTpHUBAThCsI COOTBETCTBYIOIIECE YBEIUUYECHUE MIPOITYCKHON CITOCOOHO-
cTH ceTH. Toraa 3aja4a ONTHUMAILHOTO PEe3EPBUPOBAHMS 3aKITI0YACTCS B OJHOBPEMEHHOM ONTUMHU3AINHI
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PE3epBOB FeHEPUPYIOLICH MOIIIHOCTH B 30HAX U 3aM1aCOB I10 MIPOITYCKHBIM CIOCOOHOCTSAM CBSI3€H MEXTY
30HamMH. B kauecTBe KpUTEpUS ONTUMU3ALNUN MOXKET ObITh UCIIOJIB30BaH CIEAYIOIUN (PYHKIIMOHA:

M L M
Cy =2 Cry +2CG 4+ M, [Y]— min, (2)
p=1 =1 p=1

rae: M — KOJIMYEeCTBO 30H B dHEProoObeAMHEHHH; L — KOJIMYECTBO CBSI3€H MEXIy 30HAMH;
Cy- — cymMMapHbIe IPHBEICHHbIC 3aTpaThl B 00beANHeHNUH; Cp, — 3aTPAThI HA CO3/AHNUE U MOA/CPIKAHHE
pe3epBa reHepHpYyIOLIel MOLIHOCTHU B L -1 30He; C; — 3aTpaThl Ha YCHJIEHUE IPOITyCKHOM CIIOCOOHOCTH
[ -ii cBszu; M u[Y]— Maremarnaeckoe oxunanue ymepoa oT HeHaI&KHOCTH JIEKTPOCHAOKEHHS IOTPe-
ouTelnei B L —1 30HE.

BosmorkeH u 1pyroil moaxo, Koraa KpUTepueM BbIOOpa U pa3MelIeHHs pe3epBa reHepUpyIoleil MoIil-
HOCTH CJIY’KUT MUHUMYM CyMMapHBIX IPUBEACHHBIX 3aTPart, BKIIOUAIOINX 3aTPaThl Ha CO3/IaHUE PE3EPBOB
TeHEepUPYIOIIEH MOITHOCTH U YCUJICHHUE CBSI3ei, 8 HEOOXOAUMBIH yPOBEHb HaIEKHOCTH AEKTPOCHAOKEHHS
notrpedureneil 3ajaeTcs orpaHUUEHUEM 110 HopMaTuBaM. Toraa BeIMYruHa pe3epBa MOIIHOCTH B KaXK0M
30HE MHOTO30HHOTO 00BbeIMHEHUs! OyIeT BHIOMPAThCS M3 YCIOBHI SKOHOMUYECKH Ies1eco00pa3Hoil u
TEXHUYECKH HEOOXOIMMOM (HOpMaTUBHON) HalEKHOCTH, a KpUTEpU BHIOOpA pe3epBOB MOIIHOCTH B
HEProoObeMHEHUH 1 ero pasMenieHus 1mo 3CIIM Oyner uMeTh CaeayOImUi BUI:

M L
Cy =3 Cpy +2X G = min,m, > 1,0, 3)
pu=1 /=1

rac TC“ n nnorm — pacyc€THasd BCIWYKMHA ITOKAa3aTCIIsd HaJIEKHOCTHU 3J'I€KTpOCH&6}KCHI/I$I HOTpe6HTeHCﬁ B
38 -U 30HE U €TO HOPMAaTHUBHOC 3HAYCHHUEC COOTBETCTBCHHO.

Hcnonb3oBanue kputepus (3) s BbIOOpa U pa3MENIeHHs pe3epBOB reHepupyroiei MomHoct ODC
B PHIHOYHBIX YCJIOBHSIX MO3BOJISIET HauboJiee MOJHO YUUTHIBATh CIENU(PUKY OTHOLIECHUI Mexay CyOb-
eKTaMu SHepropbiHKa. [Ipu ieHTpanrn30BaHHOM yIIPaBIEHUH AIEKTpO3HEepreTukoil Poccuu pazmenienue
pe3epBOB ObLJI0O OCHOBAHO Ha KOJIJIEKTUBHOM MpUHIUIE B3auMornomoiy DIC, Koraa Mex1y cucTeMamMu
pacnpezensics He TOJILKO Pe3epB, HO U AePUIUT MOIIHOCTH. Toraa BKIIIOYeHHE MaTeMaTH4YeCKOTO OXKH-
JlaHus yiiep0a OT HeOOTITyCKa AIEKTPOIHEPTHH MOTPEOUTENSIM B GyHKIIMOHAT (2) OBLIO MPaBOMOYHO.
B pbIHOYHBIX yCIIOBUSIX B M30BITOYHBIC SHEPTOCUCTEMBI HE MOXKET OBITh pacrpezesieH Ne(UIUT MOII-
Hoctu Apyrux DOC. Kaxxnas sHEprocucteMa CTpEMHUTCS B TIEPBYIO O4epeib 00eCIIeYuTh HE0OX0IUMBIN
YpOBEHb COOCTBEHHOM HAaIEKHOCTHU ITPU MUHUMAJIBHBIX 3aTpaTax U MOIYYUTh MAKCUMAJIbHYIO IPUOBLIb.
Bo BTOpYyI0 — BBIOJHUTH TOTOBOPHBIE 0053aTeNIbCTBA MEPel] CMEKHBIMU YHEProCUCTEMAaMHU U TOJIBKO
MIOCJIE€ 3TOTO BBIAATh U30BITOK MOIIHOCTH JJISl MOKPBITUS e(DULIMTAa MOIIIHOCTH B IPYTHX CHUCTEMax Ha
KoMMepueckoit ocHoBe. [Ipu Takom mojxo/ie HeoOX0 UMbl HOPMATUBBI HAAEKHOCTH AJIEKTPOCHAOKEHUS
notpedureneit. [TonbiTka ux nmomydyenus Ovuta caenana B CCCP [9], HO ¢ Tex mop paboThI B 3TOM Ha-
MIPABJICHUU HE BEIYTCs, IO3TOMY ONITUMHU3ALIMS PE3EPBOB MO KpuTeputo (3) moka npodieMaTHyHa.

Ucnonb3oBaHue pe3epBOB reHepUpYyoLLein MOLWHOCTHU Npu
$dyHKunoHnposaHmum 33C

[Tpu pynkumonupoBarnu 39C 0CHOBHOE 3HAYEHUE TPHUOOPETAIOT BOITPOCHI HCTIOIH30BAHUS PE3EPBOB
C y‘-IéTOM ux (I)YHKIII/IOHEL]'II)HOFO HA3HAYCHUA U TaKHUX CBOI71CTB, KaK MOOMJIBHOCTH M DKOHOMHUYHOCTb.
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Ha »sToM sTamne cMbIci 3aa4u COCTOUT B YTOUHEHHH BEJMYUHBI PE3€pBa MOIIHOCTH B KaXKJ0il 30HE
CBOOOZHOTO MEpPEeTOKa MOUTHOCTH U €ro MepepacrpeesieHu MeXIy 30HaMHU C 1IeJIbl0 00ecredeHust
TpeOdyeMOoro ypoBHS HaIEKHOCTU B 30HAX M MO0 SHEProOoObETUHEHHUIO B LIEJIOM C YYETOM (PaKTUUYECKHU
CIIOKHMBLICHCS CUTYallMM B HEprocucteMax. Takoe mepepacrpesesieHie B COBPEMEHHBIX YCIOBUAX
byukunonuposanus I3C JOIKHO TPOU3BOIUTHCS YEPE3 PHIHOK MOLTHOCTH U CUCTEMHBIX ycuyT. [Ipu
3TOM B Ka)KJ10¥1 30HE JOJIKEH ObITh IPElyCMOTPEH ONEPATUBHBIN pe3epB ISl MOKPHITUS COOCTBEHHOM
HArpy3Ku C 3a/IaHHOW CTENEHbIO HaJEKHOCTU U PEMOHTHBIA pe3epB — JJis 3aMEIeHUs] MOIIHOCTEH,
BBIBOJIUMBIX B IUIAHOBBIA PEMOHT U Ha PEKOHCTPYKLHIO. TecHas B3aUMOCBSI3b ONEPATUBHOU U pe-
MOHTHOM COCTaBIIAIOIIMX pe3epBa MOLIHOCTH MO3BOJISET 32 CUET ONTHUMHU3ALUHU CPOKOB IIPOBEICHUS
PEMOHTOB B Mpolecce UX IIaHUPOBAHUSI BO3IEHCTBOBATh HA BEJTMUYHHY ONEPAaTUBHOM COCTABIIAIONICH,
obecneunBaroleil Haa&xHOCTh. [loaTOMY 3a7aua nepepacnpenesneHus pe3epBOB MOIHOCTHU JIOJIKHA
peraTbcsi COBMECTHO C 3aJjauei IJIaHUPOBAHMSI PEMOHTOB F€HEPUPYIOIIETO 000PYAOBAHMUSI, CBI3AHHBIX
CO CHIKeHueM HaJ&xHOoCcTH. COBMECTHOE TUIAHUPOBAHHUE PEMOHTOB 000PYIOBaHUS IEKTPUUECKUX
CTAHUUU U ceTel MEXCUCTEMHBIX CBSI3€H JaeT JOMOIHUTEIbHbIE BO3MOKHOCTH MOBBIIICHUS HaAEXK-
HOCTH 3a CUYET HCIOJIb30BaHUS CUCTEMHBIX 3 dekToB [12].

B ycnoBusx sHepropbiHKa 3aja4a IUIAHUPOBAHUS PEMOHTOB 3aCIyKHBAeT 0COOOro BHUMaHUS B KOH-
TEKCTe ¢ MpoOseMolt pesepBupoBanus npu pyHknuonupoBanuu DIC. Paznenenne cOOCTBEHHOCTH U
BBEJICHHE PHIHOYHBIX MEXaHMU3MOB B MIPOLIECC YIIPABICHHUS IEKTPOIHEPTETUKON MPUBEIH K MOSIBICHUIO
HE3aBHCHMBbIX CYOBEKTOB PbIHKA, UMEIOLINX HECOBIAAIOIIIE HHTEPECHI, KOTOPbIE MIPSIMO WU KOCBEHHO
OTpa)KaroTCsl Ha MOAX0/AaX K IJITAHUPOBAHUIO PEMOHTOB. [ eHepupyolre U ceTeBble KOMIaHUH 3auHTe-
pecoBaHbl B MOJYyUYEHUU MAaKCUMAaJIbHON MPUOBLIM OT 3KCIUTyaTalluu 00OpyAOBaHUs, YCTAaHOBICHHOTO
Ha AJIEKTPOCTAHIMIX U B CETAX, HAXOAAIIUXCSA B UX coOCTBeHHOCTHU. [loTpedurenu 3auHTepecoBaHbl B
MUHUMAaJIbHOH 1I€HE Ha AJIEKTPOIHEPTHI0, CUCTEMHBII omepaTop — B o0ecreueHuu TpedyeMoi Haaéx-
HOCTH U MOJTyYEHUU MPUObUIN U T. 1. B yCIOBUSAX phIHKA HE3aBUCUMO OT BHIOPAHHOTO KPUTEPUS TOJKEH
paboTaTh MEXaHU3M, TO3BOJISIOIINI IIPU BEIOOPE CPOKOB IMPOBEACHUS TNIAHOBBIX PEMOHTOB COINIACOBBIBATH
HWHTEPECHI BCEX CYOBEKTOB phIHKA [13].

[Tepepacnpenenenue pe3epBoB reHepupytomieii momHoctu Mexay 3CIIM B ycnoBusix QpyHKIIMOHH-
poBanus EDC MokeT 0CylIecTBISATHCS € MOMOIIBI0 ONTUMHU3ALMOHHBIX MaTeMaTHUYEeCKUX MOJAENEH 1o
KpUTEPUAM HAJEKHOCTH B MPEATNOJIOKEHUH, YTO BEJIMUMHA UMEIOIINXCS B 30HAaX PE3epBOB OIpeieieHa
1 DKOHOMHUYECKH 00OCHOBaHA Ha CTAJIUU IUIAHUPOBaHUS pa3BuTHA [14]. B 3aBucMMOCTH OT ycCloBUi
paboThl PHEProoObEeTMHEHUS U LIeIei ONTUMHU3ALUU BO3MOKHO UCIIOJIb30BaHUE Pa3HbIX KPUTEPUEB Ha-
NEKHOCTH, HAIIPUMEp, TaAKUX:

- OGecrnieueHne paBHOBO3MOXKHOM HAAEKHOCTH 3JIEKTPOCHAOKEHHS TOTpeOuTeNel B 30HaX U BO Bpe-
MEHHU.

- JlocTrxkeHre paBHON BEPOSTHOCTH PabOTOCTIOCOOHOTO COCTOSIHUSI SHEPTOCHCTEM (30H CBOOOIHOTO
MepeToKa MOIITHOCTH).

- BelpaBHMBaHKE ONIEPAaTUBHOTO pe3epBa MOIIHOCTH MEX/1y 30HAMU U BO BPEMEHU IIPOMOPIUOHAIIEHO
Harpyske.

- OGecnieueHne MakKCUMaIbHO BO3MOXHOU HaIEKHOCTH AIIEKTPOCHAOKEHUS TOTpeduTeseil B 3Hepro-
00bEeTMHEHUH C YUETOM HOPMATUBOB HAJEKHOCTH B 30HAX.

VYpoBeHb HAIEKHOCTU MPU S3TOM MOXKET OLEHUBATHCS PA3IMYHBIMU [TOKA3ATEISIMU, B TOM YHUCIIE TI0-
Ka3areJeM OTHOCUTEIbHOU O0ECIEeUeHHOCTH AIEKTPOIHEprueii morpeduTened, BEpoITHOCTbIO pado-
TOCIOCOOHOTO COCTOSIHMSI DHEPrOCUCTEM U T.J. BbIOpaHHBIN Moka3arenab HaAEKHOCTU JODKEH OBbITh
HOPMHUPYEMbIM, UMETh POCTOMN (PU3UYECKUN CMBICI U OBITH JJOCTAaTOYHO YYBCTBUTEIBHBIM K Pa3IHYHbIM
BO3MYILIEHUSIM, IPUBOASIINM K CHUKESHUIO HAIEKHOCTH (aBapuitHOE CHUXKEHUE MOIIIHOCTH, CITy4aiHbIiH

67



PESEPBUPOBAHUE KAK COCTABHAS YACTb NPOBJIEMbI HALEXXHOCTU B JIEKTPO3HEPTETUKE

POCT Harpy3Ku, BbIBOJ] 000PYIOBaHUS B PEMOHT) U K MEPOIIPHUATHSIM, TIOBBIIIAIOIINM HAJIEKHOCTD (BBO
HOBOTO 00OpYyAOBaHUs, YCUJIICHHE MTPOITYCKHBIX CIOCOOHOCTEN CBS3EH, pe3epBUPOBAHHUE).

Hapsiny ¢ kpurepusimu HaJ&KHOCTH TEOPETUUECKU BOZMOXKHO PEIlIeHHE paccMaTpuBaeMoi 3aa4u Ha
OCHOBE 3aTpPaTHBIX KpUTEpHEB. Torna myTeM palluoHaIbHOTO UCIIOIB30BAHMUS PE3EPBOB MOLTHOCTH MOXKHO
o0ecrneuynTh MUHUMYM CYMMapHBIX 3aTpaT, BKIIOYAOIIMX 3aTPaThl HA UCIIOJIb30BAHUE U COJIEPKaHuUE pe-
3€pBOB MOIITHOCTH, HA TOIUIMBO U PEMOHT 000pYy/I0BaHMUs, a TAKXKE YIIEpO OT HEOOTITYCKa 3JIEKTPOIHEPIUU
notpedurensam. [IpakTuuecku Takoi MOAXOA TPYAHO peaan3yeM U OfHa U3 INIaBHBIX MPo0IeM UCTIO0Ib30-
BaHUS 3aTPATHBIX KPUTEPUEB 3aKITIOYAETCS B OTCYTCTBUU HEOOXOIMMOM IKOHOMUYECKOM HH(POPMALIUU
W/WIH B €€ HeJJOCTYHOCTU. HempocThIM 1e7I0M SIBJISIETCs MPOTHO3UPOBAHUE 1I€H Ha TOIIUBO U PEMOHT,
3aTpar Ha CoJepKaHUE PE3EPBOB MOIIHOCTH, TApU(OB Ha SIEKTPOIHEPTHUIO U YIIEPOOB OT HEJOOTITYCKA
AIIEKTPOIHEPTUU MOTPEOUTETISIM B YCIIOBHIX YHEPrOPBIHKA.

3aknyeHue

Taxum 06pazom, CyIeCTBYIOIINE U UCTIOTh3YEeMbIE CETOTHS IMTOAXO0Abl U METO/IbI BRIOOpA U pa3MEIEHUS
pe3epBoB redepupytromei MorrHocTr 99C B Poccuu He COOTBETCTBYIOT COBPEMEHHOMN OpraHU3allnOHHON
CTpyKType orpaciu. Ha cerogHsmmamii 1eHb COXpaHsioT CHTy MeToanueckie peKOMEH IAIINH 10 TIPOEKTH-
POBAHUIO PA3BUTHI YHEPTOCUCTEM, OCHOBAHHBIEC HAa €IMHOM TTOJIX0/IE€ K TPOCKTHUPOBAHUIO PA3BUTHS YHEP-
TOCHUCTEM, B TOM YHCJIE HA SKOHOMUYECKOM 000CHOBAHUH YPOBHSI PE3€PBOB YCTaHOBJIEHHON MOIIIHOCTH.
Jannbsle pexomenianuu paspadoransl B 2003 . 1 OpueHTHPOBaHbI HA BEPTUKAIbLHO-UHTETPUPOBAHHYIO
HEePAPXUUECKYIO CTPYKTYPY OTpaciy ¢ LEHTPaIN30BaHHBIM yIpaBiieHueM. TpeOyoT 1opaboTKU peko-
MeHTyeMbIe ypoBHHU pe3epBoB B ODC, Bxomsmux B coctaB EDC, B CBsI3U ¢ MHTEHCUBHBIM CTapECHUEM
000pyIOBaHUS ITEKTPUICCKUX CTAHIIUNA U CETEH.

Heobxomuma nopadotka [TonoxxeHus o mopsijike onpeneeH s BEIMYUHBI CITPOca Ha MOIITHOCTh, BEIOOpA
U pa3MeIleHus] pe3epBOB MOIIHOCTH B yacTu Jenenns EDC Ha 30HbI CBOOOAHOIO NepeToka MOLUTHOCTH
Y OTIpeeNICHHs TITITAHOBOTO K03 duiinenTa pezepsupoBanus Momuoctu B 3CIIM ¢ yuérom TpeGoBanuit
HaASKHOCTH.

[IpuMeHUTETPHO K PHIHOYHOM CHCTEME PAa3BUTHS DJIEKTPOIHEPTETUKU OTCYTCTBYET METOIOJIOTHS
pe3epBUPOBAHUS, OCHOBAaHHAsI HA MIPUHITHIX B MUPOBOM MPAKTUKE MPUHIIMIAX U Toaxomax. st BeI-
0opa BEeTWYMHBI U Pa3MEIICHUs PEe3EPBOB MOIIHOCTH, Ja)Xe Ha dTare ruianupoBanus pazButus EOC,
HEOOXOIMMO HCTIOIB30BaHNE HE OIICHOYHBIX IMOAXOI0B, @ ONTHMHU3AIMOHHBIX MOJIEIeH, OCHOBAaHHBIX

3atpartbl (yle)
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-
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Puc. 1. Be6op ontumansHOTO pesepsa
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Ha UCIOJIb30BaHUH BEPOSITHOCTHBIX METOAOB. [10CKOIBKY MPUHIUIIBI BBIOOPA M pa3MELIEHUS PE3EPBOB
MoIIHOCTH B Poccuu 1 3a pyOe:koM COBMaNatoT M0 OCHOBHBIM MO3UIUSAM, TO UMEIOLINECS 3apyOeKHbIE
pa3palboTKu AJIs pellieHus: paccMaTpUBaeMOi PoOIeMbl MOTYT OBITh CIIOIB30BaHbI B Poccuu npu ycio-
BUU UX aJaNnTaluu K 0COOEHHOCTSIM POCCHICKOTO SHEPTrOphIHKA.

W3noxxeHHbIE BBIIIE TPUHIIUIIBI U TTOIXO/IbI K Pe3epPBUPOBAHUIO TEHEPUPYIOIIEH MOIIHOCTH U 0becrie-
YEHUIO HaIEKHOCTH SIBIIIIOTCS B OCHOBHOM TPAJUIIMOHHBIMU. B HacTos1Iee BpeMsi B yCIIOBUSX Pa3BUTHS
MH(OPMAITMOHHBIX TEXHOJIIOTUN CO3/Ial0TCS HOBBIE MOAXO/AbI K Pa3BUTHIO SHEPTETUKU Ha OCHOBE COBpe-
MEHHBIX METOJIOB M CPEJICTB yIPaBJICHHUSI, HAIIPABICHHBIX Ha YMEHbBIIICHHUE aBapUITHOCTH 000PYI0BaHMUS,
OTKa30B CHUCTEM YIpPaBJICHUS, HA CHI)KEHUE BEPOSITHOCTH CUCTEMHBIX aBapuil U TpeOyeMbIX pe3epBOB
TeHEePUPYIOIeH MOIIIHOCTH.
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Structural reliability. The theory and practice

Fedotova G.A.

REDUNDANCY AS PART OF THE RELIABILITY PROBLEM
IN ELECTRIC-POWER INDUSTRY

The paper is devoted to the problem of redundancy of generating capacities of the Unified Electric Power
System (UES) of Russia. The paper has considered approaches to the solution of the problem used dur-
ing the Soviet period, and now, peculiarities of redundancy in market conditions. General principles for
redundancy used in Russia and abroad in a vertically integrated hierarchical structure of electric power
management in a market environment are presented in this paper. Recommendations are given for com-
pletion of various individual norms regulating the procedure of selection and deployment of redundant
capacities in the UES, and for the development of optimization models for solving problems of redundancy
in a multiregional power systems association.

Keywords: electric power engineering, redundancy of power generation capacity, balance dependability,
energy market, competitive selection of power.

Introduction to the problem and basic principles of redundancy

Redundancy is one of the most important means to improve the dependability of power systems at all
temporary levels of control of electric power systems (EPS). It provides partial compensation for reduced
dependability of EPS arising due to equipment failure, disorders of fuel supply of thermal power-station
(TPS) and water supply of hydro power plants (HPP), the deviations of the actual operating conditions
of EPS from predictable ones. The problem of determining the optimal size and placement of the power
reserves in the united power system (UPS) with limited carrying capacity of intersystem electrical con-
nections is very complex. Despite the fact that this issue has been dealt with more than half a century,
to date there is no single standard approach to its solution [1-3]. With a fully centralized management of
industry, there is a regulatory authority or regulatory vertically integrated company responsible for the
selection and maintenance of redundancy for generating capacity sufficient to provide the required level
of dependability. In a market environment, the market itself can decide what level of reserve capacity
needed to ensure compliance with dependability regulations and how to deploy it in a power systems
association. However, even in these models the redundancy management is not carried out without some
kind of administrative interference. In terms of the energy market, approaches to selection and deploy-
ment of reserve power in the UPS vary depending on the type and structure of the market.

In electric power systems with a centralized market of power, which includes the UES of Russia,
redundancy of generating capacity is accumulated by means of competitive selection of power (CSP),
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in accordance with the requirements and regulations of the energy market. The main functions on the
formation of the power market rules and requirements to support the dependability of the UES of Rus-
sia are performed by the System Operator (SO) (Federal Law # 250 dated 04.11.2007). In conducting
competitive power take-off, SO determines the need of power according to market areas and takes off the
necessary amount of generating power taking into account constraints of the network capacity ensuring a
sufficient level of dependability with the least cost. Basic economic principles to ensure the dependability
of electric power systems (EPS) in Russia in the energy market are determined by the Federal Law “On
Electric Power Industry” (Article 6, 9, 18, 20, 38, 39 [4]). In accordance with this law, management of
dependability and redundancy in electric power industry should be based on the allocation of responsi-
bility for their provision between the entities of relationships and coordination of the liability based on
combination of government regulation and market mechanisms. Despite the diversity of approaches used
for the power take-off and deployment of generating power redundancy in the world practice, they are
all based on the following principles.

1. Redundancy is a technical and economic challenge, which solution is associated with both technical
activities and the optimization of power redundancies on the basis of mathematical models. There are two
main approaches to solving the problems of optimal redundancy: normative and cost-based ones. The
normative approach is based on the selection of a power redundancy value in a power system associa-
tion and its deployment on electric power systems (EPS) in order to ensure the balance dependability of
the regulatory level in the UPS and dependability of consumer power supply. The cost-based approach
consists in the optimization of redundancies based on economic criteria, including costs for creation of
redundancies and damage from undersupply of electricity to consumers due to power shortage. Since
insuring absolute dependability is economically inefficient, then the optimization of power redundancies
in the EPS should be a balance between the costs of building and maintaining redundancies and damage
to consumers from electricity shortages. Both approaches are used in Russia and abroad.

2. Tasks of redundancy are solved in a mutually coordinated fashion at the planning stages of power
industry development and EPS operation. Planning management of the industry development involves
the creation of redundancies of rated capacity of EPS and allocation of certain funds for their creation.
In the operation of EPS, the redundancies are used for their intended purpose to ensure balance depend-
ability of reliable supply of consumers with electric power of required quality. In this case, as far as
redundancies are used effectively in the service conditions, they justify the cost of creating them at the
planning stage of development.

3. To determine the optimal value and power redundancy deployment in power systems, estimation
and probabilistic approaches are used. In international practice, probabilistic methods and models have a
widespread use. They allow one to take into account the accident rate of generating and network equip-
ment, random fluctuations in the load and prediction of its error, interruption of fuel supply, delays in
putting new capacities into operation and other random factors affecting dependability.

4. The main difficulty in solving the problems of dependability and redundancy in power systems with
limited network capacity of intersystem connections is the consideration of these limitations, time differ-
ence of the passage of peak loads and differences in their specific schedules. With regard to the modern
conditions of functioning and development of power industry in Russia, the Federal Law “On Electric
Power Industry” introduced the concept of free power flow areas (FPFA). The large number of such ar-
eas in the UES not always coinciding geographically with regional power systems has complicated the
problem of these factors accounting.
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With multiregional representation of the power association, the criteria for selecting the size and de-
ployment of the power redundancies used in world practice, as well as the indicators of balance depend-
ability are not adequately substantiated and are, as a rule, empirical. Therefore, to solve the problems of
redundancy in Russia, any foreign technique cannot be used in its pure form. The scientifically grounded
approach that takes into account the actual state of the industry and modern requirements for dependability,
the specific development and operation of EPS in terms of the energy market is necessary. Prior to the
reform of industry, there was a hierarchical system of control dependability and power redundancies in
the UES. The relationship between producers and consumers of electric power were based on the fulfill-
ment of obligations, regulations and instructions. The transition from a centralized system of management
of electric power to the market with the legal and financial liability for the dependability level of all the
structures associated with the production, transport, distribution and consumption of electricity, requires
a reconsideration of provisioning of electric power generation systems, the revision of approaches to
dependability ensuring. The traditional principles of dependability insuring and practice of take-off and
employment of reserve generating capacity in the UES existing today in Russia should be corrected in
the first place, in terms of criteria for decision-making in market conditions, and the requirements for
types and levels of redundancies, with the current state of power plant equipment and electrical power
networks taken into account [5].

Selection and deployment of redundancies of generating capacity
in the UES of Russia at the planning stage of development of electric
power industry

In managing the development of power industry, the problems of the selection and deployment of
installed generating capacity of UES redundancies are solved at different time sections:

- when planning the development of electric-power industry (with a lead time of 7-15 years);

- when designing the development of UES (with a lead time of 5-10 years);

- for long-term functioning of the market of power (with a lead time of 4-5 years).

When planning the development of electric-power industry, the General scheme of power generating
facilities deployment with details on the integrated power system is formed, and it is adjusted at least
once every 3 years. Schemes and programs of UES development, united and regional energy systems
determining balanced plans of generating capacity and electrical networks are developed [6]. One of
the main problems at this stage is the selection of the quantity of redundancies of installed generating
capacity in power systems or in areas of free power flow, providing the balance between production and
consumption of electricity and power. The solution of this problem is based on a system of standards, on
the indicators of balance dependability, on the carrying capacity of intersystem electrical connections,
including those which are needed for the implementation of power redundancies, on fuel stores for a
thermal power station, on water stores for a hydropower plant, etc.

To determine the required redundancy of generating capacity at this stage, the value of the required
additional capacity in the UES as to the original level of the installed capacity should be estimated. In
this case, the deployments of additional generating capacity, its structure and allocation should enable
covering the projected load, taking into account the possible excess above the expected value, the abil-
ity to carry out scheduled repairs of generating equipment and power compensation derived from work
because of total or partial failures. The need to introduce an additional installed capacity is determined
by preparing long-term balance of electric power and energy. At the same time, this helps to solve such
problems as prediction of load growth and electricity consumption, selection of the optimal structure of
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power newly set into operation, the determination of location and its basic parameters, sequence of con-
struction, expansion, renovation and modernization of power plants. Prospective balances of power and
energy in the UES are developed in view of conditions of regional energy power system joint operation
in the UPS. In the separation of the UES into areas of free power flow, the balance sheets are made for the
UES as a whole and for each region, which are then harmonized and specified. The required redundan-
cies of power in regional EPS or free power flow areas (FPFA) are determined with network constraints
taken into account. As a result, to meet the overall balance of UES power by technical and economic
calculation, decisions are taken on the planning of new generating capacity in EPS and on strengthening
of the carrying capacities of intersystem connections.

The values of the required redundancy of power in a power system association in the formation of the
General layout of electric power facilities are taken by percentage of the load peaks. They are defined in
the Methodological recommendations for the design of power systems development [7].

At the design stage, the degree of uncertainty in demand for electricity and the required increase in
installed capacity to meet the demand is reduced due to the reduced lead-time decision making (5-10
years). In these circumstances, the adjustment of the level of the redundancy of generating capacities,
power structures, generating redundancy and its spatial location is carried out. This involves checking
prospective balance of power and energy, correcting the project of development in case of their violation;
refinement of delivered energy volumes and, if necessary, change of their locations, refinement of char-
acteristics of new power plants and network; correction of carrying capacity connections and assessment
of the balance dependability level .

The value of power redundancy in power systems at this stage is calculated on the basis of special as-
sessment calculations when considering various emergency situations with the functionality of its compo-
nents (operational, repair and strategic) taken into account. In this case, the operational redundancy should
provide normative dependability of load covering estimated by the probability of deficit-free operation of
EPS. Repair redundancy should compensate the reduction of installed capacity of power systems associ-
ated with the withdrawal of the generating equipment to scheduled maintenance. Its value is determined
by the period of the annual maximum load on the basis of the characteristics and design features of the
equipment with the regulations on the frequency and duration of repairs. Strategic redundancy should
compensate the imbalance of power because of its unexpected deviations from the prediction, mainly
related to the inertia of energy construction and/or to advancing development of adjoining industries.

With the lead-time of 4-5 years during operation of long-term power market, the value and deployment
of the power redundancies for FPFA are determined by the Regulations on the procedure for determining
the value of demand for power and planned factors of power redundancy in the areas [8]. In accordance
with this regulation, the value of demand for power is determined by the product of the projected annual
supply of maximum hourly consumption of electricity in the area and the planned factor of redundant
power after deduction of volumes of electric energy production by generating facilities that operate in the
retail markets. Maximum hourly consumption of electricity in the area is defined by the System Operator
based on the forecast of power consumption in the territories of the Russian Federation included in the
program of UES development. The System Operator calculates the planned factor of power redundancy
for FPFA as the sum of the indicator 1.17, the coefficient of under-utilization of capacity and the coef-
ficient, taking into account the export of electric energy. Predictive factor of under-utilization of power
is determined by the ratio of average monthly power reduction due to unscheduled repairs of generating
equipment, to the value of the projected peak consumption in the corresponding area.

The current framework for planning power redundancy in Russia’s power industry and the used norms
regulating the procedure for selection of a value of necessary power redundancy and its deployment in
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the UES have been developed for the conditions of the centralized management of the industry [6-8].
In methodical recommendations for the design of power systems [7], the values of operational power
redundancy depending on the structure of the installed equipment in electric power stations, its types,
and individual power and accident rate, the probable value of deviation of the power balance of power
systems from forecast are calculated based on normative values of these indicators taken as early as in
the Soviet era. In the Regulation on the procedure for determining the value of demand for power and
planned power redundancy factors in FPFA [8], the selection of the planned factor of power redundancy is
not based on the direct analysis of balance dependability. These documents need to be improved in terms
of the recording of power market functioning and current requirements for dependability. In particular:

1. The method used to divide into FPFAs is not sufficiently justified in terms of selecting the optimal
redundancy in areas considering the dependability in case of the implementation of full value competi-
tive take-off of powers.

2. Assignment of common indicator 1.17 to all areas of the market does not provide for the optimal
choice of the value and deployment of the power redundancies as to the areas, because this does not take
into account the differences of composition and structure of generating power in the areas, single powers
and accident rates, relations with other regions and their carrying capacity abilities.

3. The use of valuation approaches in choosing the magnitude of power redundancies in the EPS does
not allow taking into account random factors affecting the dependability. This task needs probabilistic
methods and models. Such methods were used in the practice of planning the development of energy
systems in our country during the Soviet period and are widely used abroad.

Consequently, the practice of selecting and deployment of redundancies of installed capacity, currently
prevailing in Russia, does not provide sufficiently optimal solutions in terms of dependability. The meth-
odology used is not economically feasible to determine the value of the power redundancies, taking into
account dependability, the new economic conditions of the industry and the current state of the power
equipment. The new scientifically reasonable approaches that meet international standards, taking into
account the market relations in the industry, the modern forms of management of electric power and
dependability requirements [5, 11], are required. They may be based on methods developed in the Soviet
period, adapted to modern conditions. The approaches developed and used in the Soviet Union was based
on the well-developed fundamental researches and was quite consistent with international standards, but
was focused on a vertically integrated power industry with centralized control [9, 10]. In the past 20 years,
they have not received the necessary development and practical use.

Statement of tasks for selection and deployment
of power redundancies

As noted earlier, the choice of the optimal amount of redundancy and its territorial distribution in the
UES of Russia in the areas of free power flow must be based on a compromise between the cost of its
creation and support and damage brought to consumers of electric power shortages due to power shortage
conditioned by power deficit. Improving the dependability of power systems by creating a redundancy of
power requires an increase in reduced costs, including capital and operating costs. In this case the damage
to consumers from the undersupply of electricity to consumers is reduced.

In general, the problem of optimizing the power redundancy in EPS consists in selection of such a re-
serve, which would provide the required dependability at minimum cost. Fig. 1 shows the dependence of
the cost on creating and maintaining the power redundancy (A), the damage from short supply of electric
power to consumers (B) and total reduced costs, taking into account the damage (C) from the amount
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of available redundancy of power. [9] The minimum of the curve of the total costs C corresponds to the
optimal level of power redundancy.

The selection criterion for power redundancy in a single power supply system or in a free power flow
area can be represented by a functional:

C=Cr+M[Y]— min, (1)

where C is the reduced cost, C; is the cost of creating and maintaining the redundancy of generat-
ing power in the area, M[Y] is the expectation of damage from the uncertainty of power supply due to
power shortage.

The task of selecting and deployment of power redundancies is much more complicated in power systems
with poor inter-system connections. Such an association cannot meet the requirements of dependability in
case of deficient areas present in its structure, even if the individual power systems or areas of free power
flow meet the requirements of dependability or have power excess. The lack of power in deficient areas
cannot be covered due to the limited capacity of external links. In order to bring this power system in ac-
cordance with the standard of dependability, it is necessary either to introduce additional powers in certain
areas, or to strengthen the connection between areas. For this purpose you need to know what connections
should be strengthened and in which areas it should be economically feasible to introduce additional
powers according to requirements of dependability. To understand the dependence of the dependability
level of power systems associations on redundancy volume in the areas and reserves of carrying capacity
of inter-system connections, it is necessary to conduct studies to assess the balance dependability of the
individual areas and in power systems associations as a whole taking into account the carrying capacities
of links. The solution of this problem in condition of power market is associated with great difficulties,
especially for large power systems associations, which is the case for the UES of Russia.

To achieve the required level of the balance dependability of a multiregional power system with poor
electrical connections as an alternative to an increase in redundancies of generating power in the areas,
the corresponding increase of network carrying capacity may be considered. Then the problem of optimal
redundancy consists in the simultaneous optimization of redundancy of generating capacity in the areas
and reserves of carrying capacity of connections between the areas. The following functional can be used
as an optimization criterion:

M L M
Cy =2 Cpy +22 G +3 M [Y]— min, 2)
=1 I=1 =1

where: M is the number of areas in power system, L is the number of links between areas zones, Cs-
is the total reduced costs in the power systems association, Cp,, is the cost of creating and maintaining
redundancy of generating power in the p -th area, C; is the cost of increased carrying capacity of the /-th
link, M [Y] is the expectation of loss from uncertainty of power supply to consumers in the p-th area.

There is a possibility for another approach when the criterion for selection and deployment of re-
dundancy generation capacity consists in the minimum of total discounted costs, including the costs
of creating redundancy of generating capacity and the strengthening of links, and the required level of
dependability of consumer power supply is given according to limitation of norms. Then the amount of
the power redundancy in each area of a multiregional power system will be selected under conditions of
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economically reasonable and technically necessary (regulatory) dependability, and selection criteria of
power redundancy in power systems and its deployment on FPFA will have the following form:

M L
CZ = Z CRP- +Z C] - min,ﬂ:“ Z ﬂ:norma (3)
pu=l1 /=1

where 7, and =,,,,, are the calculated value of the dependability index of power supply of consumers
in the pu - th area and its normative value, respectively.

Using the criterion (3) for the selection and deployment of redundancy of generating power in the UPS
in market conditions allows us to take most comprehensively into account the specifics of the relationship
between the subjects of the energy market. With centralized management of power industry in Russia, the
deployment of redundancies was based on the collective principle of mutual aid presented by EPS, when
not only the redundancy of power, but the power shortage is distributed between power systems. Then
the inclusion of the expectation of damage from undersupply of electricity to consumers in the functional
(2) was qualified. In the market environment, the power shortage of other EPS cannot be distributed in
power systems with excess energy. Each power system in the first place strives for ensuring the necessary
level of its own dependability at the lowest cost and gaining maximize profit. Then it strives to fulfill
contractual obligations to the adjacent power systems and only after that to give out the excess power
to meet the power shortage in other systems on a commercial basis. With this approach, standards of
dependability of power supply are required. Attempts to get them were made in the USSR [9], but since
that time works in this direction are not carried out, therefore, optimization of redundancies according to
the criterion (3) is still problematic.

Use of redundancies of generating power in the operation of EPS

In EPS operation, the issues of use of redundancies in view of their functionality and such properties as
mobility and efficiency are of the main significance. At this stage the meaning of the problem consists in
refining the redundancy of power in each region of free power flow and its redistribution between areas
to provide the required level of dependability in the areas and in power system as a whole with the actual
situation in power systems. Such redistribution in current conditions of EPS operation should be carried
out through the market of power and system services. At the same time, operating redundancy to cover
its own load with the required degree of dependability and repair redundancy to replace the power taken
out for planned maintenance and reconstruction in each area should be provided. The close relationship
of operational and maintenance components of the power redundancy allows affecting the value of the
operational constituent ensuring dependability by optimizing the timing of repairs in the process of plan-
ning. Therefore, the task of redistribution of power redundancies should be solved together with the task
of planning of generating equipment repairs associated with the reduction of dependability. Joint planning
of repair of stations’ electrical equipment and networks of inter-system connections provides additional
opportunities to improve dependability through the use of system effects [12].

In conditions of the power market, the task of scheduling repairs deserves special attention in the
context of the problem of redundancy in the operation of the power system. The separation of ownership
and the introduction of market mechanisms in the process of management of electric power have led to
the appearance of independent market entities with divergent interests that directly or indirectly affect
the approaches to the planning of repairs. Power generating and distributing companies are interested in
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maximizing profits from the operation of the equipment installed in power plants and networks under
their ownership. Consumers are interested in the minimum price for electricity; the system operator is
interested in insuring the required dependability and profit-making, etc. In conditions of the power market,
regardless of the selected criteria, the mechanism has to work that allows at the choice of timing of the
planned repairs to coordinate the interests of all market participants [13].

Redistribution of redundancies of power generating between FPFA in the UES can be carried out with
the help of optimization mathematical models for dependability criteria under the assumption that the
amount of available redundancies in areas is defined and economically feasible in the planning stages of
development [14]. Depending on the operating conditions and power systems’ association and optimiza-
tion purposes it is possible to use different criteria of dependability, such as the following ones.

- Ensuring equally possible dependability of power supply to consumers in the areas and over time.

- Achieving equal probability of upstate of power systems (in free power flow areas).

- Leveling operating power redundancy between areas and over time in proportion to the load.

- Ensuring maximum possible dependability of power supply to consumers in a power systems associa-
tion taking into account the standards of dependability in the areas.

At the same time the level of dependability can be estimated by various indicators, including the in-
dicator of the relative provision of electricity to consumers, the probability of upstate of power systems,
etc. The selected dependability index should be normalized, it should have a simple physical meaning
and be sufficiently sensitive to various disturbances, leading to a decrease in dependability (emergency
power reduction, casual load growth, taking out the equipment for repair) and to activities that increase
the dependability (putting into operation of new equipment, increasing the carrying capacity of links,
redundancy).

Along with the criteria of dependability, theoretically it is possible to find the solution of the problem
considered on the basis of cost criteria. Then, through the efficient use of power redundancies, it is possible
to provide a minimum of total costs, including the costs for the use and maintenance of power redundan-
cies, the costs for fuel and repairs, as well as damage caused by undersupply of electricity to consumers.
Practically, this approach is difficult to implement, and one of the main problems of the use of cost-based
criteria is the lack of adequate economic information and/or its inaccessibility. Besides, the prediction of
prices for fuel and repair, costs for the maintenance of power redundancies, electricity tariffs and damages
from undersupply of electricity to consumers in the power market is a complicated task.

Conclusion

Thus, approaches and methods for selecting and deployment of redundancies generating power of
EPS in Russia existing and used today do not meet a modern organizational structure of the industry.
At present, the Guidelines for the design of power supply systems based on a common approach to the
design of development of power systems, including economic justification redundancy level of installed
power, remain in force. These guidelines were developed in 2003 and orientated on a vertically integrated
hierarchical structure of the industry with centralized management. Recommended levels of redundancies
in the UPS comprising the UES of Russia, due to heavy aging power plants equipment and networks,
require further updating.

There is a need to refine the Regulations on the procedure for determining the amount of power demand,
selection and deployment of power redundancies in the division of the UES into areas of free power
flow and determining the planned factor of the power redundancy in FPFAs to meet the requirements of
dependability.
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With regard to the market system of power industry development, there is no methodology for power
redundancy based on internationally accepted principles and approaches. To select the amount and deploy-
ment of the power redundancies even at the planning stage of UES development it is necessary to use not
estimating approaches, but optimization models based on probabilistic methods. Since the principles of
selection and deployment of power redundancies in Russia and abroad coincide on basic positions, the
available international developments to address this issue can be used in Russia under condition of their
adaptation to the peculiarities of the Russian power market.

The above stated principles and approaches to redundancy of generating power and ensuring depend-
ability are mostly traditional. At present, under conditions of information technology developments, the
new approaches are applied to power systems development based on modern methods and controls aimed
at reducing the breakdown rate of equipment, failures of control systems, and the probability of system
failures and required redundancies of generating power.
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Fig. 1. Selection of optimal redundancy
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dyHKUMOHaNbHaA HaAEXHOCTb. Teopusa U NpakTUKa

Anapnypos C.E., ManbyeB'.H., AgagypoB A.C.

NOCTOBEPHOCTb NEPEAAYU OTBETCTBEHHbIX
COOBLUEHUX C UICNOJIb3OBAHUEM CXEM NOPOIrOBOM
PPArMEHTALMU U MOMEXOYCTOUYUBOIO
KOAUPOBAHUSA

UccnenoBaHa AOCTOBEPHOCTL repenayn OTBETCTBEHHbLIX COOBOLLUEHWI YripaB/IeHNs] Xe1e3HOL40POXHOV aB-
TOMaTUKOV 1 obecrieyeHnemMm 6e30rnacHOCTU ABVXKEHWS] C UCIMOJIb30BaHUEM CXEM r0pOroBovi ¢pparmMeHTa-
unny M NOMexoyCTOM4YMBOro KoaupoBaHus. llpencraBieHa cxema peaansaumm paccMaTpuBaeMoro MeTo-
Ja nepenayn opmann3oBaHHbIX COOOLLEHWI C BbiEIEHNEM BHELLUHEro koavpoBaHus (GdopmupoBaHue
¢parMeHToB COOOLLEHNSI M0 MPUHLMITY CXeMbl pa3fesieHns CeKpeTta) n BHYTPEHHEro KoaupoBaHus (ro-
MexoyCToN4YMBOE KoanpoBaHue ¢parmMeHToB). [poaHann3npoBaHbl 3aBUCUMOCTU BEPOSITHOCTEN MporycKka
COoO006LLeHNs] U NMpuemMa JIOXKHOIro COOBLLEHVST OT NapamMeTpoB CXeMbl MOPOroBoOy ¢parMeHTaumm n rnome-
XOYCTOMYUBLIX KOLOB C OOHAPYXXeHNEM U NCrpaBsieHnem owmnbok. [Noka3aHo, YTO M3MEHSIS COOTHOLLIEHNE
Mexay rnapameTpamMy BHELUHero v BHYTPEHHEro KOAMPOBAaHUS, MOXHO BJINSITb HA COOTHOLUEHUE MEeXAY
BEPOSITHOCTSIMU MPOIyCcka COOBLLEHNS] U MPUEMAa JIOXKHOrO COOBLLEHVST B COOTBETCTBUM C MPeabsiB/ISIeMbl-
MU K HUM TpebOoBaHUSIMU NPy nepenavye OTBETCTBEHHbIX COOBOLLEHWIA.

Knro4yeBblie cnoBa: OTBETCTBEHHbLIE COOOLLEHUS, CXeMa MoporoBoy ¢parmeHTaunm, rnoMexoyCcTomnym-
BOE KOAMPOBAHNE, BEPOSITHOCTb HEOOHAPYXNBAEMbIX OLUMOOK, 3aLUNLLEHHOCTb OT HECAHKLIMOHUPOBAH-
HOro Aocryna.

BeBepeHue

B coBpeMeHHBIX yCIOBHAX YIIPaBICHHUE MPOIIECCOM MEPEBO30K Ha TPAHCIIOPTE 0OeCIeunBaeTCs pas-
BUTOH TEIIEKOMMYHHUKAIIHOHHOM HHPPACTPYKTYpOIi CBSI3M aBTOMATH3UPOBAHHBIX TUCTIETYEPCKUX [IEHTPOB
(TTyHKTOB) yHpaBJICHUS! CO CTAlMOHAPHBIMH W TOABIKHBIMU aboHeHTamH [1]. Ha sxene3HomopoxHOM
TPaHCIOPTE 3TH (DYHKIMU BBITTOTHSIOT CUCTEMBI YIIPABJICHHUS M 00ecIieueHus 0€30MacHOCTH JIBHKCHHUS
noe3gamu (CYOB/IIT). OcoGeHHOCTRIO CPEACTB CBsI3HU, UCTIONb3yeMbIX B coctaBe CYOB/III, sBnsitorest
KECTKHE TpeOOBaHMA K JOCTOBEPHOCTH Tepe/iaul TaK HAa3bIBAEMbBIX OTBETCTBEHHBIX COOOIIEHUH — KO-
MaH/J ynpaBieHUs U (POpPMaIM30BaHHBIX COOOIICHMIA, HEOCPEICTBEHHO CBSA3aHHBIX C YINPABICHUEM
JKEJIe3HOAOPOKHON aBTOMATUKOM 1 00ecIiedeHreM Oe301TaCHOCTH JIBHKEHUSI.

K 4uciay OTBETCTBEHHBIX COOOIIEHUN OTHOCATCS KOMAaH/ABI yIPABICHHUS PEKUMaMU JBUKCHHUS U
OJIOKMPOBKOM TEPETOHOB, paOOTOI CTPEIOYHBIX YUACTKOB, IEPEE3I0B U CBETO(POPOB, a Takxke Popma-
JM30BaHHBIE COOOIICHHUS AUCIIETYEPCKOTO YIPaBICHHs MTOIBUKHBIM cocTaBoM. [Ipu 3aganun TpedoBa-

80



OOCTOBEPHOCTb NMEPEAAYY OTBETCTBEHHbIX COOBLLEHUIA C UCMOJIb3OBAHUEM
CXEM NMOPOroBo ®PArMEHTALMU U MOMEXOYCTOMNYMBOI O KOOUPOBAHUS

HUH K JIOCTOBEPHOCTH Tepeaayll TaKUX COOOIIEHUH Hapsay ¢ OOIICPUHSTHIM MOKa3aTelleM — MOTHOM
BEPOSATHOCTHIO OIMOOYHOTO MPHEMa COOOIICHHSI, B PSJIC CIy4YaeB YUUTHIBAIOTCS 3HAUCHUS OTJCIbHBIX
€€ COCTaBJISIONINX, B YACTHOCTH, BEPOSTHOCTEH MPOIMyCcKa COOOIICHUS U TIPHUeMa JIOKHOTO COOOIICHUS.
[Ipu 5T0M TpebyeMble 3HaueHus 3Tux BeposaTHocTel (10810710 u Hke) cOOTBETCTBYIOT Tak Ha3bIBae-
Moi1 kBazuOe30mmnOouHoi nepenade [2]. JLomomTHUTENbHBIM TPEOOBAHUEM SIBIISCTCS 3AIIUIICHHOCTD OT
HECAHKIMOHUPOBAHHOT'O JOCTYIA K YIIPABICHUIO KEJIC3HOJOPOKHON aBTOMATUKOM M UMUTALIUU JIOAKHBIX
coobmenutit [3].

BrinonHeHne oTMeYeHHbIX TPeOOBaHUI B CUCTEMaX PaJMOCBA3U, COCTABIISIOIIMX B HACTOAIIEE Bpe-
mst ocHoBy CYOB/III, 3arpynHeHo neiicTBUeM NoMeX B paJMoKaHajlax nepenayd MHGOpMaruu U UxX
ANIEKTPOMArHUTHOM JOCTYIMHOCTBIO. DTO MPUBOIUT K HEOOXOIMMOCTU pa3pabOTKU METOJOB Iepeaadn
OTBETCTBEHHBIX COOOIICHUN, OJHOBPEMEHHO 00€CIEeUUBAIOIINX BBICOKYIO JIOCTOBEPHOCTH IEpeaayu
MHGOPMaLMHU B paJIMOKaHANIaX ¢ HoMeXaMH (IIOMEXOyCTOHYHMBOCTb) M 3aLUIEHHOCTh OT HECAHKIHO-
HUPOBAHHOTO JI0CTYIA K epeaBaeMbIM COOOIIEHUAM (MHPOPMAILIMOHHYIO CKPBITHOCTH). B HacTos el
pabote paccMaTpuBaeTCs OJUH U3 TAKUX METOA0B, OCHOBAaHHBIM Ha COBMECTHOM HCIOJIb30BAHUH CXEM
MIOPOrOBOM (hparMeHTaK U IOMEX0YCTOHYHUBOTO KOAMPOBAHUS.

1. OnucaHue meTtopa dparMmeHTUPOBAHHOM Nepeaaun
COOOLWEeHNI C UCNOJIb3OBAHUEM CXEM MNOPOroBoi pparMmeHTaumm
M NMOMEX0YyCTOMYNBOIro KoaNpPOBaHUSA

PaccmarpuBaemblii MeToa ¢parMeHTUPOBAHHON Tepeaadn cooOIIeHU MmpeacTaBiseT coboi co-
YeTaHHe CXEeM MOpPOroBOM (parMeHTAIMHM U TTOMEXOYCTOHYMBOTO KOAUPOBAHMS ¢ OOHAPYKEHHUEM WU
UCIPABIEHUEM OIIMOOK U MO3BOJISIET OJHOBPEMEHHO MOBBICUTH JOCTOBEPHOCTH Mepeiaur COOOIICHHIA
B paJyoKaHallaX yNpaBJIeHUS JBHKEHUEM IMOJBUKHOTO COCTaBa C IOMEXaMU M 3alUIIEHHOCTh OT He-
CaHKLIMOHUPOBAHHOTO Joctyna. [Ipu sToM nHpopmanoHHast CKpITHOCTH 00€CIIeunBaeTCs 3a CUeT Ipe-
00pa30BaHMIi UCXOHOTO COOOIICHHMSI TpU (hparMeHTaluy, nepeaada U30bITOYHOTO Yrcia (parMeHTOB,
MO3BOJISOIIETO BOCCTAHOBUTH MEPEJaHHOE COOOIIEHHE 110 YaCTH U3 HUX, 00ECIIEUNBAET MOBBIIIIEHHUE J10-
CTOBEPHOCTH MU OIIMOOYHOM MPUEME OTAETHHBIX (PPAarMEHTOB, a CyMMapHasi BEpOSITHOCTH OLTHO0YHOTO
npreMa COOOIIEHNUS U €€ COCTABIIAIONINE 3aBUCAT KaK OT MapaMeTPOB MOMEXOYCTOMYNBOTO KaHATTLHOTO
KOJMpOBaHUS (PparMeHTOB, TaK U OT MapaMeTPOB CXeMbI ()parMeHTAIIUH, B COOTBETCTBUHU C KOTOPOIi co-
OOIIeHHs BOCCTAHABIMBAIOTCS 1O IPUHATHIM (PparMeHTaM.

Hcnonp3yemble 171 IENCHUsT TIepeaBaeMoro COOOIIeHNsT Ha (parMeHThl CXeMbl TTOPOTOBOM (hpar-
MEHTAIIUH SBJISIOTCS PAa3HOBUAHOCTHIO KPUIITOrpaUIecKUX cxeM pasaencHus cekpera [4]. OcCHOBHOM
(byHKIHEH cXeM pa3IeIeHUs CeKpeTa B KPUIITOrpa(yH SBISIETCS PACIPEICIICHHOE YIIPaBlIeHHE JJOBEPUEM
WJIA COBMECTHBIH KOHTPOJIb 32 KPUTHYHBIMH JICHCTBHSIMHU TOJIH30BaTEINEH, KOTOPBIA OCYIIECTBISIETCS
0 MIPUHITKITY y9acTHs (cormacus) He MeHee V mosb3oBateneit u3 obmero ux uucina W (V<W). Cxema
paszerneHus ceKkpeTa Mex 1y W 1onb30BaTessIMi Ha3bIBa€TCs CXeMOM TToporoBoi pparmentammu (V,W),
ec mo0ast Tpyma u3 V mois3oBareseil MOKET BOCCTAHOBHTB CEKPET MO MMEIOLITMMCS Y HUX (hparMeH-
TaM (YacTsIM) CEKpeTa, B TO BpeMsl KaKk HUKaKas TpyIia U3 MEHBIIETO YKciia MOoIb30Baresieid He MOXeT
MOJTYYHUTh HUKAKOH WH(POPMAIINHU O CEKpeTe.

B o6mewm ciryuae cxema moporoBoii ¢parmentaruu (V,W) dopmanpHO 3amaeTcs MATEPKOW BHIIA

<X, ,I'(V),a,,F,G >u BKito4aer B ce0sl cIeIyIOLUe COCTABISAIONINE:
1. MHOX€CTBO Y4aCTHUKOB CXEMBI MIIM a00OHEHTOB X, = {X,, X, ,..., X;; }.
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2. MHOXeCTBO a00OHEHTOB Y, = {X;,X,,..., X, |, 00pa3ylOUIUX CTPYKTypy AOCTyIa

T(V):[Yy = x50 X (5, € X)), (x, £ x 00 # ), i=1,2,...,0,
i=12,..,0, VSO<W].

3. 3Hauenue CCKpeTa a,, KOTOpOC JOJIKHO OBITE pa3aciiCHO MEKAY BCECMU YHYaCTHUKAMU CXEMBI.

0°

4. IlpeoOpa3oBaHue pa3fesieHUs cekpeTa F, MO3BOJISIONIEe BHIUUCIUTE (PparMeHTh! (JOIHU CEKpeTa)
b, i=1,2,...,W, KOTOpBIE MONYYalOT yYACTHUKHK CXEMBI B MPOLIECCE pa3/EIeCHus CeKpeTa a,. [1pu aTom
b=F(z,a,), TA€ z; — XapaKTEPUCTHIECKOE YUCIIO i-TO ADOHEHTA, COMOCTABIISIEMOE €MY B TIPOLIECCE pas-
JIeJIEHUsI CEeKpeTa.

5. IIpeoOpazoBaHre BOCCTaHOBIEHUs cekpeTa (5, MO3BONIAIOIIEE JTIOOOMY MHOKECTBY yYaCTHUKOB
Y, =(x,%,,...,X,) € [(V), 06pasyromux cTpyKTypy A0CTyIa, OHO3HAYHO BOCCTAHOBUTh HCXOIHOE 3HA-
ueHue cekpera a,. [lpu stom a,=G (b, b,,...,b,, 2, 2,,..., Z).

Ecnu B kpuntorpadguu paznencHue nHGopMaiyu Ha (parMeHThI HCIIOIb3YETCs IS pa3rpaHudCHHUSI
JOCTyMA K 3TOW MHPOPMAIIMH, TO TIPH Mepeaaye COOOMICHHUH 0 TUHUSAM CBS3H MOPOToBasi pparMeH-
Tanus 00ecIeYrBacT MOBBIIICHNUE HAJICKHOCTH M IOCTOBEPHOCTH nepenaun. dparmeHTarus nepeaa-
BA€MOT'0 COOOIIEHHs (AHAIOT CEKpeTa S,)) OCYIIECTBIAETCS TAKUM 00pa3soM, YTOOBI €10 MOKHO ObLIO
BOCCTAHOBHTH NMpU 00BEAMHEHUH 3aJaHHOTO yncia ¢pparMeHToB. Cxema moporoBoil GpparmeHTannu
(V,W) o3HauaeT, 4TO KaXKJj0€ COOOIIEeHHE epeaaeTcs B Buae W GparMeHToB, U JUIsl €r0 MpaBHUIbHOTO
BBIJICJICHHS TIPU TIpHEME HeOOXoauMo uMeTh He MeHee V ¢pparmentoB (V<W). [Ipeanonaraercs, 4To
UCIIONIb3YeTCsl TaKOW anropuTM dopmupoBanus W gparMeHTOB COOOIICHUS, YTO IPH O0ObEIUHEHUH
MO0BIX V uiu 0oJiee HEUCKAKEHHBIX (DPAarMEHTOB MOXKHO OJTHO3HAYHO BOCCTAHOBHUTH MEPEIAHHOE CO-
oO1eHre, Toraa Kak 00beJUHEHNE MEHEe YeM J TI00BbIX HEUCKaKEHHBIX (DparMEeHTOB HE AT HUKAKOM
uHpOpMAIUHU O TIEpeJaHHOM COOOIIeHNU. Takue CXeMbl pa3JelIeHUs] CEKPETa C BO3MOXKHOCTBIO €ro
OJTHO3HAYHOTO BOCCTAHOBJICHUSI HA3bIBAIOTCS COBEPIICHHBIMH, U M3BECTHBI YCIIOBHUS M I0KA3aTEIbCTBA
UX CYIICCTBOBAHHS B YACTHBIX CIydasx U I 00IIero onucaHus (IpOU3BOJIILHOMN CTPYKTYPBI IOCTYTIA)
cXeMbI moporoBoit ¢pparmenrtanuu (V,W) [4].

Crnenyet OTMETHUTB, UTO B MPUBEACHHOM (DOpMaTbHOM OIPEEICHUN CXeMbI pa3ielieHus CeKpeTa mpe-
o0Opa3oBaHMsl pa3fieNieHus cekpeTa F' 1 BOCCTaHOBIEHUS cekpeTa G OTHO3HAUYHO B3aUMOCBSI3aHbI, HO HE
cumMmeTpuyHbl. OT 3TUX TpeoOpazoBaHMil 3aBUCUT CTpyKTypa noctymna ['(V), a Takke COBEpIICHCTBO U
JPyTUE CBOMCTBA PEaI3yeMOM ¢ MX TIOMOIIBIO CXEMBI «Pa3/ICIICHUs CEKPETay, B TOM YUCIIe HHPOPMAITH-
OHHasi CKpeITHOCTh. Eciin pparmeHTHpOBaHHAs TIepeiaua HalpaBieHa Ha MPEJOTBPAIICHUE HECAHKIINO-
HUPOBAHHOTO JIOCTYTA K MEPEIaBaeMbIM COOOIIECHHSIM, TO JIJIsl HAPYLITUTENSI JITOPUTM (HOPMHUPOBAHUS
nepeaBaeMbIX (pparMeHTOB COOOIICHUH TOJKEH ObITh HEM3BECTCH.

[TomexoycToWYrBOE KOTUPOBAHUE HMCIIOIB3YETCS B pacCMaTpuBaeMoOM MeTojie (hparMeHTHPOBAHHOM
nepenayu cCooOIeHU B TPaAULIMOHHOM BHIE [5] KaHanbHOTO KoqupoBaHusi pparmentoB. Chopmupo-
BaHHBIC C MCIIOIB30BAHUEM CXEM MOPOTOBOM (parMeHTanuu GparMeHThI MepeaaBaeMoro COOOIICHHUS
KOJMPYIOTCST OJIOUHBIMU ITOMEXOYCTOMYMBBIMU KOJAMH C OOHAPY)KEHUEM WIJIH UCIIPABIICHUEM OIIHUOOK
Y TICPEIAlOTCS TI0 JIMHUU CBs3H. [IpH 3TOM MOTYT OBITh HCIIOJIL30BAHBI JIFOOBIC (71,k)-KOMIbI, TTApaMeTPhl
KOTOPBIX (n— 00111ee YICIIO CUMBOJIOB, kK — YUCJIO WH(OPMAIITMOHHBIX CUMBOJIOB OJIOYHOTO KO/a) BBHIOH-
paroTCs C yYETOM W3BECTHBIX TPAHUYHBIX YCJIOBHH, OMPENCISIFOIINX B3aUMOCBSI3b ATHX MapaMeTPOB C
KPaTHOCTBLIO OOHAPYKUBAEMBIX ¢, WM MCTIPABIIAEMBIX ¢, OIIMOOK. CBOMCTBOM COBEPLIEHHBIX CXEM TTOPO-
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Buyrpennee
KOAMPOBaHHE

~X- (n.J)-xon

BHuyTpenHee
JICKOIUPOBAHUE

Bremnee
JIEKOIMPOBaHUE

Buemnee N
KOJMPOBaHHE (I)parMeHTa | JInnus (n,kl )-KOZ[
®parmeHt coo0uienus [ CBA3M (bparmenTa @
! —>
coo0IeHus (M) coobmenus pngeHT | Coobuenne
cooO01IeHus
CoobeHre (b (b I A,
a; (bm)I >
. €KOJIMPOBaHHE Yucino Yucino
Yucno Yucio A
TTepeaBaeMbIX ITepe/IaBACMBIX Tomexoycroitamsoe (parmMeHToB HEOOXOAMMBIX JUIi  BOCCTAaHABJIMBACMBIX
coobmenmuit — N dparmenTos HI;O)ZI;E g::;ig; coo0LeHus, BOCCTAaHOBIICHUS coobuenuii — N
(=1,....N) coobmerns — W q)p AFMEHTOR nepeaBaeMbIX COOOIICHUS (I=1,...,N)
Pa3p;1’)1H;>cn> (m=1,.... ) cgo P (n,k;)-xom0M, ¢ ¢parmeHToB - V' PaspsiaHoCTh
o III OOHapyKEHHEM MU m=1,..., V), COOOLIEH S —
cOO00MmeHust — PaspsannocTs (n,kr)-KOmOM
kg=[logaN] dparmenta ’ C MCTIPaBJICHUEM V<w ko=[logaN]

coobuenust — k;=>ky oMboK

Puc. 1. Cxema peanu3anuy MeTojia epeayn COOOICHHUI ¢ HCIOIBb30BaHMEM CXEM IOPOTrOBOi (hparMeHTaIMU U IOMEX0Y-
CTOMYMBOTO KOAUPOBAHUS

TOBOM (pparMeHTALNH SBIISETCS yCIOBUE, HAKIIAIBIBAEMOE Ha Pa3psAHOCTD k; HOPMUPYEMBIX (h)parMeHTOB
nepeaaBaeMoro coodmenus (cexpera). OHa He MOXKET ObITh MEHBIIE, YEM Pa3PSHOCTD k, HCXOTHOTO
coobuenus: k >k, 4T0 0OyCIOBIEHO CI0KHOCTBIO IPEOOPA3OBAHMI AJITOPUTMOB PA3JEIECHHUS CEKPETA,
MO3BOJIAIONIMX BOCCTAHOBUTD (BBIJCIIUTH NP MPUEME) TIepeaaBaeMoe COOOLIEHHE TI0 MEHBILIEMY, YEM
nepeaaBaioch, YUcny pparMeHToB [4].

Cxema peanuzaiuy MeTojIa Tepeiaqn COOOIIEHU ¢ HCTIOIh30BAaHUEM CXEM ITOPOTOBOM (PparMeHTaITuN
Y TIOMEXO0YCTOMYHMBOTO KOJUPOBAHMS MpeACTaBieHa Ha puc. 1. B atoit cxeme dhopmupoBanue W ¢par-
MEHTOB MCXOJHOTO COOOIEnH s a,, [=1,...,N, C BOSMOXKHOCTBIO €TO BBIIEJIECHHUS IIPU IIPUEME YacTH (ppar-
MeHTOB V' (V<W) sBnseTcss BHyTPEHHUM KOIMPOBAHUEM, a KOAUpoBanue ¢pparmMenTos (b, ), m=1,...,W,
MTOMEXO0YCTOHYMBBIM KOJIOM — BHEIITHIM KOiiipoBaHueM. COOTBETCTBEHHO ()OPMHUPOBAHHE KOJOBBIX CIIOB,
COOTBETCTBYIOUIUX (hparMeHTaMm MepeiaBaeMoro COOOIIEHNs U €r0 BOCCTAHOBJIEHHUE IPU IIPUEME YacTU
(GbparMeHTOB OCYILIECTBIISIETCS B /1BA dTarla.

[TepBbIM 3Tariom hopMUPOBAHUS MTOCIEIOBATEILHOCTH KOIOBBIX CJIOB, COOTBETCTBYIOIIHX (DparMeHTaM
nepeaaBaeMoro /-ro cooOIIeHUs, SIBIISETCS €ro (pparMeHTalus, COCTOAIIas B IEJIEHUN CEKpeTa Ha YacTH.
Ha sToMm sTarme B cOOTBETCTBUHU C UCIOIB3YEMbBIM aJITOPUTMOM pa3zieieHus cekpera Gopmupyrorcst W
KOJIOBBIX CJIOB — MH(POPMAMOHHBIX O110K0B (b, ), m=1,...,W, COOTBETCTBYIOIIMX (pparMeHTaMm repena-
BaeEMOT'0 COOOIIEHUS a P [=1,...,N, KOTOpBIE B aJTLHEUIIIEM TTOCIIEIOBATEIHHO TIEPEIAFOTCS TI0 PaHOKa-
Hairy B o0miem cirydae pa3psiHOCTh MCXOIAHOTO COOOMIEHHS a,, COCTaBSET k,=[log,N], rie [] o3nauaeT
OKpyIJIEHHE 10 ONnKaillliero 1eaoro B CTOPOHY YBEIUYEHHUS, a Pa3psIHOCTh MepelaBaeMbIX KOJIOBBIX
cioB (b,), cocTaBnseT k,. B o0mem cirydae BCIEACTBHE OTMEYEHHOTO CBOMCTBA COBEPIIEHHBIX CXEM
TIOPOTOBOM (PparMEHTALMH BBINIOIHSETCS k >k, BTOpbIM 3Tanom GpopMUpoBaHus MOCIEN0BATENBHOCTH
KOZIOBBIX CJIOB, COOTBETCTBYIOIIMX (hparMEeHTaM Iepe1aBaeMoro i-ro COOOILEHMs], SBIISETCS IOMEXOYCTOM-
YMBOE KOJMPOBAHKE C(HOPMUPOBAHHBIX Ha IIEPBOM dTane W uHpopmaonHsix 6110kos (b, ), m=1,...,W,
OJIOUHBIM TIOMEXOYCTOWYUBBIM (72,k ;)-KOZIOM, TIOCJIE Y€TO BCE OHU MEPENAIOTCSA 10 JIMHUM CBA3H.

[Ipu npueme cooOuieHNI Ha EPBOM 3Tare OCYLIECTBISAETCSA JEKOAUPOBAHHUE MOCIEN0BATEIHHOCTH
O1ouHBIX (71,k,)-KOMOB ¢ OOHAPY)KEHUEM UIIM MCTIPABIEHUEM OIIMOOK ¥ BBIICJIEHUE NIEPEIABAEMbIX UH-
popmaronnsix 6mokoB (b, ). Ha Bropom sTarne mo BoiieeHHbIM (parmentam (b, ), B COOTBETCTBUH C
HCIIOJIb3YEMbIM aJTOPUTMOM pa3/IeNIeHUsI CEKPETa OCYIIECTBISETCS BOCCTAHOBIEHUE NIEPEJAaHHOTO CO-
oOwmenus a, [IpaBubHOE BOCCTAHOBIEHHE COOONIEHNS BO3MOXKHO IPH NPABUIILHOM ITpueme V' u Oosee
¢bparmeHTOB, npuuem V<W.

83



AOCTOBEPHOCTb NMEPEAAYY OTBETCTBEHHbIX COOBLLEHUIA C UCMOJIb3OBAHUEM
CXEM NMOPOroBO ®PArMEHTALMU U MOMEXOYCTON4YMBOIO KOOUPOBAHUS

B nanpHeitimem Oynem mosarate, 4To nepeaaBaeMbie GparMeHThl COOOMICHHS UMEIOT Pa3psIHOCTb
k=k,=k,. COOTBETCTBYIOLIME CXEMBI MOPOTOBOM (PparMEHTALMM HA3BIBAIOTCA MJEAIbHBIMU, HX Cy-
[IECTBOBAHKME ONPENEISICTCS YaCTHBIMU YCIOBUSIMH HICaTbHOCTH KOHKPETHBIX IpeoOpa3oBaHUit
paszaenenus cekpera F. CBOHCTBO WICAJILHOCTH IMO3BOJISIET TepeaaBarh GparMeHThl COOOMICHUS C
MHUHUMAaJIBHO BOBMOKHBIM BBEJICHHEM U30BITOYHOCTH M C TOYKH 3PEHUS 3aTpaT BPEMEHH JieaeT ¢par-
MEHTHUPOBAHHYIO TIepe/jady SKBUBaJICHTHOW OOBIYHOMY IIOBTOPEHUIO cooOIIeHHd. YacTHBIE yCIOBUS
UJCAITBHOCTH CBSI3aHBI C HAJIOKCHHEM OTPAHUYCHHUU HAa Pa3psIHOCTH IEepeaaBacMbIX COOOIICHUHA U
napaMeTpoB (ko3 PUIIMEHTOB), UCIIOIB3YEMBIX MPU MpeoOpa3oBaHUM pasaeieHus cekpera. Kpome
TOTO, MOTYT OBITh HalJICHBI 0OJIEe MATKUE yCIIOBUS MMOYTH UACAIBHBIX MPE0oOpa30BaHMI pa3IeICHUS
CEKpETa, Ul KOTOPBIX k =k, +1.

2. UccnepoBaHue poctoBepHOCTU dparMeHTUPOBAHHOW nepeanaym
COOOLWEHNI C UCMOJIb3OBAHUEM CXEM NMOPOroBoi pparMmeHTauum
M MOMEX0YyCTOMYMBOIro KoANPOBaHUSA

Paccmorpum o6mmii cimyyait pparmMeHTHPOBAHHON MEepeaadyn COOOIIEHH C NCTIOJIb30BAHUEM CXEMBI
noporoBoii pparmenTaru (V,) u noMmexoycToiunBOro KoaupoBaHusi pparMeHToB (7,k)-Ko1oM, OOHapy-
)KUBAIOILMM ¢ , OIIMOOK MJIM HCTIPABIISIOIIMM ¢, OIIMOOK. B3anMOCBS3b MapamMeTpoB IIOMEX0Y CTOMIMBOTO
KOJa 71 U k ¢ KpaTHOCTSIMH FapaHTHPOBAHHO OOHAPYKMBAEMBIX ¢, U HCTIPABIISEMBIX ¢, OIMOOK 3a1a€TCs
U3BECTHOM rpanuied Xemmunra [S]. IIpu GUKCHPOBaHHBIX 72 U k BCET/IA BBINOIHIETCA ¢, >¢, .

HcxonHol xapaKkTepruCTHUKOM JIMHUY CBSA3U, XapaKTepu3yollel yCIoBUs epeaayn UH(popMaIum, siBiis-
€TCsl BEPOATHOCTD OIIMOO0YHOTO NMpreMa HHPOPMALMOHRHOTO CUMBOJIA p,, [2]. JI0CTOBEPHOCTD TIEpeaadn
OT/IEbHBIX (PPArMEeHTOB IOMEXO0YCTOMYMBBIMU KOZIaMU B OOIIIEM CITydae XapaKTepU3yeTcsi BEPOSITHOCTAMU
IPaBWJILHOTO NpueMa P, , oOHapykuBaeMoi P, 1 HeOOHapyKuBaeMon P, ommnOoK.

[Ipu noMexoyCTOHYMBOM KOAUPOBAaHUU (pparMeHToB (7,k)-KOIOM ¢ OOHApyKEHHEM OMIMOOK BEpPOAT-
HOCTH O0OHapy>KMBaeMoi 1 HEOOHapyKUBaeMOI OLUTMOOK ONPEAEIISIOTCS BEIPAKEHUSIMU

o

P,=> Cip(l-p)", 1)

i=1

PIIO = 2 C}ipé(l_po)n_i’ (2)

i=q,+1

a BEPOSTHOCTH NPABUIILHOTO Iprema cocrasistet: P, =1-P P, .

[Ipu nomexoycToiunBoM KOIMpOBaHUU (hparMeHTOB (72,k)-KOI0M C UCTIPaBICHUEM OIINOOK BO3MOKHBI
TOJILKO HEOOHapy>KuBaeMble OIIMOKHU. BeposTHOCTh HEoOHapyKMBaeMOW OIIMOKH OINpenessieTcs] Bbl-
pakeHueM

PHO = 2 Crl;p(i)(l_po)n_i’ (3)

i=q,+1

a BEPOSTHOCTH MPABUIILHOTO MpUeMa cocrasiser: P, =1-P, .
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Bripaxxenns (1)—(3) cooTBETCTBYIOT OMHOMHATBLHON MOJIEIN OIITMOOK B IepeiaBaeMbIX (h)parMeHTax
coobmenwuii [5]. OnpenensieMble ¢ UX MTOMOIIBIO BEPOITHOCTH POO u PHO U SIBJISIFOTCS. UCXOOHBIMU 1S
pacuera rokasaresieil 10CTOBEpHOCTH (pparMEeHTUPOBAHHOM nepenayn cOOOLIEHUI ¢ UCIIOJIb30BaHU-
eM cxeMm moporoBoi ¢parmentanuu (V,). B kauecTBe Takux Iokaszareiei OyneM paccMaTpuBaTh
BEPOSTHOCTH MPOMYyCKa (HEIOCTaBKH) COOOIICHMS Pnp 1 BEPOSTHOCTH IIprUeMa (BBIICIICHUS ) JTOKHOTO
coobuienust P, . JlaHHbIE BEPOATHOCTH SABJISIOTCS COCTABISIONIMMU TIOJHOM BEPOATHOCTH OLIMOOYHOTO
npreMa CoOOIIEHUS U XapaKTepu3yoT Hanbosiee oracHble BU/bI OIIMOOK PU Mepeaade OTBETCTBEHHBIX
COOOIICHUH, CBA3aHHBIX C YIIPABICHUEM KEJIE3HOIOPOKHOM aBTOMATHKON U obecrieueHnem Oe3ormac-
HOCTH JBUKCHUSI.

Hcnonb3ys U3JI0KEHHYIO B padoTe [6] METOIMKY aHaJIM3a Mpolecca MoCaeI0BaTeIbHOM Iepeaadu mo
JIMHUHM CBS3H C IIOMEXaMHU U BbIJICJICHUS B IPUEMHOM ITyHKTE ()parMeHTOB COOOIICHNUS, CHOPMUPOBAHHBIX
C UCIOJIb30BaHUEM CXEMbI TOporoBoi pparmenrtauuu (V,W), noayyaem oOLIre BbIpaKeHUs J1s BEPOSIT-
HOCTEH MpoIycKa COOOIIEeHUs U pUueMa JIO)KHOTO COOOIICHHUS:

/4
Bﬂp = z C;V (Pao +PHu)l (1 _Puo _PH() )Wﬂ’ (4)
i=W-V+1
p W=y P i
P = N;(il 1+ z Criici (1_ ]:,0) - (5)
i=1

Breipaxenus (4) 1 (5) COOTBETCTBYIOT ITOMEXOYCTOMYHNBOMY KOJIUPOBAHUIO (hparMeHToB (7,k)-Koq0M
KaK ¢ OOHapyXeHHEM, TaK U C HCIpaBlIieHHeM OIMOOK. B ciryuae oOHapykeHHsI OIIMOOK BEPOSTHOCTH
P P, onpenensrorcs BoipakeHusmu (1) u (2) a1t KpaTHOCTH 0OHAPYKMBAEMbIX OIIMOOK ¢ . B ciyuae

VICTIPABIIEHHS OIIMOOK BEPOATHOCTD P, ONPENENSETCs BHIpaXKEHUEM (3) JUls KpaTHOCTH MCTIPABIISEMBIX
oImuoOOK ¢, a BEpOATHOCTHL P monaraercs paBHou Hyimt0 P =0.
u 00 00
Hcnonwsys Beipaskenus (4) u (5) ¢ yaerom Beipaskeruit (1) — (3) MOXHO MOTYyYHUTh 3aBUCUMOCTH Be-

POSATHOCTHBIX XapaKTEPUCTUK JOCTOBEPHOCTH (parMeHTUPOBAHHOM Mepeiaun COOOIIeHU Pnp uP or

Pﬂ PJTC
10 % 10
,-/ JJ J“!
I~

10° d 10° 7

1/ / | punee 21
1078 i 4 101 - :

7 1 - F
% 1L ; ARy
10-10 / / ‘ 10»12 / A“’If r-.'
L~ r /| '/' (’. .-_,'
1012 2/ 3/ 107 NS 4 Kif
7/ y L A P ’..
W Wi p. o, F.
7 NP4 P K
10 / // 10716 /,/ 4" 5 (,_.-
)" ) / -"- "
' - -1 _l
10716 / Po 1078 o ’."' '// A . Po
10° 10 107 102 107 10 10"
(a) (6)

Puc. 2. 3aBucUMOCTH BEPOSTHOCTEH MPOITyCKa COOOIIEHUS (a) M MpueMa JIOKHOTO coobtieHus (0)
OT BEPOSITHOCTH OLIHOOYHOTO NMpreMa HH()OPMAIIMOHHOTO CHMBOJIA JJIsl CXEMbI ITOPOroBoii (hparmenTaruu (3,5)
IIpU UCIIOJIB30BaHUHN PA3JIMYHBIX HOMCXOyCTOf/'I‘H/IBBIX KOIOB
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Pll PJ'IC
10 — 107
7
10° 7 10°%
/
10 ~ £ 10710
1 // Iy
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Puc. 3. 3aBHCHMOCTH BEpOSITHOCTEH MPOITyCKa COOOIICHHUS (@) ¥ IpreMa JIOKHOTo coodiieHus (0)
OT BEPOSITHOCTH OIITHOOYHOTO MpreMa HH()OPMAIIMOHHOTO CUMBOJIA JJISl CXEMBbI ITOPOTOBOM (hparmeHTarwu (4,7)
MIPU UCTIOJIb30BAHUU PA3THUHBIX TOMEXOYCTONYHMBBIX KOJOB
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Puc. 4. 3aBEUCHMOCTH BepOSITHOCTEH MPOITycKa coOOIIeHUs (a) M prueMa JIOKHOTO coolrieHus (0)
OT BEpPOSITHOCTH OIIMOOYHOT0 NMpreMa HH(HOPMAIIHOHHOTO CUMBOJIA JUISI CXEMBI IIOPOTOBOI (hparmMeHTaryy (4,5)
IIPU UCIIOJIb30BaHUU PA3IHMUHBIX TOMEXOYCTONYHUBBIX KOJOB

BEPOATHOCTEH OIIMO0YHOTO MpreMa HHPOPMALIMOHHOTO CUMBOJIA B KaHAJIE TIEPENaYn HH(OPMALUH P, 1
napamMeTpoB CXeMbI TOporoBoii pparmentaruu (V,W) nis pa3nudHbIxX (7,k)-KOIOB, UCIIOIb3YEMbIX JJIs
nepeaayn HHGOPMAIMOHHBIX O110KOB. [IpakTryueckuii HHTEpecC MpeaCTaBIsSeT ONpeAeTIeHHIE TPH 3aJaHHBIX
YCIIOBUSIX CBSI3H MapaMeTPOB BHEITHETO (CXeMbI (pparMeHTaIi) U BHYTPEHHETO (IIOMEX0yCTOWIUBOTO
KOJIa) KOIUPOBAHUs, 00ECIEUHBAIOIIUX TpeOyemMble 3HAYCHHSI BEPOSTHOCTEH MPOMycKa COOOIIECHUs
P, , ¥ pueMa JI0XKHOTo coobuienust P, 9TO MO3BOJISET BHIOMPATh MapaMeTPhbl CXEMbI (pparMeHTaluu
Y TIOMEXO0YCTOMYMBOTO KOj[a, 00eCTIEUNBAIOIINEe MUHUMHU3AINIO OJJHOW U3 BEPOSTHOCTEH P, uP, npu
MaKCUMAaJbHO JOMYCTUMBIX 3HAYEHUAX JPYrOil BEPOSATHOCTH.

Ha puc. 2—4 npuBeieHbl pe3ylbTaThl PACYETOB BEPOSTHOCTEH MPOMycKa COOOIIeHUs P, , n npuema

JIOKHOT'O COO6IJ.I€HI/I}I ch B 3aBUCHUMOCTH OT BCPOATHOCTU OIIHOOYHOTO npruemMa I/IH(popMaLII/IOHHOFO
CPIMBOJ'IE[pO IMPpU UCITOJIB30BAHHUU CXCMbI HOpOI‘OBOfI (I)pal"MeHTaLII/II/I C pa3JINYHBIMU ITapaMECTpaMU VuWw
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¥ [IOMEXOYCTOMYMBBIX (71,k)-KOIOB € Pa3IMYHbIMK 3HAYECHUSIMU [1APAMETPOB ¢, U ¢,. PaccMarpusanuich
CJIeTYIOIINE TTIOMEX0YCTOHYMBBIE KOJBI: KOJI C MPOBEPKOM HAa YeTHOCTH (15,14) ¢ KOOBBIM pacCTOSTHUEM
d=2 ¢ KpaTHOCTBIO OOHAPYKMBAEMBIX ONIMOOK ¢ =1 M C KPaTHOCTBIO MCNPABIAEMBIX OMHOOK ¢, =0,
kot XommuHra (15,11) ¢ KOMOBBIM PaccTOAHUEM d=3 ¢ KPATHOCTBIO OOHAPYKUBAEMBIX OIIUOOK ¢, =2 U
C KPaTHOCTBIO MCTIPABJIAEMBIX OIIMOOK ¢, =1, uKIn4aeckuii kKox (15,8) ¢ KOIOBBIM paccTosHUEM d=5 ¢
KPAaTHOCTBIO OOHAPYKMBAEMBIX OIIMOOK ¢, =4 ¥ ¢ KPaTHOCTBIO MCTIPABIIIEMBIX OIIMOOK ¢, =2. Ha puc. 2
MIPUBECHBI 3aBUCUMOCTH Pnp (@)u P, (6) ot p, 1myist cxeMbl TOPOroBoH pparmMenTanuy (3,5), Ha puc. 3 —
3aBUCUMOCTH Pnp (@) u P, (6) ot p, 1u1st CXeMbI TOPOTOBOH parmMenTanuu (4,7), Ha puc. 4 — 3aBUCUMOCTH
Pnp (@)u P, (6) ot p, st cxembl oporoBo# hparmenramuu (4,5). Ha puc. 2a, 3a, 4a kpusbie 1 cooTBeT-
ctBy0T Koaty (15,14) mpu ¢, =0 u g =1, xony (15,11) npu g, =2 n xony (15,8) nipu g =4, kpusble 2 — Koy
(15,11) mpu g,=1, kpussie 3 — kouy (15,8) mpu ¢,=2. Ha puc. 26, 30, 46 KpuBbI€ 1 COOTBETCTBYIOT KOy
(15,14) ipu ¢,=0, xpussie 2 —xony (15,11) pu ¢, =1, xpussie 3 —xoxy (15,8) npu q,=2, Kpusbie 4 — Koy
(15,14) mpu g =1, kpusbie 5 — xony (15,11) mpu g =2, kpubie 6 — kony (15,8) npu g, =4. Benmuunna N,
OT KOTOPOii 3aBUCHUT BEPOSITHOCTD P, , OTIPEENsIach B BUJIC N=2F,

CoBnazieHne KpUBBIX, COOTBETCTBYIOLIUX Pa3IMYHbIM BapuaHTaM HCIOIb30BAHUS ITOMEXOYCTOMYH-
BBIX KOJIOB C 0OHapyXeHHEM OIIMOOK 00yCIOBIEHO TEM, YTO HA BEJIMUYHUHY BEPOSITHOCTU MPOITYCKa CO-
OOIIeHUS Pnp B COOTBETCTBHH C BHIPAKEHUEM (4) BIMSAET CyMMa BEPOATHOCTEN OOHAPYKUBAEMBIX P 1
HEOOHApYKUBAEMBIX P, = OMIMOOK NpH Mepeaade Kaxaoro GpparMenTa, Koropas Juisl ¢, >1 okasbiBaeTcs
OJIMHAKOBOM 7151 BCEX BapMAHTOB UCIIOJIb30BAaHUS IOMEXOYCTOMYUBBIX KOJIOB C 0OHAPYKEHHEM OLTHOOK.
Ha BemuunHy BEPOATHOCTH NPUEMA JIOKHOTO COOOLIEHHS P, B COOTBETCTBHH C BHIPAKEHUEM (5) BIMAET
BEJIMYHUHA BEPOATHOCTH HEOOHAPYKMBAEMBIX OIIMOOK P, NIPH Tepenade Kaxaoro pparMenTa, Koropas
pasiuyaeTcs IS BCEX pacCMaTpPUBAEMbIX MMOMEXOYCTOMYMBBIX KOJIOB U BapUAHTOB UX UCIOIb30BAHUS
U1 OOHapYKEHUS U UCTIPABIECHUS OLTHOOK.

AHanu3 NpyUBEJICHHBIX 3aBUCUMOCTEN MTOKA3bIBAET, YTO PACCMOTPEHHBIN METO/l parMeHTHPOBAHHON
nepenadyu cooOUIeHHUM Jake MPHU TOCTATOUHO OOJBIION BEPOSITHOCTH OMIMOOYHOTO ImpueMa HHQpopma-
[IMOHHOTO CUMBOJIA B KaHAJE Mepeaayr HHPopMaIuu (p0=10'2-10‘4) U [IpU HEOONBIINX 3HAYEHUSIX Ta-
pameTpoB cxeMbl pparmMeHTanuu V' u W u 3a cuetr oOHapyKEeHUS U UCTIPABICHUSI OIIMOOK U TIOBTOPHBIX
nepead 00eCIeYrBaET J0CTUKEHUE MaJIbIX BEPOATHOCTEMN MPOITyCcKa Coo0menus P » A TIPHEMa JIOKHOTO
coo0menus P, Ha yposHe 10 10- 12,1016, 3nauenus P, p YMEHBIIIAIOTCS C yBeJII/IquI/IeM q,, 3HaucHus P
YMEHbIIAI0TCA c YBEJTIMYEHHEM ¢ U q,,.

CewmelicTBa 3aBUCUMOCTEM Ha pUC. 2 U pUC. 3 COOTBETCTBYIOT 3aJIaHUIO ITAPaMETPOB CXEMBbI (hparmeH-
Tanuu V' u W, y1oBIeTBOPSIONIMX COOTHOIIEHUIO V=[W/2], Tie -] 03Ha4aeT okpyIieHue 10 OnKaniero
LIEJIOT0 B CTOPOHY yBeIUYEHUS. B 3THUX yCIOBUAX MpPU YBETUUCHUN TAPAMETPOB CXEMbI (pparMeHTaINH
V'u W u coxpaHeHMH COOTHOIICHHSI M€Ky HUMU 3HAUYEHUSI BEPOATHOCTEH Pnp u P yMEHBLIAOTCS €
yBenuueHueM V' u W, mpuuem Bcera BBIMOIHSAETCS COOTHOLICHHE PM<Pnp, MO3TOMY IPHU YMEHBIIICHUU
BEPOSATHOCTH MPOITyCKa COOOIICHHS OTHOBPEMEHHO YMEHBIIIAETCS U BEPOSITHOCTh MpHEMa JIOKHOTO CO-
oOmienus. [Ipu yBenuueHuu 3HaueHHI MapaMeTpoB cxeMbl pparmMeHTanuu V' u W umeet MecTo TeHACHIUS
HACBILIEHUS] HA HEKOTOPOM YPOBHE 3HAYEHMI BEPOSTHOCTH MPOMYyCKa COOOIICHUS Pnp. Tak, 3HaYeHUS
Pnp TUTsl cXeMbl (4,7) 3aMETHO HUXKE, YeM 3HAYCHUS Pnp U1t cxeMbl (3,5), HO HEHaMHOTO TIPEBBIMIAIOT
3HAYCHUS Pnp A7t cxembl (5,8). B 10 jke BpeMsl 3HaUEHHs BEPOSTHOCTH MPHEMA JIOKHOTO cO00ImeHus P
[IPU YBEJIMYEHUH MTapaMeTpoB cxeMbl hparmeHTanuu V' u W ymensinaiorcs 6e3 Kakoi-1100 TeHIeHIINH
K HachleHuto. Kax cnemyer u3 Boipaxenus (5), BeNMYnuHa P TAKKE YMEHBIIAETCS C YBEIUYEHUEM
qucla nepenaBaeMbix coodmenuid N. [lpu aTom B o0nactu G0IBIINX 3HAYEHUN BEPOSITHOCTH OIMINO0Y-
HOT'O TIpueMa HHPOPMALIMOHHOTO CHMBOJIA P, BIUAHUE BETMYMHBI [N HA BEPOATHOCTD TIPUEMA JIOXKHOTO
coobmenus P Gosnee 3aMeTHOE, YeM BIMAHUE BEMYUH ¢, U ¢,,. C yMEHbIIEHUEM 3HAYEHUH P 5TO BIIHS-
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HHUE NPAKTHYECKH UCYE3AET K OCHOBHBIM (haKTOPOM, BIMSIONIMM Ha BENHYMHY P TIPH QUKCHPOBAHHOM
3HAYEHMH P, ABJIACTCA KPATHOCTh OOHAPY/KUBAEMBIX ¢, W HCTPABIAEMBIX ¢, OIIMOOK NMPH Mepenade
(hparMeHTOB COOOIICHHUS.

CemeiicTBa 3aBUCHMOCTEH HA pUC. 2 ¥ PUC. 4 COOTBETCTBYIOT TAKOMY 3a/IaHUIO IMapaMeTPOB CXEMBI
(bparmenTanuu ¥ u W, korna 3adMKCUpOBaH napamerp W u yBenmuusaetcs napamerp V. B aTux ycrioBusx
C yBETHYCHHEM // OIHOBPEMEHHOTO YMCHBIICHHS BEPOATHOCTEH P, 1 P, HE POMCXOUT — BEPOATHOCTH

Pnp YBCIIMIUBACTCA, 4 BEPOATHOCTD Pch YMCHbLIIACTCA, IIPUYICM J1AKC HIJ;I/I YBCIIMYCHUHU ITapaMETpa V na
CANMHULY U ITPU (bHKCHpOBaHHOM SHAQUYCHUH ITapaMeTpa WHpOI/ICXO,Z[I/IT 3aMCTHOC YBCINYCHHUC BCPOATHOCTHU
IMpOITyCKa COO6H.I€HI/IH Pnp N YMCHBIICHUC BEPOATHOCTU IIpUCMaA JIOKHOI'O COO6H.[CHI/I$I Pch' CJ'IC,Z[OBaTeJ'IB-
HO, U3MCHSA COOTHOICHUEC MCIKAY IMapaMETpaMU CXCMbI (bpal"MeHTaHI/II/I V1 W MOXXHO BIIMATH Ha COOT-
HOIICHUEC MCKAY BEPOATHOCTIAMU Pnp n Pch B COOTBCTCTBHUU C NTPCABABIILICMBIMHA K HUM Tpe6OBaHI/I${MI/I
Ipu nepecaadyc OTBECTCTBCHHBIX COO6IH€HI/II\/'I.

CrnenyeT OTMETHTb, YTO BEJTUYMHA BEPOSATHOCTH MPOITYCKa COOOIECHHUS, OIpeIeiieMast BRIPaKCHUEM
(4) coBmamaeT ¢ BEpOSATHOCTHIO IIPOITYCKa COOOIICHUS MpU W-KpaTHOMU nepeade HeparMeHTUPOBAH-
HOTO COOOIICHUS U MPUHATHHU pPelIeHus 1o V coBnageHusM [7]. C TOUKH 3peHHsI TOBBIMICHUS TOCTO-
BEPHOCTH Iepeaadyr HHPpOpMaIUU 3a CYST BBEICHUS IIPH IMOBTOPCHUAX B MepeaBaeMble COOOMICHHUS
M30BITOYHOCTH 3TO SKBHUBAJICHTHO HCIIOJIL30BAHUIO HCATBLHONW CXEMBI MMOPOTOBOM (parMeHTALUH
(V,W). Onnako nepeaaya COOOIIECHHI ¢ TPOCTHIM TOBTOPEHUEM MPE/IITOJIAraeT UCIIOIb30BaAHUE OTHON
CTYIICHH KOJMPOBAHHUS, KOTOPOE MOKET 00€CIICUNBATh TOJIBKO OOHAPY)KEHUE UIU UCIIPABIICHUE OIIIMOOK
3a CYeT KOPPEKTUPYIOIIUX CIIOCOOHOCTEH HCIOJBb3YyeMOro IMOMEXOYCTOMYHMBOIO KO/a, YTO COOTBET-
CTBYET BHEIIIHEMY KOJUPOBaHUIO (pparMeHTOB NpH (pparMeHTHPOBAaHHOM nepenade. Bo3aMoxHOCTIMU
obOecrnieueHHs] HHOOPMAIIMOHHOM CKPBITHOCTH IEpPeIaBacMbIX COOOIICHHI MHOTOKpaTHas Mepesada
coo01IeHnii He 00JIamaeT.

3akn4yeHue

MeTtoa ¢pparmMeHTHPOBAaHHOM Mepeayl OTBETCTBEHHbBIX COOOIIEHUI aHATU3UPOBAJICS, IPEKIE BCETO,
IIPUMEHHUTENBHO K €T0 UCIIOJIb30BaHUIO B CUCTEMAX PaIMOCBA3H, (QYHKIIMOHUPYIOLIUX B YCIOBUAX IOMEX
1 3JIeKTPOMArHUTHOM JOCTYNMHOCTH. [l0oBBIIIEHNE TOCTOBEPHOCTH Mepeaayu COOOIEHNUN 10CTUTAeTCs
3a CYeT BBEJICHUS 3HAYUTEIbHOU N30BITOYHOCTH, CBA3aHHONW C MHOTOKPATHOM Tiepeadeit pparMeHToB
cOO0IIeHHS], SKBUBAJIEHTHOM 110 3aTpaTaM BpeMeHU UX noBTopeHuto. OnHako npu nepenade popma-
JIM30BaHHBIX COOOIIEHUN YIPABICHUS IBUKEHUEM U KEJIE3HOIOPOKHOM aBTOMATUKOH, SIBJISIOLIUXCS,
0 CyTH, MaJIOMH(OPMATUBHBIMHU, 3HAYUTEJILHOE BBEJIEHUE U30BITOYHOCTH BIOJHE ONpaBAaHo. JTo,
BO-TIEPBBIX, TO3BOJISIET JOCTUTHYTh MaJIbIX 3HaUEHHUI BEPOATHOCTEN MPOIMyCcKa COOOIIEHHS U TprueMa
noxHoro coodmenus (10712-10716) p pagnokananax HU3KOIO KauecTBa ¢ BEPOSTHOCTHIO OIIMOOYHOIO
npuema HHGopMaOoHHOro cumBoia 1072-10", Bo-BTOPBIX, OHOBPEMEHHO ITOBBICUTH JOCTOBEPHOCTD
nepeaayu cooOUIeHUI B paJiiOKaHalax ¢ MOMEXaMH M 3allUUICHHOCTh OT HECAHKIHOHUPOBAHHOTO
JIOCTyMa

[ToMrMO BO3MOXXHOCTH HCIIOJIB30BAHUS B CHCTEMaX PaJUOCBSI3U, PACCMOTPEHHBIH METOJ XOPOIIO
COIVIACYeTCsl C UCTIONB3YEMbIMH Ha JKEJIE3HOIOPOKHOM TPAHCIIOPTE TEXHOJIOTHSAMH TIepeadu Ha TO/-
BIKHOM COCTaB COOOIMICHUH (KOMaH/T) CHTHAIM3AIHH 110 TOHAJLHBIM PEIhCOBBIM IETISIM HITH C IIOMOIIBIO
PACIIOJIOKEHHBIX MEXAY pelbCaMy TOUCYHBIX paauorepenaardyukoB (eurobalise) [6]. ObOe TexHOIOTUM
MPEAIIOIAraloT MPUBS3KY MEPEAaBaeMbIX COOOIMICHUH K TPOXOKICHHIO ITOIBUKHBIM COCTABOM TaK Ha3bI-
BaeMbIX OJIOK-y4YacTKOB, Ha K&JKIOM U3 KOTOPBIX MOXKET ITePeaBaThCs OJMH 13 (hParMeHTOB OYEPETHOTO
COOOIIIeHU.
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Functional reliability. The theory and practice

Adadurov S.E., Maltsev G.N., Adadurov A.S.

ACCURACY OF VITAL MESSAGES TRANSMISSIOM
USING THRESHOLD FRAGMENTATION METHODS
AND ANTINOISE CODING

The paper studied the accuracy of transmission of vital messages for railway signalling and train controls
systems using threshold fragmentation methods and antinoise coding. A scheme for the implementation of
the transmission method of formalized messages with allocation of outer coding (generation of messages
based on the principle of secret sharing) and internal coding (antinoise coding of fragments) is presented.
The dependences of the probabilities of missing messages and receipt of a false report from the param-
eters of the fragmentation threshold scheme and antinoise coding with error detection and their correction
are analyzed. It is shown that by changing the relation between the parameters of the external and internal
encoding we can affect the relationship between the probability of missing a message and receiving a false
report in accordance with the requirements made for the transmission of vital messages.

Keywords: vital messages, threshold fragmentation method, antinoise coding, the probability of undetec-
ted errors, protection against unauthorized access.

Introduction

Under present-day conditions, transportation process management is provided by advanced telecom-
munications infrastructure of centralized traffic control (CTC) centers with stationary and mobile users
[1]. In rail transport, these functions are performed by automatic train control and train protection sys-
tems (ATC/ATP). Communication facilities used in ATC/ATP systems feature strict requirements for the
accuracy of transmission of the so-called vital messages, i.e. command and control messages that are
directly related to the management of railway automation and train safety.

Vital messages include commands for control of train movement and line blocking, operation of switch
sections, crossings and signal lights as well as formalized messages of rolling stock dispatcher control.
When we specify the requirements for the accuracy of transmission of vital messages, along with the
generally accepted indicator, i.e. the total probability of erroneous reception of messages, in some cases
we take into account the values of its individual components, in particular the probability of missing a
vital message and receiving a false message. And the required values of these probabilities (10-3-10-1° and
lower) correspond to the so-called quasi-error-free transmission [2]. An additional requirement is the pro-
tection against unauthorized access to railway signaling control and simulation of false messages [3].
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Implementation of the requirements mentioned in the radio communication systems currently consti-
tuting the base of ATC/ATP systems is complicated by interference in radio channels of communication
and their electromagnetic availability. This leads to the need to develop methods of vital messages trans-
mission which both ensure the high accuracy of data transmission via radio channels with interference
(noise immunity) and the protection against unauthorized access to messages (information security). In
this paper we consider one such method based on the combined use of fragmentation threshold schemes
and antinoise coding.

1. Description of the method of fragmented transmission of messages
using threshold fragmentation schemes and antinoise coding

The considered method of fragmented message transmission is a combination of fragmentation threshold
schemes and antinoise coding with error detection or error correction, and it can increase the accuracy
of message transmission via train control radio channels with noise as well as the protection against
unauthorized access. In this case, the information security is insured by transformation of the original
message in the process of fragmentation. The transmission of the excess number of fragments, which al-
lows to recover the transmitted message using only some of them, provides the increase of the accuracy
of message transmission in case of the erroneous reception of individual fragments, and the overall prob-
ability of erroneous reception of a message and its components depends on the antinoise channel coding
of fragments and the parameters of a fragmentation scheme, according to which the message is restored
on the basis of the received fragments.

The schemes of threshold fragmentation used to divide a transmitted message into fragments are a type
of cryptographic secret sharing schemes [4]. The main function of secret sharing schemes in cryptography
is a distributed management of confidence or joint control over the vital actions of users, which is car-
ried out on the principle of participation (consent) of at least /" users out of their total number W (V <W).
The scheme of secret sharing between W users is called a scheme of threshold fragmentation (¥, W), if
any group of J users can recover the secret according to available fragments (parts of a secret), while no
group of a smaller number of users can get any information about the secret.

Generally, the threshold fragmentation scheme (7, W) formally is specified by a set of five users of the
type < X,,,I'(V),a,,F,G > and includes the following components:

1. The set of scheme participants or subscribers X, = {x,,x,,..., X, }.
2. The set of subscribers Y, = {x, x,,..., X, }, forming the access structure
T(V):[Y, = x50 % (5, € X ), (x, £ x40 # ), i=1,2,...,0,
j=12,..,0, V<O<W].
3. The value of the secret a,, which is to be shared among all the members of the scheme.
4. The transformation of secret sharing /" allowing to calculate the fragments (secret shares) b, i=1,2,...,W,
which is received by the participants of the scheme in the process of sharing the secret a,. In this case

b=F(z,a,), where z; is a characteristic number of the i-th subscriber correlated to him during the process
of secret sharing.
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5. The transformation of secretrecovery G, whichallows any set of the participants Y, = (x;,x,,...,x,) € (V)

forming the structure of access to unambiguously recover the original secret value . In this case
a,=G(b,,b,,....0,y,2,,2,,...,2,).

If in cryptography the fragmentation of information is used to restrict access to this information, for
transmission of messages via communication links, threshold fragmentation provides higher reliability
and accuracy of message transmission. The fragmentation of a transmitted message (secret analog S)
is performed so that it can be restored by combining a predetermined number of fragments. A threshold
fragmentation scheme (¥, W) means that each message is transmitted in the form of W fragments, and to
sort it out in a proper way when receiving you should have at least V' (V' <W) fragments. It is assumed that
we use such an algorithm for the formation of ' message fragments that when combining all V" or more
undistorted fragments we can uniquely reconstruct the transmitted message, whereas the combination
of less than V of any undistorted fragments do not give any information about the transmitted message.
Such secret sharing schemes with the possibility of their unique reconstruction are called perfect, and we
know the conditions and the evidence of their existence in particular cases and for the general description
(arbitrary access structures) of a threshold fragmentation scheme (V, W) [4].

It should be noted that in the above formal definition, the schemes of secret sharing, the transformation
of secret sharing F'and the recovery of secret G are unambiguously interrelated, but not symmetrical. The
structure of access I'(V) as well as perfection, and other properties implemented by the “secret sharing”
scheme, including information secrecy, depend on these transformations (conversions). If fragmented
transmission is designed to prevent unauthorized access to transmitted messages, then the algorithm for
the generation of transmitted message fragments must be unknown to an intruder.

Antinoise coding is used in this method of fragmented message transmission in the traditional form [5]
of channel coding fragments. Fragments of a transmitted message generated using threshold fragmentation
schemes are encoded by block noise-resistant codes with error detection or error correction and transmitted
over the link. There may be used any (n, k)-codes, which parameters (n is the total number of characters,
k 1s the number of data symbols of a block code) are selected based on the known boundary conditions
defining the relationship between these parameters and the multiplicity of detected g, or corrected errors
q,- The property of perfect threshold fragmentation is the condition imposed on the number of digits %,
of the generated fragments of a transmitted message (secret). It can not be less than the number of digits
of the original message k. k, > k,, due to the complexity of transformations of secret sharing algorithms
that enable to restore (select when receiving) a transmitted message by a smaller number fragments than
it was transmitted [4].

The scheme of implementation of the method of message transmission using a threshold fragmenta-
tion scheme and antinoise coding is shown in Fig. 1. In this scheme, the generation of W fragments of
the original message a, [ =1, ..., N, with the possibility of its selection upon receipt of fragments share V'
(V <W), is inner coding, and the coding of fragments (b, ), m = 1, ..., W using antinoise code is external
coding. Accordingly, the generation of code words corresponding to fragments of a transmitted message
and its restoration at the reception of a fragments share is carried out with two stages.

The first stage in generating the sequence of code words corresponding to the fragments of a transmitted
[-th message consists in its fragmentation corresponding in terms of secret sharing to secret partition. At
this stage in accordance with the applied secret sharing algorithm, W code words are generated, which
are information blocks (b,), m = 1, ..., W, corresponding to the fragments of a transmitted message a;,
/=1, ..., N, which are then serially transmitted via radio channel. In the general case the number of digits
of the original message a, makes up k,= [log,N], where [-] means rounding upward to the nearest integer,
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and the number of digits of transmitted code words (b, ), makes up k,. In the general case, due to the marked
property of perfect schemes of threshold fragmentation, the condition k, >k, is satisfied. The second stage
in generating the sequence of code words corresponding to the fragments of a transmitted i-th message
is antinoise coding of /¥ information blocks (b, ),, m=1,...,W generated at the first stage, by using block
noise-immune (7,k,)-code, with all them being further transmitted via communication lines.

When receiving messages, the decoding of a sequence of block (n,k,)-codes is carried out at the first stage,
with error detection or error correction, and the selection of transmitted data blocks (b, ), is performed. At
the second stage, the restoration of a sent message is performed using selected fragments (b, ),, according
to the applied algorithm of secret sharing. The proper restoration of messages is possible when V" and
more fragments are correctly received, with V' <W.

In what follows we assume that the fragments of a transmitted message have the following number
of digits k=k,=k,. The relevant schemes of threshold fragmentation are called ideal; their existence is
determined by the particular conditions of ideality of specific transformations of secret sharing F. The
property of ideality allows us to send the fragments of a message with the lowest possible introduction
of redundancy and, in terms of time spent, makes fragmented transmission as equivalent to conventional
repetition of messages. Specific conditions of ideality are associated with the imposition of restrictions on
the number of digits of a transmitted messages and the parameters (coefficients) used in the transformation
of secret sharing. Furthermore, there may be found more soft conditions of a nearly ideal transformation
of secret sharing, for which k =k +1.

Internal Internal coding

coding

External

. 1 (n,ki)-code of N o coding
External coding Message |, Commt.lmcatlo (n.k)-code of
Message frez%m)ent > n line message Message
fragment m) > fragment fragment [ ®]  Message
Message (bm)i Bm) (bm)i g A
a g
i The number of
The number of The number of Antinoise coding of meg;;g%ggrggms Thfer;mrr;l:ig of recovzrelcli rrlljgssgges
transmitted transmitted transmitted message transmitted by g P is N (/=1,...,N).
messages is N fragments of a fragments by using (n.k;)-code necessary lor Number of digits of
(I=1,...,N). nessage 18 v (nk1)-code with detection or recovery gfa message is
Number of digits (m=1,....W). correction of errors message is V/ ky=[logaN]
of message is Number of digits (m=1,..., V),
f=[logaN] . of a message V<W
ragment is k; >k

Fig. 1. The scheme of implementation of the method for transmission of messages using the scheme
of threshold fragmentation and antinoise coding

2. Study of the accuracy of fragmented transmission of messages
using schemes of threshold fragmentation and antinoise coding

Let us consider the general case of fragmented transmission of messages using a scheme of threshold
fragmentation (V, W) and antinoise coding of fragments by (n,k)-code that detects g, errors or corrects
g, errors. Interconnection of parameters of the noise-immune code 7 and k with multiplicities of known
detected and corrected errors g, is given by the well-known Hamming boundary [5]. For fixed » and £,
the following expression g >q, is always met.

The baseline characteristic of a communication line, which describes the conditions for information
transmission, is the probability of erroneous reception of an information symbol p,, [2]. The accu-

93



ACCURACY OF VITAL MESSAGES TRANSMISSIOM USING THRESHOLD
FRAGMENTATION METHODS AND ANTINOISE CODING

racy of the transmission of individual fragments by noise-immune codes is generally characterized
by the probability of correct reception P, , the probability of detectable errors P, and undetectable
errors P, .

In case of antinoise coding of fragments by (n,k)-code with error detection, the probabilities of detect-
able and undetectable errors are defined by the following expressions:

9

P, =% Cipy(-py)", (1)

i=1

n

PHo = 2 Crilp(i)(l_po)n_i’ (2)

i=q,+1

and the probability of correct reception makes up: P, =1-P_ -P, .
In case of antinoise coding of fragments by (7,k)-code with error correction, only detectable errors are
possible, and the probability of undetected error is defined by the following formula:

n

P,= Y Cipi(l=p,)" 3)

i=q,+1
and the probability of correct reception makes up: P =1-P, .

Equations (1) — (3) correspond to the binomial model of errors in the fragments of transmitted messages
[5]. It is the probabilities P, and P, defined with their help that are the starting point for the calculation
of indicators for the accuracy of fragmented transmission of messages using the schemes of threshold
fragmentation (¥, W). As these indicators, we will consider the probability of missing (non-delivering)
a message Pnp and the probability of receiving (sorting out) a dummy message. These probabilities are
the constituents of the total probability of erroneous reception of a message and characterize the most
dangerous types of errors in the transmission of vital messages related to the control of railway automa-
tion and train safety operation.

Using the methodology presented in [6] for analyzing the process of serial transmission via communica-
tion lines with interference and selection in a reception centre of message fragments generated with the
help of the scheme of threshold fragmentation (¥, ), we obtain the general expression for the probability
of missing messages and receiving a false message:

w

Pnp = 2 C;V (PUU +PHo)i(1 _Puv _PH())W#’ (4)
i=W-V+1
p’ w-v P i
P = N;Oq 1+ 2 Criici (1_ ]\}7) - (5)
i=1

Expressions (4) and (5) correspond to the noise-immune coding of fragments by (n,k)-code with the
detection and correction of errors. In case of error detection, the probabilities P, and P, are determined
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by expressions (1) and (2) for the multiplicity of detected errors ¢,. In case of error correction, the prob-
ability P, is defined by expression (3) for the multiplicity of corrected errors g, ,, and the probability P
is assumed to be zero: P, =0.

Using expressions (4) and (5) with expressions (1) — (3) taken into account, it is possible to obtain
the dependences of probability characteristics of the accuracy of fragmented message transmission
Pnp and P__on the probabilities of erroneous reception of an information symbol in the information
transmission channel p, and the parameters of a threshold fragmentation scheme (7, W) for differ-
ent (n, k)-codes used to transmit information blocks. Practical interest is in determination under
specified conditions of parameters of external (fragmentation scheme) and internal (noise-immune
code) coding, providing the required probabilities of missing a message P, and receiving a false
message, which allows us to choose the parameters of fragmentation schemes and noise-immune
code that minimizes one of the probabilities Pnp and P, at the maximum acceptable values of the
other probability.
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Fig. 2. Dependences of probabilities of missing a message (a) and receiving a false message (b) on the probability of erro-
neous reception of information symbol for the threshold fragmentation scheme (3,5) using a variety of noise-immune codes
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Fig. 3. Dependences of probabilities of missing a message (a) and receiving a false message (b) on the probability of erro-
neous reception of information symbol for the threshold fragmentation scheme (4,7) using a variety of noise-immune codes
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Fig. 4. Dependences of probabilities of missing a message (a) and receiving a false message (b) on the probability of erro-
neous reception of information symbol for the threshold fragmentation scheme (4,5) using a variety of noise-immune codes

Fig. 2-4 show the results of calculations of the probabilities of missing a message P, » and receiving
a dummy message, depending on the probability of erroneous reception of the information symbol p,,
using the threshold fragmentation scheme with different parameters " and W, and noise-immune (7, k)-
codes with different parameter values g, and g,. We considered the following noise-immune codes: code
with even parity check (15,14) with code distance d = 2 with a multiplicity of detected errors ¢ =1 and
with a multiplicity of corrected errors g =0, the Hamming code (15,11) with code distance d = 3 with
a multiplicity of detected errors ¢ =2 and with a multiplicity of corrected errors g =2, the cyclic code
(15,8) and minimum distance d = 5 with a multiplicity of detected errors g, = 4, and with a multiplicity
of corrected errors g =2. Figure 2 shows the dependences of P, » (a)and P, (b) on p,, for the scheme of
threshold fragmentation (3,5). Figure 3 shows the dependences of P, » (a)and P, (b) on p,, for the scheme
of threshold fragmentation (4,7). Figure 4 shows the dependences of P, » (a) and P . (b) on p, for the
scheme of threshold fragmentation (4,5). Curves 1 in Fig. 2a, 3a, 4a correspond to the code (15,14) with
q,~0 and ¢ =1, to the code (15,11) with ¢ =2 and to the code (15,8) with ¢, =1, curves 2 correspond to
the code (15,11) when g =1, curves 3 correspond to the code (15,8) for g, =2.

Curves 1 in Fig. 2b, 3b, 4b, correspond to the code (15.14) with g, =0, curves 2 correspond to the code
(15,11) with ¢, =1, curves 3 correspond to the code (15,8) with g =2, curves 4 correspond to the code
(15,14) with g =1, curves 5 correspond to the code (15,11) with g =2, curves 6 correspond to the code
(15,8) with g =4. The value of N, which determines the probability P, was determined as N = 2k,

The coincidence of the curves corresponding to different alternatives of using noise-immune codes
with error detection is conditioned by the fact that the value of the probability of missing a message P, »
with error detection in accordance with expression (4) is effected by the sum of the probabilities of de-
tectable errors P and undetected errors P at the transmission of each fragment, which for g >1 is the
same for all considered noise-immune codes with error detection. The magnitude of the probability of
receiving a dummy message in accordance with expression (5) is affected by the value of the probability
of undetected errors P, at the transmission of each fragment, which is different for all the considered
noise-immune codes and alternatives of their use to detect and correct errors.

The analysis of presented dependences shows that the considered method of fragmented transmission

of messages even with a sufficiently large probability of erroneous reception of an information symbol
in a communication channel (p0=10‘2-10‘4) and for small values of the parameters of the fragmentation
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scheme V" and W, as well as due to identification and correction of errors and repeated transmissions
achieves a low probability of missing a message P, and receiving a dummy message P, _at the level up
to 10712-101°, The values P decrease with the increasing ¢, the values of P, decrease w1th increasing
q,and q,.

The families of dependences in Fig. 2 and Fig. 3 correspond to the assignment of the parameters /" and
W of the fragmentation scheme, satisfying the ratio V'=/W/2], where [-] is rounding upward to the nearest
integer. Under these conditions, in case of increase of fragmentation scheme parameters V and 7 and
retention of relationships between them, the probabilities P, and P, decrease with the increasing V and
W, and the ratio P, <Pn is always satisfied, therefore in case of decrease of the probability of missing a
message, the probablhty of receiving a dummy message decreases simultaneously. In case of increase of
fragmentation scheme parameters V and W, there is a tendency of saturation at some level of the prob-
ability values of missing a message P, . Thus, the values P, for the scheme (4,7) are significantly lower
than the values of Pnp for the scheme (3,5) but slightly higher than the values for the scheme (5,8). At the
same time, the values of the probability of receiving a dummy message P, , with increasing fragmentation
scheme parameters V" and W, are reduced, without any tendency to saturate. As follows from expression
(5), the value P__ also decreases with the increasing number of transmitted messages N. At the same time
in the area of large values of the probability of erroneous reception of an information symbol p,, the ef-
fect of the value N on the probability of receiving a dummy message is more noticeable than the effect of
values g, and g,. With the decreasing values of p,, the effect practically disappears and the main factor
affecting the value of P for a fixed p, is the multiplicity of detected errors g, and corrected errors g,
during transmission of message fragments.

The families of dependences in Fig. 2 and Fig. 4 correspond to such an assignment of fragmentation
scheme parameters J and W, where the parameter 7 is fixed and the parameter V increases. Under these
conditions, the increase of V' does not lead to the simultaneous reduction of probabilities Pnp and P —the
probability P, increases and the probability P, decreases, and even with the increase of the V' value per
unit and a fixed value of W, there is an evident increase of the probability of missing a message Pnp and
reduction of the probability of receiving a dummy message P, . Therefore, by changing the relationship
between the parameters of the fragmentation scheme J and W, 1t is possible to influence the ratio between
the probabilities Pnp and P in accordance with the requirements imposed on them for transmission of
vital messages.

It should be noted that the value of the probability of missing a message defined by expression (4) co-
incides with the probability of missing a message in case of W-multiple transmission of a non-fragmented
message and decision making on V coincidences [7]. In terms of increasing the accuracy of information
transmission by introducing redundancy into transmitted messages for repeated transmission, it is equiva-
lent to using the ideal scheme of threshold fragmentation (¥, ). However, transmission of messages with
simple repetition involves the use of only one step of coding, which can provide only the detection or
correction of errors at the expense of correcting abilities of a used noise-immune code that corresponds
to the external coding of fragments in fragmented transmission. Multiple transmissions of messages do
not have the abilities of information secrecy.

Conclusion

The method of fragmented transmission of vital messages has been analyzed primarily with refer-
ence to its use in radio communication systems operating in noisy environments and electromagnetic
availability. The accuracy of message transmission is increased by means of introducing considerable
redundancy connected with repeated transmission of message fragments, which is the equivalent to
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the expense of time spent for their repeating. However, during transmission of formalized messages
of train operation and railway automation control, which are, in fact, low informative, a significant
introduction of redundancy is justified. First, it allows us to reach low values of the probability of
missing messages and receiving false messages (1012-10-19) in radio channels of low quality with the
10-2-10-* probability of erroneous reception of an information symbol, and second, it allows us to in-
crease simultaneously the accuracy of message transmission via radio channels with interference and
protection against unauthorized access.

Besides the possibility of using the considered method in radio communications systems, the method
is well consistent with the technology of transmission of signaling messages (commands) to trains via
audio frequency track circuits or through spot radio transponders (Eurobalizes) located between rails [6].
Both techniques involve the referencing of transmitted messages to the so-called block sections passed
by a train, where one of the fragments of a next message can be transmitted.
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dyHKUuMoHanbHaga 6e3onacHoCTb. Teopus U NpakTUka

Meperypna A. U.

MATEMATUYECKAA MOAEJIb HAOEXXHOCTU
KOMIMJIEKCA «OBbEKT 3ALLUTbI - CUCTEMA
BE30OMNACHOCTW» MPU HEYETKOU UCXOAHOMU
MHOOPMALMU

B naHHoOV paboTe paccMaTpmuBaeTcsl MaTteMaTnydeckasl MofAesib HaaeXXHoOCTU KOMIIekca “00bekT 3allmnTbl —
cuctema 6e30nacHoCcTn” C Nepuoanyeckn KOHTPOJIMPYEMOVi cuctemori 6e3onacHocTu. [lpyu nocTpoeHun
mMaremaTn4eckom Mo4esin HaaeXxHoCTU, y'-IMTbIBalOLL{eVI HeoripegesieHHOCTb rnapameTtpoB MmoAesin, UCroJib-
3yercs Cﬂy‘-lal)’lHO-He'-IeTKl/ll)’l rpoLecc BOCCTaHOBJIEHUS. I'Ionyqua He4YeTKkasi oueHka ajisd maremarn4eckoro
oXuaaHus HapaboTKY KOMIJIeKca, a TakxXe MpuBeaeH MNpUMeEpP BbIYNC/IEHUS OLEHKU cpenHer HapaboTku
[0 aBapuy KoMrisiekca «00bekT 3alunTbl — cuctema 6e30nacHOCTU».

KnroueBbie cnoBa: HafexHOCTb, CryHaliHO-HEYETKNE BEJIMYUHBI, MPUHLMI paclumpeHus 3aze, QyHkums
MPUHAaANIeXHOCTH, HeHeTkasi CPesHssi HapaboTka, OLieHKa XapaKTepucTuK HaaexHocTy, aegassndukaLms.

BBepeHue

CI/ICTGMBI, COCTOAIINEC U3 o0BeKTa 3allIUThI U CUCTEMBI 6830HaCHOCTI/I, MIPUMCHATOTCS TaM, IAC HEOOX0-
MO 00€eCTIeYNTh 0€30TaCHYI0 SKCILTyaTalMIo MOTEHIIMAIBFHO OMAaCHBIX 00BEKTOB. B KauecTBe mpumepa
MOKHO TIPUBECTH aTOMHYIO IIPOMBINIIEHHOCTh. Ha3HaueHne cucTeMbl 0€30MacHOCTH — IEPEBOAUTH aBa-
pHIfHBIE CUTYAITUH IPU HAPYIIEHUHA HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS 00bEKTa 3alIUTHI B PAHT HEOIac-
HBIX, T.€. TAPUPOBAHHUE OTKAa30B 00BEKTA 3alIUTHL. PaccmarpuBaemast cucremMa o0JaaeT CIEAYIOIINMU
XapaKTCpHbIMU OCOOEHHOCTSIMU: UMEET MECTO BCpTHUKAJIbHAsA COMMOAYMHCHHOCTD — YCTAHOBKA HAXOAUTCS
10J] KOHTPOJIEM CHUCTEMBI O€30MaCHOCTH; CHCTeMa 0e30MacHOCTH 00JaJaeT MPaBOM BMEIIATENIbCTBA
C TEM, 4TOOBI npeaoTBpamiaTb NOTCHIHUAJIBHO OMMACHBIC U3MCHCHUSA B O6’beKTe 3allIUThl; UMECT MCCTO
B3anMO03aBUCUMOCTb I[ef/'ICTBI/II;'I — yCIICHIHOCTDh IIGI>'ICTBI/I$I CHUCTEMBI B [ICJIOM 3aBUCUT OT ITOBECACHHUS BCEX
3IIEMEHTOB CHCTEMBI. 13 3TOTO ClieyeT, 4To 00bEKT 3alIUThI K CHCTEMY 0€3011acCHOCTH HEOOXOIUMO pac-
CMaTpuBaThb B COBOKYITHOCTH KakK eﬂHHBIﬁ aBTOMaTI/BI/IpOBaHHBIf/i TEXHOJIOTHYECKUU KOMILJIEKC «O6’beKT
3amuThl — cuctemMa 6ezonacHoctn» (ATK O3—CB). Pa3pabotke maremMaruueckoi MO/IENI HAJIEKHOCTH
TaKOTO KOMILIEKCA TOCBSIIEHbI padboTsI [1,2].

[Ipu ananu3e HAIEKHOCTH CUCTEM MOXKET MMETh MECTO HEONpPEACICHHOCTh Pe3yJbTaToOB aHAIIN3a,
o0yCIIOBIIEHHAs pa3IMYHBIMU NpUYHHAMU. B 3T0i#l paboTte Oyzmem paccMarpuBaTh HEONPEACTCHHOCTD
Pe3yJIbTaTOB aHAIM3a HAJIKHOCTH, OOYCIIOBICHHYIO HEOIIPEAEIIEHHOCTRIO NCXOAHBIX JaHHBIX. JlaHHAs
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Pa3HOBHUIHOCTb HEOIPENEIEHHOCTH BO3HUKAET, MOCKOJIbKY MapaMeTpbl MaTeMaTUueCKONH MOJEIH, UC-
MOJIb3yEeMOI IPY aHAIHM3€E HAJICKHOCTH CUCTEM, MOTYT OBITh TOUHO HEM3BECTHBI BCIISICTBUE HEIOCTATOY-
HOCTH JaHHBIX U UBMEHUHUBOCTH XapaKTEPUCTHK.

Jl7is MoenupoBaHUsl Pa3IMYHBIX ACIIEKTOB HEONPENEICHHOCTH pa3paboTaHO HECKOJIBKO OTIMYalo-
LIUXCA APYT OT Apyra MOJAXOA0B, TAKUX KaK TEOPETHUKO-BEPOSITHOCTHBINA MOAXO/, HEYETKUE MHOKECTBA
U Mepbl U HEeKoTophie pyrue. OOCYKACHUE UX PA3IUYU U IPEUMYIIECTB MOXKHO HalTH B padote [3].
3nech OyzieM HCIONIb30BaTh KOMOMHAIIMIO TEOPETUKO-BEPOSATHOCTHOTO MOAXO0/Aa U HEUETKUX MEp JUIs
MIOCTPOEHUSI MAaTEMATUYECKOM MOJENIM HaJACKHOCTH, YUUTHIBAIOIIECH HEONPEAEICHHOCTh MapaMeTpOB
monenu. [TonoOHbIi moaxoa u3nokeH B psaae padot [4 — 8]. B mannoit padore, cienys Jlro [4,5] Oynem
UCIIONB30BaTh CIy4YaifHO-HEUETKHUE BEIMYUHBI, MOCKOJIbKY OHU MO3BOJSIOT Hanboliee MpoCTo CO31aTh
MareMaTuieckyr monenb HajnexHoctu ATK O3—Cb, y4uThIBarOUIyt0 HEONPEAEIEHHOCTh UCXOIHbBIX
JnaHHbIX. [Tpy aHanu3e MaTeMaTH4eCKOM MOJIETN HA/IEKHOCTH MbI IEPEXOJUM OT CIIyHYailHbIX BEJIMUUH K
CITy4ailHO-HEUETKUM BEJIMYMHAM, a, CIIEI0OBATEILHO, BO3HUKAET HEOOXOJMMOCTh B IPUMEHEHUH CITy4YaifHO-
HEYETKOro mpoliecca BocctaHoBieHus [9,10].

dopmanusaumnsa u pewieHue 3agaum

[Ipu pa3paboTke MaTeMaTHUYECKUX MOJEieil HaJAeKHOCTU OOIICTPUHATHIM SBISETCS MOAXOM, MPHU
KOTOPOM HapabOTKK M BPEMEHA BOCCTAHOBJIEHHUSI ONMCHIBAKOTCS € MOMOIIBIO Clly4alHbIX BennyuH. Ha-
IPUMEP, MOKHO PacCMaTpUBaTh HApabOTKy [0 OTKa3a ), HMEIOIIyI0 QyHKIMIO pacnpenenenus F (6;1),
rae A — BEKTOp mapaMeTpoB pacmpenenenus. OnHaKo, Kak MPaBUIO, TOYHbIC 3HAYCHHUS TAPAMETPOB A
B CHUJIy T€X WJIM WHBIX IPUYMH HEU3BECTHBI, 4, CIIEI0BAaTeNIbHO, HIMEET MECTO HEOIpe/IeJICHHOCTh Mapa-
METPOB MOJIETH, YTO, B CBOIO OYEPElb, MPUBOIUT K HEOMPEEICHHOCTH 3HaY€HUI NCKOMBIX ITOKa3aTene
HAJEKHOCTH. {7151 KONMMYECTBEHHOTO yueTa 3TON HEOoNpeneIeHHOCTH BOCIIONB3yEeMCsI MaTeMaTHYeCKUM
anmapaToM CIy4yaiHO-HEeYeTKUX BeanduH [4,5]. CylHOCTh UCTIOB3YEMOT0 MOX0a 3aKIH0YAETCs B TOM,
YTO CIy4yailHBIM BeIMYMHAM MPUIIHMCHIBaeTCS Mepa npasaononoous. CiydaitHo-HeYeTKUE HapaOOTKH 10
0TKa3a U BpeMeHa BOCCTAHOBJICHHSI MbI OyZIeM OMpEeeNaTh, UCIONbB3YsI TIOAXO0, PACCMOTPEHHBIN B [4].
UroObl 3a/1aTh CITy4yaifHO-HEUETKYIO BEJIMUUHY ¥, YKAKEM CEMEHCTBO BEPOSTHOCTHBIX paclpenereHHi

{FX (t; A (9 )),9 € @} Ha BEpOATHOCTHOM npocTpaHcTBe (2, A, P), rie A — HeyeTKHil BEKTOP, ONPEIEIICH-

HBII Ha MpocTpaHcTBe pasronoaoous (O, G, Cr), KoTopoMy COOTBETCTBYET (DYHKITHS TPUHAJICKHOCTH

().

J111s1 co3nanust MaTeMaTHYeCKOM MOJIENN HAIeKHOCTH KOMITJIEKCca «00BEKT 3allUThl — cUcTeMa Oe3orac-
HOCTH» Oy/IeM UCIOIb30BaTh BMECTO CIIyYaiHBIX BEIMYUH ClydyaiiHble HeueTKre BelnndrHbl. CyIIHOCTD
JAHHOTO MOX0/1a 3aKII0YaeTCs B TOM, YTO CIIyHYaiHBIM BeIMYMHAM Oy/leM MPHUIHCHIBATh MEPY MpaBao-
IoI00us.

Bynem cunTarh, 4TO BENMYUHBI X; — CIy4alHbIE HEUETKUE BEIUYMHBI, KaXK1as U3 KOTOPBIX 3aJaHa Ha
COOTBETCTBYIOIIEM IIPOCTPAHCTBE Npasaononodus (O, P,, Cr,), mpuyem Bce OHM HE3aBUCHMBI, MOJIOXKH-
TEJILHBI ¥ OMHAKOBO PACIpPENEIEHHbIE. AHATIOTHYHO Y, — CIy4alHble HEUYETKHE BEIMYMHBI, KaX1as U3
KOTOPBIX 33/IaHa Ha COOTBETCTBYIOLIEM IPOCTPAHCTBE Mpasaononodus (©,”, P, Cr.”), mpuyem OHM TaKKe
HE3aBHCHMBI, OIMHAKOBO PaCIpeIesIeHbI U MOJIOKUTENbHBL. HoMmep 1ukiia mpoiecca GyHKIIMOHUPOBAHUS
00BeKTa 3aIIMThI, Ha KOTOPOM IMTPOU30IILIa aBapus, 0003HauuM v. Kpome 3Toro, cuutaem, 4To v — MoJo-
KHUTETHbHOE CITyyaiiHOe HeUeTKoe 11eJ0€ (T.€. cllydaiiHas HeuyeTKasi BeIMUnHa, KOTOpasi IPUHUMAET TOJIBKO
TIOJIOXKHUTENBHBIE LENBIE 3HAYEHHS ), ONPEIEIEHHOE Ha MPOCTPAaHCTBE mpasaonoxodus (., P.”, Cr,”).
W, HakoHE, IPETIONIOKUM, YTO TOCIIEN0BATENBHOCTH {X;, 1> 1} M {y, 1> 1} B3aMMHO HE3aBUCHUMBI, & V
HE3aBUCHMA OT MOCIIEN0BATENLHOCTER {X;, 1> 1} m {y, 1> 1}.
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HapaboTKy koMIuiekca /10 nepBoi aBapul MOXKHO 3amucars [2]:

v—1

w:Z(Xi+Yi)+Xva

i=1

rie ), — HapaboTKa Ha OTKa3 HAa TOM LMKJIE PETEHEPAlUH, HAa KOTOPOM MPOM30LIEN OTKa3 0ObEKTa
3aiMThl. TakuM 00pa3oM, ® — ATO CllyyaiiHas HEYeTKas BEIMYMHA, OMpPEeICHHAas Ha MPOCTPAHCTBE
npasgononodus (0, P, Cr.), rie © = 07 %(0 x0,’)%( 0,%0,”)x..., Cr — Mepa IpaBIononoous, onpeie-
nsiercs Tak [4,5]

. . 1
sup inf Cr, {6 }, ecmu sup inf Cr, {9 }<—,

I<k<eo K k k<o K Uk
(6,.8,,...)e4 1Sk (6,.8,,...)e4 1<kS 2

Cr(A)= 1
1- sup inf Cr, {Gk}, ecm sup inf Cr, {ek}ZE

©,.6,,..ycdc 1Sks= ©,.6,,..)e415kse

Jnst kaxgoro ¢pukcuposanHoro 0 senmuuunbl My.(0), My,(0), Mv(0) 1 Mw(0) npeacrasnstor coboi
MaTeMaTUYEeCKUE OXKHIaHus CiIy4aiHbIX BeanduH x(0), 7(0), v(0) u o(0) coorBeTcTBeHHO. [loCcKONBKY O
BApPLUPYETCA Ha MHOXKECTBE ©, TO MBI PaCCMaTPUBAEM yxKe HeueTkre Benuuunsl My (0), My, (0), Mv(0),
Mao(0). s u3MepeHust HeUeTKOW BEJIMYMHBI UCTIONB3YIOT 1BA KPUTUUYECKHUX 3HAYCHUS (ONITUMHCTHYE-
CKO€ M MEeCCUMHUCTUYECKOE 3HAYCHUE) C 33JJaHHbIM JIOBEPUTEIbHBIM YpoBHEM o [5]. Takum obpazom,
MBI MOXXEM pacCMaTpUBaTh CIEAYIOLIME O-TIECCUMUCTUYECKUE U 0-ONTUMUCTHUECKHUE 3HAUYCHHS STHX

MATEMATHYECKHX OYKHIaHHiA:
(My,(0)),, (@) =sup{r|Cr{My,©)2r}>0a},

(M, 0)),,; (@) =inf fr|Cr{My,®)<r}z0}

(MY,0)),, (@) =sup{r|cr{My,@)2r}>0};

(MY,0)), () =inf fr|Cr {My,@)<r}>a}

(MV(©)),, (@) =sup{r|Cr{Mv@®)=r}>a},

(MV(0)),,: (o) =inf {r|Cr{Mv@®)<r}>a},
(M®(®)),,, (@) =sup{r|Cr{Mo®)>r}>0},

(M®(®)),, (@) =inf {r|Cr{Mo®)<r}>a}

J11s1 Kaykzioro 0€® MMeeT MECTO PAaBEHCTRO

v(8)-1
MOJ(9)=M( > (Xi(9)+Yi(9))+Xv<e)(9)j-

i=1

101



MATEMATU4ECKAS1 MOAEJ1Ib HAOEXXHOCTU KOMMJIEKCA
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Hcnone3yst popmylly MOTHON BEPOSTHOCTU U ONpeAeTeHNEe KPUTUYECKUX 3HAUYCHUN O , BBIYUCIUM
a-nieccumuctTryeckoe 3HaueHrue Mw(0). Torna

v()-1
(Mo(0)),, (o) = M( 2 (X, ©)+7,0)+ Xv(e)(e)j (o) =

k-1

—Z(P«a) k)Z(Mx ©)+ My, (e)>+Mxk<e>J (o) =

=3

k-1

—ZP(V(G) k), f(Ot)(Z(MX ©)+ My, (9))+Mxk(9)] (@) =

8

8

=2 PO =), <oc>(z (M7,)),, @)+ (My,®)),, (@) )+ (Mx,©)),, <oc)]

(Ot)+((MX(9)+MY(9))Z (k=DP(v(®) = k)j ing (00) =

k=1

(MX(G)Z P(v®)= k)]

= (M 0(8)) 10 () + (MY (8)),, () )MV (O) = 1), (00) + (M Y (8)), (1)

AHaJIOrM4YHO IIOKa3bIBACTCs, YTO O-OIITHMHCTHYCCKOC 3HAYCHUC M(D(O) orpeacirsieTCa COOTHOUNICHUEM

(M ®)),,, (@) = (M(0)),, (@) + (MY (©)),,, () XMV(©) = 1),,, (@) + (M (B)),,, (e).

Brerauciaum TCIICPb CPEAHCEC OXKUAACMOC 3HAYCHUC cnyqaﬁHoﬁ HEYETKOU BCIIMYHHBI, KOTOPOC OIIpCaAcC-

nsiercst popmyroii E [¢]= %i €.y () + &, (01) et [5,6], momyumm
E[Mo®)]= %i((M Xine QMY (0)),, (1) + (MY (0)),, (0)(MV(O) = 1), () dr +
+%I (M (0)), ()(MV (), (1) + (MY (D)), (0)(MV(O) =), (a0))dow =
= %:[ (M %(8)); (@)(MV(0)),,c (1) +H(M ¥ (8)),,,, () (MV(B)),,, (o)) dox +

+%J((MY(9)) o ()M V(0) = 1), (@) +H(MY B)),,, (@) MV (®) - 1), () dor.

Takum o6pazom, noxydaem

E[Mw®)]=Mx®)+My®)(v(®)-1D+My®)Vv®)-1). (D
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N3 onpeneneHus cpeaHero 0XUAaeMOro 3HAYEHUs CIyYalHOW HEUETKOW BEJIMYHMHBI CIEIYET, YTO
M|w] = E[Mo].

[IpakTHuecKkoe UCIOIb30BaHNE TCOPUH HEUSTKUX BEJTUYHMH IIPEAonaraeT Hamuue GyHKIui npuHai-
nexHocTu. [Ipu nanpHeneM BbIYMCIEHUHA MATEMAaTHYECKOTO O’KUJIaHUSI CITyYalHOM HEYETKOW BEJIMUYHHbI
M[®] He0OXOAMMO BBIYUCITUTH (PYHKITUIO MPUHAIC)KHOCTH.

[Iycth HapaboTka MeXIy OTKazaMu OOBEKTa 3alllUThl UMEET HKCIOHEHIIMAIbHOE paclpeesieHue,
rapamMeTp KOTOPOTO SIBJISIETCS TPEYroJbHON HEueTKo# BenunHOM. Torjma HapaOoTKa MEXTy OTKa3aMu
00BEKTa 3aIUTHI ABJISICTCS CIyYalHONW HEYETKON BEeIMUMHON. KpoMe 3Toro mpenoiokum, 94To U BpeMst
BOCCTAHOBJICHHUS 00BEKTA 3aIUThl UMEET 3KCIIOHEHIIMAIBHOE PaCIpe/ielieHUE, TapaMeTp KOTOPOIo TaKkxke
SIBJISIETCSI TPEYTOJIbHOM HeYeTKOM BenmunHoM. [lonaraeM, 4To HOMEp LIMKJIA V, HA KOTOPOM MPOU30IILIIA
aBapusl, TAKXKE SBJIACTCS CIy4YallHOW HEUETKOM BEJIMYMHOM, TPUYEM BEPOSITHOCTh AaBapUM HA OTHOM LIMKJIE
npouecca (yHKIIMOHUPOBAHUS KOMILJIEKCA paBHa (.

Taxkum 006pa3om, UCXOIs U3 CACNIAaHHBIX MPEANOI0KESHUN, 3aTUIIIEM:

*7‘% 0)¢

Pl == "

X ecu t<0.

eciu 0L f<oo,

3ameuas, 4TO TpeyronbHAs HedeTkas BesmmHa ), (6) pesicTaBNMa TPOHIOi YeTKUX urcet (k(” LD )
Takux uto A’ <MY <AV, a dysxuus anHaﬂnemHocm ee OIpeIeNseTcs BRIPAKEHHEM an[a

M
% M 72
e yle[k A ],
(2) 1) X x
kx _7\’7(
3)
= @ 3 6)
u},x (yl) = 7\‘(2) _ 716(3) ) eaiu _)/‘1 S [7\,)(2 ,A,X:; ] N
X X
0, ect y ¢ [7»;”,7»;3)].

AHAJIOTHYHO 3aIUIIeM ISl HEYETKOW BEJIMUYNHBI XX(G)

_ —xy(e)r oo
P{y(@)St}z l—-e , e 0L f<oo,
0, eciu  t<0
M
Y @1 4 (2)
Ao e« y2€[7“v Ay ]’
% Y
y _7\’(3)
“M(yz): ﬁ, eaiu yZEI:}\,éz)’}\"S):Ia
Y Y

0, ecmw yze[Ml),kf)].
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[Tockonbky paccMarpuBaeMblii poliece PyHKIIMOHUPOBAHUS 00bEKTA 3aIUTHI SIBIISICTCS AlIbTEPHUPYIO-
UM CIIy4YaiHBIM [IPOLIECCOM, TO BEPOSITHOCTh TOTO, UTO aBapus MPOMU30IILIa Ha k-M LIUKJIIE pereHepanuu
paBHa

Pv=k}=(1-9“"q. 2

B sTtom cnydae He mpencTaBiseTcs BOSMOXXHBIM B SIBHOM BHUJIE 3alIUCaTh BhIpaKEHUE I QYyHKIIUN
MPUHAJIC)KHOCTH BeTMYMHBI M®, ojfHako BeIYuCIuTh E[®] Bce ke MokHO. O4eBUIHO, YTO

1 1- 1 1] 1- 1
Mfol-u| - w | Lyl LIy L
gk, g\, | q q .

X

1 1
B nosiydyeHHOM BBIpa)X€HUU OKA3aJMCh HEM3BECTHBIMHU OXKHJAeMble 3HAUeHUs1 M o uM|—|,

A

X Y

. 1
KOTOPBIC HaAaM IIPEACTOUT BbIYUCIIUTD. Marematnueckoe oXugaHue HeUEeTKOM BeTUUMHL M }\‘— 6y,I[CM
BBIUUCJIATH CJIICAYHOIIHUM o6pa30M: X

1 1
M| — Cri0 €0 dr.
" '[r e/x(e) ropdr

Hpe;xne 4eM BBIYUCIUTE M , CHa4dalJia HCO6XOI[I/IMO OMpEACIINTE COOTBETCTBYIOLIYIO q)YHKI_II/IIO

MNPHUHAJIC)KHOCTH:

1
7\')(

k(l) _ :
2 _yM> 2) >3 M
kx —A, _k A |
7»(3) _ -
y 1 1
“’(y)zsull)ulx(yl): W, e y€ ERNE
y:y—l X X L X x
0 ecnu ye_ ! ! |
) ENORENOY
_kx Ay i

Torma MEpy HpaB,Z[OHOI[O6I/I$I MOZKHO 3aIIMCaTh B BUJIC
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1, ecm rSW
X
1
7—7L(3)
LI I I
| 22020 A
Cri0e® ——2=2r;= .
/kx(e) 1 50
l—r ’ ecnu re[ ! ! }
N2 M N @0 M)
27Lx —kx lx Kx
0, ecm F>W
X

CiienoBarenbHO, MOTy4YaeM

4o 7»(2) x(3)
vl L :er eee/ LR PR (2)1 = In| 2 L (3)1 S| 5| (3)
R A, (©) 2 AP A0 A0 T2 AP A T AL

. 1
Maremarudeckoe O’KuiaHie HeUeTKOW BeJTMYMHbBI M L»— MO>KHO 3aIiCarh aHAJIOTHYHO (3), 8 UMEHHO
v

A2 e
M{%}:% e 1 G ln(}&l) J+% NG l;h<2) ln[k?n]'
vy T My Y vy T MY Y

Onpenenum tenepb MV . I1oCKoIbKY V — IUCKpETHAs cllydaiiHasi BEJIMYMHA, TO

Mv = qu(l—q)k_1 =q.

k=1

1 1
[Toncrapinsem nosy4yeHHbIE BbIpaskeHus: M [k—}, M {k_} u Mv B popmyny M [0)] nMeeM
v X

1 1 k(Z) 1 KG)
Mlo]=— In| 2= |+ In| —£- |+ +
[0)] 2q {7\’;2) _ x)((l) n [ 7\‘)((1) }‘;3) _ k;z) 1 }\4}((2)

_ A3 A®
+12 q{xm ! 20 ln[;f(l) j+ NS I;L(Z) ln[;ﬁn ]}
q vy M Y v T Yy Y
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3amMeTuM, YTO €Cin 7‘;1) = 7»;2) = kf) u 7»;1) = k;z) = kf) MOJIyYCHHOE BBIPAXKECHHUE CBOMUTCS K BBI-
PasKEHMIO I BBIYMCIEHUS MaTeMaTHYECKOTo OKHUIaHHs B CIydae, KOraa IapaMeTphbl pacipeaeIeHuii
ABJIAIOTCS YETKHM BETMYHHAMH.

Jlnst Toro 4To6bl Berueants Mo (0), Kak MareMaTnueckoe OKHMAAHHE HEYETKOH BEIMYMHBI, HAM
HEOOXOMMMO TOIYYATH COOTHOWIEHHE s BepostHoctn ¢ (0) mpy kaxmom ¢ukenposanHoM 6 € O,
nockonbKy 3Hauenns My (0) u My (0) 6bum Borunciens Boime. PaccMoTpum Goee moapoGHO mpo-
1ecc QyHKIMOHUPOBAHHUS CUCTEMBI 6e30macHoCcTH. [T0CKONIBKY crcTeMa 6e30I1aCHOCTH (PyHKIHOHUPYET
B peXKHME OKMIaHMS OTKa3a 00bEKTa 3aIMThl, TO HEBO3MOKHO OOHAPYKHTh €€ OTKAa3bl B MOMEHT UX
BO3HHMKHOBEHHs. I103TOMy [/11 0GHApPYKEHHs CKPBITBIX OTKAa30B BBOAMTCS IIPOIIEAypa HEPHOIUYECKOTO
PO(UIAKTUIECKOTO KOHTPOJIS CHCTEMBI 6€30MacHOCTH. I1eproi KOHTPOIS MCIPaBHOCTH 0603Ha4nM T , a
ero JuTenbHoCTh — O . Ilpemnonaraem, 4To BO BpeMsl HEPHOIMYECKOT0 KOHTPOJIS CHCTEMA 6e301MacHOCTH
TIpeKpaniaeT BHINOIHATE cBoU (yHKIMH. Eciu cucTemMa 6e301acHOCTH MCIPaBHO (DyHKIIMOHUPOBAa BpEMs

€, Ha i —M IMKIIE pereHepaliy, TO 3a 3T0 BpeMsl ObLIO IIPOU3BEIEHO [i} ([x], {x} —coorsercrBenno
T+95

1ies1as v JipoOHast yacTh uncna x, x° = max(x,0) ) nepuonos KOHTponLHoﬁ npodunaktuku. [Ipudem 3a 310

BpeMs CUCTEMA HAaXO0AHJIaChb B pa60qu COCTOsIHHUU BpEMs T'. Ortkas Cb O6H8.py>KI/IBaeTC5{ JINIIb

T+ 8
B MOMEHTHI BPEMEHU [TEJTIS} +1|(T+9), T.e. B MOMEHTBI BPEMEHN OKOHYAHHUS MPOLIELYPBl KOHTPOJIS.

ITocne MPOBEACHHUA COOTBETCTBYIOIIHNX PEMOHTHO-BOCCTAHOBUTCIIBHBIX pa60T IPOOJOKUTEIBHOCTBIO
1, cucTeMa 0e30MacHOCTH HAa4YMHAET CHOBA MCIPAaBHO (PyHKIMOHHpOBaTh. Takum oOpasom, mporecce
(GYHKIIMOHUPOBAHUS CUCTEMBI 0€30ITACHOCTH C KOHTPOJIbHBIMU MPO(PUIAKTUKAMU €CTh CITy4aiHbIN Mpo-
I1eCC C IEPHUOJOM PETeHEPAIH

T (EM) = (T+5)[ éa}“ .

Taxum 06pazom, aBapusi KOMILIEKCA IPOUCXOAUT B TOM Cllydae, KOra 0TKa3 00beKTa 3alUThl IPUXO0-
JTUTCS] HA HepabOTOCIIOCOOHOE COCTOSIHUE CUCTEMBI Oe30macHOCTH. MOMEHTaMu pereHepaluu rnpoiecca
(GYHKIIMOHUPOBaHUS KOMILIEKca OylyT MOMEHTbI OKOHYAHHUSI BOCCTAHOBJIEHUSI OObEKTAa 3aIlIUTHI.

YuuTtriBas He3aBUCUMOCTE paccMaTpruBaCMbIX BEJIMYWH, COOTHOIICHHUE (1) MOXXHO 3aIIucarhb IJIs1 KaXX-
noro ¢pukcupoBaHHOTO O € O Tak

_ ®)
E[oo(e)] O 0+ °(79) My @)=

; @
=$_{[(1—FX(Z;XX(G)))dt+ —a© )j(l F, (6%, @),

rae g g@) — BEpOSITHOCTh aBapHM Ha IIUKJIE pereHepalu mnpouecca QyHKIMOHUPOBAHUS KOMILIEKCA,
F, (t; A (6 )), F, (t; kv (6 )) — BEPOATHOCTHBIE PACIIPEACIICHUS ISl CITyYallHO-HEYETKUX BEJIMYUH ) U Y
COOTBETCTBEHHO.
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Jlnst Bbrumcienust BepostHocTH ¢ (6) 0603uaunm QO (0) — MHOKECTBO MOMEHTOB BPEMEHH, Ha IIPOTSIKE-
HUU KOTOPBIX cUCTeMa 0€30MIaCHOCTH CITIOCOOHA ITApUPOBaTh 0TKa3 00bEKTa 3alUThl U O~ (9 ) — MHO>KECTBO
MOMEHTOB BPEMEHH, Ha MTPOTSHKEHHH KOTOPBIX CHCTEMa 0e30MacHOCTH HE CIIOCOOHA IMMaprpoBaTh OTKa3
oObekTa 3amuThl. Torga BepoITHOCTD q(e) JUTISL KaXA0ro (PUKCUPOBAHHOTO O € © OyneM BBIYHCIIATH
CJIeTyIOIUM 00pa3oM:

q0)= Tp(z €0 (0))drF, (r; N )).
3ameuyast, 4To

P(te 0 (0))=1-P(tc0 (®))=1-P" (:0).
Torma B cooTBeTCTBHH ¢ (DOPMYIION MTOJTHON BEPOSITHOCTH 3AITUIIIEM

P (8)= [ [Pt 0" @)IE®)=x1©)=)dF, (L, @) d (7 ©)).

Hanomuum, uto § — ciydaiinas HapaGoTKa 10 epBoro ckpbitoro otkasa Cb, a 1| — ciyvaiinoe Bpemst
BOCCTAHOBJICHHSI CHCTEMBI GE30I1aCHOCTH OCIIE [IEPBOTO CKPBITOro otkasa. Ilpyu Beraucinennn P* (1;0)
BO3MOKHBI TOJIBKO [[BA B3AUMOUCKITFOUAOIIMXCS BapHaHTa: T 5 (E,1) > tu T 5 (§,M) < £. CienosaressHo,
npezacTaBuM P’ () B Bujie CyMMBI JBYX ciaraeMsix [2]:

P (0)= [[ Pc0 ©)E®)=xn®)=1)dF (3%, ©))dF, (x:X @)+

Tep (x,y)st

v [ Pleo ©)1E0)=xn0)=y)dF, (3%, O)dF, (v ©)=1,+ I,

Tep (x,y)>1

BbruncnuMm cHavana Bropoe ciiaraeMoe. YciaoBue T, (X, y) > 03HauaeT, YTO MOMEHT pereHepanuu
npornecca GyHKIIMOHUPOBAHUS CUCTEMbI 0€3011aCHOCTH HACTYIIWII MTOCJIE MOMEHTA BpEMEHH /. Y UUThIBas
3TO ycioBue, I, mpeoOpasyeM Tak:

[Fsf ] ]
” 2 te[m(T+8 m(T+8)+T) +Jte[|:xi|(T+5)x) dF, (y;ir/ (6))dF§ (X;’ln (9)) =
T+8 ’

Tep (X.p)>t

:.([ = e[m(T+8,m(T+8)+T) +J[EHT:C.5}(T+S)’XJ [I_F;l (t_(I:T:C_S j|+1J (T+8);I17 (e)Jj ng (x; /_1;7 (0))9

rae J,., —uHauKarop coObiTHs t € A.
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Omnyckasi HEKOTOpBIE HECJIOKHBIE, HO TPOMO3/IKUE MTPeoOpa3oBaHus, MPUBEAEM Cpa3y KOHEUHBIN pe-
3yJBTAT:

1,=(1-F (5%, @)))-

(1 — kK (m (T+8):2, )))(J syt ~ Y, m(T+8)§t)'

—_

=
m=

3ameTum, 4to 1— Z (1= F. (m(T +0))( 170yt — I m(rs0)<) TIPEACTABIISIET COOOM YHKIMIO pacipe-

m
m=1

nenenus F; (t) HeKOTOPOH CTyyaitHOH BeMuuHbI § , 4TO MO3BOMNSET NPE/ICTABUTh [, Tak

1,=F, (5% ©))-F. (5% 6)). (5)

Paccmorpum Teneps /. IIpu paccmoTpenun cityuasi T < ¢ OyAeM yUUTBIBaTb, 4TO HOCIIE IPOBEJCHUS
COOTBETCTBYIOIIIMX PEMOHTHO-BOCCTAHOBUTENBHBIX pa0OT B MOMEHT BPEMEHHU T -, ccTeMa 0e301acHo-
CTH cHOBa OyneT (QyHKIIMOHUPOBATH C TEMU KE BEPOSTHOCTHBIMH XapaKTEPUCTUKAMU, YTO U B MOMEHT
Bpemenu ¢t =0. Torga

L= || Pty (x’y))an(y;Xn(e))dﬂ(x;xe(e))=jP+(t—Z)dECE 57,0),%.0).  (©)

Tes (x,y)St

Taxum oOpazom, cymmupys (5) u (6) npu kaxxaoMm (GUKCUPOBAHHOM O € © mony4yaeM HHTETpalbHOE
ypaBHEHHE Tuna Bonsreppa BToporo poaa 1ist BEpOITHOCTH P(t €0 (6 ))

PT(:0)=1(:0)+ [ P* (= Jar, , (=, 6). % 6)) 7)

e £(1:0) = F, (17 0))- 72 (17, @), £, (7, 60). 7 6) - p{[[ﬁ(%] . IJ(T +8)+1(0) < Z}

Tak kak ypaBHeHue (7) siBIseTCS ypaBHEHHEM B CBEPTKaX, TO JUIS €r0 PELISHHS UCIIONIb3yeM Ipeodpa-
3oBanue Jlamnaca-Crunteeca. Pemenne ypaBuenus (7) B TepmuHax npeodpaszoBanust Jlamnaca-Cruntbeca
UMeeT BUJL

7(S;9) _ Me—SC(e) _Me—sg(e)
- ECCA(S;XI] (e)a X& (9)) 1— Me e ®)

P*(5:0) =

2]

=3

rie P’ (s;0)= jfe‘“a’P+ (0), 7, (s:%, 0). %, 0)) = [ ar, (11, 0). %, )

Tcr
0
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u f(5:0)= jfe""’df(t;e) - Te*“ch (z; X 6 ))— jfe’“dFé (t; X 6 )).

N3-3a TpynHOCTEH HaxoxkaeHHs oOpaTHOTO mpeobOpaszoBanus Jlamnaca-CtuiTbeca B aHATUTHYECCKOM
BUJE, Hali/leM aCHMITOTHYECKOE COOTHOUIeHHe 1t P’ (£;60), NpUMeHHB M3BECTHOE COOTHOLICHHUE
lim P* (#;6)=lim P* (5;0 ). [IpuMensst yka3aHHOE COOTHOLICHHE, TIOJIy4aeM

s—0

[—>o0

lim P" (1) = Mij(\jz_f%g ©)

O4YeBHIHO, YTO TEreph HEOOXOMMMO BBHIUKMCINTD BBIPAXKEHHUS [Tl MATEMATHICCKUX OKHIaHuit ML (9),

ME®) u Mz ,(0). Mockombky ML (0) = J. (l -F (t; Xg ® )))dt, TO

MC ®)= J-i (I- Fg (k(T + 6); X@ (9 )))(J(m+1)(r+8)+rg - Jm(T+8)St)dt =

o m=1

= z::ka (F& ((k+1)(T+8);7:§ (e)}fg (k(T+8);7Ié (e))): 2k8P([§(T9;} = k] = SM[%}.

©) } _E®) 1

IMockoneky §(0) >>T+0 , TO [— == —— [1], yro no3BossieT nepenucars M (0) mwisa kax-

T+86| T+ 2
o o
noro ¢ukcupoBanHoro 6 € © tak M{(0)=MEO)————. Torma
T+d 2
T o T+9
ME®) = ME(0) = ME®)——=+= 1 M1y, (0)=Mn(O)+——+MEE).
+3 2 2
M&(O)Tifi +2
fim P (:0) = ——— 5

MEQ)+T 2 +Mn©)

3ameTuM, uro Mn (9) u ME (9) MOTYT OBbITh BHIYMCIIEHBI QaHAJIOTUYHO KaK MaTeMaTHYECKUe OKHUIa-
Hus My (9) u My (9) [ BEpoSTHOCTH ¢ (6) JUISL KaXK10T0 (PUKCUPOBAHHOTO O € © MOXKeM 3amnucarh
CIIEAYIOILYI0 ACUMIITOTHYECKYIO OLICHKY:

) T
Mé(e)m+5+Mn(e)

M§(9)+TJ2F8+M11(6)

q0)= 1—}iIEP+(t;G) =
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Takum 006pazom, Mbl MOJYYHUIM COOTHOLIEHUS Ul BCeX BeMU4MH, BXomsaumx B (1). Teneps Moxem
BBIYUCIUTE M [(0 (6 )] IpU KaxJ10M (pUKCHpoBaHHOM O € © 1o dopmyne

M§(9)+T;8+Mn(9)jMx (e)+(ME_,(e)T18+§)My ®)

B T
M&.(G)m+5+Mn(9)

b

M[w(e)]=(

rie Mx(e):]i(l—FX (%, (e)))dz, Ju&(e):j(l—[g(z;ii (9)))dt, My(e):T(l—}:;(z;iY (9)))a’t u

M (0) = T(l ~F, (1%, @ )))dt.

CrnenoBarenbHO, B COOTBETCTBHH C ONpeeieHreM (QYHKIIMU OT HEUYETKUX BeNW4uH [4,5], MBI 3a1aimu
HEYETKOE MAaTeMaTH4YECKOE OKMaHNUE HapaOOTKH JI0 MEePBOM aBapuu Kak (PyHKIIMIO OT HEUETKHUX IMapa-
METPOB MOJIEIIH.

Hcnonp3yemcs npuHIMnoM pacimupenus 3azae [6]:

n(x)=  sup  minp,(x,)

. <i<
xX=f (X1, %,...,%,) 1isn

1 3aIUIIEeM COOTHOIIEHUE ISl PYHKIMU MPUHAIEKHOCTH M ® (9):

My, (¥)=  sup  min (“xl 1y @)k )by (5 )),

y=1(%,%,%5,%,

(e 20 amGiy P G () L+ oy )
IS f()?l,iz,)?3,)?4): 5 T .
M%(%)m"'z"'Mn(xA,)

Takum 00pa3om, HaM yIaJIOCh 3aITUCaTh COOTHOIICHUE TSl (DYHKITHH MPUHAIIC)KHOCTH OXKHIaeMOTO
3HAYCHHS HapaOOTKU KOMIUIEKCA JI0 aBapHH 4epe3 PyHKIUU TPHHAICKHOCTH ITapaMeTPOB MOJICIIH.

Paccmorpum Teneps nponeaypy aedaszzudukaiuu, T.e. Mpeodpa3oBaHWE HEUETKOTO MHOXKECTBA B
YETKOE YHCIIO, JUISl YeTO BOCIIONB3YeMCsI ONPEICICHHEM CPEIHETO OKMIAeMOT0 3HAYCHHS CITydaiHO-
HEUYETKUX BEJIWYHUH [6]:

M[w®)]= Tcr{e €O|Mw®)2ridr— [ Crip € ©| M (®) < ridr .

Haiinem cOOTBETCTBYIONUIYIO MEpy MPaBAONOA00Ns, UCIIONB3YsS COOTHOIICHUE, CBSI3BIBAIOIIECE MEPY
paBAoNoaoous U GyHKIIUIO MPUHAJICKHOCTH [5]:
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1
Cr{Mm € B} :5(supuMm(y)+1— sup uMm(y)j

yeR\B

Torma 3amuniem

=

1
Mlw]= EJ(SJE’ e (y)+1—s;g> Mo (y)j dr .

0

I[Ipenmosnaras, 4To ciaydYaliHble HeYeTKHE BenuuuHbl §(0) u M(0) pacnpeneneHs Mo 3KCIOHEHIHAITb-
HOMY 3aKOHY, TapaMETPbl KOTOPBIX SBJISIFOTCS TPEYTOJIbHBIMU HEYETKUMHU BETMYMHAMU, 3aMEUACM, YTO
OKujJaeMble 3HaueHus: M [&(G)] uM [n(e)] MOJKHO 3aIKcaTh aHAJIOTMYHO COOTHOILIEHUIO (3).

[Tpumep. ITycThb ciayyaliHble HEYETKHME BETUYMHBI ¥ , § , Y M T paclpeaeeHbl [0 SKCIOHEHIINATbHBIM
3aKOHaM, T.C.

E{tn@)}=1-"", E{:00)}=1-¢ ", F {t1@0)}=1-™" u F, {E10) }=1-".

3nech OyzieM CTpoUTh (DYHKIIHIO IPUHAICKHOCTH Ha OCHOBE JJOBEPUTEIBHBIX MHTEPBAJIOB TAPaMETPOB
pacnpezeneHuss MeToioM, peaiokeHHbIM baknu [8]. Ero cymHocTh 3akito4aercs B TOM, 4TO (YHKITHS
MIPUHAICKHOCTH UICKOMOT0 TTapaMeTpa pacIpeesieHus ONpeesieTCss CBOMMH MHOKECTBAMH O—YPOBHS.
[Tpu 5TOM B KauecTBE MHOXKECTBA O—YPOBHS OepeTcs MHTEpBalIbHAS OIIEHKA UCKOMOTO MapameTpa pac-
npeneneHus ¢ yposHem aoBepus (1—a). JloBepuTenbHble TpaHUIBI 711 MHTEHCUBHOCTH OTKa30B pac-
CUMTBIBAIOTCS 110 cleayromum dopmymnam [12]:

A = x’(1-0,2d) A= X(azazd)
l 2nt, 2nt,

rae d — KOIM4eCTBO OTKAa30B 3a BpeMs f,, 1 — 00llee KOIUYECTBO IEMEHTOB JaHHOTO HAaUMEHO-
BaHWs, f, — IEPUOJ AKCIUTyaTaluu (B 4acax). B nanHom ciyuae #,=289080 4, A, — HWXKHs rpaHuLA
JIOBEPUTEIILHOTO MHTEPBAJIA, A, — BEpXHsis IPaHHIIA JOBEPUTEIEHOTO HHTEpBaJIa, O, — BEPOSITHOCTb CO-
ObITHS A = A, , O, — BEPOSITHOCTB COOBITHS A <A, 0L =0, + 0L, —1 —BEepOATHOCTB COOBITUST A, SA <A,
%’ (s,7) — KBAHTHJIb Y~ pacHpe[eNeHus ¢ MapaMeTpoM s YMCIIOM CTeNeHel cBOGOIbI 7 .

B sToMm ciyuae QyHKIUIO MpUHAAIEKHOCTH 0KHMIaEMOT0 3HaYeHUS HapaOOTKHU KOMIUIEKCa 0 aBapuu
KOMILIEKCA 3alHUIIEeM TaK:

Hyo (V)= sup  min (Hxx (), My, (x,), My, (5,), Mo, (x, ))’

y:f(x1 3 X0, X3 ,Xy

18 T 1
I 1 1-gq(xx)1 T8 2 %,
pa— R— i 3 4
e f(XI,xz’XS’X4)_ q(x3,x4)x1 ’ Q(x3ax4) Xy , (J( - 4) 1 7T+8 +i
X 2 X,
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HpOCTeI\/'II_I_II/IMI/I METOAaAMH Jle(ba33m1)1/11<au1/n/1 SABJIAOTCA: METOA LHCHTPA TAXKCCTU, MECTOI LHCHTPA I1J10-
Iuaz[eﬁ, MCTOJ JICBOT'O MOJAJIbHOI'O 3HAYCHHUA, MCTO IIPaBOT0 MOJAAJIbHOTO 3HAYCHUA [1 1]

Mpuuem p, (x)= A(1><10-6q-1 15x107°4 ™, 2x10™ ™), 1 M, () = A, 1567, 247), p, (0)=
=A(Ix107*y, 1.5x10y™", 2x10™y" Y, () =AQe, 1507, 207, T = 5004, & = 01q 3necs A
0603HaqaeT TPECYTroJIbHYIO (I)YHKI_II/IIO MNPUHAJICKHOCTHU. TOF,Z[a

My (Y)
1.0

0.8 \

0.6 /
AN

N

AN

N

0.0 =— \

15 20 25 30 35 40

Puc. 1. ®yHKuMs NpuHAIUIEKHOCTH CpeTHEeH HapaOOTKH 0 aBapuU KOMIUIEKCa

Y, 107y

[Ipu 7ToM 3HaueHHe M@ , BEYHCIEHHOE KIACCHIECKHM CIoco6oM, cocTapmseT 1.808x 10"y, uTo
COBMAJIaeT ¢ MAKCUMYMOM (PYHKIIMU MPUHAIJICHKHOCTH, a 3HaueHue M [co], MOJTy4YE€HHOE B pe3yJbTare
npoueayps! aedaszsndukarmu, cocrapmuseT 2.029 X 10" v, 4To oTpaxkaeT aCHMMETPUYHOCTE MOTyYeHHOI
(GYHKIMY TPUHAUIEKHOCTH. Takke OLEeHMIN BKJIa/1 KaXkK/I0T0 U3 HEUYETKUX [TapaMeTpPOB B HEOIIPEIeTIeH-
HOCTB pe3yibTara B COOTBeTCTBHH C [8]. Tak ayist mapamerpa kx oy 0.506858, st XY —0.4x107,
s A, —0.491839, a nust A, momyunsu 0.00130296.

3akn4yeHue

Takum oOpa3zom, B JaHHOH paboTe MpeIoKeH MOIXO] K OLEHKE CpeaHed HapaOOTKH 10 aBapHH
KOMIUIEKCa «OOBEKT 3alIUThl — CUCTeMa 0E30MacHOCTH» C YYETOM HEOINPEICICHHOCTH B 3aJaHUU
HCOMPCACIICHHOCTBIO NUCXOAHBIX JAaHHBIX. PaCCManI/IBaﬂ mponecce (1)YHKIII/IOHI/IpOBaHI/I$I KOMIIJIEKCAa KakK
CJ'Iy‘-IaI\/JIHO-He‘{CTKI/If/'I npouecCc BOCCTAHOBJICHUS, ITOJTYYCHBI COOTHOIICHUS, ITO3BOJAIOIINC 3alIMCATh
(YHKITHIO TPUHAUICKHOCTH JUIs CpEHEH HapaOOTKHU 0 aBapUH KOMIUTEKCA. 3Hast (PyHKIIHIO TPHHAIIICK-
HOCTH ITapaMeTPOB KOMILIEKCA, IPUMEHSS Mpoueaypy nedasz3udukannu, oleHeHa CpeaHei HapaOoTKu
JI0 aBapUU KOMILJIEKCA.
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Functional safety. The theory and practice

Pereguda A.l.

MATHEMATICAL MODEL OF DEPENDABILITY FOR A
COMPLEX “FACILITY OF PROTECTION — SAFETY SYSTEM”
IN CASE OF FUZZY INITIAL INFORMATION

The given paper considers the mathematical model of dependability for a complex “facility of protection —
safety system” with a periodically controlled safety system. A random fuzzy process of recovery is used
for construction of a dependability mathematical model, which takes into account the uncertainty of model
parameters. A fuzzy estimation has been obtained for the mathematical expectation of a complex’s failure-
free operating life, and the calculation of mean time to failure of a complex “facility of protection — safety
system” has been exemplified.

Keywords: dependability, random fuzzy variables, Zadeh’s extension principle, membership function, fuzzy
mean time, estimation of dependability performance, defuzzification.

Introduction

The complexes consisting of a protected facility and a safety system are applied where it is necessary
to provide safe operation of potentially hazardous facilities. As an example, it is possible to consider the
nuclear industry. A safety system is intended to shift emergencies into non-emergencies in case of viola-
tion of normal operation of a protected facility, i.e. to parry a protected facility failure. The considered
system possesses the following typical features: it has a vertical hierarchy — the facility is under the control
of a safety system; the safety system possesses the right of intervention to prevent potentially hazardous
changes in a facility of protection; there is an interdependence of actions — the success of system actions
as a whole depends on the behavior of all system elements. Whence it follows that a facility of protection
and a safety system should be considered as a whole, as a common automated technological complex
“facility of protection — safety system” (ATC FP-SS). Works [1, 2] are devoted to the development of a
dependability mathematical model of such complex.

Uncertainty of analysis results caused by various reasons can take place when analyzing system de-
pendability. In this work, we shall consider the uncertainty of results of dependability analysis caused by
uncertainty of initial data. The given type of uncertainty arises as parameters of a mathematical model
used for the analysis of system dependability cannot be precisely known owing to insufficiency of data
and variability of characteristics.
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Several approaches differing from each other have been developed for modeling various aspects of
uncertainty, such as a theoretical probabilistic approach, fuzzy sets and measures, and some other meth-
ods. Discussion of their distinctions and advantages can be found in study [3]. Here we shall use a com-
bination of a theoretical probabilistic approach and fuzzy measures for construction of a dependability
mathematical model considering uncertainty of model parameters. The similar approach is stated in a
number of studies [4 — 8]. In the present study following Lu [4, 5], we shall use random fuzzy variables
as they allow to create in a most simple fashion the mathematical model of dependability of ATC FP-SS
considering uncertainty of initial data. At the analysis of a dependability mathematical model, we switch
over from random variables to random fuzzy variables, and, hence, there is a necessity for consideration
of random fuzzy process of recovery, which is examined in works [9, 10].

Formalization and task solution

In development of dependability mathematical models, an approach is generally accepted when operat-
ing times and recovery times are described by means of random variables. For example, it is possible to
consider time to failurey, with the function of distribution F, (t; 1), where A is a vector of distribution
parameters. However, as a rule, exact values of parameters A by virtue of those or other reasons are not
known, and there is uncertainty of model parameters that in turn leads to uncertainty of values of a re-
quired dependability parameter. For the quantitative account of this uncertainty, we shall take advantage
of the mathematical tool of random fuzzy variables [4,5]. The essence of the used approach consists in
the fact that the measure of likelihood is attributed to random variables. We shall define random fuzzy
times to failure and recovery times using the approach considered in [4]. To set a random fuzzy vari-

able y , we shall specify the family of probabilistic distributions {Fx (t; A (9)), 0e @} on a probabilistic

space (2, A, P), where Aisa fuzzy vector defined on the space of likelihood (G),H,Cr) to which the
membership function p; (X) corresponds.

We shall use random fuzzy variables instead of random variables for construction of the dependability
mathematical model of a complex “facility of protection — safety system”. The essence of the given ap-
proach consists in the fact that we shall attribute a measure of likelihood to random variables.

Let us consider that values y, are random fuzzy quantities, each of which is specified on a correspond-
ing space of likelihood (@i, P, Crl.), and all of them are independent, positive and equally distributed.
Similarly, v, is random fuzzy quantities, each of which is specified on a corresponding space of likelihood
(@l’., P, Crl.’), and they are also independent, equally distributed and positive. The number of a proc-
ess cycle of protected facility operation when there was a failure (an accident) we shall designate as v.
Besides, we consider that v is a positive random fuzzy integer (i.e. a random fuzzy quantity which pos-
sesses only positive integers), defined on a space of likelihood (®”,P”Cr"). And, finally, let us suppose
that sequences {y,,i >1} and {y,,i >1} are mutually independent, and v is independent on sequences

{X,-,izl} and {yi,iZI}.

The mean time to the first failure of a complex can be written as follows [2]:

v—I
w:Z(Xi+Yi)+Xv,
i=1
where 7y, is the time to failure on that cycle of regeneration on which a protected facility
failed. Thus, ® is the random fuzzy quantity defined on a space of likelihood (@i,Pi, Crl.) where
O =0"xX(O;xO))X(®,xO))x..., and where Cr is the measure of likelihood defined as shown
below [4,5]
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1
su inf Cr, 0,7, 1 su inf Cr, 40, <—,
(91,92,?)6/113"300 0} / (el,ez,?)e/slgkgoo 10} 2

Cr(A)= .

I— su inf Cr, {0, ¢+, 1@ su inf Cr, {0, t>—

(91,92,.1,).)€AC 1<k<o0 Ok (GI,GZ,P.)GAK"S’C AUE 2
For every fixed 0, the quantities M1y;(0) My,;(0), Mv(0) and M®(O) represent expectations of
random variables x(0) y(0), v(0) and ®(0) respectively. As 6 varies on the set ®, then we already
consider fuzzy quantities My,;(0) My,;(0) Mv(0), M®(0). For measurement of a fuzzy quantity, two

critical values (optimistic and pessimistic values) with the specified confidential level a are used [5].
Thus, we can consider the following o -pessimistic and o -optimistic values of these expectations:

(M;(0))gp (00) = sup {r|Cr {My,;(0) > r}>a},
(M3,(8))ip¢ () = inf {r|Cr{My,(0) <r}>a},
(My(8))gup () = sup {r|Cr{Mv,(0) > r}>a},
(My,(0))ing (o) = inf {r|Cr{My,(0) < r}>a},
(MV(0))g,, () = sup {r|Cr{Mv(0) > r} > a},
(M V()¢ (o) = inf {r|Cr{MVv(0) < r}>a},

(M®(0))g (o) = sup {r|Cr {Mw(6) > r}>a},

sup
(M®(0));, () = inf {r|Cr{Mw(0) <r}>a}.

For each 6 € ®, the following equality is true
v(6)—1
Mo®) =M| > (%;0)+7,(0)) + %) (0|

i=1

Using the formula of total probability and definition of critical values a, we shall calculate o -pes-
simistic value M ®(0). Then
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v()-1
(M ®(0))ins (o) = [ D i 0)+7,(8)) + %) (0)

i=1

(o) =

inf

k—1

P(©)=k)) (My,;(0)+MY,(8)) +Mxk(9)] (o) =
i=l1 inf

k=1

00 k—1
= P(V(0) = k)t (Ot)[Z(MX, (0)+My;(0))+ MXk(e)] (o) =
k=1 i=l

inf

00 k—1
=" P(V(O= k)jpr (@) [Z (M2,0)), , () +(M7,(0)),_, (@) + (M7, (0)), , (a)] =
k=1

i=1

[M X(O)Z P(v(0) = k)] (o) +

inf

(M(8)+My(8)))  (k—1)P(v(6) = k)] inf (O) =

k=1
= ((M(0))ing (@) + (M7(8))ing () )(M V() — 1) () + (M x(0))iye (00).

It can be similarly shown that o -optimistic value M ®(0) is defined by the following ratio

(M 0(8)) g (01) = (M 7(0))up (@) + (M7(8)) g (€0) )M V(B) — 1) () + (M(8)) g (00).

Let us calculate now the average expected value of a random fuzzy quantity which is defined by the
1

formula E[&]= % f (ésup (@) + &, () )ioc [5,6], and we shall obtain the following
0

E[Mo(0)|= f (M) ()M V(0)); ¢ () + (MY(8))yp () (M v(B) — 1)y () d ot +
1
+ % f (M (8))gup ()M V(0)) g () + (M Y(6))gp ()M V(B) — D (1)) d 0 =
0
1
= %f (M (8))ing ()M V(0))5¢ (1) (M %(0)) g, ()M V(D)) (1)) d 0L+
0

1
2 L 10 @M VEO) ~ 1)) +(MY(0) 4 (@M V(O) — D)y (o))
0

Thus, we obtain
E[M®(8)]= My(8)+My(0)(v(6) —1) +My(8)(v(8) —1). (1)
From the definition of the average expected value of a random fuzzy quantity it follows that

M |o]=E[Mo].
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Practical use of the theory of fuzzy quantities assumes presence of membership functions. At the further
calculation of the expectation of random fuzzy quantity M [00] , it is necessary to determine a membership
function.

Let the mean time between failures of a facility of protection have an exponential distribution which
parameter is a triangular fuzzy quantity. Then the mean time between failures of a facility of protection
is a random fuzzy quantity. In addition to that, we shall assume that recovery time of a facility of protec-
tion has also an exponential distribution which parameter is a triangular fuzzy quantity. We believe that
the number of a cycle v on which there was a failure, also is a casual fuzzy quantity, and the probability
of a failure on one cycle of operation process of a complex is equal to ¢ .

Thus, proceeding from the assumptions made above, we shall write down:

A0 .
l—e ™77, if 0<t<oo,
Ph@) <=1 "¢ fv,t<0

Let us note that a triangular fuzzy quantity A, (6) can be represented by a group of three discrete
numbers k;l),kgf),?uf) in such a way that ?»gcl) < kf) < ?»&3) , and its membership function is defined by
expression of the following form

( )]
Ny : M) 5 (2)
@ a7 e ),
X X
3
J’1_7¥§()

M, () =1 if 5 ep@ ),

@ 00
}\'X 7\‘7(.

0, if gz[xgghng)].

Let us similarly write down the expression for a fuzzy quantity A, (6)

—h, (0)t

0, if t<0
( )
=M M) 52
o i me[Ma),
(2) 1 Y Y
kv _lv
y 1

Y 2y

W, ()= if v e,

@ 0"
}\’Y }\'Y

0, if yzgz[xgﬂ,x(f)].
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As the considered process of protected facility operation is an alternating random process, then the
probability of the failure occurring on the £ -th cycle of regeneration is equal as shown below

P{v=k}=(1-q)"* Vg 2)

In this case, it is not possible to explicitly write the expression for a membership function of the quantity
Mo, however it is possible to calculate £ [®]. It is obvious that

M[(,)]:M L_‘_l__q :lM _— _|_1__qM L )
qh, k| g M| 4 Ay
In the obtained expression, there were unknown expected values M |—| and M |—|which should be

X Y

calculated. The expectation of a fuzzy quantity M shall be calculated as follows:

Before to calculate M

, first it is necessary to define the corresponding membership function:

X

i_x(l)
X
Y1 : 1 1
—_—, lf‘ yE —,—
@ _ ;0 @50
M M MM
1 50
)= e ¥ e
h)=sww, =g o5 ¥ Y m5m
= 1 1 o M
1
: 350
?\'X A’X

Then the measure of likelihood can be written down in the following form
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}\'X
1
1 0
1, M , 11
1 T TCETE RN FYORC)
Criee®/ ———>rt =1 * *
2 (9) 1o
1 x ) 1 1
_V— {f rE R —
(2) @° (2) 77 ()
2}\')( X 7\'7( 7"%
0, if r>%
}\’X
Consequently, we obtain
1 1 1 1 AP 1 ALY
M|— Cri0e® dr=— In| 2|+~ In|—2£-1. 3
» f r{ / ) } I IY kg PYON M RO Rl PYE) ®

) . 1 . . .
The expectation of a fuzzy quantity M = can be written down similarly to (3), that is

(2)
}\'Y

)\’(1)

()
7\’}'

@ |
}\'Y

|| =
}LY

1

1 n 1 1
p) 2D 0

+— In
3) (2)
2 Ay =y

Let us now define Mv. As vis a discrete random variable, then

Mv=> kq(l—¢q)"" =
k=1

We substitute the obtained expressions M |—|, M and Mv in the formula M [(x)]and obtain the

following

X

1 x(2) 1 7\,(3)
Mlo]= { ln[ L S In| =% +
}\’(2) }\’)((1) 7\‘)((1) }\,;3) _}\’)((2) }\()((2)

+1—q{ ! ln{x§2)j+ ! ln[ng}
(2) 1) 1) 3) (2) (2)
2g | A kyl ky kY - ky XY
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It should be noted that if k;l) = k&z) = 7»? and k(yl) = k(yz) = K(f) , the obtained expression is reduced
to expression for calculation of an expectation in case when parameters of distributions are discrete
quantities.

To calculate M ® (6), as mathematical expectation of a fuzzy quantity, it is necessary to obtain a ratio
for the probability ¢(6) at each fixed 6 € ® since values My (0) and My (0) have been calculated
above. Let us consider the operation process of a safety system in more detail. As a safety system oper-
ates in a protected facility failure expectation mode of expectation, it is impossible to detect its failures
during the moment of their occurrence. Therefore, for detection of latent failures, the procedure of the
periodic preventive control of a safety system is introduced. We shall designate the period of the control
of a safety system’s operability as 7', and its duration as & . We assume that during the periodic control,
a safety system stops to carry out its functions. If a safety system has regularly operated over the time

([x, &=}

= max(x,0) respectively) periods of control

&, on thei -th cycle of regeneration, then for this period of time there has been made —‘8

are the integer and the fractional part of the number x, x™

preventive maintenance. And for this time, the system has been in upstate for the time equal to [ E—S }T .

} + Ij (T +9), i.e. during the moments of

A failure F is detected only during the moments of time ({T _; 5
control procedure termination. After carrying out corresponding repair-and-renewal operations with the
duration n, a safety system starts again to function regularly. Thus, the process of safety system function-

ing with control preventive maintenance is a random process with the period of regeneration

’CF(a,T]):(T—FS)[‘Ti_i_Sl—FI]-FT].

Thus, the failure of a complex occurs in case when a protected facility’s failure falls down on a downstate
of a safety system. The moments of regeneration of a complex’s operation process will be the moments
of the termination of protected facility recovery.

Considering the independence of examined quantities, the ratio (1) can be written down for each fixed
0 € ® in the following form

Ho0))= gy o)+ 4 ‘(’())Mvm:

:ﬁe)M—Fx(amﬂ)))dt O] (1, (5, 0))

(4)

where ¢ (9) is the probability of a failure on a cycle of a complex’s operation process regeneration
FX (lt;K(G)), F, (t;}‘v (9)) are probabilistic distributions for random fuzzy variables y and y respec-
tively.

For calculation of the probability ¢ (9) , we shall designate the set of the moments of time during which
the safety system is capable to parry failures of a facility under protection as O (9) and the set of the
moments of time during which the safety system is not capable to parry failures of a facility under protec-
tionas O (9) Then we shall calculate the probability ¢ (9) for each fixed 6 € ® as follows:
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q(0) = Tp(z €0 0))dF, (1%, ©)).
Noticing that

P(te 0 (0))=1-P(t€ Q" (0))=1-P" (1:0).

Then, according to the formula of total probability, we shall write down
P (6:0)=[[P(tc 0" 0)IE©)=x1(0)=y)dF,(y:X, ©))dF, (x: % ©))
00

Let us remind that &£ is a random operating time to the first latent failure of a safety system, and 7 is
the random time of a safety system’s recovery after the first latent failure. For calculation of P* (t; 9),
there are only two possible mutually exclusive alternatives: T 5(§,n) > and 1,(&,1) <t. Therefore,
we shall present P (¢) in the form of the sum of two summands [2]:

P (0)= || Pe0 0)E®)=xn®)=y)dF,(yik, ©))dr (x:X @)+

Tep (X,p)st

* .” P(feQ+(9)|§(9)=xm(9)=y)dﬂ(y;in(9))dF§ x;?tg(e))=]1+]2,

Tep (X,y)>t

At first, let us calculate the second summand 7, . The condition t,(x,y)>¢ means that the moment
of regeneration of a safety system’s operation process has come after the moment of time ¢. Taking into
account this condition, we shall transform 7, as follows:

7sp
T 1Y Jprsmmonn +JIEH o] dF, (v:7, 0))dF, (x:7, (0)) =

Tep (X,0)>1 m=0

T3 X
mz €[m(T+8,m(T+8)+T) + JtEHZ':C-S}(T+8)’X) [1 - E1 (t B U:T +9

O'*—;X

<o, ) ar. 5.0

where J,, is the indicator of event 1 € 4 .

Omitting some simple but bulky transformations, we shall give the result at once:
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I, = (1 —F (t; he (9)))— i (1 -F (m (T +38);he (e)))(J(m—l)(T+5)+T§t ~In(r i) ) :

=1

It should be noted that 1— Z (1= Fe (m(T + O 1y r10)<t — I m(r+0)< ) TEPresents the distribution

m=1

function F(#) of some random variable C that allows one to present /, in the following form

I, = Fe (622 (0))- Fz (572 (0)) (5)

Now let us consider /; . When considering the case T, <, we shall take into account that after carry-
ing out corresponding repair-and-renewal operations during the moment of time 1, a safety system will
again function with the same probabilistic characteristics, as during the moment of time# = 0. Then

L= [[ Pt oK, O)ar (:70) = [ P~ D, (55,0).5.0).  ©)

Tep (x,)st

Thus, by summarizing (5) and (6), for each fixed @ € @, we obtain the Volterra type integrated equation
of the second kind for the probability P (t cQ”" (9)):

P (1:0)= f(:0)+ [ P*(t1—2)dF, (51, (0).%< (0)), (7)
0

where f(£,0) = F. (t;xg (9))— Fe (t;?ié (9))

F, (z:7,(0),72 (0))=P (T+8)+n(0)<z|.

As equation (7) is a convolution equation, then for its solution we use the Laplace-Stieltjes transform.
The solution of equation (7) in terms of the Laplace-Stieltjes transform has the following form

S o f(s;@) B Me 55O _ ppe=55®)
i (S’e> B I—FTF (S;Xn (9),7:é (9))_ 1— Me 5% ® ’
where PT (s;e): Lolo‘e”dPJr (t;@) , FTF (s;Xn (9),7:é (9)): Te”dFTF (t;xn (9),7:a (9)) and
0 0
Fs:0)= [edf :0)= [ e™dFy (172 (0))- [ e dFy (172 (0))
0 0 0
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Due to the difficulty of finding a reverse conversion of the Laplace-Stieltjes transform in the analyti-
cal form, it is not possible, so we shall find an asymptotic ratio for P* (t;@) applying a known ratio
lim P* (t 0)= 11m P (5;0). Applying the specified ratio, we obtain

t—00

lim PT(¢;,0) = ME(0) = M&®)
(=00 M, (0)

It is obvious that now it is necessary to calculate expressions for expectations M & (9), ME (9) and

M, (8). And ME(O) = f (1-F. (172 (0)))ar, then
0

ME(6)= f Z (- F% (k(T + 6);X§ (9)))(J(m+1)(T+6)+T§t - Jm(T—‘rS)St)dt =

0 m=l1
R B () _ £(0)
_ng(Fi (Ue+1(T +8); 7 (0))— F (T +8): % (0)))= %kSP[ ] k]_BM‘—T+8].
&®.806) 1
EO)>>T+9, lT—i—S] T+s 5 [1] that allows to rewrite M E(0) for each fixed 6 €®.
) 0
Therefore, we have M C(0) = M E(D) Tis 2 Then
ME(0)— ME(O) :ME,(@)L+§ And Mt (6):Mn(6)+T—+6+M?’;( 0).
T+o6 2 2
)
é2:»(9)7+*
e T+5 2
fim P60 =—

Mé(GH—T—}—M (6)

It should be noted that M1 () M & (0) can be calculated similarly to expectations M7y (0) and My(0).
For the probability ¢ (6) for each fixed 0 € ®, we can write down the following asymptotic estimation:

Ma(e>*+ ! +MO)
q(0)~1— lim P*(£;0) = 7§+52
oo ME(0) +T+M (e)

Thus, we have obtained the ratio for all quantities in equation (1). Now we can calculate M [0) (6 )] for
each fixed 0 € ® under the formula
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o) [M§(6)+]j6+Mn(9)]MX(6)+[M§(9)T18+2]My(6)
M|o(0) = 57 ,
Mi(e)m‘f‘z‘i‘Mn(e)

where My(6) = 7 (-, (57, (6)))dr, ME®)= 7 (1= Fe (572 (0)))e, My(0)= 7" (1= F, (57, (0)))e

and Mn(0) = j (1 —F, (t; Xn (9)))dt .

0

Consequently, according to the definition of fuzzy values function [4,5], we have given a fuzzy expec-
tation of mean operating time to the first failure as function of model fuzzy parameters.

Now we shall take advantage of Zadeh’s extension principle [6]:

u(x) = sup min p;(x;)

<<
X=1(X, X5, ..%,) I<i<n

and write down a ratio for the membership function M ® (9) :

o (v)= _ sup  min (MZ CONTHCIATE (%).15 (554)),
y:f()-cl WX 5% 53—54) * v n
Where
v L0 . . T8,
Ma()%)—i_2+Mn(x4)]MX(x1)+[M§(x3)m+2]MY(x2)

f(fpfza)@a@): S T
ME(X,)——+—+Mn(x
E"(x3)T+6 + ) +Mn(x,)

Thus, we have managed to write down a ratio for membership function of the expected value of a
complex’s operating time to failure through membership functions of model parameters.

Now let us consider the defuzzification procedure, i.e. the transformation of a fuzzy set into a discrete
quantity. For this purpose, we shall take advantage of the definition of the average expected value of
random fuzzy variables [6]:

00 0
M [o(0)]= f Cri0 c ® | Mo(0) > ridr— f Cri0c®| Mo(0) < ridr.
0 —00

Let us find a corresponding measure of likelihood using a ratio connecting a measure of likelihood
and a membership function [5]:
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SUp Upsy (V) +1—= sup py,, ()
y€EB YER\B

CriM® € B} = %

Then we shall write down

o0

Mlo)== [

0

SUP H y (V) +1—SUp iy (v) |dr

y>r y<r

Assuming that random fuzzy quantities £(0) and n(0) are distributed according to the exponential law
which parameters are triangular fuzzy quantities, we can see that expected values M [£(6)] and M [n(6)]
can be written down similarly to ratio (3).

An example

Let random fuzzy quantitiesy &, y and m be distributed according to the exponential law; 1.e.

FX {t;k(e)}: l_e_kx(e)t ’

F {0 =1—¢ "

B {ta@}=1-¢®" | Ea@}=1-¢-®  and

Here we shall construct a membership function based on distribution parameters’ confidential intervals
using the method offered by J. Buckley [8]. Its essence consists in the fact that the membership function
of'a required distribution parameter is defined by its sets of a-level. In this case the interval estimation of
the required parameter of distribution with a confidence level (1—a) is taken as a set of a-level. Confi-
dence limits for a failure rate are calculated under the following formulas [12]:

K (1—0y.2d) , 3 (0.2d)

A= p
2nt,, 2nt,,

1 b

where d is the number of failures over the time ¢, n is the total number of elements of the given name,
t, 1s the time of operation (in hours). In this case #,=289080 h, A; is the lower limit of the confidential
interval, A, is the upper limit of the confidential interval, o, is the probability of the event A >4, , o,
is the probability of the event A <A, oo = o, +a., —1 is the probability of event A, <A <A, %°(s,7)
is the quantile of ? distribution with a parameter s and the number of degrees of freedom 7.

In this case, the membership function of the expected value of a complex operating time before failure
we shall write down as follows:

My (V)= f(sup )min (“xx ()15, (02) ok, (33 )os, (3 >)
V=T (X5Xp,%3,Xy
18 T,
1 1 l—q(x3,x4) 1 3 T+06 2 x4
h = — — R .
where f(xl,xz,x3,x4) q(x3,x4)x1 + q(x3,x4) x2 ’ CI(X3,X4) L+T+8+L
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The elementary methods of defuzzification are: the method of the centre of gravity, the method of the
center of areas, the method of the left modal value and the method of the right modal value [11].

In this casepxx(x):A(1><10*6h*1,1.5><10*6h*1,2><10*6h*1), uxy(x):A(lh’l,l.Sh*I,zh”)
ukx(x):A(1x10_4h_1,1.5><10_4h_1,2><10_4h_1), uxn(x):A(lh_l,l.Sh_l,2h_1), T =500,

0=0.14. Here A designates a triangular membership function. Then we have

0.8 /A\
NIV
N
o/ N

\

M)
1.0

00—+ —+ 1N o7y
15 20 25 30 35 40

Fig. 1. Membership function of mean operating time to failure of a complex

At the same time, the value Mo calculated in the classical way makes 1.808 10”4 that coincides
with a maximum of membership function, and the value M [co] obtained as a result of defuzzification
procedure makes 2.029x107/ that reflects asymmetric property of obtained membership function. We
also have estimated the contribution of each of fuzzy parameters to uncertainty of a result according to
[8]. So, for the parameter 7‘% , we have obtained 0.506858, for ky —04x1077, for Ae — 0.491839, and
for &, — 0.00130296 .

Conclusion

Thus, the given study has presented an approach to the estimation of mean operating time to failure
of a complex “facility of protection — safety system” in view of uncertainty of initial data in the task.
Considering the process of a complex’s operation as a random fuzzy process of recovery, the ratios have
been obtained that allow us to write down a membership function for mean operating time to failure of a
complex. Knowing the membership function of a complex’s parameters, mean operating time to failure
of a complex has been estimated by applying defuzzification procedure.
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dyHKUuMoHanbHaga 6e3onacHoCTb. Teopus U NpakTUka

EpmakoB A.O., HoBo>kusnos E.O.

OLLEHKA PUCKOB, CBA3AHHbIX C U3JIOMAMMU
N OEDPEKTAMU BOKOBbIX PAM TEJIEXXEK
rPY30OBbIX BATOHOB

B cratbe npeactaBieH MeTos OLEeHKW PUCKOB, CBSI3aHHbIX C U3sioMamMu n gedekramm 6OKOBbIX pam Tese-
XKeK rpy30BbIX BaroHoB. PaccmatpuBaeTcsi MoCTPOEHNE MaTpyL, PUCKOB 10 M3roTOBUTEsISIM BOKOBBIX pam,
BKJ/1I04as1 OLIEHKY MOC/IeACTBUIA 1N HaCTOT COObITUI, CBSI3aHHbBIX C M3/IOMaMu U BbISIBIEHHbIMU AedekTamu
6okoBbix pam. lNpennaraemslii MeTOA HarnpassieH Ha 06ecrnedeHne NoAAEePXKN MPUHSITUSI YIPaBiIeHYEeCKUX
peLleHuii o gasbHedLer aKcrnayataummy rpy30BbiX BaroHOB HA OCHOBE PUCK — MEHEIXMEHTA.

KnioueBble cnoBa: pamva 60koBasi; BaroH rpy30BOW; U3/10M; AeEKT; PUCK; OLIEHKA puUCKa; MaTpuLia PUCKOB.

BBepeHue

B nocnennue roasl Ha cetu xene3HbIx gopor Poccun u apyrux crpan CHI™ ywactunuch ciydan usz-
JIoMa OOKOBBIX paM TEJIEKEK IPy30BBIX BaroHOB. KakIblii TaKOM M3JIOM COIPSIKEH CO CXOJIOM OJHOTO
WM HECKOJIbKMX BaroHOB, JIOKOMOTHBA M WHOT/A IPUBOAUT K TSDKEIBIM MOCIEACTBUSIM, CBA3aHHBIM C
YeJI0BEUECKUMHU JKEPTBAMHU.

XapakTepHOW 0COOCHHOCTHIO CIOKHUBIICHCS CUTYaIUH SBISIETCS TO, YTO M3JIOMBI OOKOBBIX paMm Ipo-
UCXOJAT Ha CPOKE dKCILTyaTaluu oT 1 70 4 et npu rapaHTUHHOM CPOKE SKCIUTyaTalluu S JIET, 4TO CBU-
JIETENLCTBYET 00 UX HETOMYCTUMO HU3KON Ha/I€KHOCTH.

Canenyet ormetuTts, yto B 2001 rogy 6bu1 BBeneH OCT 32.183-2001 «Tenexxku JBYXOCHBIE IPy30BBIX
BaroHoB kojen 1520 mm. Jleranu muteie. Pama 6okoBast n 6asika HagpeccopHast. TeXHUYECKUE YCIOBUS.
Ero npumenenue 3aBogamu-uszroroButeasiMu Hadanoch B 2002 roxay. C cepeaunst 2005 roa AByXOCHbBIE
TEJEXKHU Ipy30BbIX BaroHoB BhlTyckatoTces o 'OCT 9246-2004 «Tenexku JBYXOCHbIE IPy30BbIX BATOHOB
MarucTpanbHbIX KeJIE3HbIX 10por Kojeu 1520 mm. TexHuuecKue yciaoBUs».

CrarucTryeckue JaHHbIe TTOKA3bIBAIOT, YTO 3HAYUTEIBHOE YBEIINYCHNE KOIMYECTBA 3JIOMOB OOKOBBIX
pam npuxonutcs Ha nepuon ¢ 2006 1. mo HacTosee Bpems (puc. 1).

B naHHBIX yCIIOBUSX SBISETCS aKTyaJIbHbIM UCIIOJIb30BaHUE METOOB MOAIEPKKY PUHATHUS PEIICHUN
M0 YTIPaBIICHUIO HAJISKHOCTHIO U 0€30MacHOCThIO (DYHKIIMOHMPOBAHUS TPY30BBIX BarOHOB Ha OCHOBE
WHCTPYMEHTOB OlLIeHKU puckoB [1, 2]. [IpencraBinenue puckoB B popMe MaTPHI] PUCKOB MO3BOJISIET
IIPOBOJIUTH OLIEHKY PUCKOB U OMPEAEIIATh COOTBETCTBYIOLIME MEPOIIPUITHS 110 UX CHUKEHHIO, a TAKXKE
OLIEHNBAaTh INHAMUKY PUCKOB.
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Puc. 1. KonruecTBO M3710MOB OOKOBBIX paM IO rojiaM y4era Ha | MJIH BarOHOB B TOJT

Knaccudpukaumsa coobiTUA NO TAXKECTU NOcCNnencTBUi

Cornacuo knaccudukanuu ypoae tsokectu nocienctsuit mo FOCT P 54505-2011 «be3onacHoCTb
(byHKUIMOHATbHASA. YIIPAaBICHUE PUCKAMU HA JKEJIE3HOIOPOKHOM TPAHCIIOPTE» U B COOTBETCTBUH C [Tpu-
ka3oM Muntpanca PO ot 25 nexabpst 2006 1. Ne 163 «O06 yTBepxaenun IlonokeHust o mopske ciryxeo-
HOTO pacclieZIOBaHUs U yueTa TPAHCIIOPTHBIX IPOUCIIECTBUN U NHBIX, CBA3aHHBIX C HAPYIIEHUEM ITPaBUII
0€30IacHOCTH IBWKCHHUS U SKCIUTyaTallH 5KeJIe3HO0POKHOTO TPAHCHIOPTA, COOBITUI, TPAHCTIOPTHBIM
MPOUCIIECTBUAM U COOBITUSM, BOZHUKAIOIIUM O MIPUYMHE U3JI0oMa OOKOBOW PaMbl TEJIEKKHU TPY30BOTO
BaroHa I1eJ1eco00pa3HoO MPUCBOMUTD CIEAYIOIINE YPOBHHU TSHKECTH MOCIEICTBUI:

- KpYLICHUSM U aBapHsIM — «KaTacTpoUIECKU»;

- CXOJIaM U COOBITHSIM 0€3 cX0/1a — KKPUTHUYECKUI.

DKCIuTyaTalysi rpy30BOro BaroHa ¢ TeleKKaMU, UMEIOIIMMHU J1e(heKTHbIe OOKOBBIE paMbl, 3arpera-
ercs. B cBsi3u ¢ 5TuM, (pakraM 0OHApYKEHUS TPEIUH U APYTHX JIUTEHHBIX 1e(heKTOB OOKOBBIX paM MpHU
HKCIUTyaTalliy WK MPOBEACHUH JICTIOBCKOTO PEMOHTA MPUCBAUBAIOTCS CIICAYIOIINE YPOBHH TSKECTU

MOCJIEICTBUM:
- I[G(I)CKTaM, BBISIBJICHHBIM B Hpouecce BKCH.HyaTaI_II/II/I HpI/I HpOBe,Z[eHI/II/I TCXHHUYCCKOI'O O6CJIy)KI/IBaHI/I$I

BaroHoB — ((HGCYMCCTBGHHLIﬁ));
- ILC(I)CKTaM, BBISABJICHHBIM B ITPOLICCCEC IMMPOBCACHUA JCTIOBCKOTO PEMOHTA — «HE3HAYUTEIIHHBIN) .

OueHkKa 4acToTbl COObITUA

PacueT 4acToThl COOBITUI TPOBOJUTCS OTAEIBHO AJIsi COOBITUH C Pa3IMYHOMN TSHKECThIO MOCIEICTBUI:
KPYLICHUH U aBapuii; CXO0B U COOBITHI 0€3 CXOM0B; BBISBICHHBIX TPELIMH U JIPYTUX Ne(PEKTOB MpU
TEXHUYECKOM OOCITY’>KMBaHUU; BBISIBIICHHBIX TPELIMH U JPYTHX JE(PEKTOB MIPU AEIOBCKOM PEMOHTE.

YacroTa coOBITHI BEIYUCIAETCS OTAEIBHO IS KaXKA0H napTuu pam. IlapTust pam BkitouaeT Bce 60Ko-
BBIE PaMBbl, BBIIYLIEHHBIE B ONPEAEICHHOM KaJIeHIaPHOM IOy OIPEECIIEHHBIM U3TOTOBUTEIIEM.

YacroTa coObITHI OnpeiensieTcsl Kak OTHOLLICHHE KOJIMYeCTBa COOBITHH JAHHOTO BUAA K 00beMy pac-
cMaTpuBaeMoil mapTUu OOKOBBIX paMm, JIeJICHHOE Ha MHTEpBaJl HAOIOAEHUS, KOTOPBIA MPUHUMACTCS
PaBHBIM CPOKY IKCIUTyaTalluy IapTUHU paM, OT Tojja €€ BBITYCKa O TEKYIEro MOMEHTA:!

F=2" (1)
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rae F — dactora KpyIIeHU! U aBapuil (CX0J0B M COOBITHIA O€3 CXOA0B) BCIEACTBHE M3JIOMA PaM KU
4acTOTa BBISBICHHS TPEIIMH U JIPYTUX HEYCTPAHUMBIX J€(PEKTOB MPU TEXHUYECKOM OOCITY>KMBaHUU
(memoBckoM peMoHTe), 1/rox;

1 — KOJIMYECTBO U3JI0MOB OOKOBBIX paM JIaHHOM MapTUH, TPUBEIIINX K KPYIICHUIO WU aBapuH (CXOMy
Wi coOBITHIO Oe3 cX0/1a) 3a MeproA HAOTIONEHUS WK KOJIMYECTBO TPEIIUH U APYTUX HEYCTPAHUMBIX
nedeKTOB, BRISBICHHBIX B IAHHOW MAPTUH MPU TEXHUYECKOM OOCITYKUBaHUU (IETIOBCKOM PEMOHTE) 3a
MepHO HAOTIONCHUS;

N — 06bem mapTun (KOJTUYEeCTBO OOKOBBIX paM B ApTHUH);

T — nepuon HaOIIONEHUS, JIET.

BbiGOp WIKaNbI TAXXECTU NocnencTBvi

[Ikana Ts>KECTH MOCIEACTBHM 17151 HOCTPOESHHSI MAaTPUI] PUCKOB, CBSI3AHHBIX C M3JI0MaMH U iepeKTaMu
OOKOBBIX paM, IPHUHUMAETCS B COOTBETCTBUU C THmoBoH mmkajioi mo 'OCT P 54505-2011 «bezomnac-
HOCTh (DyHKUIMOHAJIbHAs. YIPABICHUE PUCKAMHU Ha KEJIE3HOJOPOKHOM TpaHcmopre». OHa sABiseTcs
KaueCTBEHHOHN U UCTOJIb3yeT 4 MHTEepBala YPOBHEH: KaTacTpoUIeCKUud, KpUTUIECKUN (1151 COOBITHIA
U3JIOMOB paM) M HECYIIECTBEHHBIN, HE3HAUYUTEIbHBINA (/151 COOBITUI BBISBICHUS TPEHIMH U IPYTHX
HEYCTPaHUMBIX 1e(hEKTOB pam).

BbiOOp LIKabl 4YacToOT

[Ixana 4acToT AJisl HOCTPOEHUS MAaTPHUIl PUCKOB, CBA3aHHBIX C U3JIOMaMU U JlepeKTaMu OOKOBBIX
pam, npuHuMaeTcsa aHajnorudynoil Tunool mkase 1mo 'OCT P 54505. [TockosibKy 3Ha4€HUS 4aCTOT
IU1sl COOBITHI B HACTOAIMX METOAMYECKUX YKa3aHUAX BBIPAKAIOTCA KOJUYECTBEHHO, HHTEPBAJIbI
YpPOBHEW NMpeACTaBIAIOTCS AUana3oHaMy KOJIM4eCTBeHHbIX 3HaueHui. [llar mkansl — norapudmu-
yeckuid. KonnuecTBo MHTEPBAIOB B HACTOAIIUX MeTOIUYECKUX YKAa3aHUAX MPUHUMAETCS PaBHBIM
7. Ecnu paccuntanabie 1o (1) 3HaYeHUS 4acTOT COOBITHMH HAaXOAATCS 3a MpeieaMu IIKabl, TO
MEHbIINE 3HAUCHUS 3aMEHSAIOTCS MUHUMAJIbHBIM 3HAU€HUEM IIKaJbl, a O0JIbIINEe — MaKCUMaJbHBIM
€€ 3HaAUCHHEM.

Koaddunuent kpaTHOCTH rpaHUIl UHTEPBAJIOB KBl YacTOT ISl OLIEHKH PUCKOB, CBSI3aHHBIX C U3-
JoMaMu U epexramu OOKOBBIX paM, PEKOMEHYeTCsl IPUHUMATh PaBHBIM 2 UJTH 2,5.

3apaHue JoNyCTUMbIX YPOBHEW PUCKOB

J1ns1 coOBITHI, BO3HUKAIOLIUX B PE3YJIbTATE U3JIOMOB (KPYILLIEHHS U aBapuH, CXO/Abl U COOBITUS O€e3
CXOJIOB) B KauecCTBE IMOKa3aTess JAJIsl YCTAHOBKU JOMYCTHUMBIX YPOBHEH PHUCKOB yCTaHAaBIMBAETCS
JIOTIyCTUMBIN yPOBEHD 10 YaCTOTE M3JIOMOB (OMACHBIX OTKa30B) OOKOBOW pambl f = 1x10¢ 1/ron
Ha | miiH 60koBBIX paM [3]. Takast yacToTa U3JIOMOB JJOITycKaeTcs Juisl o0ecrieueHus: TpedyeMbIX Mo-
Ka3aresiei 0e301aCHOCTH JABMKEHUS U IPU ATOM He TpeOyeTcsl KaKuxX-1100 KOPPEKTUPYIOIIHUX J1eH-
ctBuil. TakuM 00pa3om, ykazaHHOE 3HAYEHHUE COOTBETCTBYET IPaHUIIE MEXK Y HHTEPBAJIOM ypOBHEMN
pHUCKa «HE IPUHUMAEMbIi B pacueT» (3eseHas 30Ha), U MHTEPBAJIOM ypPOBHEN PUCKA «IOMYCTUMBII»
(>kenTast 30Ha) s COOBITUH ¢ HauXyaLen (KaTacTpoPpuIeCcKoi) TAKECThIO MOCIEICTBUN —KpyIIEHUS
U aBapui.

JI71st cOOBITUH BBISIBICHUS TPEIIMH WU OPYrUX Ae(EeKTOB OOKOBBIX paM IMpPH TEXHUUECKOM 00CITy-
KUBaHMM BaroHa B KaueCTBE MOKa3aTeJssl JUIsl YCTAaHOBKHU JOMYCTHMBIX YPOBHEH PHUCKOB yCTaHaB-
JIMBAETCSA HOPMATMBHAS JIOJIA J€(DEKTHBIX M3NENUK B maptuu S, = 2x10* [3]. Yka3aHHOE 3HAYEHHE
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COOTBETCTBYET I'PAaHUIIC MKy HHTCPBAJIOM YPOBHEH PUCKA «HE TIPUHUMAEMBIN B pacdeTy (3eieHas
30HA), 1 UHTEPBAJIOM YPOBHEH PHUCKA «JIOMYCTUMBII» (3KeITasi 30Ha) JJIsi COOBITUN HECYIIECTBEHHON
TSKECTH MO CIICICTBUN — TPEUIMHBI U JPyTUE HEYCTPAHUMBIE IS (EKTHI, BBISBISIEMbIC IPU TEXHHYECKOM
00CITyKUBaHHH.

CrnaxusaHue BpeMEeHHOro paaa 4actoT

[Tepen orobpakeHneM Ha MaTpUIIaX YPOBHHU YaCTOT COOBITHI, 00pa3yIOIINe BPEMEHHOM Psij IO TO/IaM
BBIIYCKa MapTUH, CIJIAXKUBAIOTCS METOJIOM CKOJIB3SIILIET0 CPEAHET0. DTO JeNaeTcs ¢ 1eliblo 0ciaabneHus
BIIUSIHUS CITy9alHBIX BHIOPOCOB Ha PE3yJbTaT OIEHKH PUCKOB (HampHUMep, OJIMH CIyYalHbBINH U3JIOM B
pamMax JTaHHOTO TO/Ia BBIITYCKAa MOXKET MPUBECTH K HEJAOITYCTUMOMY PHUCKY).

CrmaxxuBaHue peanusyercst cieayromuMm obOpa3om. [lycTs 3amaHa MCXomHAs MOCIEI0BATENb-
HOCTb 4acTOT cOObITUM (TOuek BpemeHHOro psaa) f(1), A(2), ..., fAK). Ang naHHOro BpeMEeHHOT0
psna, cogepxkamiero K Touek, 3ajjaeTcs mupuHa W o0acTi ycpeJHeHUs — KOJIMYECTBO TOUCK pAJia,
YY4acCTBYIOIHX B (POPMUPOBAHNY CTIAKEHHOTO 3HAUCHUS paccMaTpuBaeMoi Touku. Kak mpaBwuiio,
00JacTh yCpeaHEHUS CHMMETPUYHA OTHOCUTEIBRHO pacCMaTpUBAaeMOM TOUKHU U 1odTOMy W — He-
YETHOE.

Jiist mr000T0 HeueTHOro 3HadeHus: W > 1 MOKHO 3a/1aTh IIETIOYHCICHHBIE CHMMETPUYHBIC CMEIICHUS
rpanun obnactu ycpennenus i = (1 - W)/2;i = (W —1)/2, tne uenTpanbHol ToUKe OyIeT COOTBET-
crBoBarhb [ = 0. Jlnst kaxao# i-i touku (i =i ., i . +1,...-1,0,1,...0_ -1,i )BoOnactu ycpenHenus

lmax
3a1a€TC COOTBETCTBYIOIIMI BECOBOM KOIP(ULMEHT p , TPUIEM z p, =1
i=i

‘min

(DopMyna AJI BBIYUCJIICHUSA CKOJIB3AIICTO CPEAHETO HMECT BHU/T

Imax

F(ky= Y, p- f(k+i). 2

i=inin
Taxum 00pa3om, mocie BHIIOTHEHHSI CITIaKUBaHUS KaykK1asi TOUKa f{k) HCXOTHOTO psAJla 3aMEHsIeTCsI Ha
ycpennennyto Touky F(k), tme k=1...K.

JIist KOPPEKTHOTO CITTaKMBAHHS B OONACTIX Havdalla M OKOHYAHUS psifa MPHHUMAIOTCS CIICTYOIINe
YCIIOBHSL:

- ecnu (k+ i) < 1, To B BelpaxkeHuu (2) npunumaercs S(k + i) = S(1);

- ecnu (k + i) > K, 1o B BeIpaxenuu (2) npunumaercs S(k + )=S(K).

J1J1s1 critaKMBaHUs OTHOKPATHBIX CITydaifHBIX BHIOPOCOB BPEMEHHOTO psifia 0€3 CyIeCTBEHHOTO BIUSHUS
Ha CHUCTEMaTHYECKHE COCTABIISIIOIINE PEKOMEH IyeTCsI HCIIOJIb30BaHUE CIENYIONINX apaMeTpoB: W= 15;
io=-2i . =2,p,=0,027,p, =0,135; p,= 0,676, p, = 0,135; p, = 0,027 (a1 BpeMeHHOTO psina 5 u
Gomee rouek) u W=3,i . =-1;i_ =1;p,=0,15; p,=0,7; p, = 0,15 (nns Bpemennoro psnaa 3 um 4
ToukH). [Ipn MeHbIIEM KOJTMYECTBE TOUYEK B PSIIY CIIIaKMBaHHE HE TPOBOIUTCS.

Taxum 006pa3om, BpeMEHHOM psiJl paCCUUTAHHBIX YacTOT MO COOBITUSAM Ka)10r0 BUAA ISl 331aHHOTO
MIPOU3BOAMTENS YCPEIHSAETCS C UCTIOIb30BaHHEM (HOpMYIIbI (2) ¥ BEIOpaHHBIX TAPAMETPOB YCPEIHEHHUS.

3areM CriIa)KeHHbIE 3HAUEHUS YaCTOT UCIIOB3YIOTCS IIPU MOCTPOEHUH MATPHIIBI PUCKOB.
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3agaHue KaTeropum puckos

Kareropuu puckoB 1715t OIIEHKH ypOBHEHN PUCKOB, CBA3aHHBIX C U3JIOMaMU U ie(heKkTamMu OOKOBBIX paM,
npuHuMarorcst B cootBeTcTBuM ¢ I'OCT P 54505. Puck ouenuBaeTcst o 4 HHTEPBAJIbHBIM KaTETOPHSIM:
HEJOIYyCTUMBIM, HEXKENaTeIbHbII, JOIYCTUMBINA U HE IPUHUMAEMBbIN B pacueT. JlaHHbIe KaTeropuu co-
OTBETCTBEHHO OTOOPaXKatoTCs CIEAYIOIIMMU LIBETAMHU sIY€EK MATPHUIbl PUCKOB: KPACHBIN, OPAHKEBBIA,
JKENITHIN, 3€JICHBIH.

NMocTpoeHne maTpuy, puckos

C ucrnonp30BaHUEM PACCMOTPEHHBIX BBIIIE JAHHBIX MO YACTOTAM U TIOCJIEICTBHUSIM COOBITHIA, TTO KaXK-
JIOMY M3TOTOBHTEIIIO JIJIsi BCEX MAPTHil, H3TOTOBJICHHBIX 32 33/IaHHBIA WHTEPBaJ HAOTIOICHHUS, CTPOSTCS
MaTpPHIIBl PUCKOB, CBS3aHHBIX C M3JIOMaMHU U AedeKkTamMu OOKOBBIX paM. OOIuii BUJI TaKOH MaTpPHIIBI
MOKa3aH Ha PUCYHKE 2.

YpOoBHU 4acTOT B KOMOMHAIIMN C YPOBHIMU TSHKECTH TOCIEICTBHI OMIPEETSIOT KaTETOPUH PUCKOB,
CBSI3aHHBIX C U3JIOMAMH | C IePeKTaMu OOKOBBIX paM.

Crnemyer OTMETUTD, UYTO B TAHHOW MaTPHUIIC PUCKOB MCTIOIB3YIOTCS JBE PA3IMYHBIC KAl YPOBHEH
YaCTOT IS IByX PACCMaTPUBAEMBIX BHJIOB COOBITHI — U3JIOMOB U JIe(HDEKTOB OOKOBBIX paM.

TpewmnHbl u aecdeKkTbl,
BbisiBIfIeHHbIE Npu

TEXHUYECKOM
ob6cnyxuBaHum
4

TpewmnHbl n aedeKkTbl,
BbISIBIIeHHbIE NpU
AENOBCKOM PEeMOHTe
A 4

Cxopbl / cnyyau 6e3
cxoda
A 4

KpyweHus u aapum
A4

5...10 n310M0B Ha
100 000 pam B rox

2...5 nedexToB Ha
1000 pam B roa

(5...10)x107
(2..5)x107
(2..5)x10”
(1..2)x107
(1..2)x10”

2...5 M3JI0MOB Ha
100 000 pam B rox

1...2 nedpexra Ha
1000 pam B rox

1...2 u310Ma Ha

YpoBeHb 4YacToThbl, 1/rog

100 000 pam B rox
5...10 nedexToB Ha
10 000 pam B rojg

5...10 n3;10M0B HaA
1000 000 pam B rog

Hdonyctumbin
puck

(5...10)x10™
(5...10)x10°

HonycTumbin

2...5 nedexroB Ha -4
10 OOOqliaM B rojt (ZS)X 10 puck
2...5 U3JIOMOB Ha _6
1000 000 pam s ron| (2...5)x10 Oonyctumbin

1...2 nedpexra Ha -4 UCK
10 000 pam B roa (12)X10 P
1...2 uznoma Ha -6
1000 000 pam & rox| (1...2)x10 Donyctumbii

5...10 nedextoB Ha
100000 pam B rox

5...10 u310M0B HaA
10000000 pam B rox

2...5 nedexToB Ha
100000 pam B rox

puck

(5...10)x107
(5...10)x107
(2..5)x107

He3snauuresbHbIi HecyuecrBeHHblIi
(BaroH MoBpexIcH (BaroH MOBPEXJICH, (BaroH MOBPEXICH,
HE3HAYUTENIBHO, He00- | HeoOxoamm CpenHui HE00XOIUM
XOJIUM TEKYIIIHif PEMOHT)|MJTH ISIOBCKUM PEMOHT )| KallTAIIbHBIN PEMOHT)

YpoBeHb TAXeCTU nocrneacTBumn

Kputuuecknii Karacrpopuueckuii
(BaroH MoBpeK/ICH J10
TEIICHH UCKIIFOUCHUS U3

WHBEHTApS )

Puc. 2. O6muit BUI MaTPHIIBI PUCKOB, CBSI3aHHBIX C H3IOMaMH 1 AepekTaMu OOKOBBIX paM

3aITaHHOT'O U3TOTOBUTEIIA 34 NHTEPBAIT Ha6J'I}OZ[CHI/I$I

B sueiikax MaTpHIbl pa3MeIarT TOUKH, COOTBETCTBYIOIINE YPOBHIO MOCIEACTBUN U YPOBHIO YaCTOTHI

JUTS 33JTAHHOTO PHCKA, CBI3aHHOTO C paMaMU JaHHOTO M3TOTOBUTENS 110 BCEM MAPTHSIM, BBITYIIEHHBIM
3a 3a/laHHBI WHTEPBAJl HAOTIOEHUS.
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Mpumep NOCTPOEHUA MaTpuUL,bl PUCKOB

PaccMoTpuM nmocTpoeHre MaTpulibl pUCKOB JIJIsi TAPTUH U3rOTOBUTEINSI « BeXXUIKMI cTaneauTeHHbIN
3aBOJ», BBINTYIICHHBIX 32 nepuos HaomoaeHus ¢ 2002 o 2013 1. mo coctosiHuio Ha 1 anmpens 2013 1o

Hcxonnbple TaHHbIE ISl MAaTPUIl PUCKOB, CBSI3aHHBIX C M3JIoMaMH U aedexTamu pam bexwuikoro cra-
nenuteitHoro 3aBona (bC3) 3a unrepan HabmoaeHus ¢ 2002 mo 2013 1. mpencTaBiieHbl B cToaomax 1-5
Ttabmunpl 1 [4, 5]. {1 konmnyecTBa U3JI0MOB HHTEPBAJI HAOMIOACHHUS PaBEH CPOKY CITY>KOBI paMbl, a IS
TPEUTUH U APYTHX HEYCTPAHUMBIX AC(EKTOB, BBIIBICHHBIX MPU TEXHUYECKOM OOCITYKUBAaHUW BaroHa —
4,3 rona, MOCKOJIBKY JTaHHBIE TI0 AeeKTaM U3BeCTHBI TOIbKO HaunHas ¢ 2009 1. JlaHHBIE TTO KOJIMYECTBY
TpeUIuH U 1e(EKTOB, BBIIBICHHBIX IIPH JICTIOBCKOM PEMOHTE, HE IIPEICTABIICHEI.

Tabauna 1. /laHHbIe IO KOJHYECTBY M3JIOMOB M Je()eKTOB N0 maprusam bexkunkoro
cTajleJINTEeiiHOro 3aBoaa, U3roroBjJdeHHbIM ¢ 2002 mo 2013 r.

Kou-Bo KoJ1-Bo Y-ta uzno- |Y-ra usjioMoB
I'ox BEI- | O0LeM Koa-Bo Y-T1a
H3JI0MOB U3JI0MOB MOB (Kpyuue- | (cXoabl M CJI1.
nmycka | map- aedex- aedex-
(kpymenus | (cXoabl M CJI. HHA U aBa- 0e3 cxona),
MApTHH | THH TOB TOB, 1/T0N
U aBapum) | 0e3 cxo/a) puu), 1/ron 1/ron
2002 | 23761 0 0 87 0 0 8,52x10
2003 | 34353 0 0 249 0 0 1,69%x1073
2004 | 47708 0 0 208 0 0 1,01x1073
2005 | 36933 0 0 133 0 0 8,37x10
2006 | 46419 0 0 120 0 0 6,01x10*
2007 | 41909 0 0 168 0 0 9,32x10*
2008 | 38920 0 0 111 0 0 6,63x10*
2009 | 21374 0 1 67 0 1,09x10 | 7,29x10*4
2010 | 40966 0 0 25 0 0 1,85x10*
2011 | 44390 0 0 10 0 0 9,79x10
2012 | 48959 0 0 7 0 0 1,10x10
2013 | 13930 0 0 0 0 0

BoInomHUM OlIeHKY 4acTOT COOBITUI 1O BhIpaxkeHHIO (1):

- paccyrTaeM 4acToThl KaracTpoduieckux coobrtuii st maptuii 2002-2013 rr. uzroroBurens bC3, ucnons-
3y KOJIMYECTBO MU3JIOMOB, BBI3BABILINX KPYIICHUS U aBapur. Pe3ynbraTsl BHOCUM B cTONOEI] 6 TaOmuIIb! 1;

- paccuuTaeM 4acToThl KpuTHdeckux coObrtuil aust maptuii 2002-2013 rr. usroroButens bC3, ucnons3yst
KOJIMYECTBO M3JIOMOB, BBI3BABIIMX CXO/bI 1 COOBITHSA Oe3 cxofa. Pe3ynsrarsl BHOCHM B cTos0e1] 7 TaOmmIp! 1.

- paccynTaeM 4acTOThHI HeCyIeCTBeHHbIX coObITUH s maptuid 2002-2013 rr. uzrorosurens bC3, uc-
MOJIB3YSI KOTMYECTBO AC(PEKTOB, BBISIBICHHBIX MPU TEXHUYECKOM 00CITyKUBaHUU. Pe3ynbTarsl BHOCHM B
crosiber] 7 Tadnuuel 1.

ITo ¢popmyre (2) BBINOIHUM CINIaKUBAHUE BPEMEHHBIX PSIIOB 4acTOT B cToOUax 5, 6 u 7 Tabnuisl 1.
Pesynwrar npezacrasieH B Tabmuie 2.

[TomydyeHHble KOMOWMHAIIUU TSHKECTH MOCIEACTBHIM U COOTBETCTBYIOIIMX MM CIVIQXKEHHBIX 3HAYeHUUN
4acTOT U3 TaOIUIIBI 2 HAHOCUM Ha 1abJI0H MaTpHIlbl pUCKOB (pHc. 2). B pesynbrare momydyaeM MaTpuiry
PHUCKOB, CBSI3aHHBIX ¢ U3jaoMamu u nedexramu mist naptuii BC3 2002-2013 rr. (puc. 3).
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Tabauua 2. McxonHbie U yCpeIHEHHbIC JaHHbIC YaCTOT COOBITHI

T'ox BbI- | U-Ta n3J10MOB (KpyLIeHust Y-T1a u3,10M0B (CX01bI Y-ra nedexros,
nmycka U aBapumn), 1/rox u cJ. 0e3 cxona), 1/rox 1/ron

MapTHH | (KCXOIH.) (ycpenn.) (MCX0/IH.) (ycpenn.) (ucxoaH.) (ycpenn.)
2002 0 0 0 0 8,52x10 9,68x10
2003 0 0 0 0 1,69x1073 1,44x1073
2004 0 0 0 0 1,01x1073 1,07x1073
2005 0 0 0 0 8,37x10 8,55x10
2006 0 0 0 0 6,01x10 6,91x104
2007 0 0 0 2,94x107 9,32x10 8,43x10
2008 0 0 0 1,47x107 6,63x10 6,94x104
2009 0 0 1,09x107 7,36x10° 7,29x10 6,35x10
2010 0 0 0 1,47x107 1,85x104 2,58x10
2011 0 0 0 2,94x107 9,79x10 1,26x10*
2012 0 0 0 0 1,10x104 9,26x107
2013 0 0 0 0 0 1,75x1073

5...10 u3;10MOB HA
100 000 pam B roa

2...5 nepextoB Ha
1000 pam B roj

2...5 U3710MOB Ha
100 000 pam B rox

1...2 nedexra Ha
1000 pam B rox

1...2 u3;10Ma Ha
100 000 pam B roa

5...10 nepexToB Ha
10 000 pam B rox

5...10 uzioMoB Ha
1000 000 pam B rox

2...5 nepexroB Ha
10 000 pam B roa

2...5 U3710MOB Ha
1000 000 pam B roj

1...2 nedexra Ha
10 000 pam B rox

YpoBeHb 4acToThl, 1/rof

1...2 uzioma Ha
1000 000 pam B rox

5...10 nedexroB Ha
100000 pam B rox

5...10 uzjiomoB Ha
10000 000 pam B rox

2...5 nedeKkTOB HA
100 000 pam B rox

Puc. 3.

Pucku, cBA3aHHbIe ¢ nsnomamu u gecdekramm pam BblMyCKa | BexXuUKniA cTanenuTenHbii 3asoa
napTtmm CI 2002 no | 2013 rop
Nno COCTOAHUKO HA | 1 KBapTan | 2013 roga

BbisiBneHHble AedeKTbl Cxoapl / cnyyan Ges

npuv TexHn4eckom KpyweHus n aBapuu
obcnyxuBaHumn ¢xona Py P
- - 4

(5...10)x107
(2..5)x10°
(2..5)x107
(1..2)x107
(1..2)x107
(5...10)<10™
(5...10)<10°¢
(2..5)x10™
(2..5)x10°
(1..2)x10™
(1..2)x10°
(5...10)x107
(5...10)x107

(2..5)x10

e3HaunTebHbI (Baro  HecymecTBennblii Kputnuecknii Karacrpoduueckuii
TOBPEXKIEH (BaroH NoBpex/eH, (BaroH MoBpexKIeH, (BaroH NoBpex/IeH JI0
HE3HAYUTEJILHO, Heo0- HeoOXomuM cpeaHum HEOOXOIUM CTCIICHHU MCKIIOUCHHUS U3
XOJIMM TEKYIIMil PEMOHT) [HJIM ICTIOBCKON PEMOHT)| kanuTabHbIii PEMOHT) WHBEHTAaps1 )

YpoBeHb TAXecTu nocneacTBumn
Marpuiia pucKkoB, CBSI3aHHBIX C M3JIOMaMU U Jiedekramu pam Bbimycka BC3 3a 2002-2013 rr.

AHaJOTUYHO CTPOSATCA MAaTPUIIbI PUCKOB JIJIA MAPTUM IPYTUX U3TOTOBUTEIICH.
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MeponpuaTna n NpUHATUE peLueHnn

[IpunsaTHE pemenns o naapHEeNIIeN SKCILTyaTallii BArOHOB C MAPTUEHN paM, BBITYIIEHHBIX KOHKPETHBIM
M3TOTOBHTEJIEM B 3a/IaHHBIN T'OJ1, POBOJUTCS Ha OCHOBE KaTErOPUM PUCKA HA MATPULIE PUCKOB.

Crnenyer OTMETHTb, YTO HEAOMYCTUMbIE PUCKH XapaKTEPU3YIOT MPOIYKIMIO0 U3TOTOBUTENS Kak IO-
TEHIMAJIbHO OMACHYI0, HE 00eCIEeYnBaOLIYI0 0€30aCHOCTh U HAaJEKHOCTh IIEPEBO30YHOTO MIPOLECCa.
Takne puCKH JTOJKHBI HCKITHOYATHCS.

[Tpu 06paboTke prucka HE0OXOIUMO 0OPATUTh BHUMAHUE Ha COOIOCHIE TPEOOBAHMI Ha CIICTYFOIINX
OCHOBHBIX JTallax »KU3HCHHOI'O MUKJIa OOKOBOI paMBbl TCIICKKU:

- MPOCKTHPOBAHKC;

- H3TOTOBJICHHUE;

- PEMOHT;

- DKCTUTyaTaIHs.

Ha stane mpoexTupoBanusi HEOOX0IUMO MPOAHATU3UPOBATH COOIOIEHNE TPEOOBAHMIA:
- K KOHCTPYKIIUH PaMBI;

- K KOHCTPYKIHHU TCIICIKKHU,

- K CBOICTBaM Marepuaa.

Ha sTane usroroBnenus HeoOX0IUMO MPOAHATIUZUPOBATH COONIOZIEHHE TPEOOBaHUN TEXHOJIOTHH, KO-
TOpasi BKIIFOYAET:

- CTPYKTYpy TEXHOJIOTMYECKOTO ITPOLIECCa U3TOTOBJICHMS;

- 000pyI0BaHuE, IPUMEHSIEMOE PU U3TOTOBIIEHUH (HalpuMep, IPUMEHEHHE JIETHUKOBBIX CTEPKHEBBIX
CUCTEM);

- CBOMCTBa MaTepuaa;

- METOABI BBIXOJTHOTO HEPA3PYILAOIIErO KOHTPOJIS.

[Ipu mpoBeneHNN peMOHTa HEOOXOAMMO MPOAHATU3UPOBATH COOJIOACHNE TPEOOBaHUI TEXHOJIOTHUH,
KOTOpasi BKJIIOYAET:

- CTPYKTYpY TEXHOJIOTHYECKOT0 Mpoliecca pEMOHTA;

- METOJIbl BXOJHOTO HEpa3pyIIAIOIero KOHTPOJIS;

- METO/IbI BHIXOJJTHOTO HEPA3PYILIAIOIIEr0 KOHTPOJISL.

Ha srtane skcrmyaranun He0OX0AMMO MPOAHATM3UPOBATh COOIOCHUE TPEOOBAHMUIA:
- KOHTPOJISA IMPU TCXHUYCCKOM 06C.]'Iy>KI/IBaHI/II/I TCIICKCK,
- coOITIOIEHNE YCIIOBHUH AKCIUTyaTaIlMy TIOABHYKHOTO COCTaBA.

PaccMoTpeHHBII METO/T OLIEHKH PUCKOB, CBSI3aHHBIX C M3JI0MaMU U JiehekTaMu OOKOBBIX paM TeJIekKeEK
IPy30BBIX BATOHOB MO3BOJISET OCYIIECTBUTD NOAAEPKKY IPUHATHS PELIEHUH 110 JajbHEeHIIen FKCIuTya-
Talllu IPy30BBIX BarOHOB, UCMOIb3YIOMKX OOKOBBIE paMbl Olpe/ieieHHON naptuu. Ha ocHoBe o1ieHKn
PHUCKOB MOKET ObITh OBBIIIEHA 3()(HEKTUBHOCTH PEKJIaMallMOHHOMN paboThI BllajieNiblia UH(PACTPYKTYPhI
U COOCTBEHHHMKA BarOHOB C U3TOTOBUTEISIMU OOKOBBIX paM.

ABTOpBI BBIpaXXa0T MPU3HATEIBHOCTS 1.T.H., Ipodeccopy Lllydounckomy W.b. 3a momorp, okazaHHy10
IIPU MOJITOTOBKE JJAHHOMN CTaTbU.
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Functional safety. The theory and practice

Ermakov A.O., Novozhilov E.O.

ASSESSEMENT OF RISKS RELATED
TO FRACTURES AND DEFECTS OF SIDE
FRAMES OF FREIGHT CAR BOGIES

The paper presents a method for assessing risks associated with fractures and defects of side frames of
freight car bogies. The construction of a risk matrix as per manufacturers of side frames, including the
assessment of the impact and the frequency of events related to the fractures and detected defects of
side frames, is considered. The proposed method is aimed at providing support for making management
decisions as to further operation of freight cars on the basis of risk management.

Keywords: side frame, freight car, fracture, defect, risk, risk assessment, matrix of risks.

Introduction

In recent years, there have been more cases of fracture of side frames of freight car bogies on the rail-
way network of Russia and other CIS countries. Each of such fractures is associated with derailment of
one or more cars, locomotive, and sometimes leads to severe consequences related to fatalities.

A characteristic feature of this situation is that fractures of bogie frames occur at the time of operation
from 1 to 4 years with the warranty period of 5 years, which demonstrates their unacceptably low reli-
ability.

It should be noted that in 2001 they introduced OST 32.183-2001 “Two-axle bogies of freight cars for
1520 mm gauge. Molded pieces. Side frame and bolster. Technical specifications.” Manufacturers began
to introduce the standard in 2002. Since mid-2005, two-axle bogies of freight cars have been produced
according to GOST 9246-2004 “Two-axle bogies of freight cars for mainline railways of 1520 mm gauge.
Technical specifications.”

The statistics show that a significant increase in the number of bogie frame fractures falls on the period
from 2006 up to the present (Fig. 1).

Under these circumstances, it is vital to use of methods for support of decision-making as to manage-
ment of reliability and safety of freight cars on the basis of risk assessment tools [1, 2]. Presentation of
risks in the form of a risk matrix allows us to assess risks and define appropriate mitigation measures, as
well as to assess the dynamics of risks.
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2011r.
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2013r

Fig. 1. Number of fractures of bogie frames as per accounted years per 1 mln cars a year

Classification of events as to severity of consequences

According to the classification of levels of consequence severity as to GOST R 54505-2011 “Func-
tional safety. Risk management on railway transport” and in accordance with the Decree of the Ministry
of Transport of the Russian Federation of December 25, 2006 #163 “On Approval of the Procedure of
official investigation and accounting of transport accidents and other events related to violations of safety
rules and operation of railway transport,” traffic accidents and events occurring due to fracture of a side
frame of freight car bogie it is advisable to assign the following levels of severity:

- Crashes and accidents — “catastrophic”,

- Derailment and events without derailment — “critical”.

Operation of a freight wagon with bogies having defective side frames is prohibited. In this regard,
facts of detecting cracks and other molding defects in side frames during operation or depot repair receive
the following levels of consequence severity:

- Defects discovered during operation while maintaining wagons — “insignificant”,

- Defects identified during depot repair — “minor”.

Estimation of events frequency

Frequency of events is calculated separately for events with different severity of consequences: crashes
accidents, derailments and events without derailment, cracks and other defects detected during mainte-
nance, cracks and other defects detected during depot repair.

Event rate is calculated separately for each batch of frames. A batch of frames includes all side frames
produced in a particular calendar year specified by the manufacturer.

Event rate is defined as the ratio of the number of events of this type to the volume of the considered
batch of side frames divided by the interval of observation, which is taken equal to the operation period
of the frames batch, from the year of its release up to the current moment:

_n
N-T’
where F'is the frequency of crashes and accidents (derailments and events without derailment) caused

by fractures of frames, or the frequency of cracks and other nonremovable defect detected during main-
tenance (depot repair), 1/year,

(1)
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n is the number of fractures of side frames of the batch caused crashes or accidents (derailments and
events without derailment ) for the period of observation, or the number of 3a of cracks and other nonre-
movable defect detected during maintenance (depot repair) for the period of observation,

N is the volume of a batch (number of side frames in a batch),

T'is the period of observation, years.

Selection of a consequence severity scale

To construct matrices of risks associated with fractures and defects of side frames, a consequence sever-
ity scale is adopted in accordance with the standard scale as to GOST R 54505-2011 “Functional safety.
Risk management on railway transport.” It is a qualitative scale and uses 4 intervals of levels: catastrophic,
critical (for events of frame fractures) and insignificant, minor (for events of detecting cracks and other
nonremovable defects of frames).

Selection a frequency scale

To construct matrices of risks associated with fractures and defects of side frames, a frequency scale is
adopted as similar to the standard scale according to GOST R 54505. Since the values of frequencies for
events in these Guidelines are expressed quantitatively, intervals of levels are represented by ranges of
quantitative values. A scale step is logarithmic. The number of intervals in these Guidelines is taken equal
to 7. If the values of frequencies of events calculated according to (1) are outside the scale, the smaller
values are replaced by the minimum value of the scale, and the larger ones by its maximum value.

To assess risks associated with fractures and defects of side frames, it is recommended to take a mul-
tiplicity factor of interval limits of the frequency scale as equal to 2 or 2.5.

Assignment of acceptable risk levels

For events that occur as a result of fractures (crashes and accidents, derailments and events without de-
railment), an acceptable level as to frequency of fractures (dangerous failure) of a side frame f,,, = 1< 106
1/year per 1 mln of side frames [3] is assigned as an indicator for setting acceptable levels of risks. Such
frequency of fractures is accepted to provide the required safety performance of traffic, and in this case
there is no need for any corrective activities. Thus, this value corresponds to the boundary between the
interval of risk levels “negligible” (green zone), and the interval of risk levels of “acceptable” (yellow
area) for events with the worst (catastrophic) consequence severity, i.e. crashes and accidents.

For events of detecting cracks or other defects of side frames during maintenance of a car, a standard
share of defective items in the batch Sy = 2x10* [ 3] is assigned as an indicator for setting acceptable
levels of risks. The specified value corresponds to the boundary between the interval of risk levels “neg-
ligible” (green zone), and the interval of risk levels “acceptable” (yellow area) for events of insignificant
consequence severity, i.e. cracks and other nonremovable defects revealed by maintenance.

Smoothing of frequency time series

Before being displayed on matrices, frequency levels of events forming a time series as to years of
release of batches are smoothed using a moving average. This is done to mitigate the impact of accidental
overshoots on the result of risk assessment (e.g. one occasional fracture within a given year of release
may lead to an unacceptable risk).
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Smoothing is implemented as follows. Let there be an initial sequence of frequencies of events (time
series points) f(1), A2), ..., f(K). For the given time series containing K points, we set the width /¥ of the
averaging region, i.e. the number of series points involved in the formation of the smoothed value of the
point under consideration. As a rule, the region of averaging is symmetric in relation to the point under
consideration and, therefore, W is odd.

For any odd value of W > 1, we can set integer symmetrical shifts of the boundaries of an averaging
regioni . = (1—-W)/2;i . = (W-1)/2, where a central point will be corresponded to by i = 0. For ezch
the i-thpoint (=i . ,i . +1,...-1,0,1,...0 -1,i ), in the averaging region we set a corresponding

. .+
min’ ‘'min > "max

imax
weight coefficient p,, and Z p;=1.

=lnin

The formula for calculation a moving average looks like

1

Fly=Y" p-flk+i). @)

=lnin

Therefore, after smoothing each point f{(k) of the initial series is replaced by an averaged point F(k),
where k=1...K.

For correct smoothing in the regions of series beginning and end, we assume that:

- if (k + i) < 1, then in expression (2) we accept S(k + 1) = S(1);

- if (k + 1) > K, then in expression (2) we accept S(k + 1)=S(K).

To smooth single accidental overshoots of a time series without a significant impact on systematic
constituents, it is reccommended to use the following parameters: W=5;i . =-2;i . =2,p,=0,027;
p, = 0,135; p, = 0,676; p, = 0,135; p, = 0,027 (for the time series of 5 and more points) and W = 3;
fin= -1 i =1 p,=0,15,p,=0,7; p, = 0,15 (for the time series of 3 or 4 points). In case of a smaller
number of points in the series, smoothing is not done.

Therefore, the time series of calculated frequencies for each type of events for a given manufacturer is
averaged using formula (2) and the selected parameters of averaging. Then smoothed values of frequen-

cies are used in the construction of a risk matrix.

Assignment of a risk category

Risk categories to assess the levels of risks associated with fractures and defects of side frames are
accepted in accordance with GOST R 54505. A risk is assessed by 4 interval categories: unacceptable,
undesirable, acceptable, negligible. These categories are represented by the following colors of risk matrix
cells: red, orange, yellow, green.

Construction of risk matrices

Using the above data on the frequencies and consequences of events for each manufacturer for all batches
manufactured during the specified interval of observation, we construct matrices of risks associated with
fractures and defects of side frames. The general view of such matrix is shown in Fig.2.

Frequency levels in combination with levels of consequence severity define categories of risks associ-
ated with fractures and defects of side frames.
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It should be noted that this risk matrix uses two different frequency scales of frequency levels for two
types of events under consideration, fracture and defects of side frames.

Fractures and defects Fractures and defects

; i Derailments/events Crash d
detected during depot detected during > : rashes an
repairg P maintenance without derailment accidents
- - v v
5... 10 fractures per 100 <107
000 frames a year (6.-10)<10
2...5 defects per 1000 (2 5)><1()3
frames a year
2..5 fractures per 100 (2.5)x10°
000 frames a year
1...2 defects per 1000 a 2)><103
frames a year
1...2 fractures per 100 <107
000 frames a year (1210 A tabl
cceptable
= 5..10 defects per 10 000
3 frames a year (5..10)<10*
>
~=  5..10 fractures per 1 000
> 000 frames a year (5..10y<10°
2, a4 Acceptable
H ...5 defects per 10 000 (2 5)><104
g_ frames a year
% 2,,b50£r?ctures per 1000 (2.5)x10°
o rames a year
o 1.2 defects per 10 000 (1 2)><104 Acceptable
> frames a year
i
1.2 frO::}cJures per 1000 (1.2)x10°
ayear
5...10 defects per 100 5. 10)x10° Acceptable
000 frames a year (5..10)
5...10 fractures per 10 7
000 000 frames a year (5"'10)X10
2...5 defects per 100 000
frames a year (2---5)X 10°
Insignificant Minor Critical Catastrophic
(car damaged insignificantly,| (car damaged, requiring | (car damaged, requiring | (car damaged severely
requiring current repair) depot repair) overhaul requiring to be excluded
from the inventory

Level of consequence severity

Fig. 2. General view of a matrix of risks related to fractures and defects of side frames for a specified manufacturer for the
interval of observation

The cells of the matrix contain points corresponding to a level of consequences and a level of frequen-
cies for a specified risk related to frames of a specified manufacturer for all the batches produced for the
given period of observation.

Example of construction of risk matrix

Let us consider the construction of a risk matrix for batches of the manufacturer Bezhitsky steelworks
produced during the observation period from 2002 to 2013 as of April 1, 2013.

Initial data for matrices of risks associated with fractures and defects of frames by Bezhitsky steelworks
(BSZ) for the observation interval from 2002 to 2013 are presented in columns 1-5 of Table 1 [4,5]. For
the number of fractures the observation interval is equal to a frame lifetime, and for that of cracks and
other nonremovable defects detected during maintenance of a wagon is equal to 4.3 years, since data
on defects is known only since 2009. Data on the number of cracks and defects identified during depot
repairs are not presented.

Let us assess frequencies of events using expression (1):

- Calculate frequencies of catastrophic events for the batches produced by BSZ in 2002-2013 using the
number of fractures caused crashes and accidents. The results are put into column 6 of Table 1.
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Table 1. Data on the number of fractures and defects for batches of Bezhitsky steelworks
produced from 2002 to 2013

Number of |  Number of Frequency of | Frequency of Fre-
Year of Batch fractures frgctures (de- | Number | fractures |fractures (derail- quency of
batch (crashes railments and | ofde- | (crashes and |ments and events
release volume and acci- | events without | fects accidents), | without derail- dle /fects,
dents) derailment) 1/year ment), 1/year year
2002 | 23761 0 0 87 0 0 8,52x10
2003 | 34353 0 0 249 0 0 1,69%x1073
2004 | 47708 0 0 208 0 0 1,01x1073
2005 | 36933 0 0 133 0 0 8,37x10*
2006 | 46419 0 0 120 0 0 6,01x104
2007 | 41909 0 0 168 0 0 9,32x104
2008 | 38920 0 0 111 0 0 6,63x104
2009 | 21374 0 1 67 0 1,09x107 7,29x104
2010 | 40966 0 0 25 0 0 1,85x104
2011 | 44390 0 0 10 0 0 9,79x104
2012 | 48959 0 0 0 0 1,10x104
2013 | 13930 0 0 0 0 0
Table 2. Basic and averaged data about frequencies of events
Year of Frequency of frz.tctures Freqflency of fractures Frequency of defects,
batch (crashes and accidents), .(derallmenfs and events 1/year
produc- 1/year without derailment), 1/year
tion (basic) (averaged) (basic) (averaged) (basic) (averaged)
2002 0 0 0 0 8,52x10* 9,68x10
2003 0 0 0 0 1,69x1073 1,44x1073
2004 0 0 0 0 1,01x1073 1,07x10-3
2005 0 0 0 0 8,37x10* 8,55x10*
2006 0 0 0 0 6,01x10 6,91x10
2007 0 0 0 2,94x107 9,32x10* 8,43x10
2008 0 0 0 1,47x10° 6,63x10 6,94x10
2009 0 0 1,09x107 7,36x1076 7,29x104 6,35x10*
2010 0 0 0 1,47x106 1,85x104 2,58x104
2011 0 0 0 2,94x107 9,79x104 1,26x104
2012 0 0 0 0 1,10x104 9,26x107
2013 0 0 0 0 0 1,75%107
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- Calculate frequencies of critical events for the batches produced by BSZ in 2002-2013 using the
number of fractures caused derailments and events without derailment. The results are put into column 7
of Table 1.

- Calculate frequencies of insignificant events for the batches produced by BSZ in 2002-2013 using the
number of fractures identified during maintenance. The results are put into column 7 of Table 1.

Using formula (2), let us smooth time series of frequencies in columns 5, 6 and 7 of Table 1. The result
is presented in Table 2.

5) The obtained combinations of consequence severity and corresponding smoothed values of frequen-
cies from Table 2 are put on the pattern of a risk matrix (Fig. 2). As a result, we get a matrix of risks
associated with fractures and defects for the batches produced by BSZ in 2002-2013 (Fig. 3).

Risks related to fractures and defects of bogie frames of | Bezhitsky steelworks
batch from[ 2002 | to [ 2013

as of | 1 quarter of | 2013

Defects revealed during Derailments/events Crashes and
maintenance without %rallment accigents
D 4

5... 10 fractures per 3
100 000 frames a year | (5...10)x10

2...5 defects per -3
1000 frames apyear (25)>< 10

2...5 fractures per 100 -5
000 frames apyear (2 S)X 10

1...2 defects per 1000 3
frames a year (12)><10

1...2 fractures per 100 5
000 frames a year | (1...2)x10

5...10 defects per 10 -4
000 frames a year (5...10)x10

5...10 fractures per 1 -6
000 000 frames a year (5 . IO)X 10

2...5 defects per 10 -4
000 frames a year (25)X 10

2...5 fractures per 1 -6
000 000 frames a year (2 S)X 10

1...2 defects per 10 4
000 frames a year | (1...2)x10

Level of frequency, 1/year

1...2 fractures per 1 6
000 000 a year | (1...2)x10

5...10 defects per 100 -5
000 frames a year (5 .1 O)X 10

5...10 fractures per 10 -7
000 000 frames a year (5 1O)X 10

2...5 defects per 100 -5
000 frames a year (2...5)x10

Insignificant Minor . i
.. Critical Catastrophic
1ns1gn(1(%iatrzaiati§a§§d iring (car dglenagted, re'cgulrmg (car damaged, requiring | (car damaged severely
> fequirn; pot repair overhaul requiring to be excluded
current repair from the inventory

Level of consequence severity

Fig. 3. Matrix of risks related to fractures and defects of frames produced by Bezhitsky steelworks
in the period of 2002-2013

Matrices of risks for batches of other manufacturers are constructed in a similar way.

Activities and decision making

Deciding on further use of wagons with the batch of frames produced by a particular manufacturer in
a given year is based on the risk category using a risk matrix.

It should be noted that unacceptable risks characterize products of a manufacturer as potentially danger-
ous, not ensuring the safety and reliability of transportation process. Such risks should be excluded.
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ASSESSEMENT OF RISKS RELATED TO FRACTURES AND DEFECTS OF SIDE FRAMES OF FREIGHT CAR BOGIES

When dealing with the risk, we should pay attention to compliance with requirements at the following
key stages in the life cycle of a bogie frame:

- Designing,

- Production,

- Repair,

- Operation.

At the designing stage it is necessary to analyze compliance with requirements for:

- A frame design,

- A bogie design,

- Properties of the material.

At the production stage we should analyze compliance with requirements for technology, which com-
prises:

- Structure of the process of manufacture,

- The equipment used in manufacturing (e.g. the use of ice frameworks),

- Material properties,

- Methods of output nondestructive testing.

During repair, it is necessary to analyze compliance with requirements for technology, which in-
cludes:

- Structure of the technological process of repair,

- Methods of input nondestructive testing,

- Methods of output nondestructive testing.

During the operation stage, it is necessary to analyze compliance with requirements for:

- Control for maintenance of bogies,

- Compliance with conditions of rolling stock operation.

The considered method for assessing risks associated with fractures and defects of side frames of
freight car bogies allows us to provide support for decision making as to further operation of freight cars
that use side frames of a certain batch. On the basis of risk assessment, one can increase the efficiency of
reclamation work of an infrastructure operator and car owner with manufacturers of side frames.

The authors express their gratitude to professor I.B. Shubinsky, PhD, for his assistance in preparing
this paper.
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dyHKuMoHanbHasa 6e3onacHoCcTb. Teopusa U NpakTuka

Ab6pamoBa H.A., MakapeHko [.N., TenuuybiHa T.A.

MOZAEJIb U METOA AJ19 ONPEAEJNIEHUA
NOACUCTEM, HAUBOJIEE NOABEPXXEHHbIX
AECTABUJIN3UPYIOLLMM BO3OENCTBUAM,

B UEPAPXUN COCTABHOIO OBBbEKTA 3ALLUUTDI

PaspaboTtaHbl ¢popMasibHas MoAesb M SKCNepTHO-GOPMasbHbIi METoA A/ OfnpenesieHnNs 30Hbl PUCKA:
TUNOB 0OBEKTOB, HANBOJIEE MOABEPXKEHHbIX B/INSTHUIO HAMEPEHHbIX aHTPOMOrEeHHbIX A4ECTabUIN3VPYIOLLNX
BO34€EVICTBUI B MEPAPXNN COCTABHOIrO 0ObeKTa 3aLlnThl Mpu 3aAaHHoV cTpaterin 3awmtbl. OObSICHUTEb-
Hble BO3MOXHOCTU MOAEIN MPOAEMOHCTPUPOBAHbI MNPy aHaan3e CTpaTtervi 3alunTbl U rnocaeacTBuUi ux
Hecob1IoAeHVs Ha NPUMEPE yrpo3bl TePaKkTa.

KnioyeBbie cnoBa: 6e30racHOCTb, YI3BUMOCTb, MPUBIEKATEe/IbHOCTb, AeCTabunuanpyiolliee Bo3aeicTene,
0OBLEKT 3aLnNThl, yrpo3a TepakTa.

BeBepeHue

CeronHst 0COOCHHO aKTyaJlbHA 33/1a4a aHAJIM3a MOBEPKEHHOCTH J1eCTaOMIIN3UPYIOIINM BO3ICHCTBUSIM
(AB) st pa3HbIX BUIOB OOBEKTOB 3aIUThL. TaKUM 0OBEKTOM MOKET OBITh OIpEEICHHAsI TEPPUTOPHUS
(pernoH, cTpaHa), METanoIuc CO BCEMU CBOMMHU HH(PPACTPYKTYPHBIMUA 00BEKTaMHU WIIH OTACIBHBIN a3po-
IIOPT C €ro NOACUCTEMAaMHU U T.1I.

Opnako Takas 3ajada sSBJISETCS KOMIUIEKCHON U CIOKHOU. Tak, Hampumep, CO3IaHne CUCTEM 00e-
CTIEYCHHSI KOMIIEKCHOW 0€301TaCHOCTH METAIOINCOB MOXKET OBITh OTHECEHO K KATETOPUH CIIOKHEHIIINX
CIabOCTPYKTYPUPOBAHHBIX M CIa00(POpMaTU30BaHHBIX KPYyIMTHOMACIITAOHBIX MPOOIEM MEXIUCIU-
IUIMHApHOTro xapakrtepa. ClIoXKHOCTb, IPAKTUYECKH 110 BCEM M3BECTHBIM MEpaM, CBs3aHa U C IpeE-
METHOMW 00J1aCThIO — 0€30IaCHOCTHIO JKU3HEEATEIBHOCTH METaIoJINCOB, U C CUCTEMaMH 00eCTIIeUeHUs
0€30IMMacHOCTH ¢ X MHOTOYPOBHEBBIM XapaKTEPOM, KOT/Ia CUCTEMa BKIIIOYACT PsIi YPOBHEH: OT TeX-
HUYECKUX CPEICTB KOHTPOJIS Yepe3 paclpeesieHHYI0 HHPOPMAIMOHHYIO HHPPACTPYKTYpY, CUCTEMBI
MOJJEPKKU IPUHATHUS PELIEHUH 10 OPraHU3aMOHHBIX CUCTEM U HOPMATUBHO-IIPABOBBIX IOKYMEHTOB,
PErylnupyOUINX UX IeATeIbHOCTh U B3aumozeicTBue. [Ipu 3ToM BeIcOKHE TpeOOBaHMS HAJAEKHOCTH,
YCTOHYHMBOCTH, KUBYUYECTH, 0€30MaCHOCTH NPEABSIBIAIOTCS KaK K MHYPACTPYKTypaM METarnoauca, Tak
U K UX CUCTEMaM yIIpaBJICHUS.

[enpro ananm3a nmoxBep:keHHOCTH JIB siBiisieTcs onpesenienne Hanboee ciradbix MECT JaHHOTO 00b-
eKTa (WIN TEPPUTOPUN) AJIs IPOBEIECHUS ONIEPATUBHBIX MEPOIIPUATHH B YCIIOBUAX OBBIILIEHHON yTPO3bI
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MOAEJ1Ib U METOA, AN ONPEQEJIEHUA NOACUCTEM, HAUBOJIEE NOABEP>XEHHbIX
OECTABUJIU3UPYIOLL UM BOSAENCTBUSIM, B MEPAPXUU COCTABHOIO OBbEKTA SALLUTbI

JIB 1y yTOuHEHHsI CTPAaTeruy 3alluThl 0ObEKTOB U BBIOOpa MPUOPUTETHBIX HANPaBIEHUH HHBECTHLIUN
(psiA TUIIOBBIX 337124 TAKOTO poja paccMoTpeH B [1]).

ABTOpamMu paszpabotansl popmanbHas MOAETb U SKCIEPTHO-(POPMaIbHBIM METOA I ONpeaesIeHUs
30HBI PUCKA: TUIIOB 0OBEKTOB, HANOOJIEE MOIBEPKEHHBIX 1€CTAOMITU3UPYIOIIUM BO3/IEHCTBUSAM B COCTaBE
COCTaBHOTO 00BEKTA MPH 33/1aHHON CTpaTeruu 3amuThl. CieryeT OTMETHTb, YTO B AaJIbHEHIIIEM B CTaThe
B kauecTBe /IB paccmarpuBaeTcs TEpaKT, OHAKO Pa3pabOTaHHbIE TEOPETHUECKUE CPEACTBA TPUMEHUMBI
u s apyrux B co cxoxkeil crienudukoii (T.e. HaMepeHHbIe aHTponoreHHsie /IB).

PazpabGoranHble MO/IEIb U METOI OCHOBAHbI HAa IPUHLUIIAX KPUTEPUATBHOTO ITOJIX0/1a U OITUMM3ALINHY,
MPUHATHIX B TEOPUU IPUHATHS PELICHUH, C UX aanTaluel K IpeIMeTHOM 00JIaCTH [0 COCTaBY KPUTEPUEB
U K crienuuKe TepaKTOB Kak HAMEPEHHBIX aHTponorenHsix /B [1, 2].

LleHTpasibHOE MECTO B 3TOM aganTayy 3aHuMaeT (hopMaau3aiys MOHATHUS «II0ABEP>KEHHOCTh O0BEKTa
TepaKTam» — €ro NPEJCTaBICHUE C UCIIOIb30BAHUEM YKPYITHEHHBIX KPUTEPUEB OLIEHKH, IPEAJIOKEHHBIX
panee B pa0ote [3], m03BoJIsIET IPOBOAUTH CPAaBHUTEIBHYIO OLICHKY 00BEKTOB. B pa3nene 1 npuBeneHsl:
(bopmanu3anys MOHATUS «IIOJBEPKEHHOCTh 00bEKTA TepaKTam», (popMasbHas HOCTAaHOBKA 33aJja4H, MO-
JeJIb CUTyalH, K KOTOPOH OTHOCHUTCS pellaeMas 3a/1a4a, 1 METOJl PELIEHHUS.

Hanee B pazzene 2 Ha IpuMepax MoKa3zaHbl O0bSICHUTEIbHbIE BO3MOKHOCTH MOJIENHU JIJIs1 HEKOTOPBIX
NPAKTUYECKH 3HAYMMBIX CUTyalui (aHAJIMU3 CTPATErui 3allUThl U HEKOTOPBIX MOCIEICTBUNA UX HECO-
OJrOfIeHHs, IMAarHOCTHKA OIIMOOYHOTO IPOTHO3UPOBAHUS 30HBI PHCKA).

Ha ocHoBe aHanu3a y3kMX MeCT MOJIENH B pasjeie 3 ONpeeIeHbl MOAX0AbI K €€ JaJbHEHIIEMY pa3-
BUTHUIO U IIOCTAHOBKE HOBBIX MCCIIE0BATEIbCKUX 3a1a4.

1. Mopenb n meToa Ang onpepeneHns noacucTemM m y3sioB COCTaBHOro
oObeKkTa 3awWnTbl, HauboJsiee NoABEPXXEHHbIX BJINHUIO TEPaKTOB

1.1. d>opmanv|3au,m| NMOHATUSA «NOABEpPXEeHHOCTb oOGbekTa TepaKkTam»

OcHoBHasl 3a/1aua BBISIBIICHUS TIOACHCTEM M y3JI0B, Haubosiee MoABEpKEHHBIX BIUsSHUIO (B, MoxeT
paccMarpuBaTbcs C pa3HbIX TOUEK 3PEHHSI B 3aBUCUMOCTH OT KOHTEKCTa, B KOTOPOM IPEATNoIaraeTcs uc-
MOJIb30BAaHUE PE3YJbTATOB €€ PEIICHUs Ha MPAKTHKE.

B wactHOCTH, TpU popManu3aliuy NOHITUS ITOABEPKEHHOCTh TEPAKTaM» CBOMCTBO MOJBEPKEHHOCTH
oObekTa TepakTaM 1L, Kak U Jpyrue aHAJIOTHYHBIC CBOMCTBA, MOYKET PAaCCMaTpUBATHCS, KaK

— cOOCTBEHHOE CBOICTBO 00beKTa, 71(0);

— HaIpaBJICHHOE Ha OOBEKT CBOMCTBO Cpeibl, U3 KOTOPOW MCXOAUT Oojiee MM MEHee MOCTOSHHO
JEHCTBYIOIINH AECTAOMITM3UPYIOMHMA (PaKTOP TEPPOPHUCTUUECKOM YTPO3bI, BO3MOYKHO COMPOBOXKIAEMBII
COMYTCTBYIOLIMMH U NPOTUBOAEHCTBYOmUMH pakTopamu, TL(E)';

— cBoricTtBO TL(0,FE), yuuthiBaroriee 00e cocTaBIsIIOIIHE.

B nmro6oM ciyuae, gake ecim i1l PUKIAIHBIX 1eeil TpeOyeTcsl KOMIIJIEKCHOE CBOMCTBO, MPE/ICTaB-
JIIeTCS 1eJIeCO00pa3HbIM YMETh OIIEHUBATh €r0 COCTABIISIONINE 110 OTAEIHHOCTH. M 3TO OTHOCHUTCS Kak
K KPpUTEPUAIILHOMY TTOAXOY, TaK M K TIOJIX0/Ty, OCHOBAaHHOMY Ha PHCKaX.

C dopManbHO-JIOTMYECKUX TTO3UIMA MOXKHO TOBOPHUTH O «IPEAMETAX», K KOTOPHIM OTHOCHUTCS HC-
CleyeMoe CBOMCTBO P.

1310 cBOICTBO 0COGEHHO TTOHSATHO B CITyYae BHEIHETO TEPPOPU3MA M BHENTHUX CHII, KOTOPBIE BIUSIOT HA €70 HHTEHCHBHOCTB,
KOTZIa Cpelly €CTECTBEHHO MOHMMATh KaK BHEIIHIOO cpemy. OfHAKO 1 B CIy4ae BHYTPEHHETO HIIM CMEIIaHHOTO TeppOopU3Ma
1eNecoo0pa3Ho BBIACIATH (DAKTOPBI, OTHOCHTEIHHO HETIOBIACTHBIE TEPPOPU3UPYEMOH CTOPOHE.
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MOJEJ1b U METO[, 4191 ONPELAENIEHNSA NOACUCTEM, HAUBOJIEE NOABEP>XEHHbIX
OECTABUJIUSUPYIOLLUM BOSAENCTBUSIM, B MEPAPXUU COCTABHOIO OBbEKTA SALLUTbI

Jlnist mpuMepa — B TIOAX0/1€, OCHOBAHHOM Ha YS3BUMOCTH [4], yA3BUMOCTb paccMaTpuBaeTcs Kak co0-
CTBEHHOE CBOMCTBO 00BEKTa HHPPACTPYKTYPbI MU TEPPUTOpHUH, P(0). B moaxose u3BecTHON OpUTAHCKOM
aHamUTHYeCcKol koMnanuu Maplecroft [5], ananu3upyroieit moJBepKEHHOCTh CTPaH PUCKaM TEPaKTOB,
paccMaTpuBaeTCs KOMILJIEKCHBIM HHIEKC, XapaKTepu3y oIl cBoicTBo cpenbl P(E). Oqnako Maplecroft
TaKXKe IPOBOAUT AHAJIU3bI KOMIUIEKCHBIX PUCKOB, YYUTBIBAIOLIUX, IOMUMO BHEIIHEH YTPO3bI TEPPOPU3-
Ma, HalpuMep, BHYTPEHHUE PUCKHU U1 OM3HECa WM MPaB YeIoBeKa, T.€. aHAJU3UPYETCs] KOMILICKCHOE
cBoiicTBO P(0,E).

B nannoM pasnene npennaraeTcss MOAEIb OHATHS 7L, B KOTOPOH MTOABEPKEHHOCTh TEPAKTaM paccMa-
TPHUBAETCS KaK COOCTBEHHOE CBOMCTBO 00beKTa MH(PAcTpyKTyphl TL(0), 4TO COOTBETCTBYET YCIOBHUSIM
OTHOCHTEJIBHOTO ITOCTOSIHCTBA «CPEJbl», M, B YaCTHOCTH, IIOCTOSHHO JEHCTBYIONIEMY JeCTaOUIU3UPYIO-
meMy (akTopy TeppopHu3Ma. OTa MOJEIb OPUEHTUPOBAHA HA PEIIEHUE OCHOBHOMW 3a/1aul B KOHTEKCTE
TaKUX CUTyallUi, KaK OLIEHKa OIIepaTUBHON 0OCTaHOBKH U IPUHATHE PELICHUH O HAlpaBICHUHN 3aIlIUTHBIX
Mep B COCTaBHOM OOBEKTE, OIICHKA KaueCTBa CTPATETUi €ro 3aIlUThl U JIp.

1.2. Kputepun nogBep>XeHHOCTU TepaKkTam

B xauectBe 0011ero kputepus i OLIEHKH 00bEKTa 0 B COCTaBE COCTABHOTO OObEKTa MPUHUMAETCS
kputepuii 7L(0), KOTOPBIiA ¢ TOUKU 3pEHUS UHTEPECOB CITY>KO 0OecreueHns 0e30MacHOCTH HHTEPIPETUPY-
€TCsl KaK KpUTEePHii MoABeP:KeHHOCTH TepaKTaM 00bEeKTa 0, a C TOUKH 3PEHUS HHTEPECOB TEPPOPUCTOB
— KaK KPUTEPHii OTHOCUTEIbHOM MPUBJIEKATEIBLHOCTH 0 /1JIs1 coBepueHus TepakTa. Kpurepuit 7L(0)
MIPEJICTaBISIETCS] KaK COCTAaBHOM KPUTEPUIA, COCTOSIIUIN U3 Mapbl YKPYIMHEHHBIX KPUTEPUEB, ONIPEIEIICH-
HBIX B pabore [3]:

TL(0)=( A(0),W(0)),
rae A(0) — IPUBIEKATEIBHOCTH O JIJISl TEPPOPUCTOB,
W(0) — ya3BUMOCTb 0.

Vazsumocts W(0) paccMaTpuBaeTcs Kak CBONCTBO, JOMOTHUTENBHOE K 3aIIUIIEHHOCTH: YSI3BUMOCTh
MaKCHUMaJbHa TP MUHUMAJIbHON 3aIIUIIIEHHOCTH U HA000POT.

[Ipu sToM nmpenmnonaraercs, yto A(0) XapakTepus3yeT NPUBJIEKaTeIbHOCTh 0 BHE 3aBUCUMOCTH OT €ro
3aIUIIEHHOCTH (KaK €CTECTBEHHOM, TaK 1 HAMEPEHHOH ), a COCTaBHOM kputepuit 71L(0) paccMarpuBaeT-
Csl KaK OTHOCHTEJIbHAsI PUBJIEKATEJIbHOCTD, TTOCKOJIbKY OH YYUTBIBaeT 00a acreKTa, 3HAYMMbIX IS
MOJIBEP’KEHHOCTH TEPAKTAM.

Kaxnprit n3 cocrapnstomux kputepueB A(o) u W(o), sSBISETCS MEPEMEHHOW, KOTOpas MPUHUMAET
3HAYEeHUS Ha KOHEYHOH MOPSAKOBOM HIKaJe.

OOBIYHO JJIs1 OLICHOK UCITOJIB3YIOTCA FPY6BIe IIKAJIbI ¢ HEOOJIBIITUM YHCIIOM 3Ha‘leHPII>i, HCEPCIAKO — BEP-
OaJIbHBIX. HaHpHMep, JI1 OOCHKHU YA3BUMOCTHU-3aAIIUINCHHOCTH MOXKET OBITE MPUHATA YCTBIPCX3HAYHAA
mKajaa CO 3HAYCHUAMMU:

«MaKCHUMaJIbHaA yA3BUMOCTb / MUHHAMAaJIbHas 3allIUIICHHOCTB» (ypOBeHB 3aIIUIIICHHOCTH HACTOJIBKO
Mall, YTO HC CHUKACT IIPUBJICKATCIIbHOCTH IJIA TeppopI/ICTOB),

«YA3BUMOCTDL JOBOJILHO BBICOKA,

«YA3BUMOCTDL JOBOJIbHO HU3KAs,

«MUHHUMAJIbHAA YA3BUMOCTb / MakcHMaJjbHas 3allIMIICHHOCTB» (ypOBeHB 3aIIMIIICHHOCTH HACTOJIBKO
BCJIMK, YTO OTHOCHUTCIIbHAA IIPUBJICKATCIIbHOCTDL IJIsI TCPPOPHUCTOB IIPAKTUICCKH OTCYTCTByeT).
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[Ipeanonaraercs, YTO MHTYUTUBHBIE OIEHKH OTHOCHUTEIILHOM MPUBJIEKATEIHBHOCTH JJISI TEPPOPHUCTOB
001a/1af0T CBOMCTBAMHU HECTPOTOM MOHOTOHHOCTH:

A(0,)>A(0,) & W(o,)=W(0,) = (TL(0,)< TL(0,))
W(o,)>W(0,) & A(0,)=A(0,) = 7 (TL(0))< T (0,)).

Ecinu B cocTaBHOM 00BEKTE 3aIUThI KMEIOTCS 00BEKTHI, HEpa3IUIUMEbIC 110 KpuTepHio 7L(0), yMECTHO
TOBOPUTH 00 OJHOTUITHBIX 00BEKTAX M O TUIIE 00BEKTOB. B naybHelemM Oy1eM cuuTaTh, 94To 0003HaAYECHUE
0 OTHOCHTCS K THUITy OOBEKTOB.

CBsI3b OLIEHOK € cocTOsiHHEeM 00beKkTa. OIIEHKH 00bEKTa 3aTUThI 110 KpUTEepHto 11L(0) XapaKTepu3yoT
ero Tekyuiee coctosinue. CylecTBeHHOE pa3inyie COCTABISAIONIUX COCTOUT B TOM, YTO CBOMCTBO YS3BH-
MOCTH (WJTH, HAIPOTHUB, 3aIIUIIICHHOCTH ) 17151 CITYKO0 oOecriedeHnst 0e301aCHOCTH SIBJISICTCS YIIPABIISIEMBIM.
Kpome Toro, usmenenue coCTosHUS YSI3BUMOCTH, BOOOIIIE TOBOPS, MOKET MEHSTHCS B 3aBUCUIMOCTHU OT
pa3IuyYHbIX (HaKTOPOB, HAPUMED, OT KAYECTBA ONEPATUBHOMN pabOThI i1y k0 oxpanbl. Tekyiias olleHKa
[0 KpUTEpHIO YsA3BUMOCTH W(0) COOTBETCTBYET CTpPaTEruu 3alUThl 00BEKTOB, OJUHAKOBOM JJIsl BCEX
00BEKTOB JaHHOTO THIIA.

[Ipu pemienuu 3a1auu onpeneaeHust Hanbosee yA3BUMbIX TUIIOB 0OBEKTOB B IaHHOM MOJIENH IPEIo-
Jlaraercs, 4To TeKyIlee COCTOSHUE YSA3BUMOCTU COOTBETCTBYET OLIEHKAM.

1.3. CTpyKTypHasa Mmogenb COCTaBHOro 06beKkra 3almTbl

CocTraBHOI1 00BEKT 3alllMTHI B 00IIEM ClTydyae pacCMaTpUBAETCs KaK HepapXusl COCTABISIIOIINX 00b-
€KTOB, BKJIOYasl 3JIeMEHTApHbBIE, T.€. HEIETUMbIE IPU MIPUHITOM CTPYKTYPUPOBAHUU OOBEKTHI («y3JbD»)
Y COCTaBHBIE O0BEKTHI («mmoacucTeMbl»). B Tumonorun T 00bEKTOB, COCTABIAIONINX COCTABHON OOBEKT,
K OTHOMY THITYy OTHOCSITCSI OOBEKTBI, HE pa3IMuaeMble C TOUKH 3PEHUS MTOJIBEP)KEHHOCTH TepaKTaM.

Hanpumep, k ofHOMY THITY B COCTaBE COCTaBHOTO 0OBEKTA 3alIUTHl MEranoJIMe MOTyT OTHOCUTBCS BCE
MesKIyHAPOIHbIe a3PONOPTHI C OIMHAKOBOMW 3aIIUIIEHHOCTHIO / YSI3BUMOCTBIO, & COCTABIISIOIIMMHU IS
HUX MOTYT OBbITh TaKH€ OOBEKTHI, KaK «3eJIeHasl 30Ha), 3aJ1bl NPUOBITUS U T.JI. (B KOHTEKCTE TEPAKTa B
Homonenoso B 2011t. [6]).

V3es uepapxuu B TUNOIOTUH 00BEKTOB T — 3TO HEKOTOPHII THUIT COCTABHBIX 00BEKTOB (J, COCTOSIIIINMA
13 MHOXKECTBA TUIIOB COCTABJISIOLINX OOBEKTOB (JIEMEHTAPHBIX HJIM COCTaBHBIX ) OMKANIIIEro HUKHETO
YPOBHS UEPAPXUH.

VY3en nepapXuu ci0KHOTO HHPPACTPYKTYPHOTO 00bEKTA, HallpUMep, a3pPOHOPT, MOKET pacCMaTpUBaThCS
KaK CaMOCTOSITENIbHBIN OOBEKT 3aIUTHI, €CIIH JIJIST HETO pa3pabaThIBAETCsl CBOSI CTPATETHUs 3aIIUTHI.

B kauecTtBe mpocTeiiei cTpyKTYpHOIM MO COCTAaBHOTO OOBEKTA TIPH PEIICHUH OCHOBHOM 3a]1auu
paccmarpuBaeTcs Mozenb M, cocTosIas U3 OMHOTO y3ia uepapxuu. OHa IpUBJIEKATENbHA TEM, YTO K
9TOU MOJIEJIA €CTECTBEHHBIM 00pa30M IMPUMEHUMA MOJIENTb MHOTOKPUTEPHATHHOM ONITUMU3AITIH — TTIOUCK
HanOoJIee MPUBJIEKATEIBHBIX THIIOB 0OBEKTOB B MHOKECTBE THIIOB 00BEKTOB, 00pa3yrorieM TUoiaoruto T
TaKoro cocTaBHOro oowekra 0.

[Tox crparerueii 3amuthl C coctaBHOTO 00BeKTa O OyZIEM MOHUMATH COBOKYITHOCTh 00JIee UTH MEHEe
0OIIHX IBPUCTUIECCKHUX MPABHII, IO KOTOPHIM OMPENEIAETCS, KAKHE UMEHHO TUIIBI 0OBbEKTOB JOITYCTUMBI
(unu HegomycTuMbl) B Tunonioruu T(O) 3amumiaemoro oobexTa O (IpUMepbl TAaKUX MpaBuil OyayT JaHbl
HIDKE.)

Merton pemenus 0OCHOBHOM 3a/1a4y Ha CETOIHSA paspaboran it moaenu M,
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1.4. dopmanbHaga NnocTaHOBKA 3aga4m

[TycTte nan coctaBHOM 00BEKT 3amUTHl O C OTHUM YpOBHEM uepapxuu, O={o}, U Il HETO OIpejie-
JICHBIL:

— WKaibl S, S, JUIA OLUEHKH THIIOB 00BEKTOB B cocTaBe O MO KPUTEPUAM MPUBJIEKATENBLHOCTH ISl
TeppopuctoB A(o) n ysa3sumoctu W(0) COOTBETCTBEHHO;

— THnonorust 00eKToB B coctaBe 00bekTa O, T(O) ¢ oreHKkaMu Ha 3a/IaHHBIX [IKAJIAX;

— crparerust C 3amutsl o0bekTa O.

Tpebyercs onpenennte 30Hy pucKa Z, T.e. THII OObEKTOB WJTH, B OoJiee 00IIeM cirydae, MHOKECTBO
TUTIOB OOBEKTOB, OTHOCUTEIILHO HaNOOJIee TPUBIIEKATEIBHBIX JJIs TPOBEICHISI TepaKTa, MHAYE TOBOPS,
HauOoJiee MOJIBEPKEHHBIX PUCKY TepaKTa.

JLyist IPOCTOTHI IPUHUMAEM, YTO BCE 3HAYEHHS HA KKJIOM M3 OLEHOYHBIX HIKAI S, S, HCTIONB3YHOTCSA
MIpH OIIEHKE 00BEKTOB B CTPYKType O.

1.5. OnucaHme meTopa peLueHns 3apavmn

J1Jis HaTJISITHOCTH METO/T ONUCHIBACTCSI HA IPUMEPE, B KOTOPOM ISl KQKIOTO U3 KPUTEPUEB MIPUHSITHI
OJIMHAKOBBIE MIKaJbl ¢ OammpHbIME onieHkamu (0,1,2,3). Ha puc. 1 monHoe MHOXeCTBO M Turos o6b-
€KTOB, MBICTTUIMOE JIJIsl IPUHSTHIX IIKAJ OIEHKHU 110 COCTaBHOMY KpHUTepuio 7L(0), MpeacTaBIeHO B BUIE
TaK Ha3bIBaeMoi Auarpammbl Xacce. Kaxxaplii TUIT 00bEKTOB MPECTABIICH NApOil 3HAYCHUIL:

[Tonsepkennocth Tepakram TL(o)=(IIpuBnekarensHocTh A(0), Ysa3Bumoctb W(0))

(©; 3)
(0; 2) \ (1;3)
©; 1) (1;2) < \ (2;3)
(0,0) (15;1) (2;2) \ (3;3)
(1;0) (2;1) < (3;2) /
/
(2;0) (31)
(3:0) /

MoasepxeHHocTb Tepaktam TL(o)=(INpusnekatensHocTsb A(o),Yassumocts W(0))

Puc. 1. [TomHOE MHOKECTBO THIIOB OOBEKTOB, MBICITUMOE JIJIsI TPHHATHIX IIIKAJ OLIEHKU 10 COCTaBHOMY KPHTEPHIO

Hanpuwmep, napa (1,3), o3Hauaer tun o0bekToB ¢ oueHkaMu A(0)=1, W(0)=3. CTpenku nokas3bBaroT
Ha YBEJIMYCHUE OIIEHKH 110 OTHOMY M3 KPUTEPHUEB MPH COXPAHEHHUH OIIEHKH TI0 IPYTOMY KPHTEPHIO.

Muoxectso M gactramo yropsizouero. Tak

- psn (nmocnenoBarenbHOCTh) R1=((3;0), (3;1), (3;2), (3;3)) npeacrasnsier Bce THUIBI OObEKTOB, HaU-
OoJiee MpUBJIEKATENbHBIX 110 IEPBOMY KPUTEPHIO, TPUBIIEKATENILHOCTH, A(0), KOTOPBIE YIIOPSIIOUEHBI 10
BO3pAaCTaHUIO BTOPOTO KpUTEpHsl, ysi3BUMOCTH, W(0);

- psn R2=((0;0), (0;1), (0;2), (0;3)), HanpoTHUB, IPEACTABISIET BCE TUIIBI 00BEKTOB, HAUMEHEE IIPUBJIE-
KaTeJIbHBIX M0 KpUTEpHIo, A(0), KOTOpbIE TaKKe YIOpsAJ0YeHbI IO Bo3pacTaHuio kpurepus, W(o);
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- psim R3=((0;0), (1;0), (2;0), (3;0)) — Bce TuIbl 00bEKTOB, HAMMEHEE TTPUBJICKATECIIBHBIX TI0 BTOPOMY
KPUTEPHIO, YA3BUMOCTH (T.€. OIICHUBAEMBIX KaK HEYSI3BHUMBIC), KOTOPBIC YIIOPSA0UEHBI 10 BO3PACTAHUIO
nepBoro kpurepus, 4(0).

Jran 1. OnpeaesieHue THIOJIOTUHM 00bEKTOB B CTPYKTYPe COCTABHOI0 00beKTa O B COOTBETCTBUM
¢ IPUHATOM cTpaTeruei 3amuThbl C.

[Ipu BbIOOpE cTpaTeruii 3amuThl OOBIYHO OMUPAIOTCS HAa MHTYUTHBHBIC DBPUCTHUECKHE MpaBUIIA
3PaBOr0 CMbICJA, KOTOPbIE CYUTAIOTCS PAallMOHAIBHBIMH M IMPEAINoiaraeTcsi Hamu4ue (XOTs U CBOEH)
paIMOHAIBLHOCTH y IPOTUBOOOPCTBYIOIIECH CTOPOHBDI.

C Touku 3peHus BBIOOpa cTpaTeruii 3ayuThl O4EBUIHO, YTO OTHOCUTEIHLHO Harlosee MpUBIEKaTeIbHbIM
JUTSI TEPPOPHUCTOB 10 COCTAaBHOMY KpHUTeputo 71L(0) 6611 ObI TUII 00BEKTOB ¢ OLIeHKOH (3,3), T.€. Hanbosee
MIPUBJICKATEIBHBIX M HAMOOJIEE YA3BUMBIX, a TAK)Ke 00BEKTHI, OJTM3KHE 10 OleHKe K (3,3).

HanpoTuB, ecTecTBEeHHO MPEAIOI0KHUTH, UYTO TUIIBI 00bEKTOB psiaa R3 nMenu Obl HyleByI0 MpHUBIIEKa-
TEIBHOCTD 0 KpUTEPHIO A(0) HE3aBUCUMO OT UX YSI3BUMOCTH.

PaccMoTpuM npuMepsl 3BPUCTUYECKUX MPABUII, KOTOPBIE MOTYT OBITh OLIEHEHBI KaK palliOHAIIbHBIE.

Oo6uree mpaBuiio 1, [11 («HenpuB/iekaTebHbIE 1JIsI TEPPOPUCTOB He 3anuIalTcs»). CormacHo
ATOMY MPaBUITy, OOBEKTHI C OIIEHKOW B 00bekTe O, 3amuminaeMom 1o npasuiy I11, u3 moreHnuanIbHOro
psna Tunos 00bekToB R2=((0;~)) rae «~» — mobas y13BUMOCTb, B MHOKECTBE M, THIIOB 00OBEKTOB, J10-
MIyCKaeMbIX 3TUM IIPaBUIIOM, MOTYT IIPUCYTCTBOBAThH TOJIbKO 00beKThI TUMA (0;3), T.e. HE3aIlUIIICHHBIE.
PazymeeTtcs, 5T0 mpaBuIiIo oApa3yMeBaeT, YTo 110 YMOTUYAHUIO PEUb UIET TOIBKO O 3alUTe OT TEPPOPUCTOB
U €CTECTBEHHbIE CBOMCTBA 3alIMIIICHHOCTH OOBEKTOB JJIsi IPOCTOTHI HE YUUTHIBAIOTCSL.

B nexoropoii ctparerun C' tur 00bekToB (1;0), MHTYUTHBHO OJIU3KHUI 1O MPUBJIEKATEILHOCTH K R2,
TaKke MOT ObI OBITh UCKIIIOYEH JIOTIOTHUTEIbHBIM YACTHBIM NpaBuJiom I[11°.

Oo6uree nmpaBuiio 2, [12 («0oee mpuBeKaTe/bHbIe HE MOTYT ObITH 0ojiee ysa3BUMbIMHY). Co-
IJJAaCHO TOMY TPaBHITY, €CJIM XOTS Obl OJMH TUIT OOBEKTOB 3aIUIINACTCS, 3TO JOJKEH ObITh THI (3;3).
JlononHuTeNbHBIM YaCcTHBIM IpaBuiioM [12° myTem 3amuThl (T.e. CHIDKEHUS YA3BUMOCTH) MOTYT OBITh

(0;0) (3:3)

Puc. 2. MHOXeCTBO THIIOB 00BEKTOB MPH 3aIuTe 1Mo crpareruu C
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HCKITFOUEHBI, HalpuMep, THIBI 00beKTOB (2;3), (3,2), (2;2), (3;1), 6onee 6nmuskue K (3;3) M0 cpaBHEHHUIO
C OCTAJIbHBIMH.

Ha puc. 2 B OJHOM MHOKECTBE THIIOB OOBEKTOB 3aTEMHEHBI THITBI 00BEKTOB, KOTOPBIX HE JIOJDKHO
OBITH B cCOCTaBHOM 00bekTe O mpu NpuHATOMN cTpareruu 3ammutel C={I11, [12, T12"}.

B o0mieMm citydae B COOTBETCTBHH € OOIIMMHU MTpaBuiiaMu ctpareruu 3amuthl [11, [12 nmpu noctpoenun
MHOYKECTBA THIIOB OOBEKTOB M -, KOTOPBIE OLIEHUBAIOTCS KaK 00JIee MM MEHEE MOJIBEPIKEHHBIE YTPO3E,
C OJIHOM CTOPOHBI, U3 IOJIHOTO MHOXeCTBA M MCKIII0YaeTCsl MHOXKECTBO M, TUIIOB 0OBEKTOB, KOTOPBIX
BooOwIe He MOXKeT ObITh B THnONOornu O \ B O 1o npasuiy I11 (B mpumepe sto MHOKecTBO M, = {(3;3),
(2;3),(3,2),(2;2), (3;1)}), a ¢ npyroii — 30Ha M, OTHOCUTENBHO HENPHBIICKATEIbHAS U3-3a HU3KOM IIPH-
BJIEKATEJILHOCTH JaXKe IIPU OTCYTCTBUHM 3amuThl (B mpumepe, M ={(0;0), (0;1), (0;2)}). B otiuuue ot
00beKTOB U3 M, 00beKTH U3 M MOTYT IPUCYTCTBOBATH B THIIONOTHK O, HO HE PACCMATPHBAIOTCS Kak
00BEKTHI 3aIIIUTEL.

Pesysnbrar NpUMEHEHHS CTPATErMHU 3ALUTHI [IOJyY€EH B BUIE MHOXKECTBAa M,

M=M\(M_UM,)
Jran 2. Onpenenenne muoxecrsa Ilapero B M. I'pyb6asi ouenka Han0o0JIbIIEN NMOABEPKEHHOCTH
TepaKkTaMm.

Ha puc. 3 mokasaHo pasOueHie MHOKecTBa M paccMaTpHBacMOro MpuMepa Ha 2 Kiacca: MHOKECTBO
[Tapero M, ~1{(1;3), (2;1), (3,0)} 1 MHOXECTBO BCEX OCTAIbHBIX TUIIOB OOBEKTOB MﬂZ{(l ;0), (2;0), (1;1),

(1,2), (0:3)}.

MNoaBepXXeHHOCTb yrpo3am pacteT

My

Puc. 3. Tunbl 00beKTOB, HAHOOJIEE MOBEPKEHHBIC TepakTam 1o [Tapeto

B ormirane ot tunos 00bekToB MHOXKeCTBA [TapeTo, Bce 00BEKTHI MHOXKECTBA M), ABISIOTCS IOMMHHI-
pyembivu B M . [padrdecKi CBOACTBO TOMUHHPYEMOCTH THITA 0OBEKTOB O THIIOM 0 BBIPAXKaeTCsl B TOM,
YTO OT TUIA 0 UJET MyTh K TUMY 0. Tak, Ay nomuHupyemoro tumna (1;0) 1ToOMUHUPYIOLIUME 0 KPUTEPUIO
YSI3BUMOCTH sIBIIsItOTCS Ooee ya3Bumblie (1;1), (1;2), (1;3) npu ux paBHO#N NpUBIEKaTeIbHOCTH, IPUYEM

152



MOAEJ1Ib U METOA, AJ14 ONPELJEJIEHNA NOACUCTEM, HAUBOJIEE NOABEP>XXEHHbIX
OECTABUJIU3UPYIOLL UM BOSOENCTBUSM, B MEPAPXUU COCTABHOIO OBbEKTA SALLUTbI

(1,3)eM,,, T.e. He NOMUHUPYETCSA HUKAKMMHM JIPYTUMH 00beKTaMu; 00beKThI THNA (1;0) moMUHHpYIOTCS
110 KPUTEPHIO MTPUBJICKATEIIbHOCTH 0ObekTamu Tuna (2;0), (3;0) npu paBHO# ysa3BuMocTH npudeM (3;0)
eM,,. Jlnsa toro xe tuna (1;0) Tun (2;1) ABIsSETCA TOMUHUPYIOIIMM KaK 10 KPUTEPUIO ¥Y(0), TaK U 110

H(0), (2:1) eM};.

JIOMHUHHUPYEMOCTh HEKOTOPOTO THIIA O IO KAKOMY-TO HJIH TIO BCEM YaCTHBIM KPUTEPHSIM 03HAYAET, YTO
OH MCHEE TO/IBEPIKEH TEPaKTaM, 4eM TOMUHHUPYIONIUE TUTIBI (IIPH PAlMOHATHLHOM BBHIOOpE Ha OCHOBE
YaCTHBIX KpUTepueB). HanpoTus, mpuHaIeKHOCTh TUNA OOBEKTOB O MHOXKECTBY M, O3HAYAET, 4TO
JOMUHHPYIOIIMX THIIOB OOBEKTOB ISl HETO HET, U Ha OCHOBE OTICIbHBIX KpUTEpUeB B coctaBe TL(0)=
(4(0), W(0)) Takue THIIBI HECPABHUMBI, 1 BCE OHH MOTYT pacCMaTPHUBAThCsI Kak HanboJiee MoABEPIKEHHbIE
TepakTaM 1o kpureputo [lapero.

Takoe pernieHre npeICTaBIsSeTCsl €CTECTBEHHBIM IIPU CTPEMIICHUH ITOJTYYUTh 10 BO3MOKHOCTH OOJIBIIINE
3HAUEHUSI 110 KAXKIOMY M3 COCTABIISIONINX KpuTepueB B coctaBe 7L(0).

OOBIYHO TOBOPST, 4TO MHOXKECTBO [1apeTo, coepKUT B ceOe MOJMHOKECTBO BCEX AIIEMEHTOB, KayKIbIi
U3 KOTOPBIX «HE XYyXKe» BCEX OCTaJIbHBIX.

Jran 3. OnpeaesieHue IKCNEPTHHIX NpeanoYTeHuid B MHOxkecTBe IlapeTo.

HecMoTps Ha MHTYUTHUBHYIO €CTECTBEHHOCTh OINPECICHNUS MHOKECTBA BCEX THUIOB OOBEKTOB, HaU-
Oosiee MOABEP)KEHHBIX TepakTaM, kKak MHoxkecTBa [lapeTo (st BEIOpaHHOTO MHOXKECTBA COCTaBHBIX
KPUTEPHEB, B IaHHOM citydae, I1T};), HeTpyIHO MOHATE, YTO P 3TOM, 10 YMOIYAHHIO, IPENONAracTCs
PaBHOCHIIBHOCTH COCTABHBIX KPUTEPUEB M KAKOTO-THOO arperupoBaHus OLIEHOK 10 3TUM KPUTEPHUSIM He
MIPOUCXOTUT.

B cBsi3u ¢ 5TUM HeoOX0AMMO AalibHElIIee yTOUHEHNEe MHO)KECTBA 30HbI PUCKa, Z B IIpeiesiaX MHOXKECTB
[Tapeto

A= MHH

MoasepxeHHOCTbL yrposam pacreT
)

A z

Puc. 4. IIpeanourenus BHyTpu MHOXkecTBa [lapeto
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OxoHYaTenbHbIN BHIOOP HEOOXOIUMO OCYIIECTBIISATh SKCIIEPTAM C yUETOM HE TOJIbKO OTHOCUTEIILHOTO
COOTHOIICHHS 3HAUMMOCTH (BecoB) kputepueB A(0) 1 W(o) BooOI11Ie, HO ITPEXK/IE BCETO — UCXO/IS U3 aHa-
nu3a KoHKpeTHoro MHOkecTBa [lapero. [1pu aTom u3 MuokecTBa [lapeTo sxcniepTamu BblAeNseTCs 30Ha
pucka Z. [Ipumep 3aBepliiieHHs pelIeHUs MOCTaBICHHON 3a/jaun 1oka3aH Ha Puc. 4.

2. O0bACHUTEeNbHbIE BOSMOXXHOCTU MoZesiu U MeToaa
OJ19 NPaKTU4eCKN 3HAa4YMMbIX CUTYyaunn

OO0mBsicHUTEIBHBIE BO3MOXKHOCTH PaCCMOTPEHHOM (popmarzoBanHoi Mojienu M1 cutyariuu, B KOTOpoit
oIpeJieNIAeTcs 30Ha pUcKa Z B COCTaBHOM 00bekTe O, MPOJEMOHCTPUPYEM Ha MPEKHEM ITpuUMepe puc. 1
JUISL IBYX TUIIOB MPAKTUYECKN 3HAYUMBIX CUTYyaIUil.

Onepamuenoe (6 KOHKpemMHOU cumyayuu) yxyouieHue 3auiUieHHOCIU HEKOMOPO20 00beKma om-
HOCUMEIbHO HOPMAMUGHOU 3auunenHocmu (m.e. nogvluienue yazeumocmu). Ha puc. 5 crpenkamun
1 u 2 nokasansl ABa Buaa yxyauenus. [lepeBon oobekra u3 tuna (1;1) B Oonee ys3Bumblil tun (1;2) u
naxe B (1;3) He omaceH, T.K. U3-3a HU3KOH MPUBJIEKATEIHHOCTH 00BEKTa OH HE MOXKET CTaTh OOBEKTOM
TepakTa (MMeeTcsl pe3epB JOMUHUPYIOIIUX 0OBEKTOB, KOTOPhIE HE HAXOJATCS B 30HE PUCKA.)

HanpoTus noseiiienue ysi3BuMoctd oobekra tumna (2;0) (nmepexoxn u3 tuma (2;0) B (2;1)) nepeBonut
€ro B 30Hy pHcKa Z.

lNonBepxeHHOCTb yrposam pacret

/
/
l/ VA

Puc. 5. OnepaTuBHbIC HAPYIICHUS

CBexuil mpuMep CUTyalluy — 3TO MOBBIIIEHUE YA3BUMOCTH 3ajia MPUObITHS B JloMOI€10BO M3-3a CHU-
KEHUS Ka4eCTBA OXPAaHbI BXOJOB B a3pONOPT TPAHCIOPTHON MUJIMIIUEH.
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J1ist NpUHSATHSI pEIIEHUH 00 OTBETCTBEHHOCTH 32 IICUXOJIOTHYECKU 00BSICHUMOE CHIDKEHHE KaueCcTBa
OXPaHbI OTHOCUTEIIEHO HEBAYKHOTO O0BEKTa — BXOZIA B a3POIIOPT, CYIICCTBCHHO YUUTHIBAT, YTO IOHUMAaHNE
CTPYKTYPBI 3aIIUIICHHOCTH OOBEKTOB (TUTIA PHC. 4), KaK U CBSI3b OXPaHbI BXO/A U MPEANOYTUTEILHOCTH
(OTHOCUTENFHON NPUBJIEKATEIILHOCTH) 3aJ1a IPUOBITUS B KAUECTBE MECTa TEPAKTa JJIsi TEPPOPUCTOB HE
BXOJISIT B KOMITCTCHIIUIO MUJIUAITUH.

Mepsl 1o 00€CIIEUeHHIO U KOHTPOJIIO HaJl 00eCIieueHreM TpeOyeMoro KauecTBa peajiu3aluu cTpare-
T'MH 3alUTHI, KaK U caMa CTPATETHUs 3alllUThI JOJDKHBI JIEKATh Ha CITy)0ax odecrieueHusi 0€30MacHOCTH
COCTaBHOTO OOBEKTA — a9POIOPTA, I10 JIOTUKE YIPABJICHUS, B CHITY UX HHPOpMUpOBaHHOCTH. He uckitto-
YEHO, YTO Ha KaueCTBO OXPAaHbI MOIVIO MOBIUATH MPOCTOC HHOOPMUPOBAHHE OXPAHBI O TOM, YTO MEPHI
HaKa3aHMsI IPU OXPaHE KOHKPETHBIX y3JI0B ONPEACIISIOTCS B COOTBETCTBHHU C (0003HAUEHHBIM) YPOBHEM
pHICKa M3-3a CHIDKCHHS KaueCTBa OXPAHBI.

Ouenka 3¢pcpexma om usmenenusn cmpamezuu 3aujumspt. CTpaTEruio «IOBBICUTH YPOBEHbB 3aILIUTHD»,
0 He0OXOTUMOCTH KOTOPOil B pa3HbIX CTPaHaX HEPEAKO HAYMHAIOT TOBOPUTH B CUTYAIUIX MOCIIE TePaK-
TOB, €CTECTBEHHO MIPUMEHSITh, B IEPBYIO OUEpe/ib, K 30HE PUCKa (WU, IO KpaliHEel Mepe, K MHOXKECTBY
[TapeTo), HOCKOJIBKY B MPOTUBHOM CIIy4ae COCTaB TUIIOB 00BEKTOB, HanboJiee MOABEPKEHHBIX yTpo3am,
HE U3MEHUTCS.

lMonsepxeHHoCTb yrpo3am pacTer

I MH

s,

Puc. 6. Ymydmienue 3anumeHHOCTH

Ha puc. 6 crpenkoii 1 moka3an ekt MoBHITIICHUS YPOBHS 3aIIUTHI sl 00BEKTOB THMA (2;1) 13 30HBI
pHUCKa Z, T.e. UX MEePeBO/ B MEHee ysa3BUMBIN T (2;0).

B pesynbrare uncio 00beKTOB B 30HE PUCKA YMEHBIIHIOCh. OTHAKO B YCIOBUSX, KOT/Ia B 30HE pUCKa
OCTAIOTCS TOJIILKO MAaKCUMAJIHLHO 3aIUIIEHHBIE TUITBI 00BEKTOB (B JaHHOM TipuMepe, (3;0)) nanpHeinme
YCHJTHUSL TIO TTOBBIIICHUIO 3alIUIIEHHOCTH COCTaBHOTO 00bekTa O HEe U3MEHAT MHOKECTBA M 0OBEKTOB,
HanboJiee MOBEPIKEHHBIX YIPO3aM.

Jluaznocmuka oumiupoUHo CRPOCHO3UPOBAHHOIL 30Hbl pUcKa. [IporHO3UpOBaHUE 30HBI pUCKA BO MHO-

’KeCTBE OOBEKTOB C pa3H0171 CTCIICHBIO 3allIMIIICHHOCTHU U MMPUBJICKATCIIBHOCTHU ITPEACTABIICHHBIM MCTOAOM
HJIM KAKMM-TO HHBIM OCHOBAHO Ha LEJIOM PAAC YCTTOBCUCCKUX ,I[OHYHleHI/If/'I. Takne JONYIICHUA OTHOCATCSA
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K YHUCITy PUCKOB JUISI IOCTOBEPHOCTH, 00YCIIOBICHHBIX YesIoBeYeCKUM (hakTopoM [7]. OOHapy ) eHHUE oI~
OOYHOCTH IMPOrHO33, a B HAILIEM clTydae — (pakTa TeppOPUCTUYECKOM aTaku Ha 0ObEKT, HE BXO/SIINHN B 30HY
pucka, TpeOyeT nociaeayrone JMarHoCTUKU U KOPPEKIIUHU MOJEIH, PUHATON AJisl mporHo3a. [Ipuannbt
OIIMOOYHOCTH MPOrHO3a MOTYT OBITh CAMBIMH Pa3HBIMH, BKJIIOYAs M HAPYLICHHs] CTPATETUH 3aIIUTHI.
Oco0yto poJib cpeau ATUX MPUYUH COCTABIISAIOT OIIUOKHA MO IPUBIIEKATEIBLHOCTH JIJIsl TEPPOPUCTOB,
KOTOpasi 3aKJIaJIbIBAECTCS B TUIIOJIOTHIO OOBEKTOB 3aIIUTHI Uepe3 OLIEHKH THIIOB 0OBEKTOB 110 KPUTEPHUIO
A(0) (B TEOpETHYECKHX TEPMHUHAX 3TO OMMOOYHOCTh TUIOTE3bI 00I1Iero 3Hanwms.) [lo kpaiineir mepe,
OJIUH THUII OLIMOOK TaKOro POAa COCTOUT B TOM, YTO, C TOUKHU 3PEHUS TEPPOPUCTA, OOBEKTHI (DAKTUUYECKU
OTHOCSITCSL HE K TOMY THUITY IIPUBJIEKATEIbHOCTH, KaK ATO MPECTABIACTCA 3alUIIAIOIIECH CTOPOHE.

MNoaBep)KEHHOCTb Yyrpo3amM pacTeT

CosepLueH
TepakT!

My

Puc. 7. Ommbka MOJIEIIN PUBIICKATEIBHOCTH

Puc. 8. CI[BI/IF MOJCIIN NPUBJICKATCIIbBHOCTHU
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Bo03MOXXHOCTB TUarHOCTUPOBAHUS TAKUX OLINOOK, T.e. POPMHUPOBAHUS THIIOTE3 O MPUYHHAX OMIHOOK,
MoKa3zaHa JijIsl Halero mpuMepa Ha puc. 7 u 8. Ha puc. 7 BbiiesieH TUIT 00bEKTOB, (1;2), K KOTopomMy ObLT
OTHECEH OOBEKT TEPaKTa; dTOT OOBEKT HE BXOJUT B 30HY PHCKa COINIACHO MPHUHATON MOJAENHU MpUBJIe-
KaTeJIbHOCTH JJi TeppopuctoB. OIHOM U3 MPUUUH TOTO, YTO TEPPOPHUCTHI HE CIIEIOBAIN STOW MOJEIH,
OCTaBasACh B paMKax rMIOTE3 O PAllMOHAILHOCTH, MOTJIO OBITh TO, YTO 3alIMIIIEHHOCT 00bekTa O B 11€JI0M
BBICOKA, a JIaBJieHHe (MHTEHCUBHOCTD) AeCTaOUIN3UPYIOLIETo (PakTopa Teppopr3Ma TakKe BbICOKO. Pe-
3yJBTATOM MOXET OBITh CIABUT MOZIEJIU MPUBJIEKATEILHOCTH, HE YUTEHHBIH P MPOTrHO3UPOBAHUH 30HBI
pucka (puc. 8).

3. AHaNU3 y3KkMX MeCT U OrpaHU4YeHnii Moaesniu cutyaumm, nexawieu
B OCHOBe MeTopa. [lanbHenlwee pa3Butue

B cooTBeTcTBHY € MPUHIIMIIOM Pa3BUTHSI U CKBO3HOTO ITPUMEHEHUS METOJ0B BepruUKaIUU C LETbI0
3aIlUTHl OT PUCKOB JUISl JOCTOBEPHOCTU METOJIOB, 3aKJIaJIbIBAEMbIX B CUCTEMBI oOecrieueHus Oezomnac-
HOCTH, MIPEJIOKEHHBIN METO/] OLIEHUBAHMsI 0OBEKTOB, HAauOOJIee NMOJABEPKEHHBIX TepaKTaM, U MOJEIb
CUTYyAal1i OLIEHWBaHUs, B KOTOPBIX OH MOXET MPUMEHSATHCS, TOJHKHBI OBITh OIBEPTHYThI aHanu3y. Llens
TaKOT0 aHaJHN3a — BBISIBJICHHE Y3KUX MECT, OTpaHUYEeHUI, PUCKOB U3-3a YEeJI0BEUECKOro (hakropa.

Jlj1 neMoHCTpaly coJiep’KaHusl ¥ BO3SMOKHOCTEHN TaKoro aHajn3a MpHUBeleM OJ1H ero ¢pparmeHT. B
€ro OCHOBE JIC)KUT OTPaHUYEHUE MPEUIOKEHHON MOJIENH, COCTOSAIIEE B TOM, 4TO IIpelaraeMble KpUTe-
pHUH NpUBJIEKaTeNbHOCTH A(0) U ysI3BUMOCTH W(0) AJIsl OLICHKH OTAENIBHBIX TUIIOB OOBEKTOB B COCTABE
00BbEKTa 3allUTHI ABJISIOTCSA OYEHb 0000IEHHBIMU. J{J15 TOTy4YeHHsI OLIEHOK MO 3TUM KPUTEPHSIM HYKEH
MepEeX0/1 OT OLIEHOK 110 YACTHBIM KPUTEPUSIM K KOMILIEKCHBIM OLIeHKaM 110 kputepusm A(o) u W(o), npu-
9YeM 3TU KPUTEPUU MOTYT OKa3aThCsl B3aUMO3aBUCHMBIMH.

Yuer 3aBucumoctu A(o) 1 W(0) ot 06mmx paxropos. /laieko HEOUEBUIHBIM SBISIETCS BOIPOC O TOM,
KaK yYHTBIBATh pa3HbIe YaCTHbIE KPUTEPUHU U (PAaKTOPBI B COCTaBE OCHOBHBIX KPUTEPHEB: MPUBJIEKATEb-
HOCTH A(0) U yA3BUMOCTH-3aIIUIIIEHHOCTH W(0) Npu olileHKe 00BEKTOB 10 3TUM JABYM KPUTEPHSIM.

[Ipexxne Bcero, pedb MAET O TAKWX MOKa3aTemsiX, Kak KPUTHUYHOCTH (BaXKHOCTh) OOBEKTa, KOTOPbIE
MOTYyT ObITh OTHECEHBI U K A(0), 1 kK W(0). Benp Oonee KpuTH4HBIN 0OBEKT, C OHOM CTOPOHBI, Oosee
MIpUBIIEKATEIIEH IS TEPPOPUCTOB, a C IPYroi — 0OBIYHO OH ObIBaeT OoJ1ee 3aIUIIEHHBIM B COOTBETCTBUU
C TUIMUYHBIMU CTPATETUSIMH 3aILUTHL.

B cnygae daxropa xputnuroctu C(0) oH, 6€3yCIIOBHO, SIBISICTCSI OJHUM M3 OCHOBHBIX IIPH OIEHKE
npuBiekaTeabHOCTH A(0). OmHAKO B MOAEIH OIEHKA MPOU3BOAUTCS ISl TEKYIIIETO COCTOSIHUS ACI MPU
¢ukcupoBanHoi cTpareruu 3amuTel C(0), Tak 4to 3aBUcUMOCTh C(O) OT KPUTHUHOCTH YK€ yuTeHa B
cTpareruu u ee BkitoueHue B W(o) Oonbiiie He TpeOyeTcsl.

Ecnu xe Tpebyercst paccMaTpuBaTh U COMOCTABIISITh pa3Hble CTPATETUU 3AIUTHI, OLEHUBATh YyB-
CTBUTEJIbHOCTh K MOJU(UKALIUSAM CTPATETUH (MM PA3JINYHBIM 3HAHUSAM O HEH y MPOTUBOOOPCTBYIOIIMX
CTOPOH) HY’KHO paccMaTpuBaTh pa3Hble MOETH CUTyalluu. Takue nedcTBUS 0 MO (UKaLUU CTpaTeruu
peKoMeHayeTCsl 00ecneurnBaTh IPOrpaMMHON MONIEPKKOW (MYIBTUIUIMKAIIMEH B IyXe puc. 6, 7) s
HaITISJHOCTH.

Bo Bcex ciyuasix TpeOyercs HHAUBUAYAIbHBINA aHAIU3 JJIs KaXKJOTO KpUTepHst win (akropa, 4Toobl
UCKJIIOYUTDH TyOnMpoBaHHE y4yeTa OJHOrO U TOro ke Qaxrtopa uepes A(o) u W(o): B NpesioKeHHOM
Monenu kputepun A(o) u W(0) paccMaTpuBarOTCsl Kak HE3aBUCUMBIE (17151 TOM 1IETTH MOTYT OBITh 1O-
JIe3HBI KOTHUTHBHBIE KapThl, OMICHIBAIOIINE B3aMMOJICHCTBHE pa3IMUHBIX (aKTOPOB M MX BIIMSHHE Ha
BbIOpaHHbIe 00001IeHHbIE KpuTepuu. [IpuMep Takoil kapTel penacTasieH B padote [3].
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JlanpHeifiiee pa3BUTHE MO STOMY HAIPaBICHUIO COCTOUT B Mepexojie K pe(paeKCUBHBIM MOJEIISAM, YUH-
THIBAOILMM OLIEHKHU CTOPOHAMU 4yKMX 3HaHui. [Ipenmonaraercs, 4To ganbHeulIee pa3BUTHE MOJEIU U
METOJIOB €€ aHaln3a J0JKHO JIOMYCKaTh HE TOJIBKO Y4YeT Pa3HbIX 3HaHUI MPOTUBOOOPCTBYIONINX CTOPOH,
HO U «pe(IeKCUBHBIC UTPHDY: MUMHUKPHUIO B CITy4ae TEPAKTOB, CO3AHKE JIOBYILIEK JJIsl TEPPOPUCTOB U T.1I.

[Tpu ananu3e BIUSHUS BHEIIHEW YTPO3bI TEPAKTOB HA CUCTEMY OOecredeHHs O€30MacHOCTH ¢ IpUMe-
HEHUEM MPEATIOKEHHOTO MeToAa (MIJIH, BOZMOXKHO, PYTUX METO/IOB TOTO JK€ PO/a) aKILIEHT JeNaeTcs Ha
TEKyIIee COCTOSIHUE YSI3BUMOCTH / 3aIIMIIEHHOCTH CIOKHOTO OOBEKTa M €ro TeKYIYI0 OILIEHKY Teppo-
puctamMu. OHAKO B IEWCTBUTEIBHOCTH JJIs1 JOCTOBEPHOCTH «KOPOTKHUX» MPOrHO30B BaXKHO YUUTHIBATH
U JIOJITOCPOYHYIO AMHAMUKY B3aMMOJICHCTBUS BHEIIHETO JIeCTa0MIM3UpYIOIero ¢akTopa Teppopusma
U COMYTCTBYIOIIUX €My ()aKTOPOB C BHYTPECHHUMH CTPATETHYECKUMU PEIICHUSIMH 10 TAKOMY B3aUMO-
JEUCTBUIO.

3akodeHue

[IpennoxxeHHas MOJIeN b C METOJIOM JUJIsI OTIpeIeIIeHHS 30HbI PUCKa B CUTYallUH, KOT/Ia TOABEPKEHHOCTh
OTJENBbHBIX OOBEKTOB B COCTaBE COCTABHOIO OOBEKTa 3aIIUThI 00YCIOBIEHA ABYMS KPUTEPHUSIMU: MIPH-
BJICKATE€JIbHOCTBIO OTJIEIbHBIX TUIIOB OOBEKTOB M UX YSA3BUMOCTBIO MPU MPUHATON CTPATETUH 3allUTHI
COCTaBHOTO OOBEKTa, MPH BCEH ee MPOCToTe, oKa3ana CBOI pab0TOCIOCOOHOCTD sl pa3HBIX MPAKTH-
YEeCKUX CUTYyallUH.

BwmecTe ¢ TeM, BBUY OrpaHUYEHHUIA, CBSI3aHHBIX C 3TOI MOJIENbIO, TPEOyeTCs, C OJHOW CTOPOHBI Aalb-
Hell1Iee pa3BUTHE MOJIENI U METOIA, a C IPYroil — pa3BUTHUE MOIX0/1a, HAITPABJIEHHOTO Ha aHAJINU3 JIOJITO-
CPOUYHOI TUHAMUKY B3aUMOJIEUCTBHUS CUCTEM OOecTiedeH sl 0€30MacHOCTH C MOCTOSHHO JIEHCTBYIOIIUM
JIeCTa0MIIN3UPYIOMUM (DaKTOPOM TeppopU3Ma.
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Functional safety. The theory and practice

Abramova N.A., Makarenko D.I., Telitsyna T.A.

MODEL AND METHOD FOR DEFINITION OF SUBSYSTEMS
MOST EXPOSED TO DISTURBANCES AS PART
OF A COMPLEX FACILITY OF PROTECTION

A descriptive model and an expert-formal method have been developed for definition of a risk area — types
of facilities most exposed to anthropogenic disturbances, as part of a complex object of protection, for
the specified strategy of protection. The explanatory capacities of the model have been demonstrated
through the analysis of protection strategies and consequences of their violations exemplified by a threat
of terrorist attack.

Keywords: security, vulnerability, attractiveness, disturbances, facility of protection, threat of terrorist attack.

Introduction

Nowadays, a vital task is an analysis of susceptibility of various types of protected objects to disturbances
(DB). Such an object can be a specific territory (region, country), a big city with all its infrastructure
facilities or a separate airport with its subsystems etc.

However, such task is a complex and complicated one. For instance, development of integrated security
systems for a big city can be categorized as advanced poorly structured and formalized interdisciplinary
problems. The complexity of the task, according to practically all known criteria, is also related to the
subject matter, i.e. the safety of normal life of big cities and to security systems with their multilevel
nature when a system incorporates a number of levels ranging from technical facilities of control over a
distributed information infrastructure, decision-making system to management systems and regulatory
documents governing their application and interaction. At the same time, strict requirements of reliabil-
ity, resilience, durability and safety are made both for infrastructures of big cities and their control and
management systems.

The aim of the analysis of DB susceptibility is to define the weakest spots of the facility (or the ter-
ritory) to do protection activities under the conditions of DB increased threats or to correct the strategy
of facilities protection and choose priority directions of investment (a number of typical problems of the
kind has been studied in [1]).

The authors of the paper have developed a descriptive model and an expert-formal method to define
a risk zone — types of facilities most exposed to anthropogenic disturbances, as part of a complex object
of protection, for the specified strategy of protection. It should be noted that further in the paper we con-
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sider DB as a terrorist attack, however the theoretical tools developed are also applicable to other DBs
of similar types (i.e. intentional anthropogenic DBs).

The model and method developed are based on the principles of a criterion approach and optimization
accepted in the theory of decision making but adapted to the subject matter as to the type of criteria and
the specifics of terrorist attacks as intentional anthropogenic DBs [1, 2].

The central place in this adaptation is taken by formalization of the term “susceptibility of an object
to terrorist attacks” — its presentation using rough criteria of assessment (offered earlier in [3]) allows us
to make a comparative evaluation of facilities. In Section 1 you can find the formalization of the term
“susceptibility of an object to terrorist attacks”, formalized problem statement, a situation model where
the task under consideration belongs to and the method of solution.

Further in Section 2, you can find the exemplified explanatory capabilities of the model for some situ-
ations of practical value (analysis of protection strategies and some consequences of their violations,
diagnostics of mistaken prediction of a risk zone).

Based on the analysis of narrow places of the model, Section 3 defines the approaches to its further
development and statement of new research problems.

1. Model and method for defining subsystems and nodes of a complex
object of protection most exposed to terrorist attacks

1.1. Formalization of the term “susceptibility of an object to terrorist attacks”

The main task in defining subsystems and nodes most exposed to DB can be treated from various points
of view depending on the context wherein the results of its solution are intended to be used in practice.

In particular, when formalizing the term “susceptibility of an object to terrorist attacks”, the property of
a facility’s susceptibility to terrorist attacks 77, as well as other similar properties, can be considered as

— own property of an object, 7L(0);

— object-oriented property of the environment from where a more or less permanently operating
disturbing factor of a terrorist attack possibly accompanied by collateral and counteracting factors
arise, TL(E)';

— property TL(o,E) considering both constituents.

In any case, even if for applied objectives, a complex property is required, it seems reasonable to know
how to evaluate its constituents separately. And this applies to a criterion approach as well as an approach
based on risks.

In formal and logic terms, we can speak about “things” where the investigated property P belongs to.

For example, in the approach based on vulnerability [4], the vulnerability is considered as an infra-
structure facility’s or territory’s own property, P(0). The approach used by a well-know British analytical
company Maplecroft [5] who analyzes the susceptibility of countries to risks of terrorist attacks studies a
complex index characterizing the property of environment, P(E). However, Maplecroft also does analy-
ses of complex risks taking into account, besides outer threats of terrorism, for example, inner risks for
business or human rights, i.e. analyzing a complex property P(o,E).

! This property is particularly clear in case of outer terrorism and outer forces that influence its intensity when it is natural
to consider the environment as outer environment. However, in case of inner or mixed terrorism as well, it is reasonable to
single out factors that are relatively out of control for the terrorized party.
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This section offers a model of the term 7L, wherein susceptibility to terrorist attacks is treated as an
infrastructure object’s own property, 7L(0), which corresponds to the conditions of a relative stability of
the “environment” and in particular to a permanently operating disturbing factor of terrorism. This model
is focused on solving the main task within the context of such situations as assessment of an operational
situation and decision making about directions of protection measures within a compound object, evalu-
ation of the quality of its protection strategies etc.

1.2. Criteria of susceptibility to terrorist attacks

As a common criterion for assessment of an object o as part of a compound object, we accept the crite-
rion 7L(o) that in terms of the interests of security services is interpreted as a criterion of susceptibility
to terrorist attacks for an object o, and in terms of the interests of terrorists as a criterion of relative
attractiveness of an object o for making a terrorist attack. The criterion 7L(0) is understood as a com-
pound criterion comprising a couple of rough criteria defined in [3]:

TL(0)=( A(0),/(0)),

where A(0) is the attractiveness of o for terrorists,
V(o) is the vulnerability of o.

The vulnerability V(o) is considered as a property additional to protection — the vulnerability is maxi-
mum in case of minimum protection, and vice versa.

It is assumed that A(0) characterizes the attractiveness independently of its protection (both natural and
intentional), while a compound criterion 7L(0) is considered as relative attractiveness, since it takes
into account both criteria, important for susceptibility to terrorist attacks.

Each of the constituting criteria, A(0) and V(o0), is a variable which takes on values on a finite order
scale.

Generally, rough scales are used for assessment, with a small range of values, very often verbal ones.
For example, for assessment of vulnerability-protection, one may accept a four-valued scale:

«maximum vulnerability / minimum protection» (the level of protection is so low that it doesn’t de-
crease the attractiveness for terrorists),

«vulnerability is quite highy,

«vulnerability is quite low»,

«minimum vulnerability / maximum protection» (the level of protection is so high that there is practi-
cally no relative attractiveness for terrorists).

It is assumed that intuitive estimations of relative attractiveness for terrorists have the properties of
inexact monotony:

A(0,)>A(0,) & V(0,)=V(0,) = q (TL(0,)< TL(0,))
V(0,)>V(0,) & A(0,)=A(0,) = q (TL(0 )< T (0,)).
If in its composition, a compound object has facilities indiscriminative as to the criterion 7L(o), it is

appropriate to speak about homogenous facilities and a type of objects. Further on let us consider the
notation o as referring to the type of objects.
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Relation of estimations to the state of an object. Estimations of an object of protection as to the
criterion 7L(0) characterizes its current state. An important difference of constituents consists in the fact
that the property of vulnerability (or, on the contrary, protection) is controllable for security services.
Also, generally speaking, the state of vulnerability can change due to various factors such as the quality
of operational activities of security services. The current estimation as to the criterion of vulnerability
V(o) corresponds to the strategy of facilities protection, similar for all the objects of the type.

For solving tasks related to definition of most vulnerable objects in this model, it is assumed that the
current state of vulnerability corresponds to estimations.

1.3. Structural model of a compound object of protection

Generally, a compound object of protection is considered as a hierarchy of constituting facilities, includ-
ing elementary ones, i.e. indivisible ones for the accepted structuring (“nodes”) and composite facilities
(“subsystems”). In the T typology of objects comprising a compound object, the facilities indiscriminative
in terms of susceptibility to terrorist attack belong to the same type.

For example, of the same type within a big city compound object of protection can be all international
airports with similar protection / vulnerability, and their constituents can be such facilities as “green zone”,
arrival areas etc. (as exemplified by the terrorist attack at the Domodedovo airport in 2011 [6]).

A hierarchy node in the T typology of objects is some type of compound objects O comprising a set
of types of constituting facilities (elementary or composite ones) belonging to the nearest lower level of
the hierarchy.

A hierarchy node of a complex infrastructure object like an airport can be considered as a separate
facility of protection if an individual strategy of protection is developed for it.

When solving the main task, as the simplest structural model of a compound object, we study the model
M, comprising one node of hierarchy. It is attractive in that we can apply to it a model of multicriteria
optimization — search of the most attractive types of objects in a set of object types forming the T typol-
ogy of such compound object O.

By the § strategy of protection of a compound object O we’ll understand a set of more or less heuristic
rules to define which types of objects are acceptable (or unacceptable) in the T(O) typology of a protected
object O. (Examples of such rules will be given below.)

The method for solving the main task is developed by now for the model M.

1.4. Formal statement of the problem

Let there be a compound object O with one level of hierarchy, O={o0}, and for it there is defined what
follows:

- scales S|, S, for assessment of object types as part O as to criteria of attractiveness for terrorists, 4(0),
and vulnerability, V(o0), respectively;

— typology of objects as part of the object O, T(O) with evaluations on the set scales;

— S strategy of protection of the object O.

It is necessary to define the risk zone Z, i.e. the type of objects or, more generally, a set of object
types, relatively most attractive for making a terrorist attack, in other words, most exposed to the risk of
a terrorist attack.

For the sake of simplification, assume that all the values on each of estimation scales S,, S, are used
for assessment of objects as part of O.
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1.5. Description of the problem solution method

To make it clear, the method is exemplified by a case where identical scales with scores (0,1,2,3) are
accepted for each criterion. In Fig. 1 a full set M of object types imaginable for accepted scales of esti-
mation as to a complex criterion 7L(0) is presented as a so called Hasse diagram. Each type of facilities
is presented by a pair of values:

(©; 3)
(0;2) \ (1:3)
©; 1) (1;2) < \ (2;3)
(0,0) (1;1) (2;2) \ (3;3)
(1,0) (2;1) < (3:2) /
(2;0) (3;:1)
(3:0) /

Susceptibility to terrorist attacks TL(o)=(Attractiveness A(o), Vulnerability V(o)
Fig. 1. Full set of types of objects possible for the adopted scales of assessment as to the compounded criterion

For example, pair (1,3) means the type of objects with scores A(0)=1, V(0)=3. The arrows show the
increase of a score as to one of the criteria with the score remaining the same as to the other criterion.

The set M is partially normalized. Thus,

- range (sequence) R1=((3;0), (3;1), (3;2), (3;3)) presents all the types of objects most attractive as to
the first criterion, attractiveness, A(0), which are ordered as per increase of the second criterion, vulner-
ability, V(o0);

- range R2=((0;0), (0;1), (0;2), (0;3)), on the contrary, presents all the types of objects least attractive
as to the criterion 4(0), which are also ordered as per increase of the criterion V(0);

- range R3=((0;0), (1;0), (2;0), (3;0)), presents all the types of objects least attractive as to the second
criterion, vulnerability (i.e. assessed as invulnerable), which are ordered as per increase of the first cri-
terion 4(0).

Stage 1. Definition of the typology of objects as part of a compound object O according to the
adopted strategy of protection S

When choosing a strategy of protection, one generally relies on intuitive heuristic rules of thumb that
are thought rational, and one assumes that the counteracting party is rational (though in its own way).

In terms of selection of a protection strategy, it is obvious that terrorists would find as relatively most
attractive as to the complex criterion 7Z(o) the type of objects with a score (3,3), i.e. most attractive and
most vulnerable ones, as well as objects near as per score to (3,3).

On the contrary, it is natural to suppose that the types of objects of range R3 would have a zero attrac-
tiveness as to the criterion A(0), independently of their vulnerability.

Let us consider examples of heuristic rules that can be assessed as rational.

Generalrule 1, R1 (“objects not attractive for terrorists are not protected”). According to this rule,
objects with score within O protected as to the rule R1 from the potential range of objects R2=((0;~))
where «~» is any vulnerability, in the set M, of object types accepted by this rule can be only objects of
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the type (0;3), i.e. unprotected. (Of course, this rule implies that by default we speak only about protec-
tion against terrorists, and natural properties of object protection are not taken into account for the sake
of convenience).

In some strategy S* the type of objects (1;0) intuitively close to R2 in terms of attractiveness can also
be excluded by an additional specific rule R1".

General rule 2, R2 (“more attractive objects cannot be more vulnerable”). According to this rule,
if even one of the type of object is protected, this should be the type (3;3). An additional specific rule
R2" by means of protection (i.e. reduction of vulnerability) can exclude for example the types of objects
(2;3), (3,2), (2;2), (3;1) closer to (3;3) compared to others.

In Fig. 2 you can see in the full set of object types those darkened objects that should not be within a
compound object O for the adopted strategy of protection S={R1, R2, R2"}.

(0;0) (3:3)

Fig. 2. Set of types of objects when protected using S strategy

Generally, according to the general rules of protection R1, R2, when constructing a set of object types
M which are evaluated as more or less susceptible to a threat, we exclude from the full set M the set M .
of object types that in principle cannot be in the typology O \ in O as to the rule R1 (in the example this
is the set M, = {(3;3), (2;3), (3,2), (2;2), (3;1)}), on the one hand, and the zone M, on the other hand,
relatively unattractive due to low attractiveness even in case of protection unavailability (in the example,
M,=1{(0;0), (0;1), (0;2)}). In comparison to objects from M, objects from M, can be present in the typol-
ogy O, but they are not considered as objects of protection.

The results of application of a protection strategy is received as the set Mg,
M= M\ (M, U M,)
Stage 2. Definition of Pareto set in M. Rough estimation of the highest susceptibility to terrorist at-

tacks

Fig. 3 shows the division of the set M of the example under consideration into 2 classes: Pareto set
M ={(1;3), (2;1), (3,0)} and a set of all other types of objects M ,=1{(1,0), (2;0), (1;1), (1,2), (0;3)}.

164



MODEL AND METHOD FOR DEFINITION OF SUBSYSTEMS MOST EXPOSED
TO DISTURBANCES AS PART OF A COMPLEX FACILITY OF PROTECTION

Susceptibility to threats grows
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Fig. 3. Types of objects most exposed to terrorist attacks as per Pareto

Compared to a Pareto set of object types, all the objects of the set M, are dominated in M. Graphi-
cally the property of domination of the object type o by the type 0" is expressed in that the route from the
type o goes to the type o'. Thus, for the dominated type (1;0), dominating types as per the criterion of
vulnerability are more vulnerable types (1;1), (1;2), (1;3) with their equal attractiveness, and (1;3) €M,
i.e. it is not dominated by any other objects; the objects of type (1;0) are dominated as per the criterion
of attractiveness by the objects of type (2;0), (3;0), with their equal vulnerability, and (3;0)eM,,. For the
same type (1;0), the type (2;1) is a dominating one both as per the criterion V(o) and O(0), (2;1)eM,,.

The fact that some type o is dominated as per some or all specific criteria means that it is less suscepti-
ble to terrorist attacks than dominating types (in case of real selection based on specific criteria). On the
contrary, the fact that the type of objects o belongs to the set M, means that there are no dominating types
for it, and on the basis of separate criteria as part of 7L(0)= (A4(0), V(0)) such types are incomparable, and
all of them can be considered as most susceptible to terrorist attacks as per Pareto criterion.

Such solution seems to be natural when we attempt to get higher values if possible as per each of con-
stituting criteria as part of 7L(0).

Generally they say that a Pareto set includes a subset of all elements where each of them is “not worse”
than others.

Stage 3. Definition of expert preferences in a Pareto set

Despite the intuitive naturalness of defining a set of all objects types most susceptible to terrorist at-
tacks as a Pareto set (for a selected set of constituting criteria, in this case PT,), it is understandable
that in this case by default we imply equivalence of constituting criteria, and there is no aggregation of
estimations as per these criteria.

In reference with it, it is necessary to further specify a set of risk zone Z within the limits of Pareto
sets,

ZCMUP
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The final selection should be done by experts taking into account not only a relative correlation of
importance (weights) of criteria 4(0) and V(o) in general, but in the first place considering the analysis
of a specific Pareto set. In this case experts single out a risk zone Z from a Pareto set. The example of
complete solution of the problem is shown in Fig. 4.

Susceptibility to threats grows
]

My

/ V4

Fig. 4 Preferences within the Pareto set

2. Descriptive capabilities of the model and the method for situations
of practical value

The descriptive capabilities of the investigated formalized model M1 of a curyaruu where a risk zone
Z is defined as part of a compound object O will be exemplified using the previous example in Fig. 1 for
two types of situations of practical value.

Operational (in a specific situation) deterioration of protection of some facility in relation to stand-
ard protection (i.e. increase of vulnerability). Arrows 1 and 2 in Fig. 5 show two types of deterioration.
Transit of an object from the type (1;1) into the more vulnerable type (1;2) and event in (1;3) is not dan-
gerous, as due to low attractiveness it will not be an object of a terrorist attack. (There is some reserve of
dominating facilties that are out of a risk zone.)

On the contrary, increase of vulnerability of an object of type (2;0) (transit from type (2;0) into (2;1))
moves it into a risk zone Z.

A fresh example of the situation is increase of vulnerability of the arrival terminal in Domodedovo due
to the decrease of protection quality by the transport police securing the airport entries.

To make decisions about responsibility for psychologically explainable reduction of quality in protec-
tion of a relatively unimportant facility, e.g. an airport entry, it is necessary to take into account that it is
beyond the competence of the police to understand the structure of protection of facilities (such as Fig. 4)
as well as the correlation between entry protection and preferences (relative attractiveness) of an arrival
terminal as a place of a terrorist attack for terrorists.
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Fig. 5. Operational violations

Measures of ensuring and supervision over ensuring a required quality of protection strategy imple-
mentation as well as a strategy of protection itself should be in charge of security services protecting a
compound object, an airport, due to their awareness as to the logics of management. It should not be ruled
out that the quality of security could be influenced by simply briefing the guards that penalties for poor
quality of protection of specific nodes were defined according to a (specifiedO level of risk.

Susceptibility to threats grows
My

i VA

Fig. 6. Improvement of protection
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Estimation of effect from a protection strategy change. The strategy “increase of protection level”
that they start to promote in many countries after terrorist attacks should be naturally applied in the first
place to a risk zone (or at least to a Pareto set), since otherwise a set of object types most exposed to
terrorist attacks will not change.

Arrow 1 in Fig. 6 shows the effect from increase of a protection level for the objects of type (2;1) from
the risk zone Z, i.e. their transit into a less vulnerable type (2;0).

As aresult, the number of objects in a risk zone has decreased; however, in cases when a risk zone still
contains only the objects with maximum protection (in this example (3;0)), further efforts in increasing
protection of a compound object O will not change the set M of objects most exposed to threats.

Diagnostics of a mistakenly predicted risk zone. Prediction of a risk zone in a set of objects with varying
degrees of protection and attractiveness by using the presented method or otherwise is based on a number
of human assumptions. Such assumptions are among the risks for reliability caused by human factor [7].
Detection of erroneous prediction and in our case a fact of a terrorist attack at an object not being in a risk
zone requires further diagnosis and correction of the model adopted for prediction. Reasons of forecast
inaccuracy can be very different including violations of the protection strategy. Special role among these
reasons is taken by mistakes of the model of attractiveness for terrorists, which is laid in the typology of
objects to be protected through the evaluation of object types as per A(o). (In theoretical terms, this is a false
hypothesis of general knowledge.) At least one type of such errors consists in that from the viewpoint of
terrorists, objects do not in fact belong to the type of attractiveness, as it is viewed by the protecting side.

Susceptibility to threats grows

A terrorist
attack is made

My

Fig. 7. Errors of the attractiveness model

The possibility of diagnosing such errors, i.e. forming hypotheses about the causes of errors, is shown
for our example in Fig. 7 and Fig. 8. In Fig. 7 we have marked the object type (1;2), to which the object
of a terrorist attack was attributed; this object does not belong to a risk zone, according to the accepted
model of attractiveness for terrorists. One of the reasons that the terrorists did not follow this model,
remaining within the framework of rationality hypotheses, could be that the protection of the object O is
in general high and the pressure (intensity) of the destabilizing factor of terrorism is also high. The result
may be a shift of the attractiveness model, not considered in predicting a risk zone (Fig. 8).
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Fig. 8. Shift of the attractiveness model

3. Analysis of bottlenecks and limitations of a situation model
forming the basis of the method. Further development

In accordance with the principle of development and cross-cutting application of verification methods
to protect against risks to ensure the reliability of methods put in the basis of security systems, the pro-
posed method of estimating objects most prone to terrorist attacks and a model of evaluation situations in
which it can be applied should undergo analysis. The purpose of this analysis is to identify bottlenecks,
constraints, risks due to a human factor.

To demonstrate the content and features of this analysis, let us present a fragment of such an analysis.
It is based on the restriction of the proposed model consisting in the fact that the proposed criteria of
attractiveness, A(0), and vulnerability, V(o) to assess certain types of objects as part of an object of pro-
tection are very generalized. To obtain estimates for these criteria, it is necessary to move from estimates
as to specific criteria to integrated estimates as to criteria A(o) and V(0), and in this case these criteria
may be interdependent.

Accounting of the dependence of A(o) and V(o) on general factors. It is not obvious how to take
into account various specific criteria and factors in the composition of the main criteria: attractiveness,
A(0), and vulnerability-protection, V(0), when assessing objects as to these two criteria.

First of all, we deal with such indices as criticality (importance) of an object, which can be attributed
to A(o) as well as to V(o). Since a more critical object, on the one hand, is more attractive for terror-
ists, and on the other hand, it is usually more protected in accordance with typical security strategies of
protection.

In the case of a criticality factor, C(0), it is certainly among the main factors for evaluation of attrac-
tiveness, A(o). However, in the model an estimation is made for the current state of affairs for a fixed
protection strategy, C(o), so the dependence of C(0) on criticality is already included in the strategy, and
its inclusion in the V(o) is no longer required.

Ifit is necessary to review and compare different protection strategies, evaluate sensitivity to modifica-
tions of the strategy (or different knowledge of counteracting parties about it), it is required to consider
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different models of the situation. It is recommended to do such activities related to modification of strate-
gies using some software support (animation like in Fig. 6, Fig. 7) for clarity.

In all cases, an individual analysis is required for each criterion (or factor) to avoid duplication of ac-
counting of the same factor via A(o) and V(0): in the proposed model the criteria A(o) and V(o) are treated
as independent. (For this purpose, cognitive maps describing the interaction of various factors and their
impact on selected generalized criteria may be useful. The example of such card is presented in [3].)

Further development in this direction consists in moving to reflexive models taking into account the
estimations of the parties of others’ knowledge. It is assumed that the further development of models
and methods of its analysis should allow for not only taking into account the different knowledge of the
opposing sides, but also the “reflexive games”: mimicry in the case of terrorist attacks, creating traps for
terrorists, etc.

When analyzing the influence of an external threat of a terrorist attack on a security system using
the proposed method (or possibly other methods of the same kind), the focus is on the current state of
vulnerability / security of a complex object and its current assessment by terrorists. However, in reality,
for reliability of short-term predictions, it is also important to take into account the long-term dynamics
of the interaction of an external destabilizing factor of terrorism and its attendant factors with internal
strategic decisions on such interaction.

Conclusion

The offered model with the method of defining a risk zone in the situation when susceptibility of
separate facilities of a complex object of protection is conditioned by two criteria, 1.e. the attractiveness
of separate facilities and their vulnerability (for the specified strategy of protection of a complex object),
though simple, has shown its real value for various practical situations.

However, due to limitations related to the model, it is required that there will be the further develop-
ment of the model and the method, from the one hand, and the development of the approach centered
on the analysis of long-term dynamics of interaction of security systems with continuous disturbances
made by the terrorism factor.
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HMurepnere GNEDENKO FORUM. CaiT Ha3BaH B 4e€CTh BbIAAIOIIErocs maremMaruka bopuca
BragumupoBnua  I'memenko  (1912-1995). llensto  dopyma  sgBisieTcss  yiaydlleHHE
npoeccHoOHaNbHBIX M MEPCOHATBHLIX KOHTAKTOB CHEUUAINCTOB MO MaTeMaTH4YeCKOH
CTaTHCTHKE, TEOPHH BEPOSTHOCTEN M MX BaXKHBIX BEeTBEW, Kak Teopus Ha/leKHOCTH U KOHTPOJS
KayecTBa, Teopust MaccoBOro oOcIyKuBaHus, Teopuu yrpasieHus 3anacaMu U T.II.

Hauunas c¢ sauBaps 2006 roma ®opym HU3JAET €XEKBAPTAIbHBIA MeXAyHapOIHBIH
2IEKTPOHHBIN Ky pHaI

«Haoexcnocmo: Teopus u npunoxncenusn» (“Reliability: Theory & Applications”).

XKypHuan 3apeructpupoBan B buOmmoreke Konrpecca CHIA (ISSN 1932-2321). Bcee
npaBa COXPAHSIOTCS 32 aBTOPaMH, TaK YTO CTAThH 3aT€M MOTYT ObITh CBOOOIHO OIMyOIMKOBaHBI B
JIO0BIX APYTUX M3LAHMSIX WM MTPEACTABICHBI Ha KOH(DEPEHIINH.
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Dear colleagues!

In 2005 the informal Association of Experts in Reliability, Applied Probability and
Statistics (I.G.O.R.) was established with its own Internet website GNEDENKO FORUM. The
site has been named after the outstanding mathematician Boris Vladimirovich Gnedenko (1912-
1995). The Forum’s purpose is an improvement of personal and professional contacts between
experts in the mathematical statistics, probability theory and their important branches, such as
reliability theory and quality control, the theory of mass service, storekeeping theory, etc.

Since January 2006, the Forum has published a quarterly international electronic
magazine

“Reliability: Theory and Applications”.

The magazine is registered with the Library of Congress in the USA (ISSN 1932-2321).
All rights reserved for authors so that articles can be freely published in any other publications or
presented at conferences.
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TPEBOBAHUA PEOAKLIMX MO ODOPMJIEHUIO CTATEN

B )XYPHAJIAX USOATEJIbCKOM rPYNMbl IDT PUBLISHERS

Mncbmo oT opraHnzauum, roe padotaeT aBTop(bl), NMMOO
JINYHO OT aBTOPA(0B) C NPeaIoXeHNeM o Nydnnkaumm
CTaTb\ HAaNPaBASETCs B PeAaKLMIO XypHana no ¢ak-
Tnyeckomy agpecy: 107078, rMockea, OpnvkoB nepe-
ynok, a.5, opunc 755 000 «KYPHAJT <HALEXXKHOCTb»
wnu no agpecy e-mail: E.Patrikeeva@gismps.ru

(B OTCKaHMpPOBaAHHOM BUAE). [1ng XXypHanoB 13-
natenbckon rpynnel IDT PUBLISHERS no agpecy:
105005, r.MockBa, HabepexHas akagemuka Tynone-
Ba, O.15, kopn. 29 000 «N3paTenbckuin oM «Tex-
Honornw» unu no agpecy e-mail: knstas@yahoo.com
(B OTCK@HMPOBAHHOM BUAE).

K nucbmy npmnaraetcs B 91eKTpoHHOM Buae (Ha CD
W1 No NpuBeaeHHOMY Bbiwe E-mail) Tekct ctatbn €
aHHOTaUMen 1 KIlo4EBLIMU CloBamMu, MHGOPMaUMEN
00 aBTOpax, c npucTaTeriHbiM 6nbnnorpaduyHeckmm
CMUCKOM, NPeaoCTaBAseTCs C O4HUM KOMIMIEKTOM
PUCYHKOB

BHumanue! HaspaHusa ctatbn, PUO aBTOPOB, aH-
HOTaLMS 1 KIOYEBbIE CNOBa 06593aTENbHO NPeaCcTaB-
NA0TCS B COOTBETCTBMU C TpebosaHnamu BAK Ha
PYCCKOM M aHMINIACKOM S3bIKax.

MHdopmaums o Kaxaom aBTope JO/MKHA CoaepXaTtb
cneaylowpe cTaHgapTHble CBEAEHUS:

e damunus, nms, 0T4ECTBO;

® YyeHas CTeneHb, yHeHOe 3BaHne, NOYETHOE 3BAHUE;
® YneHcTBO B 06LLECTBEHHbIX COO3axX U T.A.;

* MecT0 paboTbl, AOIKHOCTb;

¢ [MepeyeHb n Homepa xypHanoB IDT Publishers, B
KOTOpPbIX paHee NybnnkoBannchb CTaTb aBTOPA;

e CBefeHns O KOHTaKTOB.

TekcT Heobxoammo HabupaTtk B penaktope Word 97-
2003 wpudpTom Ne 12; TekcT He popmaTupyetcs. Ab-
3aLbl OPraHM3yloTcsa NyTEM HaxaTua knasmwn Enter.
TekcT cTaTby HabmpaeTcs Yepes [iBa MHTEPBaUIa Ha CTpa-
HuLe dopmaTa A4; cnesa OOMKHO ObITe None 4 cMm; cTpa-
HULbI HYMEPYIOTCS, «KpacHas CTpoka» oba3arTesibHa.
Bce 6ykBeHHble 0603Ha4YeHns, NpUBeAeHHbIe Ha
puCyHKax, HeO6X0ANMO MOSICHATL B OCHOBHOM W/

noapucyHoO4YHOM TekcTe. HegonycTumbl oTinnyma B
0603HavYeHNsIX Ha pUCyHKax 1 B TekcTe. HymepoBaTtb
cnenyeT TONbKO Te GOopPMYyJSibl U YpaBHEHUS, HA KOTO-
pblé eCTb CCblfika B TEKCTE.

HenocpencTeeHHO B TEKCTE HabMpatoTCs NPOCThie
dopmynbl (Hanpumep, m2;n%, C=1+DDF -A,),
rpeyeckme 6ykBbl 1 CUMBOJIbI, HANPUMEP, B, © —
wpudgTom Symbol. To, 4To HEBO3MOXHO HabpaTb
HENocpeacTBEHHO B TEKCTOBOM peaakTtope, — C
ncnosib3oBaHnem pegaktopa dopmyn Microsoft
Equation (Bxoaswiero B komnnekT noctasku Microsoft
Office) nunu pepaktopa dopmyn Mathtype.

He ponyckaeTcs npeacTaBfieHne TEKCTA, B KOTOPOM
dopMynbl NpeacTaBneHbl B BUAE N3006paxeHus.
doTorpadum 1 pucyHKM K cTaTbsiM NPeaoCTaBASOTCS
oTaensHbiMu darnamm ¢ pacumpenvem TIF, nnn EPS
mnn JPEG ¢ paspelieHnem He meHee 300 dpi .
Cnuncok Ncnosib3oBaHHOM NnTepaTypbl COCTaBNSETCS
B NOPSiAKE UMTUPOBAHUS N OAETCS B KOHUE CTaTby.
Ccbliku Ha MMTEPATYpPy B TEKCTE OTMEYaloTCs Nopsa-
KOBbIMU LMdpamu B KBaapaTHbIX CKOOKax.

BHMMaHUIO aBTOPOB, NYOJINKYIOLWMXCSH B XXypHa-
nax IDT Publishers.

MpepctaBneHHasa MHpoOpMaLms 0 KaxaoM aBTope
NnoMMMO XypHana 6yaeT pasamMeLlaTbcs Ha canTe
techizdat.ru B pasgene “ABTOpbI” HA OTAENBHOW
VHTEPHET-CTPaHULLE.

ABTOpaM TakxXe NpeaocTaBAseTCa BOSMOXHOCTb Mpwu
nyéankaumm CBOUX ctaTel HanpaeuTb B Peaakuuio
CBOIO 3/IEKTPOHHYIO poTorpaduio n 4ONOSHUTENbHbIE
Martepuanbl 4N pa3MeLLEHNS X HA 3TON MHONBUAY-
anbHoM NHTepHeT-BM3nTKE. 10 CBOEMY YCMOTPEHUIO
aBTOP MOXET pacckasaTtb 6onee noapobHo o cebe,
00 MHTEePECHbIX NpUMepax U NCTOPUAX pPeLleHns
TexXHN4eckmx npobnem, 0 COBPEMEHHbIX 3afa4ax - B
COOTBETCTBUM C TEMATMKOIN COOTBETCTBYIOLLLENO XYP-
Hana - 1 T.n. XXenatenbHbl1 06beM 3TOro matepmana
— He 6onee 1000 3HakoB ¢ Npobenamu.

NoANMUCKA HA XYPHAJN «<-HAAEXXHOCTb»

Moanucartbes Ha XxypHan Ha 2014 roa MOXHO:

® Yepes areHTcTBO «PocneyaTb» — nHaekc 81733;

¢ [Mo katanory «[pecca Poccun» arentctea «KHura-Cepsuc» — nigekc 11804

¢ Yepes peaakumio Ha ntoboi Cpok
Ten.: 8-916-105-8131
e-mail: E.Patrikeeva@gismps.ru
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ABTOPbl HOMEPA / AUTHORS OF THIS ISSUE

AGpamoBa HuHa AnekcaHapoOBHa

OOKTOP TEXHNYECKUX HayK, 3aBeayloLmin na-
6opatopuein Ne51, MHCTUTYT npobnem ynpae-
nenunsa nm. B.A. Tpanesnumkosa PAH (UMY PAH)
Ten.: +7 (495) 334-78-00

e-mail: lab51.ipu@gmail.com

ApapypoB AnekcaHpp CepreeBuy
KaHOnOAT TEXHUYECKUX HayK, OOLEHT,
ompexTop CaHkT-MNeTepbyprckoro punnana
OAO «<HNNAC»

Ten.: +7 (812) 380-53-03

e-mail: a.adadurov@niias-spb.ru

Apapypos Cepren EBreHbeBu4
[OKTOP TEXHNYECKUX HaYK, Npodeccop,
COBETHUK FrEHepasibHOro AMpeKTopa
OAO «PocxenpgopnpoekT»

Ten.: +7 (495) 663-00-60

e-mail: czi_mpc®mail.ru

AHTOHOB AnekcaHap BnagpumupoBuyd
[OKTOP TEXHMYECKMX HayK, Npodeccop, AeKaH
dakynereTa «KnbepHeTukmn» OBHUHCKOro MHCTU-
TyTa atoMHon aHepreTukn (MATO HAAY MNDIN)
e-mail: antonov@iate.obninsk.ru

Bnacos Buktop AnekcaHapoBu4

[OKTOP TEXHMYECKNX HayK, Npodeccop, Npo-
deccop kadenpbl <KABTOMaTUKA» HaunoHanb-
Hbl nCCNenoBaTeNbCKUN SAEPHbIN YHUBEPCU-
TetT «MUDU»

e-mail: vlasov1941@yandex.ru

Bnacosa CeBetnaHa BukrtopoBHa
cTapwwmin nixenep OAO «-BHUWASC»
e-mail: kaf46@mail.ru

EpmakoB AnekcaHgp Onerosuny
pykoBoauTens LileHTpa ynpaBneHma puckamu
OAO «HNNAC»

Ten.: +7 (495) 967-77-02

e-mail: alex267@rambler.ru

MakapeHko Amutpuin Uropeeuny
CTapLUM HAayYHbIN COTPYOHMK NabopaTtopun
Ne51, MHCTUTyT Nnpobnem ynpaeneHus

nm. B.A. TpanesHnkosa PAH (UMY PAH)
Ten.: +7 (495) 334-78-00

e-mail: lab51.ipu@gmail.com

Manbues leoprun Hukonaeeuny

[OKTOP TEXHMYECKNX HayK, npodeccop BKA
M. Moxanckoro

Ten.: +7 (812) 385-12-67

e-mail: georgy_maltsev@mail.ru
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Hukutae BaneHTuH NpuropbeBuy
DOKTOP TEXHUYECKMX HayK, npodeccop,
HauwvoHanbHbIN nccnenoBaTenbCKUn snep-
HbIlh yHUuBepcuTeT «MNDN», 3aBeayownii
kadpenpon «KomnboTepHblEe MEANLMHCKMNE
CUCTEMBbI

e-mail: VGNikitayev@mephi.ru

Hosoxunos EBreHuin Oneroeuny
KaHOMpaT TEXHUYECKUX HayK, MMaBHbIN cre-
unanuct LleHTpa ynpaBneHums puckamm
OAO «<HNNAC»

Ten.: +7 (495) 967-77-02

e-mail: novozhilov@newmail.ru

Meperypa Apkaguin UBaHOBUY

LOKTOP TEXHMYECKNX Hayk, Nnpodeccop,
OOGHUHCKNIA MHCTUTYT aTOMHOW 3HEPreTUKK

— dunman penepanbHOro rocyaapCTBEHHONO
ABTOHOMHOr0 06pPa30BaTENBHOMO YYPEXAEHNS
BbICLLErO NPOdEeCCMOHaNbHOro 06pasoBaHns
«HauymoHanbHbI CCcnenoBaTenbCKN soep-
HbI yH1BepcuteT «MNDU»

Ten.: +7 (962) 174-40-59

e-mail: Pereguda@iate.Obninck.ru

MpoHunyer AnekcaHap Hukonaeesuu
KaHOMOAaT TEXHNYECKMX HayK, HaumnoHanbHbIN
nccnenoBaTeNbCKUM 90epHbI YHUBEPCUTET
«MUNDWU>», poueHT kadenpbl <KoMnbloTEPHbIE
MEOMNLIMHCKNE CUCTEMBI»;

e-mail: ANPronichev@®mephi.ru

TenuubiHa TaTtbiHa AHOpPEeeBHa

MNAALIWIA HAYYHbIA COTPYOHUK nadbopaTopun
Ne51, MHCTUTYT Npo6nem ynpaBieHns nm.
B.A.Tpane3Hunkosa PAH (UMY PAH)

Ten.: +7 (495) 334-78-00

e-mail: lab51.ipu@gmail.com

TkauesB Oner AnekceeBuy

HoueHT kKadpeppsl «[puknagHaa nHpopmaTm-
ka» IHCTUTyTa MatemMaTuku n MHpopmMaTmKu
MocKOBCKOro negarormyeckoro yHMBepcuTe-
Ta, KaHOMOAT TEXHUYECKUX HayK, OOUEHT
Ten.: +7 (916) 063-98-00

e-mail: tkachev_oleg55@mail.ru

deporoBa NnmHa AnekceeBHa

KaHomoaT TEXHMYECKNX HayK, CTapLUnA HayY-
HbIi COTPYAHUK IHCTUTYT CUCTEM SHEPIreTUKM
um. J1.A. MeneHnTtbeBa CO PAH

Ten.: +7 (3952) 42-34-86

e-mail: fedotova@isem.sei.irk.ru
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KYPHAA HSOAETCS IIPH YYACTHH U ITIOOOAEPKKE

OTKPBITOI'O AKILIMOHEPHOT'O OBIIECTBA (HAYYHO-UCCAEOOBATEABCKUM U ITPOEKTHO-
KOHCTPYKTOPCKUM MHCTUTYT UHOGOPMATUSAIIMN, ABTOMATU3AILIUU U CBA3U HA
KEAEBHOAOPO2KHOM TPAHCIIOPTE»

(OAO <HMHAC»)

OAO «<HHHAC» — Benyuiee npearpuarre OAO «P2K/I»

B 00AaCTH CO3AaHHS KOMIIAEKCOB M CHCTEM ObOecIlleYeHNs
0€e30IIaCHOCTH [BUIKEHUs, VIIPABAEHUS [IBUKEHHEM,
reonH(OPMAIIIOHHOTO  O0eCHedYeHus, MOHUTOPHHTA
COCTOSIHUS IIOABHKHOIO COCTaBa U HHQPPACTPYKTYPHI
3KEeAE€3HBIX I0POT

IIean:

U s¢dppexkTuBHOCTD,
U Ge3ommacHOCTDb

U HamexXHOCTH
IIepPEeBO30K

OcHOBHEIE HaIIpaBAC€HHS OECATEABHOCTH

ellHTEeAAEKTYaABHBIE CHUCTEMbI YIIPABACHUS !
*TeXHOAOTHH YIIpaBAEHUS II€PEBO3KaAMU T NWAVANT ST
U TPAHCIIOPTHOTO O0CAYKUBAHUSI d ——
*CucTeMbl aBTOMATHKH U TEAEMEXaHUKU '

*[leHTpPBI aBTOMATH3UPOBAHHOIO VIIPABACHUS

s HOpMAaITOHHBIE CUCTEMbI
*l'eouH(pOPMAIIOHHbIE CUCTEMBI U CIIyTHHUKOBBIE
TE€XHOAOTHH

*CucTeMbl TPAHCIIOPTHOMH 6€30I1aCHOCTH
*CucTeMbl yIIpaBA€HUS HHPPACTPYKTYPOH
*CucTeMbl yIIPABACHUS TOIIANBHO-
SHEPreTHYEeCKUMH pecypcaMu

elcnbITaHus, cepTU(UKAIIN U 9KCIIePTH3a
*MudopmariionHast 6e3011acCHOCTD
*HopmaTuBHO-1IpaBOBOe obecriedeHe

www.vniias.ru
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OCHOBHbIE HANMPABJIEHUA

NYBJIMKALLUW B XXYPHAJIE «<HABEXHOCTb»

Il CTPYKTYPHASA HALEXXHOCTb
TEOPUA N MPAKTUKA

e MeToapl pacyeTa, TEXHONOMMN 1 MeToapl MOAENMPO-
BaHWS, NakeTbl NPUKNaOHbIX NPOrpaMm, NpakTuyeckmne
pacyeThl HAAEXHOCTU CNOXHBIX CUCTEM.

* Maremarunyeckas Teopua TEXHNHECKOro 00CNyXMBaHW4,
npakTUYEeCKne pesynsTarel SKCnayarauyi CAOXHBIX CUC-
TEM, XMBHEHHbIN LMK CUCTEM, ONTUMM3ALNS HAOEXHOC-
T U CTOUMOCTM Ha BCEX aTanax XMU3HEHHOMO LMKNa.

e MeTtoap! UCMbITaHNA, KOUTEPW MOUHATAS DELLEHWI NO pe-
3ynbTaram UCNbITaHWM, YCKOPEHHbBIE NCMbITaHMA, MeToabl
OLEHKN HaAEXHOCTU CUCTEM MO PE3yAbTaTam UCTBITaHNIA,
NPaKTUYECKMn ONbIT UCMBITAHWI Ha HAOEXHOCTb.

Il ®YHKUUOHAJIbHASA HALEXXHOCTb
TEOPUA N NMPAKTUKA

e OObEeKT, NPeAMET 1 LENN UCCNeaoBaHns, nokasarenm
QYHKLUMOHANBHOM HAAEXHOCTH, TEPMUHONOMA, MPUHLIM-
Nbl 1 METOAOB pacyeTa.

* MeToapl OLEHKN 1 MPOrHO3MPOBAHUA HAAEXHOCTU NPO-
rpamMMHOro obecnedyeHns, METOAR! pacyeTa HaaeXHOCTH
BbINOAHEHUS MHPOPMALMOHHBIX MPOLLECCOB B NPOrpam-
MHO — annapartHblX KOMMAIeKcax ¢ y4eToM COOMHBbIX,
NPOrpaMMHbIX OLIMOOK, OLMBOK ONepaTopos, OLWNOOK
BO BXOOHOW MHPOPMALMN.

® TexHONorM 1 MetToasl 0becneyeHma GyHKUMOHaNbHOM
HaOEXHOCTU — TEXHONOMMK MOCTPOEHUA PYHKLMOHANBHO
HaOEXHOMO NPOrPaMMHOr0 06EeCneYeHnst, MeToabl NOCT-
DOEHNST HEYYBCTBUTENBHBIX K COOMHBLIM OLUMOKaM 1 OG-
Kam onepaTtopoB anroputMoB 00paboTKM UHPOPMALIN I
yNpaBAEHNs, METOObI U CNOCOOb! 3aL/Thl OT OWNOOK BO
BXOOHOW MHGOPMaLWMK, NpakTU4eCKne PesynsTarsl.

Il PYHKUUOHAJIbHAAA BESBONMACHOCTb CUCTEM
TEOPUA N NMPAKTUKA

e QOObeKT, NPegMeT 1 LENN NCCNepoBaHua, nokasaTenm
OYHKLMOHANBbHOM 6830MacHOCT; GYHKLMN 6830NacHOC-
TW, NONHOTa 6e30MacHOCTM, TEPMUHONOIUS B 06NacTu
DYHKUMOHaNBHOW 6E30NaCHOCTY.

® PyicKu, NOCTYNaThl M IPUHLUMALI 6€30MaCHOCTY, OCTaTOu-
Hbl& DVCKM, METOAbI OLEHKI PUCKOB, A0Ka3aTeNbCTBO Oe-
30MacHOCTW. INpakTUiecKne pesynsTarsl PaHXMpPOBaHNA
OMNAaCHOCTEN 1 OLEHKM PDUICKOB.

® MaTtemarnyeckme MeToabl M MOAenu 3anaHns TpeboBa-
HWUIA K NONHOTE 6830NaCHOCTY 1 OONYCTUMOMY BPEMEHU
OBHapyXeH1sa 0nacHOro 0Tkasa, Moaen GyHKUMOHab-
HOW 6e30MacHOCTY MHOFOKaHaNbHbIX 1 MHOMOYPOBHEBBIX
CUCTEM.

e TexHonorum obecneveHa GyHKUMOHaNneHoM 6esonac-
HOCTWN CNCTEM Ha BCEX 3Tanax XM3HeHHOro uxkna.

Il OTKASOYCTOMYMBOCTb CUCTEM
TEOPUA N NMPAKTUKA

® MeToasl NaCCUBHOM 3aLUMTHI OT OTKa30B, MaremMatunyec-
Kne Moaenv CTPYKTYPHOMO PE3EPBMPOBaHNS, NOCTENEH-
HOW Oerpagaumm 3ObITOYHBIX CUCTEM, MaCKMPOBaHKS
HencnpaBHOCTEN, NPaKTUYECKNe Pe3ynsTaTbl NpUMeHe-
HWSI NaCCYBHOWM 3aLLMTbl OT OTKa30B.

e MeToabl akTUBHOM 3allnThl OT CTPYKTYPHbBIX OTKA30B U
OLWNBOOK B BBINOAHEHWM MHPOPMALIMOHHBIX MPOLECCOB,
MNPVHLMML! 1 CNOCOObI akTMBHOW 3alUMThl, TEOpEeTMdeC-
K1e OCHOBbI aKTVBHOW 3aLUMThl, TEXHNYECKNE peLleHs,
OLEHKN 3P DEKTUBHOCTU aKTUBHOW 3aLUNTHI.

Il CEPTUDPUKALLUA
TEOPUA N MPAKTUKA

e AKKpeauTauma opraHoB No ceptudurkaumm 1 ncnelta-
TeNbHbIX NabopaTopu — COCTOSIHWE Npobnemel B Poc-
cun 1 3a pybexom. Kak 0obuTbCsa B3auMONPU3HaHNS
PEe3yNbLTAaTOB UCMBITaHWU B Poccumn n 3a pybexom? MyTu
ceptTndumKaumm NPOrpaMMHO — annaparHbiX KOMMAEKCOB
no TPeboBaHUAM MEXOYHAPOAHbIX CTaHAAPTOB N0 PYH-
KUMOHaNbHOM 6e30NacHOCTA.

e (ObgazarensHas 1 40O6POBONBHaS cepTudurKaLym — OnblT,
MHEHUS, NPEeANOXEHNS.

® CeptndurkaLma B 061aCTy Ka4eCTBa U HaoexXHOCTN CUC-
Tem — TpeboBaHMA CTaHAaPTOB, METOAVIKA NCMbITAHNIA,
NpakTN4eckmne pPesynsTarhl.

o Ceptudukauysa GyHKUMOHANBHOM 6E30MacHOCTM CUCTEM
Ha OCHOBE V-TEXHONOMN — PUNOCOdUs, CNOCOOLI CEPTU-
duKaummn, NpakTMYeckme pesynsrarel BhIOOPOYHbBIX My00o-
KVIX MPOBEPOK J0Ka3aTeNbCTBEHHOV Ba3bl pa3paboTyvika.

Il CTAHAAPTU3ALUS B OBJIACTU HALEXXHOCTHU
U ®YHKLMOHAJIbHOW BE3OMNACHOCTU

® BavaHue 3akoHa «O TEXHUYECKOM PerynmpoBaHnm» Ha
Pa3BUTME TEOPUM U NPAKTUKA HAOEXHOCTN 1 QYHKLUMO-
HalbHOW 6€30MacHOCTU.

e CranpapTtel RAMS (IEC 62278, EN 50126 u ap.) v unx
oTpaxenue B ctangaptax FOCT P. passuTune ctaHgapTa
FOCT 27.002-89 ¢ y4eTOM TEPMWHOB U ONpeneneHui
cTtaHpapToB RAMS.

e COCTOSHME 1 NepCNeKTBLI CTaHOapTU3aummn B 06nactu
HaOEXHOCTU.

e (OCHOBHbIE NPUHLMNLI 1 6a30BbIE NONOXEHUA CTaHdap-
TOB NO PyHKUMoHanbLHon 6esonacHocTn FTOCT P /M3K
61508, IEC 61511, EN 50126, IEC 62278, IEC 62280,
EN 50128, IEC 62279, EN 50129, EN 50159 (1.2) n gp.

e COCTOSHME 1 MepCNeKTBLI CTaHOapTM3aummn B 06nactu
DOYHKUMOHaNBHOM 6e30MacHOCTH.



GUIDELINES FOR PUBLICATION IN THE JOURNAL

«DEPENDABILITY»

[l STRUCTURAL RELIABILITY
THE THEORY AND PRACTICE

e Methods of calculation, technologies and methods of
modeling, packages of applied programs, practical
calculations of reliability of complex systems.

e The mathematical theory of maintenance service,
practical results of complex system operations, life cycle
of systems, optimization of reliability and costs at all stages
of life cycle.

® Testmethods, criteria of decision-making by test results,
accelerated tests, methods of reliability assessment of
systems by test results, practical experience of reliability
tests.

Il FUNCTIONAL RELIABILITY
THE THEORY AND PRACTICE

e Qbject, subject and purposes of research, parameters of
functional reliability, terminology, principles and calculation
methods.

e Methods of assessment and forecasting of software
reliability, methods of calculation of information processes
reliability performance in software-hardware complexes
taking into account faulty program errors, errors of
operators, errors of input information.

e Technologies and methods of ensuring functional
reliability —technologies of functionally reliable software
development, methods of construction of algorithms of
information processing and management tolerant to
faulty errors and to errors of operators and methods and
ways of error protection in input information, practical
results.

Il FUNCTIONAL SAFETY OF SYSTEM
THE THEORY AND PRACTICE

e Object, subject and the purposes of research,
parameters of functional safety; functions of safety,
completeness of safety, terminology in the field of
functional safety.

® Risks, postulates and principles of safety, residual risks,
methods of an estimation of risks, the proof of safety.
Practical results of ranging of dangers and estimations
of risks.

e Mathematical methods and models of the task
of requirements to completeness of safety and
admissible time of detection of dangerous refusal,
model of functional safety of multichannel and multilevel
systems.

® Technologies for ensuring functional safety of systems at
all stages of life cycle.

[l FAULT TOLERANCE OF SYSTEMS
THE THEORY AND PRACTICE

e Methods of passive protection against failures,
mathematical models of structural redundancy, gradual
degradation of redundant systems, fault masking, practical
results of application of passive protection against
failures.

* Methods of active protection against structural failures and
errors in performance of information processes, principles
and methods of active protection, theoretical bases of
active protection, technical decisions, estimations of
active protection efficiency.

Il CERTIFICATION
THE THEORY AND PRACTICE

e Accreditation of certification bodies and test
laboratories — a problem state in Russia and abroad. How
to achieve mutual recognition of test results in Russia and
abroad? Methods of certification of software — hardware
complexes under requirements of international standards
on functional safety.

¢ Obligatory and voluntary certifications — experience,
opinions, offers.

e Certification in the field of quality and reliability of
systems — requirements of standards, techniques of
tests, practical results.

e Certification of functional safety of systems on the basis
of V-technology — philosophy, certification methods,
practical results of selective deep checks of a developer
evidentiary base.

[l STANDARDIZATION IN THE FIELD OF RELIABILITY
AND FUNCTIONAL SAFETY

® [nfluence of the law «Of technical regulation» on
development of the theory and practice of reliability and
functional safety.

® RAMS standards (IEC 62278, EN 50126, etc.) and their
reflection in standards of GOST R, development of the
standard GOST 27.002-89 inview of terms and definitions
of RAMS standards.

e States and prospects of standardization in the field of
reliability.

* Main principles and basic regulations of standards on
functional safety GOST R/MOK 61508, IEC 61511, EN
50126, IEC 62278, IEC 62280, EN 50128, IEC 62279,
EN 50129, EN 50159 (1.2), etc.

e Condition and prospects of standardization in the field of
functional safety.



