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Abstract. The paper examines the reliability of an information management system as its
ability to provide the required services that can be justifiably trusted. It is assumed that the
system functions without an operator. The aim is to ensure the dependability of a multimodule
control system, when the problem-solving results are affected by failures, faults and errors of
problem-solution by the system’s computation modules (CMs). Conventional fault tolerance
methods do not provide the desired effect, as even under infinite structural redundancy yet
real capabilities of on-line detection of CM failures or faults the system’s dependability is sig-
nificantly lower than expected. The paper proposes and evaluates the methods of adaptive
dependability. They are to ensure the observability of control systems under limited capabilities
of component CM operability supervision, as well as achieving the required levels of depend-
ability of information management systems in cases of insignificant float time and structural
redundancy. These goals are achieved through active (and automatic) reassignment of the
available computational resources for on-line information processing. The methods of adap-
tive dependability enable — with no interruption of computational processes and while solving
real-world problems — timely automatic detection and elimination of failures, faults of CMs
and errors in the solution of specified problems through on-line localization of faulty modules
and subsequent automatic reconfiguration of the system with the elimination of such modules
from operation.

Keywords: computation modules, dependability, adaptive protection, failures, faults, errors in
performance of designated tasks, automatic system reconfiguration, control, allowed time of
interruption of operation, time redundancy, protection cycles and beats.
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1. Introduction

1.1. Dependability of information
management systems

The matters related to ensuring the reliability of information
technology are the main focus of all experts directly or
indirectly involved in its development, manufacture and
operation. Over the years of digital technology development
the failure rate of the basic components decreased by six
orders of magnitude. An information system includes
thousands of digital elements each of which is a hardware
and software device performing a multitude of functions.

Now, the key problem of ensuring the reliability of
an information system is the faultless performance of
the assigned functional tasks that, in technical terms, are
implemented by information processes. The relevance of this
problem is due to the fact that error rate in the operation of
an information system and the associated functional failure
rate significantly exceed the failure rate of digital technology,
while the functional failures themselves may be critical to
the environment and controlled objects [1, 2, etc.]

Due to that some researchers assume that reliability of
information technology performance should be studied as
the ability of an information system to deliver service that
can be trusted. The service delivered by a system is its
properties or behavior as it is perceived by its user. In the
interpretation of this paper’s authors a service that can be
trusted is perceived as overall reliability [3].

In the mentioned paper [3] the following concepts
are used:

correct service is delivered when the service implements
the system function(s);

system failure is an event that occurs when the delivered
service deviates from correct service, i.e. failure is a
transition from correct service to incorrect service, when
the system function is not implemented.

The development of this approach is reflected in the
research paper of the Working Group 10.4 of the International
Federation for Information Processing [4]. However, instead
of the term “overall reliability” the group’s experts introduce
the term “dependability” that in this paper is considered as the
“trustworthiness of a computing system which allows reliance
to be justifiably placed on the service it delivers.” Service is a
form of activities that do not create a new material product, but
change the quality of an existing previously created product.
The delivery of service itself creates the desired result [5].
Explicitly, dependability is a property of the service and
depends on the system’s utilization.

1.2. Limitations of the conventional
methods of ensuring dependability
of control systems

The delivery of service to user with the given level
of guaranteed quality is performed with the help of a
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technical system and is an action, process required for the
implementation of the service delivery function. Here we
imply the combination of hardware, software and human
operator of the information system. Hereinafter, we assume
that the control system automatically performs the specified
functions without the involvement of the human operator.
Consequently, ensuring a high level of system dependability
requires prior achievement of even higher level of hardware
(product) and software components reliability. The products
are an object or a set of objects manufactured at an enterprise.
The classic (structural) reliability theory examined the
processes of products (system, element) failures and
recoveries. In [1, 6], it is shown that even under arbitrarily
large redundancy it does not appear to be possible to achieve
a high level of product reliability. The object of the research
was the reliability model of a redundant object with partial
redundancy composed of one primary and an infinite number
of same-type backup devices. The following is assumed:

* The components’ lifetime duration is a random value
and is described with a service life distribution that meets
the following conditions:

- the times of outage of each of the backup components
are statistically independent from each other;

- all the backup components have an identical exponential
distribution of service life.

* The system of these random values is an ordinary
recovery process.

* The supervision and commutation facilities to the
backup devices are perfectly dependable.

* The switch time is negligibly small.

Under the given premises, the limit probability of no

failure of a redundant group is defined as P, (¢) < 2 P(n,t)y",

n=0
where P(n,?) is the distribution of the resultant number of the
time intervals between the replacements of failed devices of a
specific facility, that before the failure performed the functions
Ta

ofthe main element;isy = P{V<t,} = jfv ()dt =F, (t ,)the
probability of correct and timely detection of failure and
backup switching, v is the random device failure duration,
T, is the allowed duration of system outage (for control
systems this time is comparable with the duration of control
cycle); f.(¢) is the density function of failure duration in the
system.

Under the above assumptions [7] established that the
mean time to failure of a redundant object with partial
redundancy composed of one primary and an infinite number
of same-type backup devices does not exceed the level
defined by formula (1) on the assumption of simple device
failure or fault flow

TFS S1/}\'(1_7) (1)
where A is the failure rate of one device.

In [7], it is established that the expected increase of the
mean time to failure of the initial device due to multiple
redundancy with recovery can not be more than 2...10 times
even under a very high probability of correct and timely
detection of failure and backup switching 0.8<y <0.9.
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Taking into consideration that the system’s software
is also executed with errors and more often with faults
[8, 9, 10, etc.], the achievement of a high level of system
dependability by means of conventional methods should
not be expected even under condition of heavy investment
into system redundancy.

2. Definition of the problem of adaptive
dependability

It is required to ensure the specified high level of
information management system dependability without
introducing large structural, time, functional and other
redundancy by means of:

- dependability management based on the results of
evaluation of the correctness of system tasks performance,
not the rate of failures and recovery;

- use of natural time redundancy that persists in many
systems within the control cycle;

- adaptation of the system to erroneous results of system
tasks performance with dynamic rearrangement of the
system and parallel performance of tasks with beat-to-beat
comparison of results;

- priority handling of the most important tasks in order
to ensure their higher dependability.

The ideas and principles of adaptive dependability have
much in common with the concept of active protection (AP)
that we set forth in [11]. They can be briefly described as
follows:

- the duration of all cycles of the information processing
divides into certain constant or random time intervals that
shall be further called beats, within each of which the
specified set of software modules are executed and hold
points are formed;

- the whole set of the constituent computation modules
(CMs) of an information system is divided into two
compound sets: the computing environment, i.e. a set of
m same-type CMs; the protective environment, i.e. a set of
k < m same-type CMs redundant in terms of the specified
tasks;

- dynamic rearrangement of control system modules
is carried out at every second beat for the organization of
parallel information processing;

- beat-by-beat virtual redundancy by means of parallel
solution of all specified m tasks at the primary CMs provided
there is at least one operational redundant CM;

- minimal system configuration must include not less than
m =2 main and one redundant CM for detection of erroneous
result in the solved task, classification and localization of
malfunctions;

- synthesis of adaptive dependability (AD) is based on the
selection of the value of beat duration t, under which within
the allowed duration of outage the error in the task solution
must — with the specified level of assurance — be detected
and eliminated through the localization of the error source
CM and its swapping for an operable redundant CM.

3. Organization of systems
with adaptive dependability

Different disciplines can be suggested for the practical
implementation of ideas and methods of AD organization. In
this paper, two disciplines are examined, i.e. DI and D2.

D1. A system with one-beat restart containing 7 main and
one controlling CM, non-priority control, no reassignment
of modules. In the case of failure of one of a pair of CMs
repeated calculation with the previous operands is performed.
Matching results in the next beat eliminates the possibility of
failure of modules, the failure has been eliminated, the hold
point of assignment of the first CM in the i-th protection cycle
is updated. If CM fault is detected by own control facilities,
the hold point is naturally updated based on the data of the
first main CM. A failure of one of the pair of CMs is detected
by means of a restart for one AP beat. If, in the process of
solution of the same part of a task, over two beats the results
of the operation of a pair of same-type CMs do not match
twice, the hold point is not updated until joint operation of the
controlling CM with the next main (the third in this example)
CM. In case of matching results for this last pair the decision
is made regarding the failure of the previous main CM (the
second one in this example), the hold point for the second
CM is updated based on the data of the controlling module
that now performs the role of the second main CM. Ifin three
adjacent protection beats the results do not match, the decision
is made regarding the failure of the controlling CM and the
system may for some time operate without protection, if there
is no operable backup module.

Thus, relative to discipline D1 the parameters 4, b and x,,
are characterized by the following: number of beats in the
protection cycle A = m; number of main CM failure or fault
decision-making beats b = 2; number of beats for recovery of
computation process from the last hold point x,<m + 2.

Table 1

Number | Numbers of pri- |Number of con-| Pairs of con- Reassigned CM polling rate

of beat mary CMs trolling CM | trolled CMs CMs 2 5 1,3,4,6,7,8
1 1834567 2 2-7 82
2 1834567 2 2-3 82
3 1234567 8 8-5 - 4 ) 1
4 8234567 1 1-2 8-1
5 1238567 4 4-2 84
6 1234867 5 5-6 85
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D2. A system with restart and CM reassignment
containing m main and one controlling module. The
organization of detection and elimination of malfunctions is
the same as in discipline D1. CM reassignment is required
in order to shorten the protection cycle, when the number
of main CMs is significantly higher than that of the backup
modules. The point of reassignment consists in the fact
that in specific beats CMs are redistributed between the
computing and protective environments. For the time of
a beat some modules of the protective environment are
assigned the functions of main modules and vice versa. This
eliminates the inherent weakness of methods of controlling
CM fixation, when the modules of the computational
environment are controlled much less frequently that those
of'the protective environment. Indeed, in all cases of fixation
the modules of the protective environment within the AP
cycle take part in all pairs of controlled CMs, whereas the
modules of the computational environment take part in just
one pair, or somewhat more frequently, if in each protection
beat two and more CM pairs are formed.

Thus, relative to discipline D2 parameters 4 b and x,, are
as follows: 4 = int (mTH} b=2,x;= int(m;r 5).

Organization of priority control of the control system’s
ability to correctly solve the specified tasks allows
significantly increasing the level of its dependability in
terms of priority tasks. Priority control is organized by means
of CM reassignment. However, the intention is different.
Whereas the reassignment of modules aimed to equalize
the frequency of controls of main and backup CMs, priority
control aims to increase the frequency of control of the
modules most significant in terms of the specified tasks.

Let us illustrate the feasibility of systems with two
modules identified as priority (Table 1). It is assumed that
the first identified module (zero priority) is controlled in the
AP cycle with the assigned maximum frequency, the second
one (first priority) is controlled with increased frequency, yet
it is lower than with the zero priority module. The remaining
CMs in the system are controlled with an equal frequency
that is yet lower than that of the priority modules. Letm =7,
k=1 (m+ k=28), zero priority is given to module 2, while
first priority is given to module 5. Let us stipulate that in the
AD cycle module 2 was controlled in four beats, module 5
was controlled in two beats, while the remaining modules
1, 3,4, 6,7 and 8 were controlled in one beat. The solution
of this problem is shown in Table 1.

The following results were obtained. AD cycle 4 = 6 beats,
CM are reassigned four times, module 2 is controlled in two
beats out of three adjacent ones, while module 5 is controlled
at every third beat. The duration of AD cycle increased 1.5
times compared to uniform CM reassignment, since in that
case the duration of cycle would be 4 = (m + k)/2k = 4. This
is natural, since the reduction of time intervals between the
controls of some CMs is possible at the expense of longer
intervals between the controls of non-priority CMs. Solving
such AP problems should involve reasonable trade-offs. This
applies fully to the selection of the method of CM fixation or
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reassignment. In the first case AD management is simpler,
in the second case control cycle is shorter. Reassignment of
CM is more preferable in case of very low values of allowed
duration of outage, although AB management is somewhat
more complicated. Under less strict time restrictions AG
should be attempted to be implemented by means of fixation
of controlled CMs.

4. The efficiency of the methods
of adaptive dependability of control
systems

The efficiency of adaptive dependability is evaluated
based on the indicator of probability of successful adaptation
of an information management system to failures, faults,
software errors. The adaptation will be successful if as the
result of the actions performed as part of the protection
algorithms the duration of the specified malfunctions is less
or equal to the allowed value, which enables the elimination
of erroneous results in the control process. The allowed
value means the control cycle, i.e. the time within which
the detection and elimination of system malfunction will not
cause subsequent erroneous control. Since the elimination
time for each protection discipline is a constant number
of AD beats, it will suffice to compare the duration of
malfunction detection with the allowed detection time.

Let us perform the verification of the efficiency of
adaptive dependability for the following types of protection
organization conditions.

The tasks of information processing are divided into
equal parts (beats) 7, with the duration of a beat being much
shorter than the duration of the task. The tasks are solved
with random time intervals v,, however the duration of task
solutions v, are much longer than the duration of pauses, i.e.
v, >>v,. That allows dividing the task into protection beats
(e.g. for generality, random duration beats). Additionally,
it is taken into consideration that the allowed outage of
the system is a constant value 1, It is assumed that there
are no simultaneous failures or faults of the operable and
controlled CM that is verified within the current beat. The
duration of the beat is defined by the duration of execution
within the beat of a group of functionally complete software
modules. Since all CMs that execute software modules are
same-type, the order of distribution of the software modules
per CM operation beats is common for all CMs. This allows
adopting the distributions F (¢) of beat duration as identical
for all CMs.

It is required to establish the probability of the system’s
successful adaptation to failures:

T4l

B=Piv<t, ~t,}= [ f(0dr )

where f/(¢) is the density function of the time v of a
dormant fault’s existence in the system.

In order to find the functions of density f(#) and
probability of successful adaptation to failures f in general,
the following parameters are used:
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« distribution functions and characteristics of protection
time intervals, i.e. beat duration, allowed time of system
outage and time of elimination of detected failure ( T, and
t, respectively);

* parameters of the adopted AP discipline: 4,b,¢,x,=1,/1.

The time of connection of the controlling CM to the
next main CM consists of the random duration of beat v
and wait time y from the moment of completion of the
parallel operation with the previous CM to the moment of
the beginning of the next operation beat of the next CM.
v <vand during the wait time the memory of the controlling
CM is loaded with commands and operands of the next
main module.

For each time density function v let us preliminarily set
the total time density function y +v. In the Laplace domain
it is as follows

S.(5)=0,(s)* £, (s),

where 0, (s) is the portrayal of the distribution density of
wait time y, while £, (s) is the portrayal of the distribution
density of the duration of the AP beat.

Let us assume that between the occurrence of a dormant
failure of CM and the moment the controlling CM connects
to it x beats elapsed. Then, the conditional probability of
x <X where X =0, 1, ..., 4, ..., can be found using the
appropriate Laplace transformation

JAGEIIAG

Due to the equally likely possibility of failure of any
CM that are not protected during the current beat, it can
be assumed that the integer random variable x is uniformly
distributed over the number range 1, 2, ..., A—1. Out of this,
the distribution density of the number of beats of malfunction
existence within the system is identified using the following
formula:

ﬂ)Zw , 3)

where 8(x) is the delta function of parameter x.

The total duration of failure existence until its detection is
the sum of time x(v+y) and time b(v+y) from the moment of
detection of the fact of malfunction to the localization of the
failed CM in accordance with the chosen AP discipline.

The density function of random value x(v+y)=0 in the
Laplace image is depicted as follows according to the total
probability formula.

mnz (mm

The density function of random value (x+b)- (v+y) in the

Laplace image is calculated as

£ (9= fy (9)%(f, () = mm) @

A-1 =

The next step in the identification of the probability of
successful adaptation to failures of a system with AP design
under consideration consists in developing function £, (s)in
the above formula, that in the Laplace image is the density
function of the sum of beat duration and time delay of

controlling CM connection to the main module within the
beat (§ =v +y < 2v).

Using experimental data [2] let us take the distributions
of random beat durations v as an Erlang distribution of the

1)
a-th order with the density function f, (¢) = wem" that
a

in the Laplace image are as follows:

(2]
pts

where p is the Erlang distribution parameter (number of
events per unit of time).

According to [12], the density function of wait time y
(in our case, the time of controlling CM connection to the
main CM) in the Laplace image is as follows:

~ p B p a+l1
q)‘"(S)_ (cl—kl)s{1 (p-hvj }

Consequently, in formula (4) density function f; (s)
equals to

i | _ p a+1. p B p a+l
fé(S)—fl,(S) (])W(S) (p.}.sj (a+l)sl:1 (p+sj :l

By substituting this formula into formula (3.4) we deduce
that

) 1 o p a+l p B p a+l i+b

By moving from the image to the original under a constant
value of the allowed outage time and using formula (3) we
identify the probability of successful adaptation to failures
of a system with AD

—(a+l)yx;y A-1

. wo v (D) 3 ((a+1)x,4)
p=1 A-1 ,Z::‘(a+l) 2 2

ni=i+b n 5 (5)

wheren!=n,tnt.on bnj=n,+n +. . +nx, =1, /T

=T,

=(a+2)(i+b)+ Y, jn, +1.
j=1
In the special case @ = 0 (exponential distribution of
beat duration) the following formula for the probability

of the system’s successful adaptation to failures is true
X A-1 2(i+b)+l( )k
A

B= _e_z 2 ~—4= as in this case n!=1, while
— 4-1 i=1 k=0
|n|=0.
Using expression (5) let us analyze the dependence of
the probability of successful adaptation of a system with
AP from the allowed number of outage beats, number m of
main modules and subject to the above examined disciplines
DI and D2.
Figure 1 shows the dependences B = f(x,) under @>2 in
respect to disciplines D2 (solid lines) and D1 (dotted lines).
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Figure 1. Dependences of the probability of successful adaptation of a system with random protection beats to failures depending on the
allowed number x,. of protection beats and number m of main CMs

Beginning from the second order of the Erlang distribution
of beat durations and higher the results of such dependences
are practically identical. This shows that disciplines similar
to D2 have the highest speed of adaptation to CM failure.
These disciplines react to the errors in the task solution
results about a few beats quicker than the discipline of class
DI. The advantages of the above disciplines increase with
the number of main computation modules.

At the same time, ABs with random beat duration are
much more inertial than ABs with constant beat duration.
Thus, even under the minimal for AD number of main
modules m = 2 the time of detection and elimination of
CM failure increases 1.5 — 2 times. Since for many control
system architectures and associated computational processes
it does not appear to be possible to provide AD with constant
beats, additional opportunities of increasing in the speed
of adaptation of system with AD to failures of component
CMs should be found. For instance, such opportunity
exists if built-in control of main CMs is also used that can
accelerate the detection and elimination of CM failures in
systems with AD.

5. Conclusion

Limited capabilities to ensure redundancy, on-line
detection of failures, faults, errors of information process
performance, as well as the limited capabilities of the
hardware and software system require the development
of unconventional technological solutions to ensure
dependability of information management systems. One of
them is the adaptive dependability technology proposed in
this paper. Essentially, it consists in the active use of natural
time and structural redundancy and active (and automatic)
reassignment of available processing resources not only for
real-time information processing, but also for observability
of the system under limited supervision facilities. Adaptive
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dependability is intended for enabling the required levels of
dependability of information management systems under
insignificant time margin, limited efficiency of component
processing modules fault detection facilities, as well as
under the condition of the amount of redundant equipment
not exceeding the amount of primary equipment. Adaptive
protection provides viable opportunities of achieving a much
higher level of dependability compared to conventional
redundancy methods. The adaptive dependability technology
enables — under restricted time while solving real-world
problems — timely automatic detection and elimination of
failures and faults through on-line localization of faulty
modules and subsequent automatic reconfiguration of
the system with the elimination of such modules from
operation. At the same time, this technology is geared
towards multimodule systems and is not adapted for systems
of information storage and display, documentation, power
supply of information management systems.
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Abstract. /In the context of various tasks related to dependability estimation of systems by
probabilistic physical methods the most important a priori information that ensures effective
solutions is the information on the variation coefficient of the time to failure. Given the low
failure statistics, the estimation of the variation coefficient of the time to failure is complicated
due to significant sample censoring. In these cases, methods of variation coefficient evalua-
tion with additional a priori information and the method of quantiles are used. The solution of
a number of dependability-related tasks that require taking into consideration various failure
distributions is significantly simplified if the functions of such distributions are tabulated in the
relative operation time and variation coefficient parameters. An effective solution of dependa-
bility-related tasks with the use of tables of DN distribution function was first proposed for the
parametrization of distribution in parameters x and v, where x is the scale parameter, relative
operation time x = at; v is the shape parameter, variation coefficient v = V; a is the aver-
age degradation rate. That allowed performing tabulation out of real time, simplifying function
tabulation and its use in a number of dependability-related tasks by method of quantiles. The
paper analyzed the effectiveness of the method of quantiles in the estimation of the variation
coefficient of the time to failure, that is at the same time the shape parameter of the DN distri-
bution, under scarce failure statistics and based on it proposes a new, more effective, method.
The method of estimation of the variation coefficient using low and ultralow-level quantiles is
based on the behaviour analysis of function a; = f(t) obtained using the method of quantiles.
It is considered that the best choice of the a priori value of v is a choice under which the
dependence graph a, = f(t) is most accurately described by a straight horizontal line, which
is in complete compliance with the hypothesis of constant degradation rate accepted in the
context of DN distribution formalization. In cases when the dependence graph a; = f(t) does
not easily allow concluding on the best choice of the a priori value v (it is especially difficult
to make a choice based on the statistics of first failures), the following formal criterion can
be used: the most acceptable a priori value of the shape parameter v lies within the range
of values, where the sign of the trend of the average degradation rate (h) in graph a, = f(t)
changes. Studies have established that the most significant errors in the estimation of the vari-
ation coefficient are associated with first failures. When processing the results of dependability
tests it is assumed the first failures in a sample have the lowest information weight, as their
occurrence is due to serious defects not detected by final quality inspection of products. The
first failures normally “fall out” of the overall statistical pattern, and it is recommended to omit
them from further analysis. The proposed method of estimation of the variation coefficient of
the time to failure based on ultralow-level quantiles enables — in the context of limited failure
statistics, when other methods are inefficient — for sufficiently accurate identification of not
only the variation coefficient of the time to failure and DN distribution parameters, but also
make conclusions regarding the feasibility and legitimacy of equalization (description) of the
considered sample using this diffusion distribution, i.e. it can be used as a kind of criterion of
compliance of the empirical failure distribution under consideration with the chosen theoreti-
cal dependability model. The described process of finding the truest values of the variation
coefficient of the time to failure using the formal criterion can be computerized.

Keywords: method of quantiles, variation coefficient, low and ultralow-level quantiles, DN
distribution.
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1. Introduction

In the context of various tasks related to dependability
estimation of systems by probabilistic physical methods [1]
the most important a priori information that ensures effec-
tive solutions is the information on the variation coefficient
of the time to failure. Given the low failure statistics the
estimation of the variation coefficient of the time to failure
is complicated due to significant sample censoring. In these
cases methods of variation coefficient evaluation with ad-
ditional a priori information [2-4] and method of quantiles
are used [1].

The paper analyzed the effectiveness of the method of
quantiles in the estimation of the variation coefficient of
the time to failure (shape parameter of the DN distribution
[5-8]) under scarce failure statistics and based on it proposes
a new, more effective, method.

2. Method of quantiles

If the a priori value of the shape parameter v is known,
whose consistent estimate is the variation coefficient of the
degradation process V, the scale parameter of the DN distri-
bution, i.e. the average degradation rate @, can be identified
by solving equation [1]:

o 2 epaviyo| - g
where ¥ =7/ N is the quantile calculated based on the
ratio of the number of failures 7 to the sample size N submit-
ted to tests; 7, is the time of occurrence of the r-th failure.
The solution of a number of dependability-related
tasks that require taking into consideration various failure
distributions is significantly simplified if the functions of
such distributions are tabulated. An effective solution of
dependability-related tasks with the use of tables of the DN
distribution function was first proposed in [9], where the
DN distribution function was parametrized and tabulated
in the x and v parameters. The use of the relative operation
time at = x as the distribution parameter allowed performing
tabulation out of real time, simplifying function tabulation
and its use in a number of dependability-related tasks by
method of quantiles.

x, —1 X
| +exp(2v7)P| —— =1, 2)
i, v
where x, = at,

With the use of DN distribution tables [1] and input data

X
on ¥ and v the value of xyis identified, then formulaa = —~is

+1

used to calculate the value of average degradation rate a.
If, in the course of estimation of the scale parameter of
the DN distribution a by method of quantiles, the a priori
value of the shape parameter v is chosen (based on the most
general considerations of physics of failure [10]) that is defi-

nitely higher than the actual value of V, the predicted average
degradation rate is underestimated. On the contrary, if the a
priori value of the shape parameter v is definitely lower that the
actual value V] the prediction results are overestimated. And
only if the chosen a priori estimation of the shape parameter
is close to the actual value of the variation coefficient of the
entire assembly I}, estimates a, obtained by method of quan-
tiles are around the mean estimate a with minimal dispersion
and are dependence graph a, = f{¢) that is as close as possible
to the horizontal line around the true average.

It is recommended to average estimates a, obtained by
method of quantiles by omitting the first failures and ac-
cepting for averaging the final, most linearized section of
the dependence a, = f{¥), or to use the weighted average
formula proposed in [1]. It must be taken into consideration
that the use of statistical information on first failures causes
significant errors in the estimation of the scale parameter of
the DN distribution. No steady pattern has been identified,
so estimates a, obtained from the first failures can be both
overestimated and underestimated with respect to a obtained
for the entire assembly.

By using the above patterns the following method of
small-sample estimation of variation coefficient of the time
to failure can be formulated.

3. Method of estimation of variation
coefficient based on low-level
quantiles

The process of electronics degradation, along with
monotone realizations (mechanical destruction in the course
of thermoelectric cycling) as the result of the electric phe-
nomena, has non-monotone realizations. Therefore, in the
general case the degradation of such products is commonly
considered as a process with non-monotone realizations
(Figure 1). In this case the slope ratio of the average value
of the determining parameters of the degradation process
(inclined solid line on the graph) that occur in the product is
a constant value equal to the average rate of the generalized
degradation process.

tgo. = a = const. 3)

The formalization of the DN distribution assumes that
the degradation process for a set of same-type products is
uniform, i.e. its average rate, mean square deviation of the
rate and, subsequently, rate variation coefficient are constant
(Figure 2).

The method of estimation of the variation coefficient
using low-level quantiles is based on the behavior analysis
of dependence graphs a, = f{¢) obtained using the method
of quantiles. It is considered that the best choice of the a
priori value v is a choice under which the dependence graph
a,=f(t) is most accurately described by a straight horizontal
line, which is in compliance with the hypothesis of constant
degradation rate accepted at the formalization of the DN
distribution [4, 9] (figure 2).
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1g u=a=const

Figure 1. Graph of the DN distribution density formation for a
product (L is the limiting value of the determining parameter
that marks the onset of object failure)

> t

0

Figure 2. Graph of the theoretical dependence a, = f{¢) for a set
of products

In cases when the dependence graph a, = f(¢) does not
enable an easy conclusion regarding the best choice of a
priori value v (it is especially difficult to make a choice
based on the statistics of first failures), the following formal
criterion can be used.

Fitting criterion of the a priori value of the shape
parameter The most acceptable a priori value of the shape
parameter v lies within the range of values that enable the
change of the sign of the trend of the average degradation
rate (k) on the graph a, = f(¥).

_a,—aq

h=—"—or “)

a.

where a,, a, are the estimates of the product’s degrada-
tion rate obtained based on the quantiles of the minimum
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and maximum levels respectively; a, is the average value of
the degradation rate estimates obtained using the method
of quantiles

2.4,
g =" 5)
n

Let us illustrate the efficiency of this criterion with the ex-
ample of full-scale durability tests of product samples, whose
failure statistics are well described by the DN distribution.

An example. As an example, let us consider fatigue en-
durance tests of product samples made of the V-95 aluminum
alloy [10]. It is required to assess the variation coefficient
of the time to failure based on small samples and using the
proposed method.

The first elements of the sample with the size N = 463
with the respective quantiles within the range from 0.0021
to 0.3131 are given in Table 1. In Table 1, the following
notations are used: 7, accumulated failure count to moment
of time 7,; ¢, test time that corresponds to the accumulated
failure count; vy, empirical failure probability.

Table 1. Data table

r v t, 10° cycle

1 0,0021 44
5 0,0107 49
10 0,0215 57
15 0,0323 59
20 0,0431 63
25 0,0539 66
30 0,0647 68
35 0,0755 73
40 0,0863 75
45 0,0971 78
50 0,1079 79
55 0,1187 82
60 0,1295 84
65 0,1403 86
70 0,1511 89
75 0,1619 91
80 0,1727 93
85 0,1835 95
90 0,1943 97
95 0,2051 99
100 0,2159 102
105 0,2267 102
110 0,2375 105
115 0,2483 106
120 0,2591 107
125 0,2699 108
130 0,2807 109
135 0,2915 111
140 0,3023 113
145 0,3131 114
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Table 2. Data table

. v /10° oycle v=0,6 v=0,5 v=0,4 v=0,3
v a,10°cycle’| h  |a,10°cycle’| &k |a,10%cycle’| h |a,10°cycle’| h
1 | 0,0021 44 4,545 0,1106 5,681 0,1503 7,272 0,0358 9,318 -0,0397
5 10,0108 49 5,102 6,327 7,959 9,796
10 | 0,0215 57 5,088 6,014 7,544 8,947
Table 3. Data table
5 v=0,6 v=0,5 v=0,4 v=0,3
d v | 10 eyele T ae e 5 e, 10%yele’] 5 |a, 10%cycle’] k|, 10%cycle’ |k
15 | 0,0323 59 5,254 0,0092 6,44 -0,0119 7,797 -0,0288 8,915 -0,0143
20 | 0,0431 63 5,397 6,349 7,619 8,889
25 | 0,0539 66 5,303 6,364 7,576 8,788
Table 4. Data table
5 v=10,6 v=0,5 v=0,4 v=0,3
g i f, 107 cycle a,10°cycle’| h  |a,10°cycle’ h a, 10°cycle’ h a, 10°cycle’ h
15 | 0,0323 59 5,254 0,0148 6,44 -0,0273 7,797 -0,0615 8,915 -0,0747
20 | 0,0431 63 5,397 6,349 7,619 8,889
25 10,0539 66 5,303 6,364 7,576 8,788
30 | 0,0647 68 5,441 6,47 7,647 8,823
35 | 0,0755 73 5,342 6,164 7,260 8,356
40 | 0,0863 75 5,333 6,267 7,333 8,267
Let us verify the method of variation coefficient estima- 12
tion using low-level quantiles. As input data, let us take 10 -
quantiles of levels from 0.0021 to 0.0215. For different . —¢—v=06
values of parameter v let us define, using the method of c; 8 —=—v=05
quantiles, values a, based on y and r data and calculate the % 6 | E— v=0.4
value of criterion /4 using formula (4). The values are given =, — ’
in Table 2. > v=0.3
The experimental dependence graph a,={¢) for quantiles 2
from 0.0021 to 0.0215 is shown in Figure 3. 0 . .
Conclusions regarding parameter estimation. The 44 49 >7
Values of ¢

change of sign of trend 4 occurred when 0.3 < v < 0.4,
therefore

V:%: 0,35;a, =8,473-10"° cycle™;
- 0,56-0,35 0,375,
0,56
76_ . —6
5 = 8,473-10 ?6,9 10 — 0,436,
5,9-10

The estimation error of both the shape parameter and
the scale parameter are quite significant in the case of first
failures. As it is known, when processing the results of
dependability tests it is assumed that the first failures in a
sample have the lowest weight, as their occurrence is due
to serious defects not detected by final quality inspection
of products. The first failures normally “fall out” of the
overall statistical pattern, therefore for the purpose of further

Figure 3. Experimental dependence graph a, = f{¢) for quantiles
from 0.0021 to 0.0215

analysis we will omit them and continue the research of the
effectiveness of the variation coefficient evaluation method
based on quantiles of the level from 0.0323 to 0.0539. The
values of ¢, and 4 are given in Table 3.

10

N 8 ——v=0,6
B 6 L= i = —m—v=0,5
n 0o ’
3 4 v=0,4
<
>, v=03

0 ; .

59 63 66
Values of ¢

Figure 4. Experimental dependence graph a, = f{¢) for quantiles
from 0.0323 to 0.0539
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The experimental dependence graph a,={¢) for quantiles
from 0.0323 to 0.0539 is shown in Figure 4.

Conclusions regarding parameter estimation. The
last change of sign of trend / occurred when 0.5 <v < 0.6,
therefore

v= 03108 o5 = 5,851.10 cycle’”
, :Mzo,olg;
0,56
5,9-10° —5,851-10™°
5 =2 -5 =0,008.
5,9-10

Analyzing the absolute values of trends 0.0092 and
0.0119, an additional conclusion can be made that the true
value of the shape parameter v is closer to 0.6.

Let us increase the quantity of statistical information on
failures to quantiles of level 0.0863. The values of @, and /
are given in Table 4.

The experimental dependence graph a, = f{¥) for quantiles
from 0.0323 to 0.0863 is shown in Figure 5.

10

I —o—v=0,6
g; 6 —n w8 5 ——v=0,5
o~ r———0o—¢— 90— =
g, v=0,4
= v=0,3
>

2

0 T T T T T

59 63 66 68 73 75

Values of ¢
Figure 5. Experimental dependence graph a, = f{¢) for quantiles
from 0.0323 to 0.0864

Conclusions regarding parameter estimation. The sign
of'trend / did not change when the failure statistics grew and
occurred again when 0.5 <v < 0.6. Therefore

0,5+0,6
v=—""—""-=0,55a =5,.844-10° cycle™;
= 0,56-0,55 —0.018:
0,56

5 - 5,9-10°—5,844-10"°
“ 5910

=0,009.

Under the current discreteness of variation of the a priori
value of v equal to 0.1 further growth of the failure statistics
does not result in more precise estimation of the shape pa-
rameter. If we assume the discreteness is equal to 0.05, the
value of v could be estimated even more accurately. It must
be noted that the above described process of finding the most
true value of the sample estimate of the shape parameter v

14

using the formal criterion is sufficiently algorithmic and can
be successfully computerized.

Let us take a look at the graph of the average degradation
rate in case the statistical information is increased to low-
level quantiles of 0.3131.

In [1, 10], data are given that were obtained as the result
of processing of a complete sample of V-95 products: N =
463,V =0,56,5 =169-10° cycle, a=5,9-10" cycle™.

The estimates of the variation coefficient of the time to
failure per low-level quantiles using the proposed formal
criterion are very close (v = 0.55; @, =5.844-10° cycle)
to the estimates obtained experimentally using a complete
sample.

Figure 6 shows the dependence graph of the DN distribu-
tion scale parameter estimate obtained per quantiles from
0.0021 to 0.3131 for v=10.57.

7 —o—v=0,57

s
N

Values of a;
w
.

N
2

14

o
e e R PP
Values of t

Figure 6. Experimental dependence graph a, = f{¢) for quantiles
from 0.0021 to 0.3131

As it can be seen, while the a priori value of the shape
parameter v = 0.57 is almost completely identical to the
sample estimate of the variation coefficient I}=O,56, the
dependence graph a, = f{¢) is a sufficiently straight line
slightly below estimate @ =5,9-107 cycle” obtained per
the complete sample. As it was expected, the exception is
the first failures that underestimate the average degradation
rate and do not match the general trend.

4. Conclusions

The proposed method of quantile-based estimation of the
variation coefficient of the time to failure enables — in the
context of limited failure statistics — using ultralow level
quantiles for sufficiently accurate identification of not only
the variation coefficient of the time to failure and DN dis-
tribution parameters, but also make conclusions regarding
the feasibility and legitimacy of equalization (description)
of the considered sample using this diffusion distribution,
i.e. it can be used as a kind of criterion of compliance of the
empirical failure distribution under consideration with the
chosen theoretical dependability model. The above described
process of finding the most true values of the variation coef-
ficient of the time to failure using the formal criterion can
be computerized.
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Abstract. The paper is dedicated to the improvement of the evaluation methods of one of
the most important operating characteristics of gas compression units (GCUs), i.e. depend-
ability, under the conditions of decreasing pipeline utilization rate. Currently, the dependability
of units is characterized by a set of parameters based on the identification of the time spent
by a unit in certain operational state. The paper presents the primary findings regarding the
dependability coefficients of GPA-Ts-18 units, 41 of which are operated in multi-yard compres-
sor stations (CSs) of one of Gazprom’s subsidiaries. The dependability indicators (technical
state coefficient, availability coefficient, operational availability coefficient) identified as part of
the research are given as well. GCUs were classified into groups depending on the coefficient
values. The feasibility of using integral indicators in the analysis of GCU groups’ dependability
was examined. It was proposed to use confidence intervals for identification of the integral
level of dependability of the operated GCU stock and the ways of maintaining the operability
of units under the conditions of decreasing main gas pipeline utilization rate. The Gini index
was suggested for the purpose of generalized estimation of GCU groups’ dependability. It is
shown that the advantage of the Gini coefficient is that is allows taking into account the ranks
of the analyzed features in groups. The graphic interpretation of the findings was executed
with a Lorenz curve. The paper implements the sigma rule that characterizes the probability
of the actual coefficient value being within the confidence interval, i.e. prediction limits (up-
per and lower), within which the actual values will fall with a given probability. The confidence
intervals were identified by the type of coefficients distribution and a standard deviation,

A histogram of an interval range of technical utilization coefficient distribution is given as an
example. Testing of the hypothesis of the distribution type at confidence level 0.95 showed
that the distribution of coefficients is normal. Using the moment method, the mathematical
expectation and mean square deviation for the distribution of the values of each type of de-
pendability indicators were established. Using the sigma rule, all extreme outliers among the
GCuUs in terms of the level of factor attribute were excluded from the body of input data. All
units whose factor attribute value does not fall in the interval were excluded. According to
the three sigma rule, 3 and 2 GCUs did not fall in the confidence interval (n+3c) in terms
of the utilization factor and availability factor respectively. The performed analysis of causes
of low availability coefficients of the above GCUs showed that the systems had been long in
maintenance. The paper sets forth summary data on the maximum allowable value of the Gini
index of dependability coefficients (C;,, C, C,,) depending on the sample size (the complete
sample of 41 units and samples with the interval of 1, 2, 3 sigma). In case of higher values
of Gini index it is recommended to adopt measures to individual units in order to improve the
dependability of the operated GCU stock.

Keywords: gas compression unit, dependability, failure, indicator, operability, three sigma
rule.
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Introduction

One of the most important characteristics of gas compres-
sion units (GCUs) is dependability. Dependability of GCU
as a whole is defined by the dependability of its elements,
support systems and the nature of their interaction [1-3].

The paper sets forth a study of a set of dependability coef-
ficients and the development of indicators to differentiate
GCUs by the indicators’ value. The developed coefficients
may be useful for studying the performance of GCUs oper-
ated in multi-yard compressor stations (CSs).

Research scope analysis

The choice of the research object is based on the need
to ensure the operability of a gas compression system in
emergency mode. It is known that the transfer of mains
gas by units of medium and small single capacity improves
the flexibility of a system with guaranteed redundancy. At
the same time, an emergency shutdown of one of the units
causes minimal harm to the process.

The emergency shutdown of a large unit can cause much
greater negative effects. There are 5 standard sizes of units
of high single capacity (Table 1) operated by Gazprom’s
subsidiaries.

More than 77% of all 79 units are operated by Gazprom
Transgaz Yugorsk.
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Figure 1. Total capacity of Gazprom’s GCUs by type of drive

In accordance with the identified structure of the GCU
stock, the GCU-Ts-18, 41 of which are operated in multi-

yard (9 compressor yards) CSs, were chosen as the research
object. This is a conversion GCU with an aircraft gas tur-
bine. At the time of the research the total operating time
of the units was from 20 thousand to 136 thousand hours
(113 thousand hours on the average).

Defining GCU dependability
coefficients

Currently, the gas turbine (GT) dependability is evalu-
ated using a system of indicators [4, 5] that are based on
the identification of the time the unit is in a particular op-
erational state: total operation time 7, during the reporting
period T; time of the unit on stand-by 7,,; time of the unit
being under scheduled repair 7, ; GCU downtime 7, during
the reporting period 7

- technical utilization coefficient, C,,

- availability coefficient, C,

- operational availability coefficient, C,,

- mean time between failures during the reporting pe-
riod, 7,

- restoration time coefficient, C,.

Many authors [ 1, 2] demonstrate that the failure rate that
defines the dependability of equipment operation is primarily
associated with the GCUs’ aging process. Meanwhile, pre-
ventive and diagnostic maintenance measures can not only
help sustain the GCUs’ technical condition, but also correct
it. The time mode of the GCU being in each operational
state is not directly connected to the total operating time of
the unit and is an additional indicator for identifying its de-
pendability. Their mutual independence is confirmed by the
value of the cross-correlation coefficient: it lies in the range
(-0.094; 0.126) for various coefficients, which confirms the
absence of a significant correlation.

Figure 2 shows the distribution of dependability indica-
tors’ values for GPA-Ts-18. The analysis is based on the
results of 2 years of units’ operation.

Figure 3 shows structure diagrams of dependability co-
efficients’ distribution by intervals. Interval estimation of

Table 1. Primary information on gas compression units of high single capacity, Gazprom

No. Type of GCU ngrgaleJrs of Slnglefv[c\?éoamty Proportion of total capact;i/ in a group of large units

1 GPA-18V Ural 1 18 0.3
GPA-Ts-18 102 18 273
2 GTK-25IR 72 22.2 23.8
GTNR-251(V) 24 22.2 7.9
3 GTK-251 33 24 11.8
4 GTNR-251(S) 6 24.5 2.2
5 GPA-Ts-25 1 25 0.4
GPA-25R NK 3 25 1.1
GTN-25 48 25 17.8

GTN-25-1 4 25 1.5

GPA-25 Dnepr 15 25 5.6
GPA-25R Ural 1 25 0.4

TOTAL 310
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Figure 2. Distribution of dependability indicators values for GCU

dependability coefficients shown in the diagrams was used
to develop and justify differentiation indicators.

Results show that the technical utilization coefficient for
GPA-Ts-18 units is 0.621+0.963; availability coefficient is
0.719+1.0; operational availability coefficient is 0.755+0.986.
Mean time between failures is 7,.= 2900 hours; mean value
of restoration time coefficient is C;, = 70 hours.

The value of technical utilization coefficient for converted
GCUs should be no less than 0.94, availability coefficient
should be no less than 0.98, mean time between failures
should be no less than 3500 hours [6].

Thus, most of the GCUs from the examined group have
coefficients lower than the values established by GOST [6]:
93% of units in terms of technical utilization coefficient, 10%
of units in terms of availability coefficient, 95% of units in
terms of operational availability coefficient, 76% of units
in terms of mean time between failures.

Definition of GCU integral
dependability indicators

The deviation of the coefficients from the standard values
is due to a lower main gas pipeline utilization rate that is
below the design value and gas being transferred by fewer
GCUs. In such complicated conditions, there is a need for
additional methods to identify the level of dependability of
the GCU operational stock.

In order to make a decision on the general dependability
of the enterprise’s GCUs for repair planning and operating
modes optimization, an integrated assessment of the depend-

0,6-0,7 0,7-0,8
2,4%

7,3% 0,7-0,8
7,3%

0,9-1,0
29,3%

a) technical utilization coefficient

b) availability coefficient

ability indicators of the gas compression equipment stock
as a whole was performed. The Gini index was used as an
integral indicator.

Initially, the Gini coefficient was introduced in the
economic science as a measure of the population’s income
concentration [7] to evaluate the degree of inequality be-
tween certain social groups. The indicator was used by the
authors of [8, 9] in the oil and gas industry for differentiating
equipment according to technical and operating conditions
in the extraction, pipeline transportation and processing of
hydrocarbons. The Gini coefficient can theoretically range
from O to 1. The closer the value is to one, the greater the
differentiation of equipment by the studied indicator is.

Regarding the assessment of GCUs’ dependability level
differences, the Gini coefficient will show the differentiation
of GCUs by dependability level that is defined by the coef-
ficients of technical utilization, availability and operational
availability. The Gini coefficient is calculated using the
formula (Figure 4a):

K, =1-2Y XeumY+» XY,

where X; is the proportion of the GCUs in group i; Y, is
the proportion of the group 7 in the overall level of coef-
ficients; cum?, is the cumulative (calculated as progressive
total) proportion of the coefficients.

The Gini coefficient is calculated based on the data on
GCUs’ distribution by the level of dependability indicators.
The entire set is divided into N groups with an equal number
of GCUs, and the proportion of each group in the total sum of

0,8-0,3 0,7-0,8
24% 2,4% 0,8-0,9
19,5%

0,9-1,0
78,0%

0,9-1,0
95,1%

¢) operational availability coefficient

Figure 3. Interval structure of GCU dependability coefficients
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Figure 4. Differentiation index for GCU sample (41 units)

the coefficients is identified. A concentration curve (Lorenz
curve) was constructed based on the cumulative specific
weights (frequencies) by the number of GCUs and specific
weights in the total sum of indicators.

The cumulative portion of the groups in the total sum of
the indicator (from 0% to 100% or from 0 to 1) is represented
by the vertical axis. The cumulative portion of the GCU
groups in the total amount (from 0% to 100% or from 0 to 1
as well) is represented by the horizontal axis. If the indicator
was distributed equally, each group of GCUs would have
exactly the same part of the total sum of the indicator as its
percentage. On the graph, this is depicted by the diagonal
line called the line of equal distribution.

The actual indicator distribution is the concave concen-
tration line below the diagonal. The further this line is from
the diagonal, the more unequal is the distribution of the
indicator (the higher the level of concentration). Graphs of
technical utilization (Figure 4b), availability and operational
availability coefficients’ values concentration curves were
constructed based on the results of the calculation.

In theory, the characteristic of concentration of coeffi-
cients’ values may coincide with the line of equal distribu-
tion, in which case the differentiation index (Gini) will be
equal to zero, and the level of GCUs’ dependability in the
group will be equal.

As Figure 4a shows, the calculated values of differentia-
tion indexes (Gini) are rather low, which indicates that the
difference in the GCUs’ level of dependability is insignifi-
cant. However, regarding the major part of GCUs, the values
of the coefficients are lower than the standard values. At the
same time, an uncertainty remains regarding the decision
on the choice of strategy of GCU stock operating method in
conditions of low main gas pipeline utilization rate.

Statistical analysis of GCU
dependability level

In the dependability theory, the sigma rule characterizes the
probability of the next actual value being within the confidence
interval. The confidence interval helps identify areas that should
be addressed to change the trend and make an informed decision
(for example, determine the strategy for GCU repair and main-
tenance). In regard to dependability coefficients, the confidence
interval is the prediction limits (upper and lower), within which
with a given probability the actual values will lie.

When the confidence interval is:

- 3 sigma, than there is a 0.3% probability that the value
of the parameter lies outside the confidence interval;

- 2 sigma, than there is a 4.5% probability that the value
of the parameter lies outside the confidence interval;

Table 2. Evaluation of the body of data of coefficients CTU, CA, COA according to the sigma rule

Designation of | Intervals for body of coef- | Intervals of factor indicator | Number of units | Specific weight of units in an
coefficient ficient data values in an interval |interval in the total number, %
1 2 3 4 5
y-0<y,<y+0o 0.817<y,<0.933 30 73.2
C 2 -26<y, < f +20 0.760 <y,<0.990 37 90.2
y-36<y <y+3c 0.702 <y, < 1.048 38 92.7
y—06<y <y+o 0.977 <y,<0.993 12 29.3
c, y-26<y,s2y+2o 0.970<y,<1.0 39 95.1
y—-306<y,<y+3c 0.962 <y,<1.008 39 95.1
y-0<y, <y+0 0.889 <y,<0.962 28 68.3
c, ,f —20<y, < 3? +0 0.852<y,<0.998 39 95.1
y—-36<y <y+30 0.716 <y, < 1.035 41 100
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Figure 5. Distribution of technical utilization coefficient

- 1 sigma, than there is a 31.7% probability that the value
of the parameter lies outside the confidence interval.

The confidence interval is constructed using the distribu- 0

. . I . . Interval Gini index
tion of technical utilization coefficient and a standard devia-

. . . . of values for C,, for C, for C,
tion, o. Figure 5a shows a histogram of an interval range of - 4
technical utilization coefficient distribution. 1 sigma 0.016 0 0.006

Tests of the hypothesis of the distribution type at confi- 2 sigma 0.029 0 0.016
dence level 0.95 showed that the distribution of coefficients 3 sigma 0.032 0 0.019

is normal (Figure 5). Using the moment method, the math-
ematical expectation and mean square deviation for the in-
tervals of coefficients’ values were calculated (Figure 5b).

Using the sigma rule, all extreme outliers among the
GCUs in terms of the factor attribute level were excluded
from the input data (Table 2).

Table 3 shows calculated values of the differentiation
index (Gini) for samples with intervals 1o, 20, 36.

In accordance with the Chebyshev’s theorem, the “three
sigma” rule is widely used in engineering to ensure the de-
pendability of equipment stock operation with a sufficient
degree of probability. Not all values fall in the interval
(p£30). Three GCUs can be excluded having the lowest
technical utilization coefficient values of 0.621 (GPA no.

Table 3. Calculated values of the differentiation
index (Gini) for samples with intervals 16, 20, 36

3 KTs-10), 0.663 (GPA no. 1 KTs-2) and 0.681 (GPA no.
4 KTs-7).

According to the three sigma rule, values of availability
coefficient 0.816 (GPA no. 1 KTs-2) and 0.719 (GPA no. 4
KTs-7) did not fall in the confidence interval.

The performed analysis of causes of low values of avail-
ability coefficient of the above GCUs showed that the units
had been long in maintenance due to failure and delay in
the delivery of spare parts.

Figure 6 shows summary data on the Gini differentiation
index of dependability coefficients (C;,, C,, C,,) depending
on the sample size (the complete sample of 41 units and
samples with the interval of 1o, 20 and 30).
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Figure 6. Histogram of Gini differentiation index distribution
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To sum up, according to the “three sigma” rule, the value
of the Gini index for converted GPA-Ts-18 units should be no
greater than 0.032 for the technical utilization coefficient, no
greater than 0 for the availability coefficient and no greater
than 0.019 for the operational availability coefficient.

The advantage of the Gini coefficient over the arithmetic
mean value of the coefficients for the analyzed groups is
that the indicators are calculated more accurately. The Gini
index allows taking into account the ranks of the analyzed
attributes in groups (eliminating the influence of isolated
GCUs) and identifying the degree of differentiation of GCU
groups in terms of dependability.

Conclusion

1. The values of dependability coefficients were deter-
mined (a sample of 41 GCU-Ts-18 units was analyzed): the
technical utilization coefficient is 0.621+0.963; the avail-
ability coefficient is 0.719+1.0; the operational availability
coefficient is 0.755+0.986. Meanwhile, most of the GCUs
from the examined group have coefficients lower than the
values established by GOST, the reason being the decrease
in main gas pipeline utilization rate.

2. Indicators of differentiation of GCU groups by depend-
ability level (Gini) for technical utilization coefficient, avail-
ability coefficient and operational availability coefficient
were suggested. The advantage of Gini coefficient is that
is allows taking into account the ranks of the analyzed at-
tributes in groups making the calculations of differentiation
level more accurate.

3. According to the “three sigma” rule, the value of Gini
index for GPA-Ts-18 units with the total operating time
being up to 136 thousand hours should be no greater than
0.032 for the technical utilization coefficient, no greater than
0 for the availability coefficient and no greater than 0.019
for the operational availability coefficient. In case of higher
values of Gini index it is recommended to adopt measures
to individual units in order to improve the dependability of
the operated GCU stock.
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Abstract. The problem of increasing the dependability of the engine, which is the most com-
plex and expensive unit of an automotive vehicle, cannot be solved without objective and reli-
able information on the failures and malfunctions of its components, their causes, actual life,
as well as the factors affecting such indicators in real operational conditions. Manufacturing
factories do not always have such information, hence design deficiency failures associated
with design and development flaws are among the most common causes of loss of engine
operability. The aim of this paper is to study the engine operational dependability using the
results of their maintenance and repair. The methods are based on operational tests of en-
gines that yield the most complete and objective information on their dependability, as they
were conducted in typical operational conditions of automobile operating companies in the
course of vehicle maintenance and repair. The results of the studies processed with the stand-
ard Statistica 6.0 are represented in the form the statistical evaluations of the dependability
of primary structural engine components (times to failure, changes in the probability of no-
failure depending on the travelled distance). The analysis of the obtained information allows
estimating the level of actual dependability of the engine, identifying design flaws, developing
specific measures aiming to increase operational dependability. Information obtained during
such tests is useful not only to the engine manufacturers, but to the operators as well, as it
enables a scientific substantiation of the norms of operability. For the purpose of identification
and localization in the process of maintenance and repair of specific engine malfunctions, the
paper substantiates a set of diagnostic parameters and their standard values. Conclusions.
The research allowed elaborating a set of diagnostic parameters for evaluation of the techni-
cal condition of primary engine systems (cylinder-piston group, crank and gas distributing
mechanisms) that define and limit its dependability. The application of the findings in the au-
tomobile maintenance and repair processes enables a significant improvement of the engines’
operational dependability and reduction of the costs of ensuring their operability.

Keywords: engine, automobile, dependability, failure, operation time, structural parameter,
diagnostic parameter, technical condition.
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To solve the problem of ensuring a high dependability
level and operability of technical systems, different types
of information on their operation conditions, acting loads,
mode and causes of failures and malfunctions are required.
The availability of such information is a prerequisite of the
improvement of system dependability at all lifecycle stages
and the basis for the development of measures to improve
the design, processes of its manufacture and operation. This
all applies to the internal-combustion engine that is the most
complex and expensive unit of a vehicle, which account for
up to 20% of all its failures.
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Engines manufacturing factories do not always have
reliable information on malfunctions arising during opera-
tion, causes of failures, operation time to limit state and
other indicators characterizing operating dependability of
their products. As a result, in actual operating conditions,
among causes of engine failures, there are design deficiency
failures caused by the imperfection of their design and
engineering.

The tests (development, research, acceptance, valida-
tion, etc.) are a source of reliable information on engines
dependability, as well as any other mechanism and system
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Figure 1. Histograms (1) and theoretical curves (2) of times to failure distribution: a) engine block; b) cylinder head;
¢) piston block; d) cranked shaft

Table 1. Statistical estimates of the numerical characteristics of the engines dependability

o, Narpes of structural Mean liftime Mean square deviation, Variation coefficient, 1
engine components t.1» thous. km y, thous. km
1 Engine block 203.7 34.5 0.169
2 Cranked shaft 198.4 39.2 0.198
3 Connection shaft 141.8 41.7 0.294
4 Distributive shaft 194.6 26.8 0.138
5 Piston block 191.6 353 0.184
6 Piston rings 148.2 45.2 0.304
7 Bottom-end bearing 164.0 41.4 0.254
8 Cranked shaft bearing 166.0 40.6 0.245
9 Connecting rod bush 195.9 52.9 0.270
10 Piston pin 186.2 37.2 0.200
11 Valve guide 154.6 34.0 0.220
12 Deflation valve 169.0 34.8 0.206
13 Hydraulic tappet 131.8 39.8 0.302
14 Cylinder head 193.6 39.0 0.201
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of the vehicle. The most objective and exhaustive informa-
tion on the engines dependability is produced by operation
tests that are carried out in typical vehicle operating condi-
tions. Information obtained during such tests is useful not
only for the engine manufacturers, but for the operators as
well, as it enables a scientific substantiation of the norms
of operability.

As part of this paper, a research on engines dependability
was carried out in actual operating conditions with regis-
tration of condition data during technical maintenance and
repair of vehicles. The ZMZ-4063.10 engine produced by
the Zavolzhsky engine plant and installed on the GAZelle
family vehicles was taken as the object of research. A large
amount of information on malfunctions and engines failures
arising during vehicles operation, has been collected.

The findings on the operation dependability of primary
structural engine components, processed with the standard
program Statistica 6.0, are presented in Table 1, and partially
in the forms of histograms and theoretical curves of times
to failure distribution in Figure 1.

The curves types as well as the calculated values of vari-
ation coefficient n show that distribution of times to failure
of the engine components is described by the normal law.
Test of the hypothesis on experimental data belonging to
the normal probability with the Pearson fitting criterion y’
confirmed its validity.

One of the main indicators that evaluates the depend-
ability of structural engine components is the probability of
its fail-safe operation P(¢) or failure F(#) within the limits
of operating time. Table 2 shows the processing results of
statistical data on dependability of primary components of
the studied engines, which clearly show the change of prob-
ability of their failures in operating time .

Analyzing the data presented in Table 2, some conclu-
sions can be made regarding the operation dependability
of components of the studied engines. The probability of
fail-safe operation of components for the initial intervals
of operating time from 0 to 90 thous. km is at a sufficiently
high level. During this period of operation there is a low
probability of failure of the deflation valves and hydraulic
tappets of gas distribution mechanism which are exposed to
high mechanical and thermal loads during engine operation.
The probability of fail-safe operation of connection shaft,
cylinder head gasket, piston rings, bottom-end bearing and
valve guide decreases significantly by the operating time of
154 thous. km. Within the interval of operation time from
154 to 218 thous. km, there is a sharp increase in the engine
failure probability which for different components ranges
from F(#) = 0.620 (connecting rod bush) to F(f) = 0.995
(deflation valve). Practically all engine components exhaust
their lifespan by the operating time of 250 thous. km. By this
operating time the failure probability of the base component,
the engine block, reaches F(f) = 0.911, which indicates the
requirement for an overhaul or decommissioning.

Among the reasons for this level of the engine operation
dependability in addition to the design and manufacture
factors, the effects of the operating conditions should be
noted: road condition, storage, environmental conditions, in-
frastructure and others. The operating conditions include the
maintenance system with control and diagnostic, preventive
and repair measures aimed at ensuring engine efficiency.

To ensure reliable engine operation and reduce the cost
of maintenance operations after failures, most of them must
be prevented as part of scheduled maintenance. Therefore,
during maintenance, it is required to have the information
on the engine technical condition, on hidden and imminent

Table 2. Probabilities of failure of primary engine components ZMZ-4063 in operating time

. Probability of failure F() in time, thous. km
no. Component title
58 90 122 154 186 218 250
1 Engine block 0 0.001 0.009 0.075 0.304 0.661 0.911
2 Cranked shaft 0 0 0.004 0.065 0.336 0.749 0.961
3 Connection shaft 0.022 0.107 0.317 0.615 0.856 0.966 0.995
4 Distributive shaft 0 0 0.003 0.065 0.375 0.810 0.981
5 Piston block 0 0.002 0.024 0.143 0.437 0.773 0.951
6 Piston rings 0.023 0.099 0.281 0.551 0.799 0.939 0.988
7 Bottom-end bearing 0.005 0.037 0.161 0.405 0.702 0.904 0.981
8 Cranked shaft bearing 0.004 0.030 0.139 0.384 0.689 0.901 0.981
9 Connecting rod bush 0.005 0.023 0.081 0.214 0.426 0.620 0.847
10 Piston pin 0 0.005 0.042 0.194 0.438 0.804 0.957
11 Valve guide 0.002 0.031 0.169 0.493 0.807 0.969 0.997
12 Deflation valve 0.053 0.221 0.5314 0.827 0.962 0.995 0.999
13 Hydraulic tappet 0.071 0.229 0.493 0.759 0.923 0.984 0.998
14 Cylinder head 0 0.001 0.033 0.155 0.423 0.735 0.926
15 Cylinder head gasket 0.006 0.069 0.332 0.729 0.951 0.996 0.999

N
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Table 3. Structural and evaluating diagnostic parameters of the ZMZ-4063 engine

no. Diagnostic parameter

Structural parameter

Pressure at the end of a
compression stroke, S,

* Clearance between the ring and the 1-st compression ring by groove width, Y,
* Clearance in gap of the 1-st compression ring, Y,

* Clearance between the ring and the 2-nd compression ring by groove width, Y,
1 * Clearance in gap of the 2-nd compression ring, Y,

* Clearance between the piston and the engine block, Y

* Valve plug-to-guide bush clearance, Y

* Valve plug-to-guide bush clearance Y,

dead center (TDC), S,

* Clearance between the ring and the 1-st compression ring by groove width, Y,
* Clearance in gap of the 1-st compression ring. ¥,

Value of relative air leaking |« Clearance between the ring and the 2-nd compression ring by groove width, Y
2 | at the piston position at top |+ Clearance in gap of the 2-nd compression ring, Y,

* Clearance between the piston and the engine block, Y

* Valve plug-to-guide bush clearance, Y

* Valve plug-to-guide bush clearance, Y,

Flow rate of oil samp gas,

* Clearance between the ring and the 1-st compression ring by groove width, Y,
* Clearance in gap of the 1-st compression ring, Y,

tributing passage, S,

3 g * Clearance between the ring and the 2-nd compression ring by groove width, Y,
3 * Clearance in gap of the 2-nd compression ring, Y,
* Clearance between the piston and the engine block, Y
* Crank bearing-to-bushing clearance, Y
4 Pressure in the main oil dis- | « Crankshaft neck-to-bushing clearance, Y,

* Bush bearing of connection shaft-to-shaft neck clearance, Y,
* Bearing of distributive shaft-to-shaft neck clearance, Y,

failures in the engine, causes of abnormal operations etc.
Such information can be obtained during engine diagnostics
by measuring the parameters that characterize the engine
condition and comparing them with the standard values.
The variety and significant number of diagnostic param-
eters that describe the internal combustion engine condition
necessitates the selection of the most informative ones that
are characterized by the sensitivity of changes in their values
depending on the changes of structural parameters and by
unambiguous diagnostics. The set of diagnostic parameters
of engine technicalcondition evaluation was substantiated
based on the analysis of structural components failures and
malfunctions statistics, trends of changes in the technical
condition of mechanisms and units, developed structural
diagrams of primary engine systems that define and limit
its lifetime (cylinder-piston group, crank mechanism, valve
timing gear). Equally important condition for the choice of

diagnostic parameters is the ability to evaluate the engine
remaining lifetime using their current values.

Therefore, such parameters as the analysis of the qualita-
tive and quantitative composition of wear particles in oil,
fuel burn rate, uncharging in combustion chamber, content of
harmful substances in the exhaust fumes and others are not
informative or require significant time of diagnosis. Table 3
shows the diagnostic parameters that meet the requirements,
as well as a list of structural parameters that they evaluate.

Table 4 shows the standard nominal and limit values of
diagnostic parameters specified by the manufacturer for the
ZMZ-4061.10, 4063.10, 40637.10 engines.

Operational tests of engines dependability involved
the effect of the clearance values given in Table 3 on the
diagnostic parameters that evaluate them. For this purpose,
before the second maintenance, the technical condition of
the mechanical system of the internal combustion engine

Table 4. Standard values of diagnostic parameters assessing the engine condition

no. Diagnostic parameter

Nominal value Limit value

1 Pressure at the end of a compression stroke, kp/cm’ 12 9.6

Value of relative air leaking at the piston position at top dead

2 center (TDC), kp/em’ for at least 5 sec decrease from 1.5 to 1 |decrease from 1.5 to 0.75
3 Flow rate of oil samp gas at 4000 min™, for at least I/min 22 62
Value of pressure in the main oil distributing passage, kp/cm’:
4 at 2500 min™' 5.0 3.0
at 700-800 min™ - 1.1
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Figure 2. The degree of the effect of structural parameters on the diagnostic parameters: a) pressure at the end of a compression stroke;

b)relative air leaking; c) flow rate of oil samp gas; d) pressure in the main oil distributing passage

was diagnosed. In case when values of diagnostic parameters
exceeded the maximum permissible ones, the engines were
sent to the repair department where they were partially or,
if necessary, completely disassembled and the correspond-
ing clearances measured. The collected measurement data
was organized in a database and based on the results of its
processing regressive models were built that characterized
the effect of the structural parameters Y of the engine’s
systems on the diagnostic parameters S chosen for their
evaluation:

S, = 0.355 Y, +0.054 ¥,+0.073 Y,+0.031 Y, +0.16 Y
+0.105 Y,+0.223 Y;;

S,=0.298 ¥, +0.037 ¥,+0.033 ¥, +0.015 ¥, +0.104 Y;
+0.077 Y,+0.436 Y;

S, =0.434 Y,+0.078 Y,+0.103 ¥,+0.035 ¥,+0.350 Y;

S,=0.294 Y,+0.372 Y,+0.148 Y,,+0.186 Y,,.

The findings showed that the degree of the effect of the
same structural parameters on the diagnostic parameters cho-
sen for the evaluation of the technical condition of internal
combustion engines has different values. For example, the
clearance between the ring and the 1-st compression ring
by groove width (Y,) has a dominant effect on diagnostic
parameters S, pressure at the end of a compression stroke
(35.5%) and S;, flow rate of oil samp gas (43.4%). The
structural parameter Y7, valve-to-valve seat (43.6%) has the
greatest impact on the relative pressed air leaking S,. The
crankshaft neck-to-bushing clearance Y, (37.2%) and crank
bearing-to-bushing clearance Y, (29.4%) has an effect on
diagnostic parameter S, pressure in the main oil distributing
passage. Figure 2 shows the degree of the effect of clearance
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on the diagnostic parameters (in percentage points) in the
form of diagrams.

The obtained dependences between the diagnostic and
structural parameters allow identifying the most probable
failures of the engine’s mechanical systems and making the
required list and algorithm of technical measures to restore
their operability. For example, if the diagnostic parameter S,
(relative air leaking at the piston position at top dead center)
is out of tolerances, it most likely indicates increased wear
of deflation valves, pistons and compression rings and in to
a lesser degree changes in other engine components.

In case of deviation from standard values of diagnostic
parameter S, (pressure at the end of a compression stroke)
the most probable malfunctions are wear in the piston-to-
compression ring, valve-to-valve seat and piston-to-engine
block systems. Out of tolerances diagnostic parameter S,
(pressure in the main oil distributing passage) indicates wear
in the crankshaft neck-to-bearing bushing, crank bearing-to-
bottom-end bearing systems, as well as wear of the necks
of connection and distributive shafts.

The findings regarding engine operational dependability
allow optimizing the system of their maintenance and repair,
developing an algorithm for identification and elimination
of occurring malfunctions. For example, up to the operating
time of 90 thous. km there is no need to verify the condition
of an engine’s mechanical systems, since the probability
of their fail-safe operation is at a sufficiently high level.
In the operation time interval between 90 and 122 thous.
km, it is recommended to perform deep diagnostics of gas
distribution mechanism couplings, as in this interval there
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is a significant increase of failure probabilities of its com-
ponents (deflation valve, hydraulic tappet, cylinder head
gasket). Starting from the operation time of 122 thous. km
the technical condition of all engine structural parameters
must be diagnosed.

The application of the findings in the processes of
maintenance and repair of vehicles allows increasing the
operational dependability of engines and reducing the costs
associated with insuring their operability.
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Aim. Calculations are an integral part of the development of any complex technical object.
Normally, they are subdivided into the calculations to confirm product operability (kinematic,
electrical, thermal, strength, hydraulic and pneumatic systems analysis, etc.) and calcula-
tions to confirm its dependability (calculation of reliability, longevity, maintainability, storability
and other indicators). As it is understood and provided in statutory documents, dependability
calculation involves procedures of identification of an object’s dependability indicators using
methods based on their calculation using reference information on the object’s components
dependability, on the dependability of analog objects, on the properties of the materials and
other information available at the time of calculation. However, in the case of development of
unique highly vital systems, obtaining statistical data for dependability calculation is impos-
sible due to two conflicting conditions, i.e. the limited number of produced objects and the
requirement of high accuracy of the input information. Nevertheless, in the author’s opinion
dependability calculations must be performed. The only question is how to calculate the de-
pendability and what such calculation should mean. Methods. In the classic dependability
theory, the conventional understanding of probability of no-failure is the frequency of failures
in time, yet for unique highly vital systems the failure rate must tend to zero over the entire
period of operation (preferably, there should be no failures at all). For this reason the concept
of “failure” in the context of unique highly vital systems should probably be interpreted not as
an event, i.e. any fact, which as a result of experience can occur or not occur, but as pos-
sible risk, i.e. an undesirable situation or circumstance that is characterized by the probability
of occurrence and potentially negative consequences. Then, an event in the form of a real or
potential failure in operation can be associated with a risk in the form of probability of failure
with negative consequences, which in terms of the consequences is equally unacceptable with
regard to unique highly vital systems. In this case dependability calculation can be reasonably
substituted with risk assessment, a process that encompasses risk identification, risk analysis
and comparative risk assessment. Thus, risk assessment enables the achievement of the tar-
get dependability directly by substantiating the stability of manifestation of a specific product’s
properties and not indirectly through undependability caused by failures of analog products.
Results. The paper shows the procedure of risk assessment for unique highly vital systems.
Using the example of a mechanical system with actuated parts represented by a spacecraft
single-section pivoted rod the risk assessment procedures are shown. The feasibility of risk
assessment with the use of design engineering analysis of dependability is demonstrated.
Conclusions. It is shown that the absence of statistical data on the dependability of analogs
of unique highly vital systems does not prevent dependability calculation in the form of risk
assessment. Moreover, the results of such calculations can be a source and guidelines for
adopting design and process engineering solutions in the development of products with tar-
get dependability indicators. However, legalizing the method of such calculations requires the
modifications of the technical rules and regulations to allow for dependability calculation by
other means than with the use of statistical data on the failures of analogs.

Keywords: unique highly vital system, calculation, dependability calculation, risk assessment,
design engineering dependability analysis.
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What should mean dependability calculation of unique highly vital systems

with regards to single-use mechanisms of spacecraft

Introduction

The development of any complex technical products
is impossible without calculations, i.e. establishment and
calculation of required data [1]. Calculations in the form
of documents that contain calculations of parameters and
values, e.g. dimension chain calculation, strength calcu-
lation, etc., are part of the list of design documentation
per GOST 2.102. The codes and forms of calculations for
engineering products are defined in the OST 92-0290 in-
dustry standard. For instance, according to GOST 2.119 the
calculations are in general subdivided into the calculations
to confirm product operability (kinematic, electrical, ther-
mal, strength, hydraulic and pneumatic systems analysis,
etc.) and calculations to confirm its dependability (calcu-
lation of reliability, longevity, maintainability, storability
and other indicators). In technical rules and regulations
(GOST 27.301 and GOST 27.410) dependability calcula-
tions are understood as only procedures of identification of
an object s dependability indicators using methods based
on their calculation using reference information on the
object’s components dependability, on the dependability
of analog objects, on the properties of the materials and
other information available at the time of calculation.
Importantly, the availability of dependability calculations
based on reference data on the dependability of analogs
involves legal and financial implications in the context of
insurance of the risks of loss of objects [2]. However, in
the case of development of unique highly vital systems,
obtaining statistical data for dependability calculation is
impossible due to two conflicting conditions, i.e. the limited
number of produced objects and the requirement of high
accuracy of the input information. Despite the opinion that
there is no need for dependability calculations for failsafe
systems and they should be substituted with ensuring
compliance with qualitative criteria of dependability [3],
in the author’s opinion dependability calculations as part
of UHVC development are not optional. The only question
is how to calculate dependability and what such calcula-
tion should mean.

The relevance of UHVC dependability calculation can
be observed using the example of operation of single-use
mechanisms of spacecraft. The efficiency of spacecraft
operation in orbit wholly depends on the successful
deployment of the solar panels and space antennas (re-
flectors), whose cost accounts for a negligible part of
the total cost of the spacecraft and its placing into orbit.
Experimental confirmation of dependable deployment is
impossible due to high reliability requirements (0.9995
and higher) and unique environmental conditions of
the deployment in orbit that cannot be accurately rep-
licated as part of ground-based experimental activities.
At the same time, practically any error in the design
and manufacture of the deployment mechanisms may
cause a failure that can entail the loss of the spacecraft.
Therefore in this case dependability is largely defined
by the calculations.

Approaches to the dependability
calculation

Since failures of UHVC cause losses far greater than the
cost of their creation [4], the dependability is characterized
by the reliability and is defined by the indicator of prob-
ability of no-failure (PNF), i.e., the probability that within
the specified operation time no failure of the object occurs
[5, 6]. In the classic dependability theory PNF is normally
understood as the frequency of failures in time, yet for the
UHVC the failure rate must in theory tend to zero over the
entire period of operation (preferably, there should be no
failures at all). For this reason the concept of “failure” in
the context of UHVC should probably be interpreted not
as an event, i.c. any fact, which as a result of experience
can occur or not occur [7], but as possible risk, i.c. an
undesirable situation or circumstance that is characterized
by the probability of occurrence and potentially negative
consequences [8]. For single-use mechanisms of spacecraft
we should talk of the risk as the effect of uncertainty on
the goals, where uncertainty is understood as “the state
of complete or partial absence of information required
for the understanding of an event, its consequences and
their probabilities” [9]. Then, an event in the form of a
real or potential failure in operation can be regarded as a
risk (probability of failure with negative consequences),
which in terms of the consequences for UHVC is equally
unacceptable. In this case dependability calculation can
with no damage to the meaning be substituted with risk
assessment, a process that encompasses risk identifica-
tion, risk analysis and comparative risk assessment [10].
Importantly, risks of failure have no aspect of frequency,
yet the risk assessment allows predicting the development
scenarios of undesired situations that may cause failures
and using such estimates in the adoption of engineering
solutions as part of the UHVC development process. Thus,
risk assessment enables the achievement of the target
dependability directly by substantiating the stability of
manifestation of a specific product’s properties [11] and
not indirectly through undependability caused by failures
of analogs [12].

The departure from the understanding of an “event” as
a fact of disturbance of an object’s operability [5, 6] in
the context of dependability calculation gives sensitivity
to the concept of “dependability” in terms of its termi-
nological definition. In the author’s opinion, the shift of
the standard definition of the term “dependability” to the
functional interpretation diverts from an understanding
of dependability other than that adopted in the current
mathematics of the dependability theory. The use of the
concept of “function” in the terminological definition
of dependability as the requirements established in the
regulatory, design, project, contract and other docu-
mentation for an object [6] causes the abstraction of the
physical processes occurring within products and conse-
quently does not encourage risk analysis. For example,
in the organizational and engineering documentation, the
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deployment of folding spacecraft in orbit is considered
as a function that enables the spacecraft’s preparation to
operation within the specified service life, but at the physi-
cal level it is achieved through planned and consistent
operation of a set of design components that enable the
performance of such function. The functional definition of
dependability actually makes “invisible” the operation of
structural components that ultimately ensure dependable
performance of the function of deployment of spacecraft’s
folding structures.

In the author’s opinion, the definition of dependability
as the property of a system to maintain in time and within
the set limits the values of all parameters and/or indica-
tors that characterize the system's ability to perform the
required functions in specified modes and conditions of
operation, maintenance, storage and transportation [13]
provides a uniform understanding (self-consistency) of
the parametric and functional definition of dependabil-
ity [14] and enables dependability estimation both in
terms of the classic dependability theory and in terms of
analysis of the risks of failure. This becomes doable due
to the fact that it is now possibility to consider depend-
ability as a physical value with intrinsic simple and/or
essential properties that can be expressed in parametric
or non-parametric models through parameters and/or
indicators [11].

The method of analysis of risks related to UHVC
failures is based on the principles of physicality (causal
connections) and physical necessity (consistency with the
laws of nature) of the causes of failures. The task of the
risk analysis while using the above principles becomes the
analysis and synthesis of the simple properties that make
the (essential) property of dependability, which becomes
possible in the context of A.l. Uiomov’s paradigm of the
triunity of things, their properties and relations [15] and
extended interpretation of the concept of “relation” as the
mutual spatial arrangement, interrelation and interaction
of things [11]. The connection between the parametric
and non-parametric nature of properties’ manifestation
becomes evident if the term “operation” given in the now
obsolete GOST 22487 standard is used, i.e. “execution in
the object (system) of a process (processes) according to
the specified algorithm and (or) manifestation of specified
properties by the object”. In this case functions prescribed
by the organizational and engineering documentation [6]
at the physical level can be represented as the manifesta-
tion by an object of the specified properties in accordance
with the specified algorithm of the performed process.
This circumstance is extremely important in the context
of technical systems, where during operation a number
of properties can manifest themselves simultaneously of
sequentially causing performance or non-performance of
the functions specified in the organizational and engineer-
ing documentation.

This approach extends the capabilities of the classic
dependability theory that is applied in strength calcula-
tions of dependability enabling additional evaluation of
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products’ operation based on the mechanical, kinematic,
energy, electrical and other parameters [16]. As at some
hierarchical level physical properties are independent
(e.g. the properties of strength and electrical conductiv-
ity), when examining any of the properties identified by
the risk analysis it becomes possible to use either the
deterministic or stochastic approach in the quantitative
estimation of a specific dependability property under
consideration.

Unlike classic dependability calculation, risk assess-
ment enables the elimination of ambiguity in the product
development process, i.e. taking into consideration the
fact that the designer’s idea must be reflected in the de-
sign documentation in a way that ensures that this idea
is clear to the persons not involved in the design process
and not familiar with the original ideas without additional
explanations and comments and most importantly without
the loss of meaning. Typically, ambiguity stems from the
perception of the term “operable state” that is defined as
the state of an object in which it is able to perform the
required functions [6]. Taking into account the explana-
tion of the understanding of the concept of function in
the term “dependability” given in the national standard,
it is not possible to qualify the operable state as sufficient
for the performance of a product’s intended function.
The situation is somewhat clarified by the explanation
of the term “operable state”, according to which it can
be defined as a state of an object in which the values of
all parameters that characterize the ability to perform
the specified functions comply with the requirements of
the documentation for such object [6]. This certainly is a
more specific definition of the operable state for a com-
plex technical object, but it also has serious inaccuracies.
First, for UHVC the requirement in the documentation
must be necessary and sufficient, but the national standard
does not clarify how to achieve that, which undoubtedly
increases the role of the human factor in the develop-
ment process (some people believe that the requirements
are sufficient for achieving the object’s operable state,
some people don’t). Second, the primary document for
the products’ manufacture is the design documentation
and not another documentation, as the same standard
puts it. In this sense the abandonment of the previous
definition of the term “operable state” [5] that clearly
specified design documentation in no way contributes to
the reduction of the role of the human factor (due to less
precise definitions).

Example and sequence
of risk assessment

Let us examine an example of risk assessment in its
standard form. In accordance with the definition of the
term “risk assessment” [10], at the first stage the risk iden-
tification is performed, which consists in the identification
of the source of risk and possible causes of failure. At this
stage the product functionality is identified at the physi-
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cal level in accordance with GOST 28806 in the form of
availability and specific properties of a set of functions
capable of satisfying the specified or assumed needs. The
aim of this procedure is to provide the formal descrip-
tion of failures as hypothetical situations that prevent the
performance of the functions under consideration. It is
assumed that each potential failure is due to causes that
directly engender them, that appear, exist and develop
within the conditions of the environment as a set of ex-
ternal factors and operating modes in view of the worst
possible combinations. Obviously, each type of failure can
have several causes at once. The identified possible causes
of failures as a whole are the foundation of a check list
of risk identification. It must be understood that the risk
identification procedures define the completeness of the
identified object functionality and must be performed by
qualified experts, as the results of such procedures fill-up
the check list and ultimately serve as the criteria for the
establishment of the obligatory and sufficient require-
ments in the design documentation.

At the next stage of risk assessment analysis is per-
formed that generates the information background for
the comparative risk assessment and adoption of decision
regarding their sources. The procedures of risk analysis
follow a specific algorithm in strict compliance with the
general logic of actions according to the check list (in this
case the identified causes of failure are the starting point
for any subsequent actions related to risk analysis and
assessment):

* properties of the critical components are identified,
whose presence makes each cause of failures impos-
sible,

» each property of critical components is defined quanti-
tatively based on parameters (indicators),

» for each parameter (indicator) a range of allowed values
is defined based on the requirements of the design specifica-
tions (the customer’s idea of the product) and product build
(the developer’s idea of the product design),

» the value of each parameter within the allowed range
is substantiated by calculations and experiments in terms of
operability and dependability,

* dependability is evaluated by method of dependability
structure diagram in order to confirm the fact that the se-
lected values of the parameters (indicators) comply with the
specification requirements,

* operability conditions are verified for parameter values
compliance with the requirements of the norms, specifica-
tions and design documentation (for each parameter there
must be a corresponding requirement for manufacture and/
or operation, whose performance can be verified by means
of maintenance inspection),

« risks are identified that are associated with failures as
the result of absence of requirements in the detailed design
and process engineering documentation “as is”.

* probability is analyzed of failures associated with the
underestimation of design and/or process engineering errors
made during the development of the detailed documenta-

tion for adoption of the final decision on the compliance of
the design and detailed documentation with the specified
dependability requirements.

At the final stage of risk assessment the value of identi-
fied probability of failure is compared with the specified
reliability requirements and, if necessary, actions are
taken to reconsider the engineering solutions and/or
establishment of additional requirements in the detailed
documentation.

An example of risk assessment

As a specific example of risk assessment let us examine
amechanical system with actuated parts represented by a
spacecraft single-section pivoted rod that for some time
is fixed on the resting surface with a locking device, then
the mechanical constraints in the lock are removed, the
rod, by the action of actuators, is deployed to the specified
angle, locks in the end position and starts operating as
a panel with specified performance parameters [4]. The
reliability of rod operation is ensured by sequential per-
formance by its structural components of their assigned
functions that consist in the manifestation of the strength
of the rod under load in the locked position, prevention
of spontaneous removal of mechanical constraints in the
lock, transmission of electrical signal to the electric fuses
of pyro cartridges upon command, pyro cartridge firing,
removal of mechanical constraints in the lock, separation
of the rod from the resting surface, rod rotation through
the specified angle, locking and specified operation of the
rod in the service position. The structural components
of the rotating rod during deployment must sequentially
perform all of the above functions in the assigned condi-
tions and modes of operation. Failure to deploy the rod
may be due to the failure of any of the functions or a
combination of causes that may be defined not so much
by the conditions and modes of operation as a combina-
tion of adverse factors.

As an example, let us examine the function of rod
rotation through the specified angle with the deploy-
ment actuator. Failure of the above functions may be
caused by the following conditions: non-activation or
breakdown of the actuator (failure to activate), absence
of required reserve of drive moment (deceleration), disap-
pearance of radial clearance in the joint (joint locking),
disappearance of axial clearance in the articulated joint
(wedging), sudden appearance of obstacles in the rod’s
path (catching).

Obviously, each of the causes of failures can be coun-
tered by solutions and/or actions of the rod developer that
provide its design with such critical component proper-
ties that would enable unconditional fulfillment of the
assigned functions. For instance, to prevent or attenuate
the consequences of:

« failure to activate the actuator it is required to ensure
the limit probability of its faultless operation by means of
redundancy of critical components,
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* deceleration of the rod, creating a sufficient reserve of
drive moment relative to the moment of resistance forces
in its path by selecting the correct power performance of
the actuator,

* joint locking. Choosing such radial clearances in the
bearing as to ensure rotation freedom subject to possible
changes in the thickness of the layer of solid lubricant and
thermal deformation,

» wedging in the articulated joint, making provisions for
thermal decoupling in the direction of the bearing’s axis of
rotation,

« catching of the rod, eliminating all possible obstacles
in the rod’s path caused by the gravity-free environ-
ment, kinematics of the motion or design of adjacent
structures.

The quantitative estimation of the conditions of oper-
ability per each identified property of critical components
involves choosing a parameter (indicator) that fully char-
acterizes the property in question and the corresponding
allowed range of deviation [16]. The range of allowed
deviation of the parameters (indicators) will be defined
by the requirements of the design specifications (external
parameters) or by the internal design parameters (selected
materials, layout and force diagrams, manufacturing proc-
esses, etc.) [17].

Let us cite the parameters (indicators) and their allowed
ranges that correspond to the unconditional fulfillment of
the function of rod rotation through the specified angle in
the form of conditions that prevent or attenuate the con-
sequences of the causes of failures for the following risks
under consideration:

1) failure to activate the actuator

P,>P,, (1)

where P, is the probability of activation (operation) of

actuator; P, is the probability of fault-free operation of

actuator in accordance with the distribution of the assigned

requirement of rod dependability indicator per structural
components

2) deceleration of the rod

M,>M, 2)

where M, is the drive moment developed by the rod
deployment actuator; M, is moment of resistance forces in
the rod’s path

3) joint locking

A=n-2n,-n,>0, (3)

where A, is the radial clearance in the joint; x is the
minimum clearance in the connection between the in-
ternal and external members of the joint not including
the layer of lubricant; 1, is the maximum thickness of
solid lubricant subject to its possible changes in the
course of operation; 1, is the limiting value of thermal
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deformations in the radial clearance in case of volume
expansion (compression) of the internal (external)
member of the joint

4) wedging in the articulated joint

A, > Al 4)

where A, is the axial clearance in the articulated joint; A/
is the thermal deformation, capable of causing thrust force
within the articulated joint

5) catching of the rod

9,—0, )

where Q,, is the probability of the rod being caught.

The fulfillment of each of the conditions (1) to (5) in
the course of operation under the given conditions and
modes can be expressed in the form the probabilities that
the values of the parameters (indicators) do not exceed
the allowed limits over the observation interval ¢ and
will equal

P (=P (P,zPp,), (6)
Py () =P (M;>M,), (M
Py (=P (A,.>0), ®)
Py (=P (A, > A, )
Ps()=1-0,. (10)

The probabilities (6) to (10) can be identified by sto-
chastic or deterministic methods. In the first case, the prob-
abilities of parameters being within the allowed range are
calculated using the methods of the dependability theory,
e.g. method of individual dependability [18] (which ulti-
mately does not rule out possible failures, but can provide
the idea of their possible frequency). In the second case the
fact of the parameters being within the specified allowed
range is substantiated (necessary measures are taken to
prevent failures) based on the provision of design reserves
(redundancy, safety factor, drive moment reserve, para-
metric redundancy, power and temperature decouplings,
procedures to ensure guaranteed results, e.g. by using
minimax criteria).

Under the deterministic approach, in order to achieve the
probabilities P, (f) = 1, wherei=1,2, ..., 5, in expression (1)
the actuator must be redundant, e.g. for an electromechanical
actuator a redundant motor power supply must be provided,
while for a mechanical actuator structural redundancy must
be in place; in expression (2) it is required to ensure drive
moment reserves not less than 200 % for the worst combi-
nation of operating conditions and zero kinetic energy of
the rod [19]; in expression (3) minimax criteria must be
provided that are based on the restriction of the ranges of
realization of random parameters for the worst conditions of
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their realization [20]; in expression (4), thermal decouplings
must be in place [21]; in expression (5), procedures to ensure
guaranteed results are to be provided, e.g. with the use of
computer simulation [22].

In case of application of any method (stochastic or deter-
ministic) of probabilities (6)-(10) calculation the dependable
performance of the function of rod rotation through the
specified angle is identified using formula

PO=T170) (a1

where 7 is the number of indicators that ensure uncondi-
tional fulfillment of the function of rod rotation through a
specific angle; P (%) is the probability of the i-th parameter
(i=1,2,...,5) not exceeding the allowed limits; 7 is the
observation interval.

The calculated value (11) provides the theoretical
dependability indicator that may differ from the real one
if the design and/or process engineering documentation
does not contain some manufacturing requirements or
they are specified incorrectly for non-ambiguous fulfill-
ment of conditions (1)-(5). The absence, ambiguity or
incorrect performance of requirements of the technical
documentation can be caused by events associated with
failure to conduct the required calculations and tests,
omissions on the part of designers in the preparation of
drawings, limited time of delivery of design documenta-
tion, lack of coordination between designers and process
engineers, etc.

In order to reduce the risks associated with the failures
caused by insufficient scope or ambiguity of the require-
ments, the design and process engineering documenta-
tion must be analyzed for compliance of the scope of the
parameters (indicators) that describe the performance
of certain functions, e.g. (1)-(5), with the respective
requirements.

Non-relevance of the parameters and requirements of the
design and/or process engineering documentation, risks of
non-fulfillment or undue fulfillment of requirements in the
process of manufacture are regarded as events C,, where
index 7 corresponds to the i-th component of the system
under consideration. The probability of each such event may
be defined by formula:

P(C)=6;P, (1), (12)

where 0, are adjusting factors that can be obtained by
expert methods, e.g. using point-based estimation of failure
severity:

6,=1-0,

where Q, is the expected probability of failure of the
i-th component in accordance with the scale of point-based
estimation of failure severity per GOST 27.310.

In order to calculate the final probability of the per-
formance of the function of rod rotation through the

specified corner subject to the provisions of the design
and process engineering documentation (12) the follow-
ing formula is used

PO-=T17 ). (13)

The above procedures of evaluation of the probability
of performance of the function of rod rotation through the
specified corner can be used as part of the analysis of each
of the mentioned rod functions during deployment, while
the probability of their performance and the general prob-
ability of no-failure of the rod are evaluated using formulas
(11) and/or (13). The applicability of the above formulas is
defined by the required accuracy of dependability evaluation
[16]. For the purpose of estimation of reliability below three
nines formula (11) may prove to be quite applicable, while
if the required reliability is three nines and above formula
(13) must be used.

Risk assessment with the use of
design engineering analysis of
dependability

The method and risk analysis and assessment subject to
design and technical solutions (1)-(13) was named design
engineering analysis of dependability (DEAD), whose
general description is given in [23, 24]. The methodology
can be described as a sequential performance of a set of
specific methods:

* The functional analysis method is intended for the
identification of the primary functions that enable the per-
formance of products’ intended function and identification
of possible failures as the result of violation of operational
conditions.

* Method of worst case analysis for the identification of
the causes for possible failures including the worse combi-
nations of factors of a product’s technical condition, modes
and conditions for its operation.

* The method of failure management for the identifica-
tion of the properties of products’ critical components,
whose implementation makes the causes of failures im-
possible.

» Method of product design parametrization for quantifi-
cation of the properties of critical components and definition
of the ranges of allowed values, e.g. (1)-(5).

* Method of parameters substantiation for the evaluation
of the probability of the operating parameters being within
the allowed range, e.g. (6)-(10).

* Method of dependability evaluation using the method
of dependability structure diagram (11) for decision-making
regarding the compliance of the chosen design parameters
with the assigned dependability requirements.

» Method of definition of necessary and sufficient require-
ments by means of continuous analysis of the design and
process engineering documentation for identification of the
degree of compliance of the operating parameters with the
specified requirements.
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* Method of identification of risks of failure due to non-
specified requirements in the design and/or process engineer-
ing documentation (12) for identification and evaluation
of possible failures as the result of compliance with the
requirements of detailed documentation “as is”.

» Method of dependability evaluation subject to the risks
associated with the underestimation of design and/or process
engineering errors (if identified), e.g. with the use of point-
based estimation of failure severity (13) for adoption of final
decisions regarding the compliance of the design with the
specified dependability requirements.

Depending on the required accuracy of dependability
estimation the obtained values of probabilities (11) or (13)
are compared with the specified dependability requirements
P, to ensure the fulfillment of condition

VP=[P(1)vP(C)]>P,. (14)

In case of non-fulfillment of condition (14) DEAD pro-
cedures must be reiterated and new calculations must be
performed with refined initial data.

It should be noted that the above approach to depend-
ability calculation (11)-(14) was developed specifically for
folding structures of spacecraft and has not yet been applied
to other technical objects. Nevertheless, if we compare this
approach with the procedure of dependability calculation
of mechanical parts of aircraft rotary structures based on
conventional approaches of the dependability theory [25,
26], the former allows significantly extending the capabili-
ties of taking uncertainty factors into account. For exam-
ple, out of five causes of failures considered in this paper,
known sources only examine one, i.e. “rod deceleration”
(2), which is completely explainable as such sources did
not regard the design and process engineering solutions as
uncertainty factors.

Conclusion

It is shown that the absence of statistical data on the de-
pendability of UHVC analogs does not prevent dependability
calculation in the form of risk assessment. Moreover, the
results of such calculations can be a source and guidelines
for adoption of design and process engineering solutions
in the development of products with target dependability
indicators. However, legalizing the method of such calcula-
tions requires the modifications of the technical rules and
regulations to allow for dependability calculation by other
means than with the use of statistical data on the failures
of analogs.
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Abstract. The aim of this paper is to develop models that would enable a standardized
representation of the structure, functions of computer-based control systems (CBCS) and
quantification of the risk (fault tolerance) of automated control systems and their primary
components, i.e. CBCS, under information technology interference (ITl). The paper shows
the relevance and importance of CBCS models and estimation of the risk of operation of
automated process control systems (APCS) under various ITI (computer attacks). Intruder
ITI under consideration includes hardware, firmware and software-based interference able of
blocking communication channels, disrupting information availability and integrity, as well as
targeted and lasting information technology interference with an automated system, namely
with the use of malware. The structural and functional model of a computer-based control
system as the primary component of a higher-level system (APCS) developed in this paper
is composed of a set of diagrams and descriptions of functions. The structural and functional
model includes the following: channel structure of the control system’s main cycle (reading,
processing of data, recording of output values, as well as communication subsystem opera-
tions), structural and functional diagram of CBCS of various types depending on the availability
and utilization of a communication channel within the structure of the control cycles, standard
vulnerability certificate. The diagrams detail the standard functions, operating procedures and
information interaction of CBCS modules with the environment via communication channels.
The ITI-specific risk model of APCS and CBCS as its part is described by indicators that char-
acterize the conditional harm and condition of the control system, in which it is able to recover
its operability, or whether external intervention is required that would affect not only the control
system itself, but the controlled process as well. The following indicators were examined: char-
acteristic points and parameters of risk function based on the Weibull-Gnedenko distribution,
statistical estimation of CBCS protection, risk function, dynamic estimation of the risk of suc-
cessful implementation of ITI against CBCS. It is assumed that the values of the parameters
required for the calculation of the risk parameters and CBCS protection were obtained:

- empirically based on structural and parametric analysis of the design features, functional
dynamics and vulnerabilities of CBCS

- as part of testbed simulation of CBCS as computer network users under ITI

- experimentally based on the frequency of successful ITI threats,

and the protection indicators are also extrapolated to the whole CBCS lifecycle by means of
a dynamic risk function-based correction using the Weibull-Gnedenko distribution.

In the conclusion it is noted that the developed method of assessment of CBCS protection
under ITI allows evaluating the risks of successful implementation by an intruder of malicious
actions against CBCS and APCS in general, which predetermines the requirement for timely
elimination of CBCS vulnerabilities and adoption of additional organizational and technical
measures aimed at improving information security of automated control systems.

Keywords: information technology interference, computer-based control systems, informa-
tion protection facilities, fault tolerance.
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Introduction

The Doctrine of Information Security of the Russian
Federation approved by order of the President of the Russian
Federation in 2016 defines the current threats of information
technology interference against the nation’s critical informa-
tion infrastructure.

Today, the necessities of the nation’s developing digital
economy define the active introduction of information and
communication technologies as part of automated process
control systems (APCS). Worldwide, APCS are classified
as SCADA systems for control of power, transportation and
industrial systems. In practice, the deployment of informa-
tion and communication technologies causes the emergence
of additional vulnerabilities in software, which increases the
probability of realization of information technology interfer-
ence (ITI) against them by an intruder.

Today’s ITI malware [1], e.g. Stuxnet, Flame, miniFlame,
Duqu, Gauss, Reign, Wiper, Shamoon, Careto exploit the
vulnerabilities of the APCS software code for hidden de-
ployment, self-propagation and intentional disruption of
a system’s operation. The development of ITI tools and
their functional capabilities is significantly ahead of the
corresponding tools of detection and prevention of compu-
ter attacks (CADPS), especially in the form of malicious
software.

The key element of APCS CADPS is the sensor (firmware
or software display module) that detects the fact of a com-
puter incident, i.e. successful implementation of an ITI by
an intruder.

The basic element of APCS are computer-based control
systems (CBCS) [2], whose software performs the functions
of collection, processing and transmission of information
for the purpose of real-time control of critical facilities.
While earlier programmable industrial microprocessors were
controlled by means of sets of special commands, today
they operate under the control of general-purpose operating
systems (OS) (e.g. Windows or Linux) and are available as
users of computer networks with TCP/IP data protocols or
Modbus data protocol typical for SCADA systems.

The assessment and protection of information in CBCS
affected by an intruder’s ITI requires a system of methods
and tools for detection, identification of malicious actions
and elimination of their consequences [9-14].

Thus, the task of developing a method of evaluation of
CBCS protection against ITI for the purpose of a priori
quantitative estimation of the risks of violation of critical
facilities” CBCS operation is of relevance and practical
interest.

Problem definition

The research is based on the following premises:

- estimation of the risks of an intruder’s successful
ITI must be carried out using a testbench that allows
creating the required test conditions for the operation of
functional equivalents of CBCS, elements of CADPS and
ITI simulation

- the identified groups of risks of CBCS operation
disruptions can be assessed on site using a mobile test
suite

- preliminary assessment of CBCS vulnerabilities and
an intruder’s ITI threats allows defining possible infor-
mation protection facilities (IPF) and choose the most
efficient ones.

The CBCS protection parameters are defined:

- empirically based on structural and parametric analysis
of the design features, functional dynamics and vulner-
abilities of CBCS

- experimentally based on the frequency of an intruder’s
successful ITI

the identified protection indicators are also extrapolated
to the whole CBCS lifecycle by means of a dynamic risk
function-based correction using the Weibull-Gnedenko
distribution [3-4].

The development of a method of evaluation of CBCS pro-
tection under ITI is based on the model of CBCS operation
under ITT that enables comprehensive analysis of mutually
related processes of CBCS operation, ITI implementation
and elimination of consequences.

The final model implies the CBCS is equipped with a
communication subsystem. The communication subsystem
enables such functions as interaction with industrial sys-
tems of a higher level, remote reading of sensor data and
recording of their values into executive devices by means
of network interfaces.

The CBCS communication subsystem that is directly
included into the process control loop, is the primary vul-
nerability for the implementation by the intruder of the
ITI threats against its data communication protocols. It is
assumed that an intruder, while implementing an ITI, may
exploit undocumented features of both the hardware and
software facilities of a CBCS, and programmable routers
of the data communication network at various APCS lev-
els. Additionally, an intruder may be both on the outside
and inside and be aware of the specificity and time limits
of a process (triggering conditions of the automatic and
automated executive devices) and is able to implement an
unknown zero-day action.

The diagram of the model of CBCS operation under ITI
in terms of an augmented Petri net (APN) [5] is shown in
Figure 1.

Model of CBCS operation under ITI includes three
loops:

1. Normal CBCS operation loop that enables simulation
and structure and parameter analysis of the CBCS control
loop (CL).

2. ITI simulation loop designed to simulate an intruder’s
actions associated with the acquisition of unauthorized ac-
cess to CBCS, passive and active vulnerability scanning,
selection and launching of ITI. For the input information
regarding the modern threats of malware-based ITI this
paper refers to [1].

3. ITI consequences elimination loop that enables the
simulation of the processes of prevention, detection and
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Figure 1. Diagram of the model of CBCS operation under ITI in terms of APN

elimination of ITI consequences based on the use of sen- Branch I (upper) shows the situation in which a CBCS
sors (indication modules) of interference detection and demonstrates the recovery after fault (relatively short CC,
identification. i.e. from several seconds to several minutes). A fault is

In Figure 1, block III shows two alternative solutions for understood as a short disruption of CC caused by ITI that
the elimination of ITI consequences for CBCS in case of yet does not entail CBCS failure. In this case, if a fault is
their successful implementation by an intruder. identified, the system launches the CC recovery algorithm,
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upon the completion of which the CBCS enters the state of
normal operation.

Branch IT (lower) shows the ITI implementation ap-
proach, under which the CBCS enters the state of failure
that is characterized by long disruption of CBCS control
processes (from 30 minutes to several hours).

The specificity of CBCS is such as the CC recovery
after a long failure often requires the involvement of the
operator and/or technical personnel and cannot be per-
formed by means of a reset or deployment of an a priori
operable CBCS.

Preventing faults and failures of CBCS under ITI
requires prompt detection, localization of the interfer-
ence and CC recovery based on the deployed redundant
CADPS sensors (indication hardware and software facili-
ties) [5-6].

Formalization of the model of CBCS operation under ITI
and in terms of APN [5]:

SCBCS :{(PaV)aT,D,M,Q,[p,Y}, )

where P = p,, p,,..., p;is anonvacuous finite set of places
that characterize the normal CBCS operation mode

V =v,,v,,...,v, is the set of recovery places that reflect
the procedures of recovery after an intruder’s successful
ITI (graphically presented as o)

T =t,t,,...,t,1s a nonvacuous set of transitions. Accord-
ing to APN, each transition ¢, can be associated with the
triggering algorithm avg, (if the algorithm is available the
transition is marked with avg,)

Disanonvacuous finite set of net arcs, while D = (Dl D ),
D, =(PxT) (¥ xT) is a nonvacuous set of input arcs
connecting places and transitions, D, = (T x P\ (T xV)
is a nonvacuous set of output arcs oriented from transitions
to places

M is the set of Petri net markings

F, :(Mp P— N),FV (M, vV —>N) are the functions
of the initial marking of the places of normal operation
and recovery, respectively, N={0,1,2,...} is a set of natural
numbers (marked with a dot inside the place ©)

Q is the set of probabilities of transition firing that repre-
sents the probabilities of CBCS being in normal operation,
moments of ITI implementation and CADPS sensors trig-
gering, recovery processes

Z ,cui 1s the set of places of ITI countermeasures ( )

I,=1i,,i,,..1i,, s the set of priorities for arcs

Y=y.,5,,....,y, 1s the set ITI temporal parameters.

The functions of description of APN structure in the form
of set mapping are as follows:

Fy : PXT\_V XT = N, or F(p,.v,.t,), )

Jj2'n
Fp : TXPUTXV = N, ot F(t,,p,,v, )
where F,, is the function of input places that associates the

number of markings required for transition firing (“input”)
with the places and transitions

F, is the function of output places that associates the
number of markings required for the modification of marking
(correction of “output”) with the places and transitions

N={0,1,2,...} is a set of natural numbers.

Given the above, the rule of transition firing has the fol-
lowing standard form:

V(p, e Pav, eV)>3(M(p)2 Fy(pov,1,)) ()

If transition ¢, is triggered, out of each of its input places
p; and v, the number of markings m(p,) and m(v,) is removed
that is equal to the number of input arcs, while to the output
places p,,, and v,,, the number of markings is added that is
equal to the number of output arcs. The transition is trig-
gered that corresponds with the highest probability of its
firing (¢,) and is preceded with the arc with a higher priority
(i,,)- The delay of transition triggering time is defined by
the ITI parameters (y,) in the net places connected to such
transition with arcs. Accordingly, the APN marking change
rule is as follows:

V(M,AM,):(p,ePrv,eV)—3(M,AM,)=
= Fp (Mp)+E/ (Mv)_Fdl (pi’vj’tn)-i-FdZ (tn’pi’vj)' (4)
Description of initial marking (£,) in APN for presentation

and analysis of causal relationships between processes in CBCS
and CADPS under ITI. Condition of achieving APN:

‘v’(p,. EPAV, eVAZ, eZACM)—> EIM'(p[,vr,zj):

r2<j P

—[Fudl (pl-,vy,zj,fn)+Fudz(f,,,pi,V,,zj)]. (5)

:M(P;,v‘ z.)—[F (Mp)+F,,(MV)+Fz(Mz)]_

Definition of logical conditions of firing of APN transi-
tions (7)) under marking M ( DV, .2, ):

r><j
V(p, e PAV, €V AZ €Zy)—
- E[M(pilavrlazjl)z Ea (pi’vr’zj’tn):l’
lPr I:(pil’vrl’zjl)5"'5(pin’vrnﬂzjn)]:17 (6)
where P, is the function of marking distribution per APN
input places.
Definition of relation for APN place, “subevents” P, V,

Z,cy: of ITI warning, detection, analysis, active counter-
measures as well as CBCS recovery:

V(p,eP,e ek, neN,beB,)>
—3min(p,.V,. Z,, By Nyyoy Byoys) =

27

—Zy =Y, = {(pm Vs Zjl)""’(p[n’ Vies Z5, )} (7

i+12

The function of the starting input distribution of marking
¥, over APN places takes the value (8) that defines the order
of the starting allocation of markings to APN places
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¥, (pi’Vr’Zj): {19 if mpieMp’mw‘EMv’mszMz' (3

Definition of CADPS sensor triggering conditions:
vVt eT,0,<€0,30,, #0,
¢q (ti’Qki)z {1, if mp, € Mp’yi €Y,avg =

1 .
=1,{E,lfmpieMp,y,.eEY,avgl.zl, 9)

where avg, is the sensor triggering algorithm. The sensor
triggering conditions are as follows:
0, (tl., le-) =1, sensor triggered, attack detected

¢, (l,,Qk,.) :%, false sensor triggering with the R-th

transition triggering

0, (tl. , le.) = 0, sensor not triggered, unknown attack not
detected.

Taking into account today’s methods of information
systems protection and risk management [1, 5,7, 9, 13, 14],
the method of assessment of CBCS protection under ITI is
presented as the following sequence of steps:

1. Definition of the method of CBCS monitoring taking
into account the particular operating principles (controlled
processes and types of data communication protocol).

2. Analysis of vulnerabilities and generation of CBCS
vulnerabilities certificate.

3. Development of the ITI threat model.

4. Development of the simulation model of the controlled
CBCS CC taking into account the APCS communication
interfaces.

5. Experimental research of CBCS under ITI based on
testbed simulation.

6. Evaluation of CBCS protection indicators based on
the simulation results.

7. Assessment of the risks of CBCS protection disruption
under ITL.

Stepl. CBCS monitoring is based on the classification
of CBCS. CBCS classification is based on attributes that
include the availability of wired and wireless communi-
cation channels, interfaces (unidirectional, bidirectional,
multipoint), capability of remote firmware replacement and
remote CBCS administration. Based on the above attributes,
let us identify the basic CBCS types:

CBCS of the 1-st type, i.e. system with a local controller
performing local reading of input signals, data processing
and generation of output control signals by means of local
output modules

CBCS of'the 2-nd type, i.e. system that uses data commu-
nication interfaces as the information environment between
remote input-output modules and processor units

CBCS of'the 3-rd type, i.e. systems that use data commu-
nication protocols that implement two-way communication
to transmit data to higher-level systems and receive data
from them

CBCS of the 4-th type, i.e. systems that have the proper-
ties of the systems of the 3-rd type, but allow remote (using
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the common data communication environment) administra-
tion, including correction and change of the control program
(firmware replacement).

The controlled processes include internal and external
data exchange via CBCS interfaces, parameters of network
traffic to APCS components. Data exchange monitoring in
CBCS is divided by types of data communication protocols
and is performed by CADPS sensors through signature
analysis and functional analysis of abnormal CBCS behav-
iour, detection of distortions of protocol structure, signalling
and synchronization parameters, data packet preambles and
various service parameters of CBCS equipment.

Step 2. CBCS software vulnerabilities shall be identi-
fied based on the provisions of GOST R 56546-2015 [§]
and formalized as a standard certificate of CBCS software
vulnerabilities under ITI (Table 1). The BDU:2018-00543
database vulnerability certificate by the State Research and
Design Experimental Institute of Technical Information
Protection of the Federal Service for Technical and Export
Control of Russia was taken as a model. The following char-
acteristics must be introduced to compliment the standard
vulnerability certificate:

1. Type of industrial data communication protocol (due
to potential unique attacks against industrial protocols that
take into consideration the specifics of their hardware and
software design).

2. The vulnerability vector must include data on the con-
trolled process (regular, important, critical), as information
technology interference against CBCS, APCS causes not
only the fault or failure of such system, but also the fault or
failure of the controlled process.

3. The Vulnerability Hazard Level indicator depends
on both the vulnerability threat level, and the type of the
controlled process (regular, critical).

Step 3. The development of the ITI threat model is based
on the analysis of the potential threats that depend on the
type of the CBCS (per the classification), as well as the used
protocols and control cycles (CC) under control.

Given that information security is examined at CBCS
level, the following primary ways of ITI implementation
can be identified:

- threats of information technology interference origi-
nating at a higher level of APCS (such threats may include
incorrect settings for a specific process, their enforcement,
other attempts of interfering with the CBCS operation
through distortion of information and control parameters)

- threats of interference with the CBCS information input
and output protocols (in the case of CBCS of the types 2 to
4) causing the blocking of the protocols or disruption of the
integrity of transmitted data

- threats of interference with the software component
of CBCS (in cases when remote firmware replacement is
available).

An intruder’s capability to implement ITI threats are
directly associated with the characteristics of the employed
equipment, protocols, controlled CBCS processes and can-
not be considered out of this context.
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Table 1. Standard vulnerabilities certificate (exemplified by BDU:2018-00543)

Vulnerability description

Vulnerability of the track import_export.php scenario of the U.motion builder
manufacturing and residential buildings management system is associated with
non-adoption of measures for protection of SQL query

Vendor Schneider Electric
SW name U.motion Builder
SW version up to 1.3.4
SW type APCS software tool
OS and hardware platforms TBD

Non-adoption of measures for protection of SQL query structure

Error type (SQL injection type of attack)
Error type identifier CWE-89
Vulnerability class Code vulnerability
Date of detection 02.03.2018
Underlying vulnerability vector AV:N/AC:L/Au:N/C:C/T:C/A:C

Hazard level of vulnerability

Critical level (CVSS 2.0 base rate is 10)
High level (CVSS 2.0 base rate is 8.8)

Possible vulnerability elimination

Application of recommendations given at https://www.schneider- electric.com/

measures en/download/document/SE. UMOTION BUILDER/
Vulnerability status Confirmed by manufacturer
Presence of exploit TBD
Method of exploitation Injection

Method of elimination

Software update

Information on elimination

Vulnerability eliminated

Source reference

https://www.schneider-electric.com/en/download/document/SE_ UMOTION _
BUILDER/

Identifiers of other vulnerability
description systems

CVE: CVE-2018-7765

Other information

Step 4. Development of the simulation model of the
controlled CC in CBCS (research object) subject to
APCS communication interfaces consists in the devel-
opment of the so-called “information environment” and
basic CBCS functions. In the course of testbed experi-
ments a CBCS model can be represented as a separate
group of programmable devices, e.g. programmable
logical switches, whose software enables CBCS CC
modeling subject to changes in the intentional and non-
intentional control and information actions. In the course
of simulation the role of “information environment” is
played by independent software blocks of the model,
while in the course of full-scale simulation this role is
played by real equipment involved in the CC control.
As part of simulation, the real CBCS CC may remain
inactive (due to the complexity of complete replication
of APCS functions), while the simulation of its reactions
to certain actions can be executed by adding independent
software modules to the special software of the com-

munication equipment.

Step 5. Experimental research of CBCS under ITI based
on testbed simulation involves three primary processes:

- simulation of normal CBCS operation

- simulation of ITT against CBCS out of the database of
interference models

- simulation of IPF (for the purpose of this paper, CADPS)
configured for CC monitoring subject to the proposed CBCS
classification.

The program code and ITT simulation scenarios are stored
in the database and are developed subject to the employed
protocols, types and potential vulnerabilities of CBCS
(per the classification). Some ITI may include standard
computer attacks, e.g. ARP spoofing, DDoS, while others
are specific to the protocols employed within the APCS.
Examples of special ITI include computer attacks against
the PTP (IEEE 1588) and Modbus protocols, CBCS con-
troller firmware.

Step 6. Statistical estimation of CBCS protection consists
in the estimation of CBCS protection based on the results of
simulation and field modeling. CBCS protection assessment
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is based on the verification of the correctness of control
system operation per the levels of the reference model of
open systems interactions.

Calculation of the statistical estimation indicators of
CBCS protection is based on the ALARP principle and four
established risk categories: from unacceptable to negligible
[13, 14]. Accordingly, for each type of ITI and specified
(obtained empirically or as part of simulation) the level of
acceptable risk is selected along with the factor of relative
risk scale spacing that allows formalizing the classification of
ITI consequences as one of the four risk categories adopted
in accordance with the ALARP principle. The values of the
importance function are also selected individually for each
ITI type.

Given the above, the final integral estimate of system risk
can be calculated using the formula

3

W

Repes = T ) (10)
where £; is the number of ITI with the risk level /

z; is the value of the significance function of the respec-
tive risk

w; is the conditional weight of the respective level of risk

RS = N-k,-w, N is the number of the types of imple-
mented ITI per threat model.

Additionally, the method suggests taking into considera-
tion the designed level of CBCS protection that corresponds
with its structural design and functional capabilities defined
based on the additional indicators of Table 2.

Step. 7. Evaluation of the dynamics of the risk of CBCS
protection disruption under ITI consists in the recalculation

of the risk function, in which an additional coefficient is in-
troduced that is based on the Weibull-Gnedenko distribution,
which provides a dynamic CBCS protection estimate.

The dynamics of the risks of CBCS protection disruption
under ITI is described with the fault (failure) rate function
based on the Weibull-Gnedenko distribution function. The
distribution density function is defined by formula (11),
where a is the parameter of the shape of distribution that
defines the nature of the risk dynamics throughout all life-
cycle stages of the model (Figure 2), R, is the parameter
that defines the value of the basic risk coefficient of the
distribution function

at"’lei[ﬁ)

fle)=—F— (11
RBAS
The values of the Weibull-Gnedenko distribution func-
tion are concentrated on the semiaxis from 0 to infinity. For
experimental research of the dynamics of the risks of CBCS
protection disruption under diverse and massive ITI and
minimization of testing let us introduce a shift coefficient and
use the hypothesis of the three-parameter Weibull-Gnedenko
distribution, as well as the concept of risk function [4].

The function of the dynamics of assessment of the risk
of CBCS protection disruption is developed out if the three-
parameter distribution. The result of the transformations is
given in (12). In order to obtain the function of the dynamics
of the risk of CBCS protection disruption R (¢, ), the shift
parameter must be taken into consideration that is defined
based on the results of simulation and enables the correct
shape of the risk dynamics for each type of CBCS. The

function’s behaviour is defined by (14)

Table 2. Additional indicators that characterize the designed protection of CBCS

Structural and functional characteristics of CBCS

Designed level of CBCS protection
High Medium Low

(to the upper level)
- bidirectional interaction.

Based on the type of interaction between CBCS levels:
- autonomous, no interlevel interaction, interaction is unidirectional

- local physical (electrical) interfaces

from other network segments
- common communication environment.

Based on the input-output interface design:

- communication interfaces are used; they are physically separated 3 2 1

CBCS firmware replacement tools
- absent
- available, local connection required
- remote control enabled.

- absent
- fault (failure) identification available

redundancy facilities available.

Based on the inbuilt CBCS supervision and self-diagnostics tools:

- fault (failure) identification, operability recovery and functional
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a (th —I )(ak_l)
Ry (ZLC): ﬁ: kell, 2,3] (12)
)

The values of index ¢, are different for different lifecycle
stages of the model (Figure 2). In [3], their generation is
described in detail. The standard form of the risk dynamics
curve will be defined by three model components, for each
of which their own coefficient values are selected by means
of simulation. The basic conditions are given in (13)

a,:{k=1:0<a, <l{k=2:q, =1,
o {k=1:1,=0{k=2:1,=0, (13)
Ry (tc):4a=1: Ry (t)= Const {a>1: Ry, (1) T. (14)
Graphical estimation and prediction of the evolution of
the function of the dynamics of risk assessment of CBCS

protection disruption under ITI based on the Weibull-
Gnedenko distribution is shown in Figure 2.

Ry (1)

a<l | | a>1

cpl a=1 cP2

lic
Figure 2. Standard form of the risk dynamics function

Risk dynamics (first stage, before characteristic point
c.p.1) is defined by an increased level of risk due to the
beginning of system operation and the following potential
threats:

- fault (failure) of new version of software

- introduction of potential vulnerability in the new version
of software and hardware

- insufficiently debugged information interaction be-
tween CBCS software and hardware facilities in the course
of CC.

At the same time, the risk of CBCS protection disruption
decreases over time due to CBCS software updates (patches),
as well as improvement of the algorithms of control pro-
grams subject to the evolution of ITI threat model.

In Figure 2, risk dynamics R,,,(¢, ) between two charac-
teristic points c.p.1 and c.p.2 (second stage) are linear and
correspond to the basic level of risk obtained by means of
statistical estimation (10-12). This section corresponds to
normal operation of a debugged system, when the patches
are released regularly and the CBCS control algorithms
have been debugged.

Within section after characteristic point c.p.2 (third stage)
shows an even increase of the level of risk, which is both
due to the possible decrease of hardware dependability, and
accumulation of non-eliminated errors in software caused
by zero-day ITI. Dynamic correction of risk R,,,,(t, ) (for-
mula (14) was generated is such a way as within the section
between the points c.p.1 and c.p.2 (second stage) it has the
value equal to one.

For areal CBCS, parameters R,,,,(¢, ) must be specified
subject to the specificity of the system and the control cycle
supervised by CADPS sensors. In the case of maximum pos-
sible compliance with the designed CBCS protection, the
risk of protection disruption will be minimal. The adjustment
of the value of the risk of protection disruption will be done
based on the results of testbed experimental research under
various ITI, as well as subject to risk dynamics over the
control system lifecycle based on the risk function.

Conclusion. The proposed method of assessment of the
protection of CBCS of critical information facilities enables
numerical statistical and dynamic estimation of the risk of
disruption of such system’s protection under an intruder’s
ITI. The scientific novelty of the proposed method consists
in the development of the model of CBCS operation under
ITI based on augmented Petri nets and mathematics for the
definition of the risk function of CBCS protection disruption
using the Weibull-Gnedenko distribution.

The authors express their gratitude to Prof. [.B. Shubinsky
for his assistance in the estimation of the integral risk of
disruption of information protection of a control system.
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Abstract. Aim. The variety of activity types and the corresponding unfavorable outcomes
has led to a dramatic diversity in terminology interpretations of the concepts related to risk,
including ones in regulatory documents. This circumstance contradicts the primary purpose
of the scientific and technical terminology standardization, which is the establishment of un-
ambiguous and non-contradictory terminology in all types of documentation involved in the
standardization activities or using the results of such activities. Given the above, this paper
aims to estimate the conformity of the definitions of the concept of “risk” in the set of risk
management standards with the requirements of the regulatory documents of the Russian
standardization system and development of proposals regarding a new interpretation of this
concept. Methods. The need for updating the existing definitions of risk and developing a
definition complying with all the requirements of the regulatory documents of the Russian
standardization system was based on the methods of terminological, logical-semantic and
system analysis. Results. An analysis of compliance of the existing definitions of the term
“risk” with the requirements of the Russian standardization system has been conducted and
revealed that none of them fully meets such requirements, therefore the interpretation of the
concept of “risk” requires a revision. The paper substantiates the interpretation of risk as one
of the properties of the quality of a decision made in situations of uncertainty. This property
characterizes the possibility and consequences of not achieving the goal of human activities in
the situation of decision-making regarding the selection of further actions under uncertainty.
Hence is given the following new definition of the term risk, i.e. one of the properties of the
quality of a decision made in a situation of uncertainty that characterizes the possibility and
consequences of not achieving the stated goals. The advantages of the proposed interpreta-
tion of risk over the existing definitions have been considered. Conclusions. The paper pro-
poses and substantiates a new definition of the term “risk” that can be considered preferable
over the existing versions. The proposed definition is based on most important concepts in
terms of the theory and practice of management, i.e. “property”, “quality”, “decision”, “situ-
ation”, “goals” that are among the basic categories of human knowledge. This enables the
use of both the existing quantitative characteristics of risk and the extension of the system
of substantiated characteristics of risk, including those borrowed from the toolboxes of as-
sessment of the manifestation rate of various objects’ properties adopted in other domains
of science. The authors show such special features of the proposed interpretation of risk as
complexity, situation awareness and goal orientation. The complex and goal-oriented nature
of risk prompts to consider actual capabilities to achieve the target characteristics of safety,
performance, resource intensity and timeliness of reaching the specified goals of activities.
The situational nature of risk as a property of a decision in a specific situation prompts the
examination of the entirety of the associated contributing properties of the situation, i.e. the
composition of the objects and subjects of human activity, as well as the conditions and cir-
cumstances that create specific relations between them. This approach significantly improves
the precision of identification of the inventory and nature of the risk factors and therefore
expands choices of risk management means and methods.
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Introduction

For a long time, the concept of risk has been associated
with the possibility of some unfavorable (undesirable)
outcome of a certain activity in the context of incomplete
information about its further course. Such outcome could
be damage or conflict of some kind (material or economic
damage, damage to life or health of people and animals,
environmental damage, political conflict, etc.). Risk as-
sessment is mandatory for justifying nearly all important
decisions.

When it comes to risk, the variety of activity types and the
corresponding unfavorable outcomes has led to a dramatic
diversity in terminology interpretations, including ones in
regulatory documents (RD). This contradicts the primary
purpose of the scientific and technical terminology stand-
ardization [1], i.e. the establishment of unambiguous and
non-contradictory terminology in all types of documentation
involved in the standardization activities or using the results
of such activities.

Hence, one of the main tasks of scientific and technical
terminology standardization is the analysis, identification
and correction of the terminology shortcomings, most no-
tably in national standards. The importance of this research
area has long been emphasized in the works of prominent
specialists in such knowledge-intensive, energy-intensive
and risk-sensitive branches as nuclear and radiation safety
[2], dependability and safety of structurally complex systems
[3, 4], dependability and safety of pneumohydraulic com-
ponents of space rocket systems [5], etc. The significance
of this problem is most evidently expressed in [2]: “...
our whole life largely depends on the clarity of regulatory
documents. .. The clarity of terminology is the basis of both
the scientific problems formulation and the regulatory laws
adoption”. The relevance of this task in terms of the research
od substantial interpretation of such important concepts
as dependability, safety and risk is being confirmed by a
number of recent publications of a terminological nature,
for example [6, 7, 8].

This paper aims to estimate the conformity of the defini-
tions of the concept of “risk” in the set of risk management
standards with the requirements of the regulatory documents
ofthe Russian standardization system and to develop propos-
als regarding a new interpretation of this concept.

1. Subject and aim of the requirements
of the Russian standardization system
analysis

To make the following provisions more constructive and
specific we shall narrow down the considered subject matter
by restricting it to the following two conditions:

- instead of individual GOST standards the analysis will
cover the set of existing “risk management” standards with
practically identical subjects of standardization and appli-
cation areas. This set currently includes over 25 standards!
However, not all the standards in this set contain definitions
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of risk, so only those document where such definitions are
given [10-24] are analyzed;

- the analysis is carried out in order to estimate the con-
formity of the terminological provisions in the considered set
of standards with the requirements of the regulatory docu-
ments of the Russian standardization system. To achieve this
goal, the following three questions should be answered.

Firstly, how justified is the above diversity of views on
the concept of “risk”? The most logical explanation could
be a significant dependence of the definitions on the charac-
teristics of the activity types. Therefore, the first thing that
needs to be clarified is whether the existing definitions of
risk depend on the specifics of a particular activity.

Secondly, if the analysis of the first question reveals that
the existing definitions of risk are activity invariant, then the
next question arises: is there, among many existing defini-
tions, one that best meets the requirements of the standardi-
zation system RD and therefore can be used (recommended)
as a universal, generally accepted definition of risk?

And thirdly, if the answer to both previous questions is
negative, the last question arises: what definition of risk can
be proposed as acceptable in terms of conformity with the
requirements of the standardization system RD?

The following subsections of the article are devoted to
finding answers to these questions and developing the cor-
responding proposals.

2. Review of existing definitions of the
term “risk” in the current standards

The analysis of the above set of documents [10-24]
showed that there are mainly three definitions of risk:

- risk is the probability of causing harm to the life or
health of citizens, property, the environment, etc. subject
to the severity of this harm [10]. In [11], the definition is
almost identical with the difference being that it proposes
a qualitative measure of the possible severity of harm in
addition to the quantitative measure;

- risk is the combination of the probability of hazardous
event and its harm [12-21];

- risk is the effect of uncertainty on objectives [22-24].

The definitions from the science and technical publica-
tions where the risk is understood as a hazardous (undesir-
able) event, measure of danger, taking pot luck, loss of
opportunity etc. can be added to these definitions of risk
in RD. These and other definitions are followed by lengthy
risk classifications by a variety of different attributes, for
example, by hazard type (technology-related, natural, etc.),
by field (financial, economic, ecological risks, etc.), by con-
sequence scale (high, moderate, low, critical, catastrophic,
etc.). Unfortunately, neither these definitions and classifica-
tions nor the names, functions and properties of risks listed
in them clarify the essence of the concept itself leaving the
question open.

The answer to the first of the questions follows from the
above definitions of risk, namely the existing definitions
of risks in RD and scientific and technical literature are
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rather general and are not related to the characteristics
of a particular activity. Therefore the existing diversity of
these definitions in RD can hardly be considered useful for
theory and practice.

3. Analysis of compliance of the
existing definitions of the terms “risk”
with the requirements of the Russian
standardization system

The primary, guiding principle of the Russian standardi-
zation system RD [25-29] is the unambiguousness of the
requirements included in the standardization documents
[26]. To implement this principle, a set of basic requirements
of this system should be met. Table 1 shows a summary of
those requirements.

Table 1. Requirements of the standardization system
regulatory documents for the generation of terms
and their definitions

No Requirement content

One designation (i.e. term, symbol or name) shall
1 | correspond to one concept, and only one concept
shall correspond to one designation

One term shall not be used for many concepts and

2 many terms shall not be used for one concept
3 Terminological entries in closely related standards
shall not be contradictive
4 A term shall show the limiting characteristics of the
concept expressed
5 A term shall maintain the usual form of expression
established in the speech community
6 A term shall correspond to the morphological, mor-

phosyntactic and phonological norms of the language

7 Native language shall be prioritized

A term definition shall be a single phrase defining the
8 | concept and, if possible, reflecting its position in the
system of concepts

Note that the requirements 4 to 6 in Table 1 apply not
only to terms, but also to their definitions. The first thing to
observe when analyzing the listed requirements is that the
aforementioned definitions of risk have different concepts
for the same term, which contradicts requirements 1 and 2.
Moreover, there is a contradiction between the first two and
the third interpretation of risk. Indeed, in the former case
the risk appears as a measure, and in the latter as a certain
effect of uncertainty, which can be interpreted as you please:
numerically, qualitatively, with verbal constructs, etc., which
does not comply with requirement 3.

Speaking of each definition of risk separately, the third
interpretation is the most arguable, since although it is
present in harmonized terminological standards [22, 23], it
does not meet the requirements 4 to 6.

The last requirement in the table can be best met by
using intensional definitions [29]. The basic part of the
intensional definition defines the superordinate concept
that includes the concept in question, and the second part
specifies the limiting characteristics that differentiate this
concept from its peer concepts. At this point the short-
comings of the most common definitions of the concept
of “risk” that are the first two interpretations should be
mentioned. Unfortunately, they don’t use intensional
definition with the corresponding basic part and limiting
characteristics, but simply identify risk with its measure
(as already mentioned above), i.e. with one of the pos-
sible numerical characteristics, which is a confusion of
different semantic categories and contradicts requirement
8. In addition, replacing the semantic interpretation with
a numerical characteristic (indicator) contradicts other
standards of the “risk management” set (see, for example,
[20, 21]), that mention such indicators as risk index and
risk severity index that are similar in meaning to the men-
tioned risk interpretations, but describe the level of risk,
not the risk itself.

Thus, the analysis of existing risk definitions has shown
that they are far from fully complying with the basic princi-
ples and requirements of the Russian standardization system.
Hence the conclusion that the concept of “risk” requires
revising, and that is what the next subsection of this article
is devoted to.

3. Proposed interpretation of the
concept of “risk” that complies with
the requirements of the Russian
standardization system

First of all, it should be noted that in the existing sci-
entific and technical publications, much less in the RD,
no substantiation of the above risk definitions could be
found. In almost all cases, they are simply postulated,
often with numerous notes supplementing the proposed
definition with its possible interpretations (see, for ex-
ample, [22-24]). The undesirability of this approach is
illustrated above.

The substantiation of the interpretation of the term “risk”
can be based on terminological, logical-semantic and system
analysis methods and is as follows.

Human experience shows that the concept of “risk”,
whatever the understanding, is nearly always associated
with the situation of decision-making under uncertainty. This
situation is about making a choice among a set of alterna-
tives when the information on the possibility and nature of
the decision consequences is insufficient. This situation is
most typical for management decisions that are made with
lacking initial information. Such close relation between risk
and management decisions allows us using some findings
of the management theory widely covered in management-
related literature.

One of the central concepts in this theory is the quality
of managerial decisions, that by analogy with the widely
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accepted interpretation of product quality in [32], means
(see, for example, [30, 31]) a set of decision properties
(characteristics, parameters) that fulfil a certain function in
the management process and satisfy a specific consumer.
The indispensable attributes of decision-making under
uncertainty are the possibility and consequences of not
achieving this decision’s goals.

What remains to say is that management decision
quality should be measured, it is therefore impracti-
cal to conceptually deviate from the recommendations
of qualimetry, a scientific discipline that concerns the
methods and problems of quantification of the quality
of any object, according to which quality is a combina-
tion of properties of an object that a person deals with in
practical activities.

As a result, it seems logical and reasonable to include
the decision riskiness (risk) into the set of such proper-
ties. It is the property that characterizes the possibility
and consequences of not achieving the goals of a human
activity when making a decision under uncertainty. Then
the following final definition of the term “risk” can be
proposed:

Risk (riskiness) is one of the properties of the quality of a
decision made in a situation of uncertainty that character-
izes the possibility and consequences of not achieving the
stated goals.

At the same time, when conducting a scenario analysis
of a situation, the entire potential semantics of the possible
outcomes (positive, negative, neutral, etc.) should be taken
into consideration.

Briefly summarizing, the main system features of the
proposed definition are as follows. Firstly, it interprets
risk not as a measure, but as a certain attribute of a deci-
sion being made, namely, its property. Secondly, risk as
a property is a component of the quality of this decision
being a kind of management act. Thirdly, risk as a decision
property in goal-oriented processes is complex. Indeed, any
human activity is associated with the need to achieve at
least four goals: ensuring the required safety, performance,
resource-intensiveness and timeliness characteristics. The
multi-objective nature of this activity requires risk to be
considered as a complex property, which includes proper-
ties that characterize the possibility and consequences of
actual goal achievement values not meeting the required
values. Table 2 shows examples of not achieving these
goals in technical areas.

Finally, the fourth feature of the given risk definition is
its situational nature, dependency on the decision-making
situation, i.e. the composition of objects and subjects of hu-
man activity, the conditions and circumstances that create a
certain relationship between them.

It should be noted that decision-making should be pre-
ceded by a set of preparatory procedures, including, for ex-
ample, forecasting the possible consequences of catastrophic
climatic and natural phenomena. Based on the results of such
procedures, a decision should be made on the nature and
sequence of further actions to achieve the goal.
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Table 2. Examples of not achieving activity goals

Goals Examples

Death of personnel or citizen, harm

Provision of to health of personnel or citizens,
safety equipment or property of citizens, the

environment
Failure to achieve the required values
of product quality indicator, failure to
perform the task

Performance

Achievement of
the required result| Excessive consumption of allocated
with the allocated | resources (material, financial etc.)

resources

Timely achieve-

ment of the re-
quired result

Delays in completion of works at
various stages of achieving the result

Conclusions

The above substantiation and features of the proposed
interpretation of risk suggest the following advantages over
the existing definitions.

1. First of all, this definition is free from the shortcomings
of the existing definitions and meets all the requirements
of the Russian standardization system. Therefore, the pro-
posed definition of risk can be considered preferable over
the existing ones, that, as the article shows, do not meet the
requirements of this system.

2. The proposed definition is based on the most important
concepts in terms of the theory and practice of management,
i.e. “decision”, “property”, “quality”, “goal”, “situation”
that are among the basic categories of human knowledge
and largely define the differentiation of sciences. Risk as a
property, as an aspect of quality has a certain intensity, i.e.
it can be “major” or “minor”, “high” or “low”, “acceptable”
or “unacceptable”, etc. This enables the extension of the
system of substantiated characteristics of risk, both qualita-
tive and quantitative. For example, interpreting risk as of
one the properties of quality enables the use of methodol-
ogy for assessing the manifestation rate of various objects’
properties adopted in other domains of science, including
qualimetry, dependability theory, game theory, operations
research, etc. For instance, following a well-developed
conceptual framework of such important technical property
as dependability [33], the most well-established and proven
terms and concepts can be borrowed from this domain. In
particular, risk as a complex property can be differentiated
into a number of its particular properties. At the same time,
risk as a property of a human decision is objective in nature,
although its estimation may also have signs of subjectivity,
and rightly so.

3. The proposed interpretation of risk does not cancel, but
allows the use of the existing risk characteristics that can be
found in literature, such as probability of a risk realization
scenario, extent of damage (harm), their combination, risk
level, risk index [20, 21], etc. Numerous classifications of
risk by type of activity and other characteristics, consider-
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ing the stages and phases of risk requirements development,
risk analysis and risk management, etc., i.e. the whole set of
tools of research of risk as a full-fledged scientific category,
remain in force.

4. The “decision situation” featured in the risk definition
prompts the examination of the entirety of the associated
contributing properties of the situation when choosing and
considering risk characteristics. Therefore, the analysis of
all undesirable event scenarios (scenario analysis) of this
and other potential situations that may arise from imple-
menting the decision should be an essential component of
risk assessment. This approach significantly increases the
precision of identifying the inventory and nature of the risk
factors and therefore extends the options of risk management
means and methods:

5. This goal-oriented interpretation of risk directly implies
a number of important requirements to the management
activities organization including:

- any management decision should be goal-oriented, i.e.
it should include the estimation of the characteristics of the
possibility and consequences of not achieving the decision
goals;

- generation of decision requires combined consideration
of mutual influence of risk components related to all the
decision goals;

- to improve the quality of coordination of the interests of
the parties involved in the decision implementation and the
use of allocated resources, the whole range of institutional
relationships among them should be taken into account;

- to improve the precision of identification of the inven-
tory and nature of the risk factors and to extend the options
of risk management means and methods, the whole set of
situational characteristics should be considered when devel-
oping alternative solutions.

In conclusion, it should be mentioned that the term “risk”
is widely used in various domains and therefore requires
close attention of all stakeholders. The authors are convinced
that the proposed interpretation of risk as a property of the
quality of a decision made in situation of uncertainty is pro-
ductive in terms of the risk management theory development.
However, they are well aware that the proposed definition
and its justification are not flawless, and therefore their
constructive criticism as part of the corresponding discus-
sion could be useful.
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Abstract. Due to the nature of its operations, the transportation industry in itself is a po-
tential source of danger. In case of unlawful aggressive intrusions the danger becomes real
and fraught with grave consequences. The statistics of the last 10 to 15 years show that
50 to 70% of accomplished terrorist attacks were associated with transportation. Individual
measures cannot ensure transportation security. The problem must be approached compre-
hensively and systemically. Transportation security greatly contributes to the national security
of the Russian Federation. The Federal Law of February 9, 2007 no. 16-FZ On transportation
security, for the first time in Russian practice, raised the question of securing the entire trans-
portation industry of the Russian Federation, established the legal foundations of the activities
related to the protection of transportation infrastructure and vehicles against acts of unlawful
interference, including those of terrorist nature. For the first time, a single systemic approach
to anti-terrorist protection is provided for all means of transportation. The transportation in-
dustry is quite vulnerable to terrorist attacks. We are talking about vehicles, transportation
lines, stations, vehicles carrying dangerous loads. The vulnerability of transportation is due to
the possibility of damage to signalling, automation and communication assets, whose protec-
tion is complicated due to the scale and extent of Russia’s railways. Despite the problems
and objective difficulties related to the legislation in the area of transportation security, the
workers of the Russian railway industry make their best effort to ensure protection of trans-
portation infrastructure and vehicles against acts of unlawful interference. Promptly reacting
to other challenges and threats, they ensure reliable operation of the transportation industry,
thus preserving the peace and safety of our citizens. This paper examines matters related to
ensuring efficient safety of transportation infrastructure. A significant emphasis is placed on
the systems that enable detection of intrusions into protected areas of a facility.
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Despite the measures taken by transportation infra-
structure managers and carriers that aim to improve the
protection of the transportation industry, the threat of acts
of unlawful interference (AUI) remains. Statistics show that,
unfortunately, it is not yet possible to completely eliminate
the possibility of an act of unlawful interference. In this
regard, the priority task is to hinder AUI attempts against
transportation infrastructure facilities and vehicles as well
as to disrupt the intruders’ plans.

This is only possible if the government and the so-
ciety deliver a consolidated approach to the security
issues [1].

The Federal Law no. 16-FZ On transportation security
makes it compulsory to protect transportation infrastructure
facilities against AUIs [2].

Protection, as a rule, involves the availability of techni-
cal means of protection that correspond with the facility’s
category.

This approach does not include an efficiency assessment
of the measures taken and the ability of the whole system
to meet real threats. There is no guarantee that in case of
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an emergency situation the response will be prompt and
correct.

What should be an effective security system for the facil-
ity and how to protect it? This issue is relevant today for
many transportation infrastructure facilities, which face the
difficult task of ensuring transportation security.

At the beginning of 2014, the Federal Law no. 15-FZ
On Amendments to Certain Legislative Acts of the Russian
Federation on Transportation security came into force. With
this document the gaps of the Federal Law no. 16-FZ On
transportation security issued in 2007 were eliminated. This
basic law had an extremely broad interpretation, and did
not contain specific requirements to the forces and means
of ensuring transportation security, and in some areas only
formalized the process [3].

Under a comprehensive approach to ensuring the
security of transportation infrastructure facilities, the
reasons that enabled a terrorist attack should be consid-
ered as symptoms of unsatisfactory operation of such
facilities, whose improvement must be the focus of the
efforts, application of human and material resources.
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According to the theory of the multiplicity of causes of
emergency situations proposed by D. Peterson, Professor
of University of Colorado (US), it is possible both to
predict the possibility and identify the circumstances of
their occurrence. Consequently, security, in transporta-
tion included, not only can, but should be controlled
as any other part of the transportation system. Trans-
portation security should be one of the inherent, daily
functions of the chief executive officers and managers
in various positions (among such functions could be
cost reduction, enabling the required volume of freight
and passenger traffic).

When solving problems of ensuring security of transpor-
tation infrastructure facilities, systems that allow detecting
intrusions into protected areas play a major role. For this
purpose different system control panels are used that notify
about intrusions into protected areas with an indication
of the place and time of violation of the area boundary.
These systems ensure data collection from sensors that
monitor the area of possible intrusions, detecting the fact
of unauthorized entry and transmission of alarm to the
system control panel. The system control panels are often
integrated with fire warning systems and have practically
the same structure.

The area protection system includes centralized control
equipment, input control equipment (ICE) or panels (ICP)
and control sensors of the protected area. A computer or
special control panel that fulfills its function in some sys-
tems enables the centralized management of the system.
ICE supplies power to loops with the associated sensors in
the area, receives and analyzes the messages transmitted
by the sensors, generates and transmits the alarm to the
centralized control station, controls the warning devices
and other security systems. In small facilities the ICE can
control all systems without data transmission to the central-
ized control station.

Various annunciator sensors that differ in type, operat-
ing principle and functionality are employed in system
control panels to monitor the areas of potential intrusion.
Among such sensors are magnetic, vibration, photoelectric,
microwave, ultrasonic sensors, loops, glass break sensors,
motion sensors.
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The most simple, cheap and widely used sensors are
magnetic contact sensors installed on windows and doors
of the protected facilities. These sensors include a magneti-
cally controlled contact (seal switch) installed on the moving
part of the window and a permanent magnet installed on the
window or door frame.

An example of such sensor is the I0-102-14 (SMK-14,
seal switch) compact removable magnetic contact secu-
rity annunciator used for doors and windows protection
(Figure 1, a).

Glass break sensors (Figure 1, b) react to the sound
of breaking glass and are designed for the windows of
protected facilities. The principle of sensor operation is
based on the spectrum analysis of the detected noise and
its comparison with the reference sound signals recorded
in the sensor memory. The most advanced sensor types
sound a warning signal in two cases: glass being hit and
sound of breaking glass.

Vibration sensors (Figure 1, c) detect vibrations and
shocks associated with attempts to destroy the protected
facility. The operation principle of such sensors is based on
the piezoelectric effect or electromagnetic induction for con-
version of vibration signals into analyzed electric signals.

Photoelectric infrared (beam) sensors (Figure 1,d, ¢) are
used for protection of corridors, flights of stairs, gates and
entrances, as well as for the facility perimeter protection.

At the core of sensor operation is a barrier of modu-
lated infrared beams created by special emitters for the
purpose of protection of a facility’s secured area. When an
intruder crosses the barrier’s sensitivity zone, an alarm is
triggered.

Loops of security alarm systems are bands of aluminum
foil glued to components of protected structures (glass, door
etc.) and included in the security alarm circuit. If a structure
with a band is destroyed, the security alarm circuit is broken
and an alarm is triggered.

Motion sensors allow detecting movement in protected
areas based on the changes in the intensity of infrared radia-
tion when heat-emitting objects move within the sensor’s
sensitivity zone. As an object moves, infrared radiation re-
flects from different segments of the optic system that causes
the generation of a number of impulse signals detected by the

-
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Figure 1. a) I0-102-14 (SMK-14, seal switch) magnetic contact annunciator; b) [0329-3 Arfa glass break sensor;
¢) Shorokh-2 (I0-313-5/1) surface vibration security annunciator; d) NR110QS four-beam infrared barrier sensor;
e) application scheme of radial sensors
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electronic sensor system. To protect against false triggering,
today’s motion sensors use microprocessors that process
detected signals. Two types of infrared passive annunciators
of the Foton family are presented as an example of motion
sensors in Figure 2.

Along with the above types of annunciators, radio-wave,
ultrasonic, micro-wave, capacitance-type sensors can be
used in a security alarm system, whose operating princi-
ples are based on the analysis of signals reflected from an
object or on the changes in the area and capacity of the
protected facility. However, these sensors are much less
widely used, since they are very sensitive to the environ-
mental changes, type of the protected facility and various
destabilizing factors.

Alarm annunciators transmit information to another man-
datory structural component of any security system, i.e. ICE
or ICP in case of smaller facilities. The function of the ICE
is hardware performance verification, collection and analysis
of the information received from annunciators, alarm trans-
mission to the security panel, management of light, sound
and fire warning signalling, as well as management of other
technical equipment and systems of facility protection. The
Quartz, Radius, Signal, Rif devices are examples of input
control, security and fire equipment.

Quartz (Figure 3, a) is a fairly simple ICE that enables
power supply and supervision of one loop with connected
security and fire annunciators.

This device also controls emergency voice alarm com-
munication systems and sends warning signals to the central
monitoring panel.
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Figure 3. Input control equipment: a) Quartz; b) Radius-41

The Radius-41 and Radius-61 input control, security
and fire alarm equipment (Figure 3, b) used in the railway
industry can be applied both for centralized and autono-
mous protection of facilities against unauthorized access
and fires.

Radius-41 allows monitoring 4 loops; Radius-6I allows
monitoring 6 loops with associated security and fire an-
nunciators. After receiving a signal from an annunciator, the
device sends a warning signal via communication channels
as well as alerts of protected area intrusion or fire by means
of light and sound signals. Both devices indicate the loop
status using LEDs. The operating temperature range of the
device is -10°C to +50°C, which allows it to be used widely
in the protection of various facilities.

—

a b
Figure 2. Motion sensors: a) Foton-9 infrared passive alarm
sensor; b) Foton-21 electrooptical ceiling-mounted security
annunciator

Protection of geographically distributed fixed facilities
involves the use of radio communication-based security
systems that use a radio channel for transmission of
intrusion and fire alerts. Rif String-202 is an example
of such systems. This system includes a base station
located in the security center, a monitoring panel and a
computer, as well as input control equipment with trans-
mitting devices installed in the facilities. One control
panel allows controlling up to 600 10 MW transmitting
devices (installed in the facility). Depending on the local
topography, the system’s range of communication varies
from 25 to 50 kilometers or more with the help of ultra-
narrow band communication channels and noiseless cod-
ing. The system uses digital filtering, simultaneous and
parallel processing of all signals received via different
communication channels from the controlled facilities.
The input control equipment transmits each new mes-
sage over a new frequency randomly selected from 1024
preprogrammed communication frequencies. Equipment
operability is verified with each facility transmitter send-
ing a pilot signals to the base station once per minute.
Rif String-202 operation does not require authorization
documents due to the use of licensed frequencies and
low-power transmitters.

For total control of large areas, radio communication-
based security systems can also be used that collect data
from radio warning sensors installed around the facility
area. In this case sensors are installed around the whole
territory of the protected facility in such a way as to
make sure the distance between them does not exceed
the sensor operation radius, which ensures foreign object
detection and does not create so-called dead zones. When
a person or a foreign object enter a sensor’s sensitivity
zone, the sensor identifies it as an emergency situation
and sends a warning signal to the system control panel
via the radio channel.

In many cases, it is sufficient to control the perimeter
to ensure security and completely eliminate the pos-
sibility of an unauthorized entry into the territory. Such
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systems are called perimeter security systems. They are
indispensable for facilities taking up large areas, such as
airfields, warehouses, transport and logistic hubs, as well
as extended facilities, such as railways and motorways,
pipe lines etc.

Perimeter security systems allow detecting trespassing of
protected areas and sending a warning signal much earlier
than an intruder can reach important facilities located around
such area. These systems are often structurally related with
the physical fence of a protected facility, therefore, their
operation directly depends on the physical parameters of the
fence, presence of vibrations, materials used, as well as the
equipment locations, quality of installation and a number
of other factors.

To ensure reliable facility protection, perimeter security
systems shall meet specified requirements, such as:

- total control of the whole perimeter of the protected
facility and absence of “dead zones”

- high sensitivity of intruder detection

- low probability of false triggering

- dependable operation in terms of electromagnetic in-
terference from active equipment and industrial facilities
located nearby

- dependable operation in various climatic conditions.

Currently, beam, radio wave and capacitance-type
perimeter security systems are most often used to ensure
facilities security. These systems have high efficiency of
detection and allow reliable protection of an area. How-
ever, beam-based systems, such as infrared barriers can
effectively control only straight sections of the perim-
eter. Radio wave-based systems are sensitive to surface
geometry and work poorly if there are trees or bushes in
the protected area, which is typical for railways and mo-
torways. Capacitance-type systems require the presence
of a physical fence around the facility, since they detect
the electric field and capacity changes as the intruder ap-
proaches or touches such fence.

Wire and radio wave systems can also be used to protect
extended facilities. Such systems consist of two parallel
feeders installed along the protected area. One of the feeders
serves as a receiving antenna, and the other is a transmitting
antenna. If a foreign object gets within the feeder’s operating
range, field distortion ensues, which modifies the parameters
of the received signal that is constantly picked up by the
respective equipment.

The radio communication-based security systems under
consideration are normally integrated with video surveil-
lance systems, since potential intruders must be identified.

Naturally, all decision-making in a security system relies
on humans. They monitor the status of technical assets, re-
ceive warning signals, control the response actions. Despite
aclear action plan, strict compliance with the transportation
safety requirements as regards railway infrastructure and
rolling stock, in non-typical situations the natural human
factor may come into action due to fatigue, confusion and
even negligence. Then, an error or delay in responding to
threats can cause loss of human life [4].
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Over the last few years, a number of terrorist attacks were
carried out in transportation facilities or using vehicles. Both
Russian and international statistics are clear. Thus, ensuring
the security of transportation infrastructure facilities and
vehicles against intentional acts of unlawful interference
in the form of terrorist attacks and sabotage has become a
pressing problem around the world [5].

In 2017, 670 acts of unlawful interference were registered
within the Russian railway system. Among them are cases
of terrorist nature, including 68 reports of threats of terrorist
attacks. 142 foreign objects were uncovered on tracks. 79
and 269 cases were registered of railway tracks and signal-
ling systems dismantling, respectively.

Also in 2017, 5 cases of explosive substances and 665
cases of unattended suspicious objects were detected in rail-
way facilities. 20 units of firearms, 1292 bullets of various
calibers and 49 explosive objects were confiscated [6].

Meanwhile, the experience of the US, Canada and a
number of European countries shows that the improvement
of transportation security is a major concern not only for the
Government. The problem is very urgent and public organi-
zations are actively involved in it. For example, in the US
hundreds of private companies and firms managed by non-
governmental organizations regularly allocate significant
shares of their annual budgets to research and development
of solutions in the area of transportation security. The above
observations show that both the concern of radical and urgent
improvement of transportation security and allocation of
financial, organizational and human resources should not
be the burden of the Government alone. Additionally, even
the best designed transportation security system cannot
function effectively without an all-around support of the
civil society.

Summarizing, it should be reminded that one of the
primary tasks of a transportation infrastructure company
or operator is to ensure human security. Security is one of
the key conditions for the development of an individual,
a society or a Government. This always requires people
to be competent as regards the threats and methods of
protection.

Application of physical protection assets in combination
with organizational measures and actions of transportation
security units is the primary factor of detection and response
to acts of unlawful interference against property, freight and
individuals in railway facilities.

An efficient security management system is like a good
soldier who is responsible for the accurate and timely ex-
ecution of assigned duties and tasks both in peace and war
time. It also creates a comprehensive vision of the situation
and minimizes the probability of a mistake [7].
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