
THE JOURNAL PROMOTER:
“Journal “Reliability” Ltd

It is registered in the Russian Ministry of Press, 
Broadcasting and Mass Communications. 

Registration certificate ПИ 77-9782, September, 
11, 2001.

Official organ of the Russian Academy of 
Reliability

Publisher of the journal 
LLC Journal “Dependability”

Director 
Dubrovskaya A.Z.

The address: 109029, Moscow,
Str. Nizhegorodskaya, 27, 

Building 1, office 209
Ltd Journal “Dependability”

www.dependability.ru
Printed by JSC “Regional printing house, 

Printing place” 432049, Ulyanovsk, 

Pushkarev str., 27. Circulation: 500 copies. 
Printing order 

Papers are reviewed. Signed print           ,
Volume        , Format 60х90/8, Paper gloss

Papers are reviewed. 
Papers are published in author’s edition. The 

opinion of members of the editorial board may 
not coincide with the point of view of authors’ 

publications. The reprint of materials is granted 
only with the written permission of the editorial 

board. Manuscripts are not returned.

ISSN 1729-2646
e-ISSN 2500-3909

THE JOURNAL IS INCLUDED IN THE LIST OF THE LEADING JOURNALS 
AND EDITIONS OF THE HIGHER ATTESTATION COMMISSION (VAK)

THE JOURNAL IS pUbLISHED wITH THE pARTICIpATION AND SUppORT OF THE JOINT-STOCK COMpANy «RESEARCH AND DESIGN 
INSTITUTE OF INFORMATISATION, AUTOMATION AND COMMUNICATION ON RAILwAy TRANSpORT» (JSC «NIIAS») 

AND LLC pUbLISHING HOUSE «TECHNOLOGy»

EDITORIAL BOARD

Editor-in-chief:

Igor B. Shubinsky – Dr. Sci., Professor, Expert of Research 
Board under RF Security Council, director general of CJSC 
IBTrans (Moscow, Russia)

Deputy editors-in-chief:

Hendrik Schäbe – Dr. Phys-Math Sci., Chief expert in relia-
bility, availability, maintainability and safety, TÜV Rheinland 
InterTraffic (Cologne, Germany)

Mikhail A. Yastrebenetsky  – Dr. Sci., Professor, Head of de-
partment of National Academy of Science of Ukraine, State 
Scientific and Technical Center on Nuclear and Radiation 
Safety (Kharkiv, Ukraine)

Executive editor:

Alexey M. Zamyshlyaev– Dr. Sci., deputy director general of 
JSC NIIAS (Moscow, Russia) 

Technical editor:

Evgeny O. Novozhilov – PhD., Head of department of system 
analysis,  Division of risk management of complex technical 
systems, JSC NIIAS (Moscow, Russia)

Chairman of editorial team:

Igor N. Rosenberg – Dr. Sci., Professor, Director General of 
JSC NIIAS (Moscow, Russia)

Co-chairman of editorial team:

Nikolay A. Makhutov – Dr. Sci., Professor, Associate mem-
ber of RAS, Chief Researcher in the Institute of Machines Sci-
ence named after A.A.Blagonravov,  Chairman of the work-
ing group under RAS President on risk and security analysis 
(Moscow, Russia)

EDITORIAL TEAM:
Alexander V. Bochkov – PhD, Deputy Director, Center of 
Risk Analysis, Science Research Institute of Economics and 
Management in Gas Industry, LLC NIIgazeconomika (Mos-
cow, Russia)

Konstantin A. Bochkov – Professor, Doctor of Engineering, 
Academic Director and Head of Research Laboratory Safety 
and EMC of Technical Facilities, Belarusian State University 
of Transport (Gomel, Belarus)
Valentin A. Gapanovich – PhD, Chief Engineer, Senior vice-
president of JSC RZD (Moscow, Russia)
Viktor A. Kashtanov – Dr. Phys-Math Sci., Professor, Pro-
fessor of Applied Mathematics Department, Higher School of 
Economics, National Research University (Moscow, Russia)
Sergey M. Klimov – Dr. Sci., Professor, Chief of division, 
4th Central Research Institute of the Russian Defense Ministry 
(Moscow, Russia)
Jury N. Kofanov – Dr. Sci., Professor, Professor of Moscow 
Institute of Electronics and Mathematics, Higher School of 
Economics, National Research University (Moscow, Russia)
Eduard K. Letsky – Dr. Sci., Professor, Chief of Automated 
Control Systems Department, Moscow State University of 
Railway Engineering (Moscow, Russia)
Viktor A. Netes – Dr. Sci., Professor, Moscow Technical Uni-
versity of Communications and Informatics (Moscow, Russia)
Lubish R. Papic – Dr. Sci., Professor, Director of Research 
Center of Dependability and Quality Management (DQM) 
(Prievor, Serbia) 
Boris V. Sokolov – Honored worker of science of Russia, 
Doctor of Engineering, Professor, Winner of the science and 
technology prize of the Government of Russia, Deputy Direc-
tor for Academic Affairs, Saint Petersburg Institute for Infor-
matics and Automation of the Russian Academy of Sciences 
(SPIIRAS), (Saint Petersburg, Russia)
Lev V. Utkin – Dr. Sci., Professor, Professor of telematics de-
partment of Peter the Great Saint-Petersburg Polytechnic Uni-
versity (St. Petersburg, Russia)
Evgeny V. Yurkevich – Dr. Sci., Professor, Chief of Labora-
tory of V.A. Trapeznikov Institute of Control Sciences of Rus-
sian Academy of Sciences (Moscow, Russia)
Yury K. Yazov – Dr. Sci., Professor, Chief researcher in the 
State Scientific Research and Testing Institute of Federal Serv-
ice for Technical and Export Control (Voronezh, Russia)



CONTENTS

Structural dependability. Theory and practice

baranov L.A., yermolin yu.A. Dependability of objects with non-stationary failure rate....................... 3

Sorokoletov E.p. An example of calculation of a fault tree with logic loops ......................................... 10

Krivopalov D.M., yurkevich E.V. The mechanism of constructing an analytical 
solution for calculating the probability of no-failure of a cold standby system with 
heterogeneous elements ....................................................................................................................... 16

Kolobov A.yu., Dikoun E.V. Interval estimation of reliability of one-off spacecraft ............................. 23

Netes V.A. Service Level Agreements and dependability ..................................................................... 27

Denisov I.V., Smirnov A.A. Research of the operational dependability of the Lada 
Kalina vehicle systems affecting traffic safety ....................................................................................... 31

Functional safety. Theory and practice

Klimov S.M., Kupin S.V., Kupin D.S. Models of malicious software and fault 
tolerance of information communication networks ................................................................................ 36

Accounts 

Gorban M.V., pavlenko E.A. Evaluation methods and ways of improving the 
operational dependability of mass airflow sensors in engines .............................................................. 44

Dmitriev S.F., Ishkov A.V., Katasonov A.O., Malikov V.N., Sagalakov A.M. Study 
of conductive materials by means of a multi-frequency measurement system based 
on microminiature eddy current transformers  ...................................................................................... 49

Gnedenko Forum .................................................................................................................................. 53



3

Dependability of objects with non-stationary failure rate
Leonid A. Baranov, Emperor Nicolas II Moscow State University of Railway Engineering (MIIT), Moscow, Russia
Yuri A. Yermolin, Emperor Nicolas II Moscow State University of Railway Engineering (MIIT), Moscow, Russia

Abstract. Among the diversity and various degrees of significance of the factors that affect 
an object’s failure flow, there is one, i.e. its “ageing,” that causes changes in the number of 
failures per time unit that makes it non-stationary (in terms of dependability). In this context, 
the elaboration of service procedures is of high importance, especially with regards to long life-
cycle objects. Methods of identifying dependability indicators of stationary objects are known 
and widely used in practice. Nevertheless, as regards non-stationary objects there are practi-
cally no generally accepted approaches to the identification of their dependability indicators 
that would be convenient for engineering calculations. Meanwhile, the analysis of publications 
dedicated to this subject given in this paper shows the relevance and potential demand for 
such methods in various technical matters. The aim of this paper is in the development of an 
analytical model of evaluation of dependability indicators of non-stationary objects. The main 
concept of the proposed approach consists in substituting the real non-stationary object with 
a virtual analogue, of which the failure flow is stationary, i.e. a formal stationarization (in terms 
of dependability) of the object occurs, which legitimizes the use of well-developed methods 
of solving stationary tasks by extending them to the cases of non-stationary objects. The ap-
proach is rough. The main problem is identifying the value of the constant failure flow rate of 
the fake object expressed through the time-dependent parameters of the “ageing” character-
istic of the real (non-stationary) object that in this paper is deemed to be known. In order to 
increase the generality of consideration, the definition of equivalent failure rate (or associated 
mean time to failure) in this paper is given for three cases: 1) The real object “ages”, i.e. its 
failure rate is an increasing function of time. Two approaches are suggested to the identifica-
tion of the equivalent failure rate: a) based on the condition of equality of the mean times to 
failure of both objects (real and fake); b) based on the condition of equality of the dependability 
functions of the objects to the predefined prediction time. For some laws of “ageing” the task 
has been solved analytically in closed form. Using the numerical example, the comparative ac-
curacy of the approaches has been evaluated. 2) The object is characterized by a piecewise 
constant failure rate that is typical to systems and devices that operate in “open” environments 
(with seasonal changes in failure rate). Both exact and approximate (in linear approximation) 
expressions for the dependability function and mean time to failure for such object have been 
obtained. 3) The object’s failure rate dependance is a piecewise constant non-periodical time 
function. Such model is sufficiently universal as after time discretization and piecewise constant 
approximation with a given accuracy many analytical time dependencies of failure rate can be 
reduced to it. Method-wise, the task is solved similarly to item 2), i.e. the non-periodic process 
is treated as a periodic one with an infinitely long period. Under the condition of reasonable 
practicality of object operation (e.g. for economic reasons) defined in this paper, expressions 
for the dependability function and mean time to failure have been obtained. The findings of 
the paper may be useful in solving the dependability-related tasks for non-stationary technical 
objects.

Keywords: dependability; failure flow; non-stationarity; periodicity of object states.
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Dependability indicators, i.e. probability of no-failure 
over a given time period p(t) and mean time to failure  are 
a significant criterion of a system’s (object’s) operation [1]. 
The failure rate λ(t) is the input information for the identifi-
cation of those indicators. Thus, if λ(t) is known

 
 (1)

and 

 
.  (2)

Most existing engineering methods of calculating an 
object’s dependability indicators are based on the hypothesis 
of its stationarity [1-4], i.e. assume that the rate of failure 
flow λ(t) does not change in time (λ(t)=λ0=const). In this 
case formulas (1) and (2) transform as follows:

 ;  (3)

 . (4)

Among the diversity and various degrees of significance 
of the factors that affect an object’s failure flow there is one, 
i.e. its “ageing”, that causes an increase of the number of 
failures per unit time. This circumstance cannot be ignored 
in cases of long-term operation of an object: λ stops being 
constant and becomes an increasing function of time λ(t), 
while the object essentially passes into the non-stationary 
(“ageing”) class. In this context, the elaboration of service 
procedures is of utmost importance, especially with regards 
to long lifecycle objects. That is supported by the publica-
tions that appeared over the past few years and that contain 
dependability evaluations of such socially significant fa-
cilities as water resource utilization systems of major cities 
[5], nuclear power plants [6], structures made of composite 
materials [7], etc.

A number of systems (facilities) operate in periodically 
changing conditions. In particular, waste water channel 
systems typically display a dependance between the 
failure rate and the operating season; for power supply 
systems the load is a function of different periods of 
the day. Therefore, in this case the failure rate changes 
during the day. Rolling stock of various transportation 
systems, main underground pipelines operate in periodi-
cally changing conditions.

In principle, the solution of any dependability-related 
task for a non-stationary object is algorithmically identi-
cal to a similar task for stationary objects. The difficulties 
though consist in the fact that calculations involve certain 
mathematical operations (e.g. integration) that cannot be 
performed in primitive functions. In such cases the ap-
plied dependability theory has to allow some simplifying 
assumptions in order to achieve the desired result. Those 
assumptions allow obtaining a solution in a rough analyti-
cal form that is convenient for subsequent analysis. Such 
assumptions can be conventionally grouped into several 

types. Judging by the latest publications [8-11], we can 
acknowledge the existence of a distinct type of assump-
tions that involves substituting the failure flow of a real 
non-stationary object with a fake one that in some respect 
is equivalent to the initial one and is convenient for solving 
the specific task at hand.

This paper sets forth the methods of dependability indica-
tors calculation for objects with non-stationary failure flow. 
It examines “ageing” objects, of which the rate of failure 
flow λ increases in time, objects with periodic piecewise 
constant failure rate, objects, of which the failure rate can 
be represented with a non-periodic piecewise constant func-
tion. The last case is sufficiently general, as initially the 
results of statistical failure data processing is conveniently 
represented in the above form. Additionally, analytically, 
after discretization, the given function λ(t) can always be 
represented with a given accuracy with a piecewise constant 
function of time.

For ageing objects, of which the failure rate increases in 
time, the main concept of the method consists in substituting 
the real non-stationary object with a virtual fake analogue, of 
which the failure flow is stationary and is characterized by a 
certain constant rate λc. Thus, a formal stationarization of the 
object occurs, which legitimizes the use of well-developed 
methods of solving stationary dependability-related tasks 
by extending them to the cases of non-stationary objects. 
The value λc must be “associated” with the parameters of 
the “law of ageing” of the real object λ(t) and be defined by 
certain additional considerations.

Let us examine two possible approaches to the definition 
of λc for ageing objects.

Approach 1. In accordance with this approach it is sug-
gested to find λc out of condition , where  is the mean 
time to failure of the equivalent ageing object, while  is the 
one of the real ageing object. If  is expressed through pa-
rameters λ0, α, β… of the ageing characteristic, then subject 
to (4) out of this equation we immediately obtain:

 
.  (5)

In order to demonstrate the use of this approach let us 
examine a non-stationary object, of which the failure rate 
changes in time according to law:

 , (6)

where λ0 is the initial failure rate; α is the object’s ageing 
factor (α>0).

For this case in [12], the accurate value of mean time to 
failure  is obtained that is expressed through the parameters 
of the law of ageing (6):

 
, (7)

where Ф( ) is the probability integral.
By substituting this expression into (5), for the failure 

rate of the fake stationary object λc we obtain:
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.  (8)

As we can see in (8), the numeric value λc is associated 
with λ0 and α by means of a quite complex dependence that 
is difficult to interpret in physical terms. In order to “feel” 
the characteristic features of this dependence let us find the 
coefficient:

 
,  (9)

where  is calculated in accordance with (7), 
 is the average life of the object that “ages” ac-

cording to the law (6), but under the condition α=0 (i.e. 
essentially a stationary object with the failure rate λ0). Now 
the physical meaning of γ becomes clear, i.e. this coefficient 
shows how many times the mean time to failure decreases 
in the ageing object compared to the time to failure of a 
stationary object with an identical initial failure rate. By 

Figure 1. Dependence 

Figure 2. Dependability function of real and fake objects and difference between them
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substituting this expression into (9) after some simple 
transformation we obtain:

 

.  (10)

As we can see, γ is the function of only the dimension-

less variable , which makes it possible to represent this 

dependence with one graph (Fig. 1).
The graph shows that as the value of the argument grows 

the curve tends to one, which is totally explainable: the 
higher is the value of failure rate λ0, the lower is the influ-
ence (other things equal) of the object’s ageing factor on its 
mean time to failure.

Figure 2 gives a certain idea of the concept of station-
arization. It is designed for the case of a linearly ageing 
object with the values of parameters λ0 = 0.2 [1/year] and 
α = 0.02 [1/year2].

Fig. 2 shows the graphs of the dependability functions 
of a real (ageing) object p(t) constructed using expression 
(1) subject to (6):

,  (11)

and fake stationary pc(t):

 ,  (12)

where λc is calculated using (8).
The graphs given in Fig. 2 – in terms of physics – can be 

commented in the following way. If an object’s mean time 
to failure is interpreted as a certain technical resource, then 
Fig. 2 shows that during the stationarization there is a kind 
of a formal redistribution of the probabilities of “spend-
ing” of its parts in the course of the object’s operation. The 
dependence graph Δp(t)=p(t)–pc(t) in the same figure gives 
an idea of how this redistribution occurs.

Even given its logical justifiability this approach cannot 
be used universally. The fact is that the linearly ageing object 
under consideration is a rare example, for which the mean 
time to failure can be expressed with the parameters of the 
characteristic of its ageing in the analytical form. Therefore 
it suggested to further use another approach to the definition 
of λc that is not associated with such difficulties.

Approach 2. The value of failure rate λc is identified 
based on the formula:

 ,  (13)

i.e. out of the condition of equality of the probabilities of 
no-failure of the real (“ageing”) and fake (stationary) object 
at the given moment in time tgv.

Normally, an object’s dependability is evaluated not gen-
erally, but for a certain interval Тfrc, i.e. the time of forecast 

with regard to the current moment. Then, in view of (1) and 
(10) the correlation (13) becomes as follows:

 ,  (14)

out of which we deduce the following:

 , (15)

i.e. the failure rate of the fake object is defined as the 
mean value λ(t) over the time of forecast.

By way of example let us find out how the formula for 
λc will look under the two laws of object ageing: 1) in the 
form of an n-power parabola and 2) in the form of a rising 
exponential curve.

Case 1. The failure rate of a non-stationary object is as 
follows:

 .  (16)

By substituting this dependence into (15) we have:

  (17)

In particular, if n = 1 (object considered in approach 1) 
expression (17) becomes as follows;

 . (18)

Case 2.The object “ages” according to law:

 .  (19)

Then out of (15) follows:

 .  (20)

Expressions (17), (18) and (20) show that under this 
approach λc depends not only on the parameters of the 
object’s ageing characteristic, but also on the time of 
forecast Тfrc.

The evaluation of the mean time to failure of a fake sta-
tionary object , as it follows from (5), now also becomes 
a function of Тfrc and is:

for case 1:

 ; (21)

for case 2:

 . (22)

Let us evaluate the allowable error of identification of 
the mean time to failure  of the real object for the case of 
linearly ageing object, for which  is defined by formula 
(7) [12]. We will evaluate the degree of proximity of  to 
the real value of  with the relative reduced error δT that is 
calculated according to formula:
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,  (23)

where  is calculated according to (21) (given that 
n= 1).

Under the conditions of the above numerical illustration 
(λ0= 0.2 [1/year];α= 0.02 [1/year2]) as per (7) we deduce  
= 3.79 years. The estimate for  under these parameters (as 

per (21) . By substituting these values 

into (23) we have:

 . (24)

As we can see, the relative reduced error depends on the 
time of forecast Тfrc. The values of this error are given in 
the Table 1.

Table 1

Тfrc, 
годы 1 2 3 4 5 6 7 8 9

δ , 
%

-25,64 -19,93 -14,72 -9,94 -5,54 -1,48 2,28 5,76 9,02

The data in the Table show that as the time of forecast 
grows the relative reduced error in the identification of the 
mean time to failure reverses sign and can reach fairly high 
values.

Now let us consider the dependability function and 
mean time to failure of an object with a periodic piecewise 
constant failure rate.

Let Т be the period of changes in the failure rate that con-
sists of l generally different time intervals (see Fig. 3, where 
l = 3), τi be the time period between the beginning of the n-th 
period and the end of the i-th interval of this period.

For convenience, it is assumed that τ0 = 0, τi=T, i= 0, 1, 
…, l. In this case λi is the failure rate, τi–τi–1 is the duration 
of the i-th interval in the n-th period. In the authors’ paper 
[13] under this change model of failure rate expressions for 

the dependability function p(t) and mean time  to failure 
were obtained:

 if 

 ,  (25)

where

;

 
.  (26)

Under the practically justified assumption λT<<1 after 
the Maclaurin expansion of the exponential curves under 
linear approximation we deduce:

 if 

 ;  (27)

, (28)

where  is the mean failure rate over 

the period Т.
After several transformations, formulas (25) and (27) can 

be brought to the following form:

 ;  (29)

Figure 3. Failure rate model
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, (30)

where  is the mean failure rate over the time equal to 
the (i-1)-th interval (unlike , the mean failure rate for the 
period Т).

The formulas for the dependability function 
 the summand  is not zero only if 

i > 1.
For the purpose of calculating the probability of no failure 

over the fixed time t=Tf using this formula, the value Tf is 
reported in terms of:

 ,  (31)

where 
Thus, for a particular case when Т is divided into two in-

tervals (in the first of which the failure rate λ1, in the second 

of which λ2) and , , the mean time to failure is 

defined by the formula:

.

If this expression is obtained from (28), it is assumed that 
, where .

The results of calculation of  under fixed λ2 
are given in Fig. 4. If α=1, a stationary failure flow takes 
place.

Let us proceed to the general case, when dependence λ(t) 
is defined by a piecewise constant non-periodical function. 
As it was mentioned above the failure rate model is suf-
ficiently universal.

As a non-periodical process can be considered as a pe-
riodical one with an infinitely long period, we obtain the 
dependability function for this case out of (29) under n = 1. 
Indeed, the value Т can be chosen to be quite large and equal 
to the time of forecast Тfrc, during which, as it was stated 
above, the value of the dependability function is of interest. 
The value p(t=Тfrc) is so small that the use of the object under 
t > Тfrc is of no practical interest. Under these conditions

  if .  (32)

It remains an open question under what  the 
practical usefulness of the calculations is lost. Let p(Тfrc)=pk 
be the probability of no-failure, under which the operation 
of a non-maintainable object end or a repairable object it is 
submitted to repairs. Then the duration of the predicted time 
period Тfrc subject to (28) is found using equation:

 . (33)

From which 

and 

  (34)

Therefore, within the time interval from the beginning 
of object operation to t=Тfrc the dependability function is 
defined by formula (33). If it is required to calculate the 
probability of no-failure over the fixed time Tf<Тfrc, the value 

Figure 4. Dependence  under different values of α
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Tf has the form t=τi–1+Δt , where 0≤Δt<Tfrc–τi–1 .
The linear approximation of p(t) if λmaxTf <<1, where 

 is as follows:

.

The mean time to failure in this case is defined by for-
mula

,

where  is the mean failure rate of the time Тfrc.
If linear approximation is not used, the expression of the 

mean time to failure  is calculated using formula (26), in 
which l is equal to the number of intervals of constant failure 
rate over time Тfrc.

Conclusion

1. Solutions are shown for the tasks of identifying the 
mean time to failure and dependability function for various 
non-stationary failure flows.

2. Models of “ageing” objects are described, of which 
the failure rate is defined by a temporally increasing func-
tion, models of objects with periodic piecewise constant 
failure rate, models of objects with non-periodic piecewise 
constant failure rate. The solutions of tasks for various non-
stationary failure flows come down to the last model after 
time discretization and piecewise constant approximation 
of the failure rate time dependence performed with the 
specified accuracy.

3. The shown solution results can be conveniently used 
in calculation of technical objects dependability.
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An example of calculation of a fault tree with logic loops
Yevgeny P. Sorokoletov, Bi Petron, Saint Petersburg, Russia

Aim. In the course of fault tolerance analysis of complex technical systems using the method 
of fault tree-based methods, logic loops may occur when, from the point of view of fault tree 
structure, the system sustains itself. The recursion in the fault tree structure disrupts the logical 
equation and does not allow performing the calculation and associated analysis. A complex sys-
tem is understood as one performing a multitude of functions, fault tolerant through a number 
of redundancy techniques, having intersystem communications and high level of integration of 
hardware and software components. This paper looks into a particular case of solving the prob-
lem of logical recurrence of a fault tree that occurred during an aircraft’s power supply system 
analysis for compliance with airworthiness requirements and aviation regulations. Method. The 
paper reviews known ways of solving the set task (both manual and automatic), describes the 
advantages and disadvantages, applicability and ultimately provides a comparative evaluation 
based on the results of calculation of occurrence probability of certain aircraft power sup-
ply system failures. The method of solving the problem of fault tree recurrence presented in 
this paper is based on identifying recursive elements in the tree’s structure with subsequent 
reduction of the cyclic connections to a converging spiral by modelling the initial state of the 
analyzed system. Results. The calculation of the fault tree under consideration is performed 
both by means of the method presented in this paper, and the most applicable in the particular 
case known methods of resolving recurrence. Additionally, comparative results of calculation of 
other special situations are shown. They are not considered in this paper but demonstrate the 
distinctive features of different methods. The calculations show that the methods yield the most 
diverging results in cases when the system is redundant and has feedbacks. Conclusions. The 
method presented in the paper has been tested as part of an aircraft’s power supply system 
fault tolerance analysis. The developed method in some cases enables manual resolution of the 
logic loop problem in the fault tree without a significant increase of computational resources 
while preserving the analytical solution (minimum fault tree cross sections). On the other hand, 
this solution may cause a fast growth of the fault tree size in cross-system analysis. In special 
cases, antithetical events like «operability» and «failure» may become mixed-up in the fault 
tree structure, which will entail the requirement to use complementary operator inversion and 
subsequently a manifold increase of the computation time. Another limitation of the method 
may stem from situations when it is impossible to identify the «initial» and «normal» states of 
the system under analysis. Given the above, the author classifies the presented method as an 
engineering method of limited applicability.

Keywords: fault tree analysis, logic loops, recursive references, fault tolerance analysis, power 
supply system.
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Introduction

Fault tree analysis (FTA) of complex technical systems 
may involve recursive references. That is typical for cases 
when fault tolerant systems are analyzed, in which context, 
from the FTA logic and structure point of view, the system 
sustains itself. This problem is covered in a number 
of publications [1,2,3]. In the engineering practice the 
problem of logic loops is most frequently encountered when 
evaluating the safety of civil aviation and nuclear industry 
systems as, firstly, such facilities have to comply with high 
requirements in terms of dependability and fault tolerance 
and, secondly, in the above industries FTA is one of the basic 
safety case methods [4,5]. Logic loops mainly occur during 
the analysis of distributed redundant systems with many 
intersystem connections, such as power supply systems 
(PSS), hydraulic supply systems (HSS), air conditioning 
and ventilation systems (ACVS), etc. Recursive references 
can also occur during the analysis of highly integrated 
systems and feedback systems. The highest probability of 
logic loop occurrence is observed in cases of intersystem 
analysis (Figure 1).

Figure 1. Example of logic loop at intersystem level

Initial data and problem definition

Let us consider a simplified example of the fault tolerance 
analysis of an aircraft power supply system, as a result of 
which the problem of logical recurrence of the fault tree 
structure was solved. 

The fault tolerance analysis of aircraft system [5, 6], in 
general terms, is to determine possible functional failure 
(FF) of systems, to estimate the hazard level of FF (on the 
basis of which requirements and budgets of probability 
are prepared), to analyze possible causes and calculate the 
probability of FF occurrence. Depending on the situation, 
a table method, a logic scheme method, a Markov analysis 
or fault tree analysis can be used as methods of calculation. 
The last several methods are most widespread due to well-
defined structure and powerful analytical capabilities.

The object of analysis is the aircraft power supply system. 
This system, from a functional point of view, belongs to the 

class of standard two-channel power supply systems. In this 
case it is possible to use open sources to describe system 
operation [7]. The primary alternating current (AC) PSS 
consists of two generation channels (according to the number 
of main engines), which can operate separately or in parallel 
as well as redundant generation channel from the airborne 
auxiliary power (AAP). Secondary direct current (DC) PSS 
also consists of two channels and includes rectifiers (Rec) that 
transform alternating current into direct current, accumulator 
batteries (ABs) used as a source of emergency power supply, 
as well as DC-to-AC converter for emergency power supply 
of alternating current consumers from AB. Each channel of 
alternating and direct current system consists of a generation 
subsystem and system of distribution of alternating and direct 
current accordingly. The distribution system consists of central 
bus (CB) connected to the corresponding generation channels 
and several buses (Bus) that supply consumers.

Under normal conditions the power supply is provided 
by two main generation channels of alternating and direct 
current. The integration of buses of CB, descent of the 
aircraft to the start altitude of AAP and switch on of the 
corresponding generation channel of AAP are carried out 
in case of failure of one or two main generation channels. 
The start of AAP is carried out from the bus of accumulator 
batteries powered by the secondary PSS with direct current 
under normal conditions, and in case of emergency power 
supply from accumulator batteries.

Given the above, in the field of fault tolerance analysis 
of PSS the estimation of probability of de-energization of 
alternating and direct current consumers is carried out, that 
at the system level is expressed in de-energization of the 
corresponding buses of distribution devices. Let us consider 

Figure 2. Simplified diagram of the one generation 
 channel of PSS of the aircraft 
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Figure 3. Fault tree «De-energization of Bus-AC bus»
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the simplified scheme of PSS from the one main generation 
channel (actuator-generator), the redundant channel of AAP 
(Figure 2) and the mechanism of the logic loop generation 
during deductive analysis. 

For example, let us examine the causes of de-energization 
of alternating current (AC) consumers and, accordingly, of 
the Bus-AC bus (Figure 3). As the Figure of PSS and fault 
tree shows the generation channel of APP is cold standby, 
among other reliable operation of which depends on the 
state of elements under redundancy themselves. Thus, when 
considering the dependability of elements under redundancy, 
the recursive reference on its node appears in the root of the 
fault tree (marked). Designations, main logical operators 
and corresponding formulas of the fault tree are defined in 
accordance with [8]. 

Basic elements of the fault tree are unrepairable as the 
calculation is performed on time interval of one flight of the 
aircraft. Each basic element has the corresponding constant 
failure rate (FR, λ) with the dimension 10-6 (1/h). For the 
fault tree, the two indicators are calculated in the following 
way: failure probability (non-availability) Qt and failure 
probability for 1 flight hour Qh. 

;

.

Review of the method of calculation 
of fault trees with logic loops

Manual and automatic solution methods are suggested 
by different calculation methods of FTA with logic 
loops [2, 3, 9, 10, 11, 12, 13, 14, 15, 16]. The simplest 
models involve breaking cyclic connections through the 
removal of the recursive element. In [2] it is proposed to 
carry out the analysis of intersystem communication and 
break relatively weak connection that allows obtaining 
independent fault trees. Weak connection implies that the 
system contribution to the probability of occurrence of the 
event under consideration is negligible. At the place of this 
communication a zero or an absolute event is created. The 
analyst’s task is to calculate and compare the strength of 
communication and determine the broke section of the logic 
loop to substitute, respectively, with a “0” or a “1”. The 
similar algorithm with automatic tools is offered in [16], but 
in this algorithm the whole logical expression AND/OR is 
substituted; this algorithm includes the specific event. 

Simply removing elements of the logic loop allows 
quickly solving the problem, but this action negatively 
affects the accuracy of calculation and the possibility 
of a deeper research, for example, through the common 
cause failure analysis [5, 6]. It should be noted that in 
contrast with the previous example, in a real system 
the second main generation channel connected via 
buses of CB exists, thus we cut all redundant sources 
for intermediate levels of the fault tree, removing the 
recursive reference.

Another method used to solve problems with cycles is 
based, in one form or another, on the simulation of “initial” 
state of the system [13] as well as on heavy regulation of 
the realization procedure of failures and corresponding 
consequences [10]. The last is achieved via adding to the 
fault tree structure the dynamic logical element “Sequence 
gate”, which would specify the required sequence and 
the subsequent calculation by means of Monte-Carlo 
simulation. In this research this method wasn’t used due 
to the strict requirements for the computing resources, 
non-valid results of simulation for short time intervals 
corresponding to the time of one flight as well as the 
impossibility to obtain the analytical solution for the 
purpose of the following common cause failure analysis 
(this is the requirement of certification authority). 

Method and description of the solution

To solve the above situation in the aviation an informal 
method was assumed which consists in dividing failure sets 
of PSS into the groups “Before AAP start” and “After AAP 
start”. However, in this sense, there are difficulties with 
accuracy of taking into account the event of possible no-
start of AAP, the probability of which was being multiplied 
to the corresponding failures of PSS, as if these are two 
independent events. Absolutely, this event could be classified 
as “optimistic”. To obtain more exact result, another method 
should be used which allows taking into account a variety 
of common causes of failures without violation of the 
analysis logic.

The meaning of the proposed solution of the fault tree 
with logic loops is to reduce cyclic communication to the 
spiral form. To obtain such result it is needed to simulate 
“normal” system state and put this model into the place of 
the recursive element. After this action the new fault tree is 
formed taking into account both the recursive element and 
the initial tree of the first cycle. Thus, the spiral of calculation 

Table 1. Comparison of FTA logic loop solution methods

Special situation Methods of substituting the recursive element
“0” “1” Initial state modelling

CB1 power failure Qt=1.06×10-7 Qt=0.99×10-7 Qt=1×10-7

CB1 and CB2 power failure. Emergency power 
supply to AC power consumers Qt=4.91×10-8 Qt=8.85×10-7 Qt=1.52×10-11

Rec1 bus power failure Qt=3.89×10-8 Qt=3.89×10-8 Qt=3.89×10-8

Rec1 and Rec2 bus power failure Initiation of 
emergency power supply to DC power consumers Qt=6.81×10-9 Qt=1.94×10-8 Qt=1.68×10-9
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Figure 4. Marking of the “normal” system state and putting it into the place of the recursive element
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is formed in the cycle’s place. Coming back to the considered 
system, the normal state consists in the successful operation 
of the main generation channel when the AAP channel is 
disabled (Figure 4). The boundary of FTA configuration in 
accordance with the criteria “Taking into account AAP” and 
“Without taking into account AAP” (marked part of fault 
tree) is marked for logical separation. 

Conclusion

Let us present some of the calculation results of exceptions 
of an aircraft’s dual-channel PSS using various methods of 
solving the recurrence problem in FTA.

AS we can see from Table 1, the calculation results 
under one or another logic loop resolution method depend 
not so much from the method of substitution as from 
the complexity of the analyzed event. Thus, the largest 
discrepancy is observed when analyzing compatible 
failures of the buses of two generation channels at once. As 
noted above, in such cases the substitution of the recursive 
element with a “1” or “0” among other things cuts off all 
possible redundant sources.

The presented method in some cases enables manual 
resolution of the logic loop problem in the FTA without 
a significant increase of computational resources while 
preserving the analytical solution.

Though it should be noted that the presented method has 
been developed and tested as part of a private PSS analysis 
and is not applicable in cases when it is impossible to 
identify the “initial” and “normal” states of the system under 
analysis. In other words, the method should be classified as 
an engineering one.

The method in some cases has a disadvantage caused 
by possible confusion in the FTA structure of the states 
of “operability” and “failure”. Correcting this effect may 
require an inversion of the event with logical operator NOT 
which causes a manifold increase of computation time and 
the requirements for clear formulation of the events under 
consideration.

The method also causes an increase in the fault tree size, 
which may limit its applicability at the intersystem level.
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The mechanism of constructing an analytical solution 
for calculating the probability of no-failure of a cold 
standby system with heterogeneous elements
Dmitry M. Krivopalov, V.A. Trapeznikov Institute of Control Sciences of the Russian Academy of Sciences, Moscow, 
Russia
Evgeny V. Yurkevich, V.A. Trapeznikov Institute of Control Sciences of the Russian Academy of Sciences, Moscow, 
Russia

Abstract. The task related to the calculation of the probability of no-failure (PNF) of spacecraft 
onboard equipment is due to the fact that with the growth of the number of types and quantity 
of involved elements the process of dependability calculation becomes more complex and 
time-consuming. In the context of design for dependability, when the process of recalculation 
is performed repeatedly, this drawback is critical. In order to simplify the calculations, assump-
tions are made. For instance, in redundant systems heterogeneous elements are used. This 
approach does not allow evaluating the dependability of a system that features essentially dif-
ferent elements. In order to reduce the time of dependability calculation of the system under 
consideration, as well as to increase the accuracy of the results, the paper suggests a method 
of analytical solution for PNF calculation. It is suggested to use the system dependability time 
dependence function as the main dependability indicator, while for individual elements the 
respective failure rate is proposed. The authors look at the problem of consideration of the 
complexity of such function’s construction for the cases of functional dependability calculation, 
when the elements of the system under consideration may not be homogeneous. For a system 
that includes anу number of essentially different elements with cold redundancy, a method 
was developed and mathematically justified that allows representing in matrix form an analytic 
expression for calculation of probability of no-failure (PNF). The importance of considering the 
performance of the facilities that ensure redundancy of functional units is demonstrated in the 
context of design for dependability of spacecraft. A special attention is given to systems that 
include a random number of essentially different elements with cold redundancy. As one of the 
ways of solving the above problem, the paper shows that in this case a numeric evaluation of 
dependability is possible using rough computation with integration and differentiation. It is pro-
posed to evaluate the degree of approximation of such calculations as both the accuracy of the 
computer itself and the complexity of the system under consideration. For that purpose, serial 
representation of the function of probability of no-failure is used for a system after the initiation 
of each next element under redundancy. The resulting function is formed by grouping of sum-
mands in particular order. The potential of replacing the differentiation and integration opera-
tions is shown. Under known matrix coefficients the application of the suggested algorithm will 
significantly improve the accuracy and speed of PNF computation. The practical details of the 
task related to ensuring spacecraft operational stability under environmental effects are char-
acterized by the importance of the factor of prompt decision-making regarding the generation 
of control signal aimed at ensuring homoeostasis of the onboard systems performance. The 
analytic expression for calculation of PNF of a system comprised of a random number of ele-
ments can be used for mapping data in computer memory as part of decision support. 

Keywords: design for dependability, technical systems, essentially different system compo-
nents, cold redundancy, probability of no-failure, analytical expression, computation speedup, 
dependability estimation accuracy improvement, computer memory.

For citation: Krivopalov DM, Yurkevich EV. The mechanism of constructing an analytical solu-
tion in calculating the probability of no-failure of a cold standby system with heterogeneous 
elements. Dependability 2017;4: 16-22. DOI: 10.21683/1729-2646-2017-17-4-16-22

Dependability, vol. 17 no.4, 2017
Original article
DOI: 10.21683/1729-2646-2017-17-4-16-22

Dmitry M. 
Krivopalov

Evgeny V. Yurkevich



17

The mechanism of constructing an analytical solution for calculating the probability 
of no-failure of a cold standby system with heterogeneous elements

Introduction

Calculation of the probability of no-failure (PNF) is an 
integral stage of design for dependability. With the growth 
of the number of types and quantity of involved elements the 
process of dependability calculation becomes more complex 
and time-consuming.

In order to simplify the calculations, assumptions are 
made. For instance, in redundant systems heterogeneous 
elements are used. However this approach does not allow 
evaluating the dependability of a system that features es-
sentially different elements. (Such tasks arise when it is 
required to calculate the probability of faultless function 
performance, i.e. estimation of functional dependability 
[1]). In this case a numeric evaluation of dependability 
is possible using rough computation with integration and 
differentiation.

The degree of approximation of such calculations is 
defined by both the accuracy of the computer itself and 
the complexity of the system under consideration [2]. In 
the context of design for dependability when the process 
of recalculation is performed repeatedly this drawback is 
critical.

In [4] it was shown that analytic solutions could be 
represented in matrix form, which is very convenient in 
terms of computer memory placement. In order to fully 
automate the PNF calculation it is required to develop 
a mechanism for matrix coefficient definition. For that 
purpose it is required to consider their changes under 
differentiation and integration according to the main 
calculation formulas.

Change of coefficients under 
differentiation 

Let us examine a random system out of four elements. 
.

The functions A(t), B(t), C(t), D(t) are polynomials in 
powers of t, of which the number of summands is defined 
by the number of respective identical system elements.

Let us represent the matrix of initial coefficients as A, the 
matrix of failure rates as Λ and the matrix of degrees as T.

;

;

.

Let us also introduce the auxiliary function F(A,t) that 
transforms the matrix according to the following rule:

 where .

Then the system’s PNF that is characterized by the matrix 
A can always be defined using the formula:

.

In that case, the PNF calculation formula – if the fifth 
element is initiated – will be as follows:

,

P4(T) is the PNF of a system out of four elements over 
time T;

p5(τ,T) is the PNF of the fifth (initiated) element within 
the time period from τ to T;

f4(τ) is the failure density distribution of the system out 
of four elements for the moment in time τ.

In the calculation formula the distribution density must 
be defined.

Let us consider the summand individually.

.

The other summands are differentiated similarly.
As previously, we will present the result of differentia-

tion as a matrix.

.

Let us represent the distribution densities of probability 
B as a coefficient matrix.

As the calculations will be performed using a computer, 
a common formula must be defined that can be used to cal-
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culate any element of the matrix B depending on its line and 
column index. For that purpose, let us complement matrix 
A with an extra line of zeroes.

.

Then, the calculation of matrix B will be transformed.

;

.

Note. A similar result is obtained if coefficients a4, b4, 
c4, d4 are present in the respective polynomials A(t), B(t), 
C(t), D(t).

Thus, the differentiation process takes the following 
form:

;

.

The differentiation is substituted with the calculation 
of the coefficients of matrix B out of matrix A and matrix 
elements, which is a much simpler operation from the ma-
chine computation point of view. The common formula for 
calculation of the elements of matrix B is:

,

i is the line index in the respective matrix;
j is the column index in the respective matrix;
N is the number of elements in the initial system. 

Change of coefficients under 
integration

The next step of calculation is the integration:

Two distinctly different cases are possible: λ5 can either 
numerically match one of the four failure rates, or not match 
it. Depending on that, the expression under the integral sign 
significantly transforms.

Let us consider the case when the failure rates of the initi-
ated element matches the failure rate of one of the elements 
of the system under consideration, e.g. the first one. 

Then the respective integral will be simplified.

Further, let us examine the remaining integrals.
The PNF of a system out of 5 elements is the combination 

of the sum of the PNFs of the system out of 4 elements and 
the result of integration. Let us write how the coefficients 
will change in the case of matching for one type of element 
types (λ1):
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.

I.e. the initial matrix A transforms in such a way that 
some matrix elements are combined with some sum-
mands. 

.

The common formula of coefficients calculation in the 
matching part is as follows:

 if ,

i is the line index in the respective matrix;
j is the column index in the respective matrix;
k is the index of the initiated element of matrix Λ;
N is the number of elements in the initial system.
Let us consider the case when the failure rate of the initi-

ated element does not match any of the failure rates of the 
system’s elements.

Then, the integration will become more complex:

.

Let us take each integral in sum individually:

;
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.

Let us sum up the results of integration by grouping the 
summands:

 

.

Integrals with other polynomials are calculated in a 
similar way.

The PNF of a system out of 5 elements is the combination 
of the sum of the PNFs of the system out of 4 elements and 
the result of integration. Let us write how the coefficients 
will change in the case of no-matching for one of the ele-
ment types (λ1):

 

 

 

 

As the result of initiation of an additional element with the 
failure rate of λ5≠λ1, the coefficients realigned in a certain 
way according to exponential –λ1t. The degree of polynomial 
A(t) did not increase. Additionally, the integration created 
a summand that will be in the sum of the coefficient for the 
new exponential –λ5t. Let us write the complete result of 
summation in matrix form:

;

;

;

;



21

The mechanism of constructing an analytical solution for calculating the probability 
of no-failure of a cold standby system with heterogeneous elements

.

Thus, the integration process in case of initiation of ele-
ments can be reduced to the transformation of matrix A: its 
expansion and associated recalculation of the coefficients. 
The common formula for calculation of the coefficients for 
the non-matching part of the matrix is:

if ,
i is the line index in the respective matrix;
j is the column index in the respective matrix;
k is the index of the initiated element of matrix Λ;
N is the number of elements in the initial system.
A common formula is also required for the summands 

that will make up a new coefficient for the exponential of 
the initiated element failure rate, i.e. for the formula:

.

if ,
i is the line index in the respective matrix;
j is the column index in the respective matrix;
k is the index of the initiated element of matrix Λ;
N is the number of elements in the initial system.

Algorithmic diagram of the analytic 
solution

By combining the obtained formulas for the cases when 
the initiated element matches or does not match one of the 
types of the elements in the initial system, an analytic so-
lution for this iteration can be obtained using the diagram 
shown below.
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i is the line index in the respective matrix;
j is the column index in the respective matrix;
k is the index of the initiated element of matrix Λ;
N is the number of elements in the initial system.

Conclusions

The paper develops and mathematically substantiates an 
algorithm that enables recurrent development of analytic 
expression for PNF calculation for a system of any number 
of elements in cold standby. The solution process consists in 
the recalculation of matrix coefficients using generalized for-
mulas instead of numeric derivation and integration, which 
allows significantly reducing calculation time and increasing 
the accuracy of the results. In terms of data representation 
the algorithm is adapted for computer calculation.
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Figure 1. Diagram of analytic solution algorithm
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Interval estimation of reliability of one-off spacecraft
Anatoly Yu. Kolobov, NPO Lavochkin, Khimki, Russia
Evgeny V. Dikoun, NPO Lavochkin, Khimki, Russia

Abstract. Aim. Many space technology products fall into the category of one-off (unique) or 
are manufactured in small batches of 3 to 5. In accordance with the regulatory documentation, 
the design and development activities in the space industry must involve quality assurance 
of products with interval estimation of dependability indicators. However, for one-off unique 
spacecraft that account for a fair share of the overall space industry product output, acquir-
ing such estimates is associated with the problem of availability of original statistical data. 
That is due to the high cost of both the spacecraft itself and its testing, which does not allow 
testing large numbers of samples in the process of spacecraft development. In the context of 
restricted funding of the space industry, a practice has arisen that involves conduction each 
planned type of test on a single sample. The test samples have different configurations and 
versions of components (dimension and mass models, thermal analogues, etc.). In this case, 
it is impossible to acquire homogeneous statistical data in order to substantiate the compli-
ance with the dependability requirements. Results. The article proposes a method of interval 
estimation of the probability of no-failure of a one-off spacecraft based on the results of flight 
tests using a priori information acquired at the stage of pre-delivery and acceptance testing. 
The authors compare the feasibility of using computational, experimental or computational and 
experimental methods of spacecraft dependability indicators evaluation. As initial data, electric 
and radio engineering and thermal vacuum tests results of spacecraft flight model are used. 
The fact that only the electric and radio engineering tests results are taken into consideration 
is due to the dependability of spacecraft being primarily defined by the dependability of the 
electronic equipment. The scope of tests (normally, about 50 for each spacecraft) allows ob-
taining highly reliable and informative estimates. This method can also be used at the stage of 
operation in order to evaluate and supervise dependability, e.g. after a year of operation. The 
correctness of aggregation of the a priori information and the information obtained at the said 
stage is verified with Fisher’s Z-value. Conclusions. The proposed method allows estimating 
pointwise values of probability of no-failure of one-off spacecraft, lower confidence bounds 
and mean-square deviation of the probability of no-failure at the stages of pre-delivery and 
acceptance testing, flight testing and operation using a priori information. An example is given 
of interval estimation of probability of no-failure of one-off spacecraft based on the results of 
flight operations using a priori information obtained at the stages of pre-delivery and accept-
ance testing. 

Keywords: one-off spacecraft, spacecraft, a priori information, interval estimation, probability 
of no-failure, lower confidence bound, flight tests.
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Introduction

Regulatory documentation in the field of dependability 
requires implementation of interval estimation of depend-
ability indicators (DI) of technical objects. For the most 
of engineering products acquiring of such estimates does 
not cause any difficulties, as it is always possible to collect 
required amount of statistical data, which allows obtaining 
correct estimation of DI. 

However, many space technology products fall into the 
category of one-off (unique) or are manufactured in small 
batches of 3 to 5. 

The high cost of both the spacecraft itself and its testing 
does not allow testing large numbers of samples in the proc-
ess of spacecraft development. In the context of restricted 
funding of the space industry, a practice has arisen that 
involves conducting each planned type of test on a single 
sample. In this case, it is impossible to acquire homogeneous 

statistical data in order to substantiate the compliance with 
the dependability requirements [1,2]. 

It is proposed to implement Bayesian methods using a 
priori information when estimating dependability of one-off 
spacecraft.

Comparison of DI estimation methods 

In accordance with regulatory documentation, when confirm-
ing the dependability, it is possible to use computational, compu-
tational and experimental or experimental methods. At the same 
time, every method has its own advantages and disadvantages. 

The computational method is based on the usage of sta-
tistical data on failure rate of electronic components (ECs), 
assemblies, component parts of both specific models and 
their analogues. 

The computational method has the following disadvan-
tages [2]: 
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- lower level of detail of dependability structure diagram 
of radio-electronic devices with high failure rate of ECs (the 
number of failure rate of ECs in DI is as high as 120 000); 

- use of summarized data on failure rate for component 
parts instead of specified sets of ECs; 

- due to deterioration of data on failure rate of ECs, 
dependability assessments are underestimated, which com-
plicates the confirmation of specified requirements for the 
product dependability; 

- lack of reference data on dispersion of the failure rate 
of component elements doesn’t allow obtaining interval 
estimation of DI dependability; 

- estimation is carried out according to the project docu-
mentation. In this case there is no reference to the specific 
object of research. 

The main problem of experimental methods (compu-
tational and experimental) is the problem with the set of 
presentative sample of initial data.

Due to the impossibility to obtain sufficient statistical 
homogeneous data due to financial restrictions, experimental 
methods are inapplicable for confirming of dependability 
requirements of one-off (unique) spacecraft.

Though computational and experimental methods have 
their own disadvantages, they do not have the disadvantages 
of individual computational and experimental methods.

Methodology of computational 
and experimental DI estimation 
taking into account a priori information

It is suggested to use the approach of step-by-step com-
putational and experimental validation of probability of 
no-failure (PNF) of one-off (unique) spacecraft taking into 
account a priori information. 

Figure 1 shows the algorithm of step-by-step estimation 
and control of dependability with a priori information of 
one-off spacecraft. When estimating PNF using this ap-
proach, estimates obtained at the previous step are used 
(i.e. estimation by integrated information are used in this 
case). The correctness of such data integration is estimated 
by Fisher’s Z-criterion. 

Estimations of dependability indicators obtained at the 
stages of pre-delivery (PT) and acceptance (AT) tests of 
spacecraft are used as a priori information for the flight 
tests (FT) stage. At the same time, information on the results 
of power and radio engineering tests (including tests in 
vacuum) of spacecraft at PT and AT stages is used as initial 
information for the estimation of PNF and its mean-square 
deviation.

The use of the results of power and radio engineering 
tests due to the fact that dependability of complex techni-
cal systems, operating under harsh conditions (such as 
spacecraft), is primarily determined by the dependability of 
electronic equipment. At the same time, the scope of tests (at 
the average, about 50 per one spacecraft) allows to obtain 
highly reliable and informative estimations.

Malfunctions which lead to the failure of spacecraft, are 
as follows:

- malfunctions that lead to the total loss of spacecraft 
efficiency; 

- malfunctions that cause out-of-tolerance values of main 
operating parameters, specified in the technical require-
ments (TR).

In case several malfunctions are simultaneously identified 
as part of dependability estimation, they are considered a 
single failure. It is not allowed to consider one malfunction 
as repeated malfunctions of spacecraft caused by the same 
element. 

Random faults of the software are considered self-
repairing spacecraft operability disturbances and are not 
taken into account in the calculations. 

The following failures are not taken into consideration: 
- failures caused by another failure;
- failures caused by consumable materials running out 

of TR tolerances;
- failures caused by the violation of operating manual;
- failures caused by the influence of external factors not 

covered by the product TR;
- failures related to various experiments and caused by 

increased intensity of external influence in comparison with 
the requirements specified in TR;

- failures caused by the effect of ageing.

Figure 1. Algorithm of step-by-step estimation and supervision of dependability 
PT – pre-delivery test; AT – acceptance test; FT – flight test; ER – estimation results; 

API – a priori information 
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Estimation of DI on the n test results at 
the PT and AT stages 

The probability of no-failure (PNF) of spacecraft Р0 
and its mean-square deviation (MSD) σР0 based on n test 
results at the PT and AT stages is calculated by the follow-
ing formula [3]: 

;

.

If there are failures which were taken into account the 
estimation of dependability during tests (m≠0) is calculated 
using the following formula [4]:

;

The lower confidence bound РL for PNF at the specified 
confidence probability γ could be defined as: 

,

where tp is Student’s distribution for γ and n.

Estimation of probability of no-failure 
operation of spacecraft at the FT stage 

Taking into account the preliminary information, obtained 
at the PT and AT stages, point value of PNF of spacecraft  
and its mean-square deviation σР are calculated according 
to the following formula:

;

;

;

,

where  and σР are the values of PNF of spacecraft and 
its MSD, determined by the FT results taking into account 
the preliminary information; 

 and σР1 are the values of PNF and its MSD calculated 
in accordance with the FT results without taking into account 
the preliminary information; 

 and σР0 are the values of PNF and its MSD calculated 
with preliminary information. 

Ф(Z) is the table function of normal distribution [6]; 
Z is Fisher’s Z-criterion.

.

Statistical homogeneity of the preliminary information 
and API results as well as the possibility to obtain the correct 
combined assessment of PNF are estimated in accordance 
with Fisher’s Z-criterion. The condition Z≤1.6 is verified. 

The lower confidence bound of DI with confidence prob-
ability γ is defined as

Estimations of dependability indicators obtained at PT 
and AT stages, i.e.  and σР0

 are used as preliminary infor-
mation for the FT stage. 

Estimation of PNF of spacecraft 
without taking into account 
of preliminary information 

Estimation of DI is obtained in accordance with the fol-
lowing formulas 

;

where n* is the equivalent number of observed space-
crafts; 

m is the number of failures which were taken into account 
during the observations. 

where N is the number of days of spacecraft operation;
ti is the duration of task performance of the spacecraft 

within i-th days; 
tтр is the specified average duration of task performance 

within 24 hours;

.

At the following DI control stages, the estimation of DI 
is carried out according to the scheme shown in Figure 1. 
At the same time, the estimation obtained at the previous 
stage is considered as a priori information.
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Example. During power and radio engineering tests of the 
spacecraft at the PT and AT stages, 47 sessions were carried 
out. During 7 sessions, failures were identified. 

The duration of FT was 180 days. Within 24 hours, the 
spacecraft operated for about 5 hours. 

Task solving. For the PT and AT:

, .

where γ=0.9 

For the FT stage without taking into account a priori 
information: 

, 

For the FT stage with taking into account a priori infor-
mation: 

, Ф(Z)=0.822

К0=1-0.822=0.178; 

;

where γ=0.9 and n=1 Student’s distribution is tγn=6,314
The lower bound of PNF of the spacecraft with confi-

dence probability γ=0,9 according to the FT results is the 
following: 

.
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Service Level Agreements and dependability
Viktor A. Netes, Moscow Technical University of Communication and Informatics, Russia, Moscow

Abstract. The Service Level Agreement (SLA) is an efficient and proven tool for regulation of 
the relations between the supplier and the user of services that is designed to ensure their 
quality. Such agreements are well known and successfully used in the information and com-
munication industry. They are also applicable in other areas. Essentially, SLA stipulates certain 
requirements for the service level of which the fulfilment is guaranteed by the provider. In case 
of SLA violation the service provider is usually financially liable. As a rule, in such cases the 
user is remunerated with a discount for services provided in the following accounting period. 
Dependability requirements are an important part of the SLA. The purpose of this paper is to 
familiarize a wide range of experts from various industries with the general matters of SLA ap-
plication and the aspects related to the dependability requirements specification. The paper 
refers to the relevant documents of international standardization organizations (ITU, ISO/IEC, 
ETSI, TMForum) and the Russian standards. Recommendations are given for selecting the 
dependability indicators and standard values to be included in the SLA, as well as for defin-
ing the amounts of compensation payed by service providers to the customers in case of 
non-compliance with requirements for the availability factor. The availability factor is normally 
used in the SLA as the primary dependability indicator that defines the allowable total time 
of non-operability over the specified base period. Additionally, a client might be interested in 
restricting the duration of each individual downtime as well. For that purpose, the guaranteed 
recovery time can also be specified and exceeding this time would be deemed an SLA viola-
tion. The choice of the standard values for inclusion in the SLA is a search for a compromise 
between the intent to satisfy the user requirements and the wish to get ahead of the competi-
tion on the one hand and the requirement to ensure the feasibility of the assumed obligations 
and minimize the risk of SLA violation that involve financial and reputational losses on the other 
hand. Therefore, before proposing an SLA to a customer, a service provider must thoroughly 
analyze its actual ability to make sure that the probability of SLA requirements violation is suf-
ficiently low. The computational or computational and experimental methods are suggested 
for its evaluation. The amount of compensation for a violation depends on its gravity, i.e. the 
achieved and the standard values of an indicator. In practice, this relation is usually expressed 
with a step (piecewise constant) function. A formula is proposed that expresses the theoreti-
cal relation between the relative amount of compensation for violation of the availability factor 
requirements and the severity of violation and the standard value of this indicator. It can be 
used in defining the technically substantiated reference for SLA conditions development and 
assessment, of which the value will be relevant to both the service providers and users.

Keywords: Service Level Agreement, standards, dependability indicators, availability, compen-
sation.
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The Service Level Agreement (SLA) is a tool to regulate 
the relations between the supplier and user of services that 
is designed to ensure their quality. Such agreements are well 
known and successfully used in the information and com-
munication technologies (ICT) industry. Essentially, SLA 
stipulates certain requirements for the quality of service of 
which the fulfilment is guaranteed by the provider.Dependa-
bilityrequirementsareusuallyamongstthem.

There are many publicationscovering the application of 
SLA in ICT (including several articles by the author [1-6]). 
However, such agreements are also applicable in other 
areas.In particular, [7]indicates the utility of their use in 
the housing and communal services, while[8]suggests the 
power supply services.Nevertheless, SLAs are generally 
little known outside the ICT industry.

The purpose of this paper is to familiarize a wide range of 
experts from various industries with the general matters of 
SLA application, relevant international and Russian regula-
tory documents, aspects related to the SLA dependability 
requirements specification. In particular, recommendations 
are given for selecting the dependability indicators and 
standard values to be included in the SLA, as well as for 
defining the amounts of compensation payed by service 
providers to the customers in case of non-compliance with 
the specified requirements.

The following documents of international industry or-
ganizations are devoted to the SLA application in telecom
munications:International Telecommunications Union (ITU)
Recommendations E.860 [9] and M.3342 [10],European 
Telecommunications Standards Institute (ETSI) Handbook 
EG 202009-3 [11], TM Forum (formerly TeleManagement 
Forum) HandbookGB917 [12]. A Russian standard was 
developed[13] based on these documents and the considera-
tions outlined in [2].

In the informationtechnology (IT) industry the so-called 
InformationTechnologyInfrastructureLibrary(ITIL) became 
ratherwidespread. It was created in the second half of the 
1980s by the order of the Great Britain Government and 
describes the best practical ways of organizing the work 
of companies or business units providing IT services.The 
process approach used in it complies with the ISO 9000 
series standards.The seven volumes of the library describe 
the entire set of processes required to ensure the quality of 
IT services and the satisfaction of their users. The SLA ap-
plication is amongst them.

Based on the ITIL, the British standard BSI 15000 was 
developed and was later adopted as an international stand-
ard ISO/IEC 20000 withalmost no changes.This standard 
consists of several parts, for the first two of which there are 
identical Russian standards [14, 15] ([15] is the translation 
of the ISO/IEC version of 2005, replaced with a new one 
in 2012).

Unfortunately, there are a number of terminological 
remarks to the standards [14, 15]. Firstly, they are not fully 
consistent, which is evident even in their names: the term 
“service management” is translated to Russian differently in 
[14] and [15]. Secondly, the translation of “SLA” in them is 

less logical and does not correspond with the term previously 
agreed in the telecommunications industryand stipulated 
in the standard [13].It is also worth mentioning that there 
is a third “SLA” translation in some publications.Another 
terminological flaw [14, 15] will be considered below.

As mentionedabove, SLA typically includes dependabil-
ity requirements.Here one should pay attention to a certain 
inconsistency: SLAs are dedicated to services, but in the 
Russian [16] and international [17] standards dependability 
is defined as a property of a technical object.The idea that 
undertoday’s conditions the concept of “dependability” 
should be extended to services has already been suggested 
(see, for example, [18]).The dependability of services is 
actually mentioned in the ISO/IEC 20000 standard and in 
several ITU Recommendations, the dependability indica-
tors of gas transportation services are officially set forth in 
Russia [19].

However, within the framework of existing standards, 
we have to deal with a specific object, when considering 
dependability. The solution to this problem proposed in 
[20] is as follows. For each service, the so-called service 
frame is defined, that is a set of technologies involved in 
the service rendering. This service frame is the object, the 
dependability of which should be considered. Note that this 
method is not a pure formality, since it is still necessary to 
define the service frame, in particular, to calculate depend-
ability at the design stage.

The main dependabilityindicatorused in the SLA is the 
availability factor(Ka). It can be viewed as the fraction of 
the availability time during the baseperiod. Let ussuppose 
that the standard value Kas = 0.995, and the baseperiod is 
one month (30 days).Then the allowable downtime (time 
of nonoperability) per month is 30·24·(1 – 0.995) h = 3.6 h.
Thus, if the total downtime per month does not exceed 
3.6 hours, the SLA requirement for the availability factor 
is considered to be met, if it exceeds this value, there is a 
violation of the SLA.

Pre-planned periods ofmaintenance, measurement, 
switching, software updates,etc.are usually excluded from 
consideration. This corresponds to the definition of the 
availability factor [16].A note specifies that planned periods 
when the object is not used as intended can be excluded from 
consideration.This fact should be taken into account when 
drawing up the SLA wherethe frequency and duration of 
such planned interruptions in work should be stipulated.

Speaking of the availability factor, there is one more termi-
nological inconsistency.In many publications in Russian, the 
term “availability” is translated in a way that is appropriate in 
a common parlance but does not correspond to the fixed term 
in the dependability theory. In addition, in telecommunications 
there is the term “accessibility”, which is translated into Rus-
sian in the same way. The existence of two different concepts 
of the same term leads to confusion. This terminological 
misunderstanding was considered in detail in [21].

Unfortunately, that inexact translation is used in standards 
[14, 15]. One can also reproach the developers of the ISO/
IEC 20000 standard, where instead of coming up with their 
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own definition of “availability” they should have used the 
definition from the international terminological standard 
with reference to it (at the time of development of ISO/IEC 
20000 such standard was IEC 60050-191:1990, the precursor 
of [17])as prescribed by the standardization rules.

Besides the total downtime that characterizes the avail-
ability, a client might also be interested in restricting the 
duration of each individual downtime as well. For that 
purpose, the guaranteed recovery time can be specified and 
exceeding this time would also be deemed an SLA violation.
Sometimes average recovery time is suggested for restrict-
ing the duration of downtime, however this indicator has a 
serious drawback that many meancharacteristics share:a long 
downtime can be compensated by a large number of short 
ones.Moreover, the normalization of the average recovery 
time can provoke a service provider into arranging several 
short breaks in order to compensate for the long downtime 
that has already occurred.It was mentioned in [22] that using 
the average recovery time as the standardized dependability 
indicatoris unadvisable.

An approximate algorithm of choosing the standard 
values for inclusion in the SLA was given in [2]. The solu-
tion to this problem is a search for a compromise between 
two conflicting aspirations. On the one hand, the intent 
to satisfy the user requirements and the wish to get ahead 
of the competition makes service providers set the stand-
ards high, but on the other hand there is the requirement 
to ensure the feasibility of the assumed obligations and 
minimize the risk of SLA violation that involve financial 
and reputational losses.

Therefore, before proposing an SLA to a customer, a serv-
ice provider must thoroughly analyze its actual capabilities. 
It is also important to be able to evaluate the probability or 
rate of each SLA requirement violation in order to make sure 
that it is sufficiently low. If these characteristics prove to be 
unacceptable, then one has to lower the requirements or take 
measures to increase dependability. Since failures are rare in 
a well-functioning system, a direct experimental evaluation 
of the violations probability may take too long. Therefore, 
in such case it is reasonable to use the computational or 
computational and experimental evaluation methods for 
which the relations proposed in [3] can be used.

In case of SLA violation, the service provider is usually 
financially liable. As a rule, in cases of violation the user 
is remunerated with a discount for services provided in the 
following accounting period. The amount of compensa-
tion depends on the violation severity, i.e. how much the 
actual value of the indicator differs from the standard one. 
In practice, this relation between the amount of compensa-
tion and severity of violation is usually expressed with a 
step (piecewise constant) function. The following example 
is given in [9]: if the difference between the standard and 
the actual value of the availability factor expressed as a 
percentage is less than 2%, then the discount will be 15% 
of the rate, if this difference is 2 to 4%, the discount will be 
30%, if the difference is more than 4%, the discount will 
be as high as 50%.

In practice,the amounts of compensation stipulated in 
SLAs vary significantly depending on the service provider 
(specific examples for communication services are given 
in [2]). To a large extent, they are determined by marketing 
policy and market conditions. Nevertheless, it is useful to 
be able to define the technically substantiated amounts of 
compensation that could be used as reference for SLA con-
ditions development and assessment. This information can 
be relevant to both the service providers and users. In [4], a 
formula that expresses the relation between the amount of 
compensation for violation of the availability factor require-
ments and the severity of violation and the standard value of 
this indicator was proposed. It can be written as:

p = [1 – log (1 – Ka)/log (1 – Kas)]·100%,

wherepis therelative amount of discount expressed as a 
percentage, KaandKasarethe actual and the standard values 
of the availability factor (0 < Ka ≤ Kas < 1), logarithm can 
be of any base. For example, if Kas = 0.99 and Ka = 0.98 
than р = 15%.

The main conclusions of this article are:
SLA is an efficient and proven tool for regulating the 

relations between the providers and users of services that is 
designed to ensure their quality. The application procedure 
for it has been established in a number of international and 
Russian standards.

Essentially, SLA stipulates certain requirements for the 
service level of which the fulfilment is guaranteed by the 
provider. In case of SLA violation the service provider is 
financially liable.

Dependability requirements are an important part of the 
SLA. The availability factor is normally used as the primary 
dependability indicator that defines the allowable total time 
of nonoperability over the specified base period. Addition-
ally, the guaranteed recovery time can be specified.

The proposed formula expresses the theoretical relation 
between the relative amount of compensation for violation 
of the availability factor requirements and the severity of 
violation and the standard value of this indicator. It can be 
used in defining the technically substantiated reference for 
SLA conditions development and assessment.
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Abstract. The growing number of cars in the Russian Federation means that a large number of 
vehicles with different performance indicators get involved in the transportation process. One 
of those indicators is dependability that is a key characteristic of quality. A vehicle’s operation 
is the primary test of its dependability, of which the indicators depend on the used design solu-
tions and the manufacturing process. Defects occurring at various stages of vehicle manufac-
ture significantly affect the dependability indicators. It must be noted that a vehicle is a source 
of increased hazard. A failure of a vehicle in operation due to a manufacturing defect or non-
observance of operation conditions may cause an accident. Therefore it is extremely important 
to have at one’s disposal information on the implemented systems reliability indicators that 
affect active safety. In this context, the research of automotive vehicles dependability in op-
eration is a relevant scientific task, solving which will enable managing the technical condition 
of vehicles and ensure traffic safety. The aim of this research was to evaluate the operational 
dependability of the systems that directly affect the road safety of Lada Kalina with subsequent 
use of the obtained information in the development of automated systems for management of 
automotive vehicle technical condition in operation. The methods of research are based on 
the theoretical foundations of vehicle maintenance, the probability theory and mathematical 
statistics, experimental design theory. Standard methods of processing of statistical informa-
tion on the operational dependability of vehicles were used. The data was obtained from official 
OAO AvtoVAZ dealerships in the Vladimir Oblast. As the result of research of the operational 
dependability of the systems that directly affect the road safety of Lada Kalina a list of defec-
tive components in the steering, braking, chassis, lighting and signalling systems was identi-
fied. Times to failure of parts, units and assemblies that limit the vehicle dependability, as well 
as the primary numerical characteristics of random distribution were determined. The defects 
identified at early stages of operation indicate design and manufacturing flaws of Lada Kalina. 
Conclusions: In this paper the authors present the findings regarding the defects of the Lada 
Kalina systems that directly affect traffic safety. This information was obtained by means of 
analyzing vehicle failures within the warranty period that were recorded based on the owners’ 
applications to the OAO AvtoVAZ dealerships an maintenance facilities in the Vladimir Oblast. 
Maintenance facilities, when performing diagnostic operations as part of routine maintenance, 
should take into consideration the list of the least dependable vehicle components given in this 
paper and directly affecting the traffic safety.
The manufacturing factory should take note of the indicated defects and develop a plan of their 
elimination, as well as timely inform the consumers of the identified warranty-specific defects 
and recall the products.

Keywords: automobile, Lada Kalina, VAZ-1118, dependability, steering, braking system, chas-
sis, lighting system, defects, warranty period.
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Introduction

A review of current scientific publications [1] shows that 
today malfunctions of automotive vehicles account for 20 to 
25 % of the total number of traffic accidents (TA). Failures 
of the braking and steering systems, chassis, lighting and 
signalling devices of vehicles reduce their dependability and 
cause high risk of situations that enable TAs.

In operation, it is extremely important to have at one’s 
disposal information on the dependability of the components 
of the above systems as that enables the management of 
their technical condition. The country’s leading colleges and 
automotive industry’s research institutions in close coop-
eration with the manufacturers, operators and maintenance 
enterprises that collect and analyze initial information on 
failures of vehicle units and assemblies are now developing 
a system for managing the technical availability of transport 
vehicles.

As part of the automated system for vehicle technical 
condition management in operation under development [2, 
3, 4] the task of this research was to evaluate the operational 
dependability of the systems that directly affect the road 
safety of Lada Kalina. The research involved official OAO 
AvtoVAZ dealers in the Vladimir Oblast. This paper presents 
the findings regarding the assigned task.

Findings regarding the operational dependability of 
Lada Kalina. The diagram in Figure 1 that illustrates mass 
defects of the steering system shows that non-acceptable 
steering rack displacements due to increased gear clearance 
account for the bulk of failures. Their elimination within the 
warranty period is predominantly performed by means of 
adjustment of gear transmission clearance or replacement 
of the whole mechanism. Cardan shaft knocking is caused 
by gaps in nail bearings of the U-joints.

Electromechanical power steering (EPS) defects account for 
one seventh of all of the system’s defects. The unit is mechatronic 
and has a complicated design, therefore diagnosing its technical 
condition is especially labor-intensive and requires special meth-
ods and facilities [5]. In operation, defective EPS functioned in-
correctly, i.e. allowed unintentional rotation of the steering wheel 
with the vehicle’s deviation from the straight-line trajectory, as 
well as reduction of the maximum compensating torque.

The defect of the swivelling mechanism connector that 
ensures electrical connection between the airbag and the 
sound signal switch with the dashboard wiring harness is 
caused by broken spiral cable. In this case a reduced passive 
vehicle safety due to airbag failure can be observed.

Other steering failures in Lada Kalina are due to defects 
of the steering mechanism and its parts: increased gear 
transmission clearance and loss of case integrity.

Figure 1. Defects of the steering system of Lada Kalina:
А: Steering rack displacement too high relative to case; B: Cardan shaft knocking; C: Electromechanical power steering disabled; 

D: Swivelling mechanism connector defect; E: Left steering knuckle out of size; F: Rack-to-lock gap out of size; 
G: Rupture of steering rack case; H: Steering column cover defect

Table 1. Mass defects of the steering system of Lada Kalina

Item Name of defect Number , ths km ν σ

1 Steering rack displacement too high relative to case 40 17,5 0,68 11,9
2 Cardan shaft knocking 38 18,7 0,68 12,8
3 Electromechanical power steering disabled 26 21,2 0,64 13,5
4 Swivelling mechanism connector defect 21 16,6 0,77 12,7
5 Left steering knuckle out of size 19 18,6 0,58 10,8
6 Rack-to-lock gap out of size 12 15,0 0,94 14,2
7 Rupture of steering rack case 12 22,9 0,61 14,1
8 Steering column cover defect 11 6,9 0,82 5,7
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Figure 2 shows the percentage of vehicle braking system 
defects. 

The figure shows that due to reduced performance of rub-
ber components (sleeves and seals) the loss of wheel cylinder 
integrity accounts for a quarter of all failures. Braking fluid 
leaks and its bleeding off between brake circuits can also be 
observed in the main braking cylinder and front disk brake 
calliper. Thus, the defects of the main and wheel brake cyl-
inders form over a half of all system failures.

Air intake into the vacuum booster cylinder and the wedg-
ing of its rod cause malfunction in sixteen out of a hundred 
vehicles with a failed braking system. Pressure regulator 
valve malfunctions were observed in only four percent of 
vehicles with the system’s failures.

Among the «Other» malfunctions we should emphasize 
the defect of calliper seal, broken front brake block spring, 
failure of brake fluid level switch, as well as scuffing of rear 
brake friction pad.

Table 2 shows that times to failure of most brake con-
trol components correlate to the service interval as per the 
vehicle’s log book, except for the main and wheel brake 
cylinders and brake hoses. In operation, those components 

must be checked as part of routine maintenance at serv-
ice stations. It should be noted that of a special hazard 
to the vehicle owner and passengers are the brake hoses 
with the time to failure of just 5000 km and coefficient 
of variation of 1.16. 

A special attention should be given to the braking pres-
sure regulator valve installed in basic configurations of 
Lada Kalina. The average time to failure is about 700 km, 
which is unacceptably low. Premature blocking of lockup 
of rear axle brakes during braking caused by incorrect valve 
operation may cause skidding of the back wheels and loss 
of vehicle stability.

Figure 3 shows the distribution of chassis failures of the 
vehicle under investigation.

Defects of front suspension ball joint and destruction of 
rear brace joint that manifest themselves with knocking and 
clicking during vehicle acceleration are the most common 
in operation and require the replacement of components in 
order to eliminate the above defect symptoms.

Increased clearances in the supporting bearers of the right 
and left rotary racks cause knocking when passing bumps in 
the road, as well as distinctive creaking when the steering 

Figure 2. Defects of the braking system of Lada Kalina:
А: Loss of wheel cylinder integrity; B: Loss of main braking cylinder integrity; C: Loss of vacuum booster integrity; 

D: Main braking cylinder bleed off; E: Brake drum vibration/ovality; F: Vacuum booster wedging; G: Braking pressure regulator 
valve not adjusted; H: Right calliper leak; I: Rupture of cooling hose; J: Left calliper leak; K: Other defects

Table 2. Mass defects of the braking system of Lada Kalina:

Item Name of defect Number , ths km ν σ

1 Loss of wheel cylinder integrity 54 25,6 0,54 13,8
2 Loss of main braking cylinder integrity 32 22,5 0,51 11,4
3 Loss of vacuum booster integrity 22 16,8 0,74 12,3
4 Main braking cylinder bleed off 22 15,5 0,65 10,1
5 Brake drum vibration/ovality 18 19,9 0,39 7,8
6 Vacuum booster wedging 12 6,2 1,37 8,5
7 Braking pressure regulator valve not adjusted 8 0,68 1,02 0,7
8 Right calliper leak 7 29,4 0,4 11,7
9 Rupture of cooling hose 6 5,0 1,16 5,8
10 Left calliper leak 6 28,9 0,57 16,3
11 Other defects 15 - - -
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wheel is turned. The defect is due to the loss of component 
integrity that entails sand collection and excessive tear and 
wear of the ball and destruction of the retainer. Increased 
noise during rear wheels rotation and their wobble are due 
to gaps in the hub bearings that are eliminated by means of 
adjustment or replacement.

Table 3 shows mean times to failure of defective vehicle 
chassis components.

Figure 4 shows the percentage distribution of lighting and 
signalling devices of Lada Kalina: Mass defects of lighting 
devices associated with the loss of integrity of headlamp 
units, tail lights and fog lights manifest themselves in the 
form of misting of their glasses in operation caused by 
ingress of moisture and are due to distortional stress at the 
mounting spots on the vehicle body.

Failures of auxiliary stop signals are caused by failures 
of one or more semiconductor elements. Table 4 shows 
information on the operational dependability of a vehicle’s 
lighting components.

Conclusion. The findings regarding the dependability of 
Lada Kalina safety system elements within the warranty pe-
riod are an important part of the vehicle’s technical condition 
management system. The defects identified at early stages of 
operation indicate design and manufacturing flaws. 

Maintenance facilities, when performing diagnostic 
operations as part of routine maintenance, should take 
into consideration the list of the least dependable vehicle 
components given in this paper and directly affecting the 
traffic safety.

The manufacturing factory should take note of the indi-
cated defects and develop a plan of their elimination, as well 
as timely inform the consumers of the identified warranty-
specific defects and recall the products.
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Figure 4. Defects of the lighting system of Lada Kalina:
А: Loss of integrity of left headlamp unit; B: Loss of integrity of right headlamp unit; C: Defect of right tail light; 

D: Defect left tail light; E: Loss of integrity of fog light; F: Defect of auxiliary stop signal; G: Other defects

Table 4. Mass defects of the lighting system of Lada Kalina:

Item Name of defect Number , ths km ν σ

1 Loss of integrity of left headlamp unit 69 10,8 0,73 7,9
2 Loss of integrity of right headlamp unit 25 13,9 0,85 11,8
3 Defect of right tail light 15 19,7 0,51 10,1
4 Defect of left tail light 9 18,3 0,82 15,0
5 Loss of integrity of fog light 8 15,3 0,97 14,8
6 Defect of auxiliary stop signal 6 19,7 0,94 18,6
7 Other defects 7 - - -
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Abstract. The aim of this paper is to develop a model that would enable a standardized rep-
resentation of malicious software’s structure, functions and to get a quantitative estimation of 
the fault tolerance of information and telecommunication networks affected by malicious soft-
ware. The paper shows the relevance and importance of the malicious software models and 
evaluation of the fault tolerance of information and telecommunication networks affected by 
malicious software. Malicious software refers to software systems able to covertly deploy, es-
tablish unauthorized virtual data communication channel, self-propagate, self-modify, conduct 
unauthorized collection of information on the network and information technology interference 
against it. The structural and functional model of malicious software developed in this paper 
is composed of the following set of diagrams and function descriptions: structures of covert 
deployment and malicious software installation using electronic mail, structural and functional 
diagram of the main module of malicious software and covert deployment modules, structural 
and functional diagram of malicious software while implementing malicious functions, malicious 
software certificate. The diagrams detail the standard functions, operating procedures and 
information interaction of malicious software modules of the external and internal networks 
via an unauthorized virtual data communication channel. Primary malicious software modules 
are considered through the example of the Careto targeted computer attack. The model of 
fault tolerance of information and telecommunication networks affected by malicious software 
is described by indicators that characterize the ability of the networks and information secu-
rity facilities to maintain and recover specified probabilistic and temporal characteristics over 
the period of malicious software activity. The following indicators are considered: probability 
that information and telecommunication networks and information security facilities maintain 
the specified probabilistic and temporal characteristics over the period of malicious software 
activity, probability that information and telecommunication networks and information security 
facilities recover the probabilistic and temporal characteristics after the effects of malicious 
software activity, factor of operation availability of information and telecommunication networks 
to perform the specified probabilistic and temporal characteristics under malicious software 
activity at an arbitrary moment in time, mathematical expectation of the duration of malicious 
software activity, mathematical expectation of the recovery time of the probabilistic and tem-
poral characteristics of information and telecommunication networks and information security 
facilities. It is assumed that the values of the parameters required for the calculation of the 
indicators of the fault tolerance model of information and telecommunication networks were 
obtained as the result of a testbed simulation of the networks affected by malicious software. 
In the conclusion it is noted that the developed models enable the identification of the general 
structure of covert deployment and installation of attacking malicious software using electronic 
mail, structural and functional diagram of the main module of malicious software and covert 
deployment modules, structural and functional diagram of malicious software while implement-
ing malicious functions, malicious software certificate, as well as evaluate the fault-tolerance 
of information and telecommunication networks and information security facilities affected by 
malicious software, quantify the probabilistic and temporal fault tolerance, recoverability and 
availability characteristics of networks.
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Introduction

Today, the highest threat comes from targeted computer 
attacks organized by intruders using covertly deployable 
and self-propagating malicious software (malware, MW). 
Such software is not always quickly detectable by state-
of-the-art information security facilities (ISF) such as 
antivirus protection, computer attack detection, prevention 
and recovery systems. Usually, intruders exploit zero-day 
vulnerabilities in many programs of operating systems (OS), 
network services and protocols for covert deployment of 
MW elements into information and telecommunications 
networks (ITCN).

MW shall refer to a software system for covert deploy-
ment, establishment of unauthorized virtual data commu-
nication channels, self-propagation, self-modification and 
implementation of massive targeted information technol-
ogy interference (computer attack) against ITCN for the 
purpose of disrupting information security and operational 
stability.

MW systems have difficult to analyze software implemen-
tation, their development and execution involves considerable 
information resources, they use algorithms for compression, 
encryption and masking of destructive actions. Today’s mas-
sive targeted computer attacks, such as WannaCry in 2017, 
that involve MW affect hundreds of thousands of computers 
worldwide and disrupt the operational stability of ITCN of the 
banking, energy, healthcare, communication, transportation 
and other critical industries [1-2].

This paper proposes a structural and functional model 
of MW that was developed involving the analysis of the 
Careto targeted computer attack’s source code set forth in 
the Kaspersky Laboratory analytical findings. Additionally, 
the paper interprets a standard structural model and functions 
of a wide range of MW.

Careto facilities enabled the intruder to attack 380 
unique objects in 31 countries. Using Careto the intruders 
stall information on computer facilities, private encryption 
keys, VPN settings, SSH settings, RDP files, as well as 
files of various data formats. Typically, MW deployment is 
performed via the Internet, suitable ITCN communication 
equipment and unauthorized connection of external data 
storage device [3].

The Careto MW system is installed in the network with 
the installation module and provides the intruder with remote 
access to the ITCN without the user’s knowledge, performs 
a set of commands received from the remote control server 
in order to collect information on the network, vulnerable 
services and stored data. In case of successful ITCN penetra-
tion the Careto installation module extracts the components 
required for correct Careto operation and subsequent deploy-
ment in the network.

Essentially, Careto and similar programs enable two types 
of computer incidents in the ITCN:

1. Penetration and organization of unauthorized, virtual, 
covert channel for collection, transmission and processing 
of information on the ITCN.

2. Covert deployment of MW elements in the ITCN and 
implementation of massive targeted interference.

Massive targeted MW interference against the ITCN 
vulnerabilities cause practically immediate (in case of data 
communication via fiber-optic channels) disruption of func-
tional stability of the ITCN even if ISF are in place.

In order to ensure the functional stability of ITCN af-
fected by MW, it is required to develop models that will 
define standard MW structures and functions, allow imple-
menting them in the form of testbed simulation models [4] 
and quantify ITCN resilience when affected by destructive 
actions [5-7].

ITCN simulation models allow reproducing the most 
time-critical regulations and control cycles, while ISF mod-
els enable developing the respective information security 
facilities. The most rational configuration of the testbed for 
verification of ITCN behavior under MW would be a set 
of data processing centers, information systems based on 
virtual machines, MW simulators interconnected by means 
of network communication equipment.

ITCN fault tolerance shall be understood as the ability of 
the network and ISF to ensure compliance with the speci-
fied regulations of control cycles performance (probabilistic 
and temporal characteristics) under MW within the given 
time interval. 

The presence of potential vulnerabilities in the modern 
ITCN enables MW deployment and implementation of 
destructive actions that disrupt functional stability. There-
fore, the development of models allowing formalizing the 
structure and operation process of MW, evaluate ITCN fault 
tolerance under MW is of relevance. 

Problem definition

The following was developed as part of this paper’s 
preparation:

1. MW structural and functional model including the 
following components: 

– general MW system structure;
– structure of MW covert deployment and installation 

using electronic mail;
– structural and functional diagram of Careto main mod-

ule and covert deployment modules (SGH, SBD);
– structural and functional diagram of the MW module 

(SGH) that describes the primary functional capabilities of 
the MW system;

– MW certificate.
2. Model of ITCN fault tolerance under MW based on 

experimental testing of ITCN segments and appropriate ISF 
with simulation of MW against them.

Figure 1 shows the general structure of MW of which the 
components are distributed over the internal and external 
networks and interact over the unauthorized virtual data 
communication channel (established by the intruder). There 
are known Careto codes for 32 and 64-bit Windows and 
Linux operating systems (OS), as well as other types of MW 
for mobile applications of Android and Apple iOS [1,3].
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MW structure includes external facilities for controlling 
the modules deployed in the internal network based on 
MW control server and delivery (translation) and informa-
tion interaction module. The MW modules deployed in the 
ITCN collect data on the network configuration (accessible 
IPs, MAC addresses and port numbers of communication 
equipment), type of operating system and ISF, intercept in-
formation from the display (user’s desktop image), keyboard 
and connected storage media. The delivery module issues 
control commands for implementation of destructive func-
tions by the modules deployed in the internal network and 
then delivers the collected information to the MW control 
server and stores it in a database. The MW server enables 
the implementation of the offensive functions of computer 
attacks against ITCN by means of selection out of a database 
and sending of a code of special program exploits to the 
vulnerabilities of the target internal network. Additionally, 
MW can use various Metasploit Framework tools, e.g. in 
order to increase MW privileges in the operating system.

The following primary MW modules operate in the 
internal network:

1. Covert MW elements deployment (loading drivers) 
and interaction modules that include the facilities for initial 
access to ITCN elements, covert downloading onto the oper-
ating system and ISF evasion, as well as interface programs 
for organization of information interaction with the external 
network and between the modules of the internal network.

2. Modules of covert self-propagation of MW in ITCN in 
the form of software tools for system administrator privileges 
management, load facilities that ensure interception of oper-
ating system traps, covert transition to MW code execution 

and priority imposing of its functions implementation. 
3. Modules of data collection, preparation and implemen-

tation of ITCN attacks, of which the key functions consist 
in the operation of a set of implant programs that intercept 
wire and wireless network traffic, keystrokes, sessions and 
keys during programs operation, extract information from 
computer equipment, save screenshots and control file opera-
tions. The malicious module generates the input data on the 
target ITCN required for interaction, enables deployment of 
the remaining components of the MW system and delivers 
the computer attack code to the target ITCN elements.

4. MW self-modification modules are program compo-
nents that ensure MW adaptation to the parameters of the 
hardware and software environment of the target ITCN by 
means of extraction and deployment of programs required 
for the organization of an unauthorized connection to the 
network, OS versions, as well as sending a request to the MW 
server with input data for additional malicious modules.

5. MW covertness modules, i.e. a set of modules that con-
ceal MW actions by means of fake software certificates and 
electronic signature, internal and external traffic encryption, 
removal of traces of MW in computer files and memory.

Figure 2 shows the MW covert deployment and installa-
tion structure using electronic mail.

Covert deployment, self-propagation and installation 
of MW are performed as follows. The intruder prepares a 
phishing e-mail message that contains a link to a malicious 
network resource. When the link is opened by the user, MW 
is deployed in the open segment of the ITCN. Then the user 
is redirected to a legitimate network resource in order to 
conceal the fact that the system is compromised.

Figure 1. General MW system structure
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Figure 2. Structure of MW covert deployment and installation using electronic mail

Figure 3. Structural and functional diagram of main MW module and covert deployment modules (exemplified by Careto)
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In order to mask the MW the intruders use subdomains 
based on malicious network resources. The purpose of the 
masking mechanism is used on the assumption that if the 
name of the network resource is very long the browser 
cuts the name from the end leaving the name of the sub-
domain.

Then, by using a script file for collection of information 
on the targets within the ITCN, data on the vulnerabilities 
and information resources available for intrusion is prepared. 
For instance, vulnerabilities in Adobe Flash products (vul-
nerability code CVE-2012-0773) and Java (vulnerability 
code CVE-2011-3544) are used. Based on the information 
collected in the ITCN, the required exploit is selected out of 
the database and loaded as an extension of a browser. Then 
it is forwarded to the ITCN to ensure the installation of a 
backdoor-class MW. After a successful compromise of the 
ITCN the user is redirected to a legitimate network resource, 
e.g. a news portal.

It is assumed that during its penetration into the ITCN 
the content of the malicious message evades the standard 
ITF. The intruder specifies a unique link to a certain exploit 
and sends it to the user in the phishing letter. The user then 
loads it. In order to mask the links to exploits, the links are 
shortened using respective services.

The structural and functional diagram of the main MW 
module and covert deployment modules (exemplified by 
Careto) is given in Figure 3. As it can be seen in Figure 3, 
Careto mainly consists of the main module that performs the 

initial deployment in the ITCN and the modules for organiza-
tion of unauthorized data communication channels, covert 
propagation and implementation of information technology 
interference (SGH and SBD). 

Figure 4 shows the structural and functional diagram of 
the SGH MW module that describes the primary functional 
capabilities of the MW system. This type of MW is one of the 
modules for data collection, preparation and implementation 
of backdoor-class interference against ITCN. This module 
provides the intruder with covert remote access to the ITCN, 
performs various commands received from the MW remote 
control server. As Careto has the capability to download 
additional SGH and SBD MW, it can be concluded that the 
structural and functional diagram, as well as the description 
of the SGH modules completely characterizes the malicious 
functions of the whole Careto MW system. 

Let us present the primary malicious function of MW, as 
exemplified by the SGH module of Careto, with a description 
of the functions of its component modules as follows:

Screensaver module that waits for the moment when the 
desktop with the name “screen-saver” becomes available, 
then creates another desktop with its own name, loads the 
default browser. The «DllEnumClass» function removes 
the screensaver module or deletes its name from the con-
figuration information, depending on the version of the 
Windows OS.

Functionality extension module that reads the list of ad-
ditional SGH modules from the configuration information, 

Figure 4. Structural and functional diagram of the MW module (SGH) that describes the primary functional capabilities of the MW system
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loads those modules and regularly polls them, sends the 
results to the remote control server via the interface provided 
by the network interaction module.

Driver interaction module that represents an interface for 
the user level “scimap.sys” driver.

Module for network interaction with the remote control 
server that establishes connection with the network interac-

tion module by means of the above channel specified in the 
SGH module’s configuration information, performs network 
interaction with the remote control server.

Network interaction module that provides network fea-
tures to other SGH modules via the above channel.

System information module that collects low-level infor-
mation on the ITCN (list of files on the disk, base address of 

Table 1. Standard MW vulnerabilities certificate

MW description 
elements MW description

Name Careto
Type backdoor, modular
Detection date 2014

Brief description The MW covertly deploys and provides the intruder with a remote access to the ITCN, performs 
various commands received from the remote control server

MW target public agencies and businesses
Hazard level High

MW structure

- installation module
- main module
- remote control center networking module
- functional module
- execution control module of the functional and network module
- removal module
- system information collection and data authentication module
(additional modules may be downloaded from the remote control center).

Primary 
functionality

- configuration file and payload file encrypted with a modified RC4 algorithm;
- inclusion into startup group as a COM object;
- injection of malicious code into explorer.exe, iexplore.exe, firefox.exe, chrome.exe processes;
- rerecording of the code sections of the system libraries;
- safe closure of module engines;
- reception and transmission of data is encrypted with AES and RSA algorithms;
- launch of executable files with certain arguments;
- reception of CAB file, extraction of file and subsequent launch with a certain argument;
- extraction of executable module from CAB file and subsequent launch in the memory;
- modification of configuration file, change of remote control server;
- collection of information on ITCN and transmission to the remote control server;
- complete removal of MW from ITCN.

ITCN compromise 
indicators

(Files, fragment)
%AppData%\Microsoft\objframe.dll|shmgr.dll|Shlink(32|64).dll
(Registry, fragment)
[HKLM\Software\Classes\CLSID\{E6BB64BE-0618-4353-9193-0AFE606D6F0C}\Inproc-
Server32] = «%System%\browseui.dll»
(Networks, fragment)
hxxp://202.75.58.153/cgi-bin/commcgi.cgi
User-Agent field: Mozilla/4.0 (compatible; MSIE 4.01; Windows NT)

Detection method (Virus protection facilities, fragment)
Kaspersky: Trojan.Win32|Win64.Careto.*

Possible elimination 
measures

- OS reinstallation and formatting of data storage media;
- manual check of ITCN compromise indicators (startup group elements, network interaction, 
file system activity, OS log files analysis);
- antivirus facilities update and complete check of ITCN.

Information on MW https://kasperskycontenthub.com/wp-content/uploads/sites/43/vlpdfs/unveilingthemask_v1.0.pdf 
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the PE format files created after the specified date, hardware 
and software platform characteristics).

Registry configuration data management module that 
creates normalized configuration information for the SGH 
module that is used by the other modules.

Antivirus protection counteraction module.
Encryption module that provides cryptographic features to 

the other modules (AES-128, RC4 encryption algorithms).
Compression module that provides compression features 

to the other modules (LZNT1 compression algorithm).
Keystroke interception module, a keylogger that operates 

in kernel mode. 
File operations interception and content collection mod-

ule that intercepts file operations, collects information and 
file contents in accordance with filter rules. 

Network traffic interception module that provide network 
traffic interception facilities.

SGH activity log files storage module that creates two 
storage files based on the acquired information collected by 
other modules and saves them in the ITCN activity log in the 
form of entries with timestamps and text information.

DLL deployment module that registers the function of 
management of the events of process creation and loading 
of library into the process space based on loading rules that 
define the location of the deployed DLL libraries and list of 
names of the target processes for deployment.

Skype calls interception and recording module that inter-
cepts a number of Skype functions and data while masking 
itself as a system library.

Nokia mobile devices information collection module that 
steals information from Nokia mobile devices.

Desktop screenshot creation module that creates desktop 
screenshots and records the cursor positions.

Wi-Fi networks information collection module that col-
lects information on wireless networks accessible via the 
Wi-Fi interface of the compromised ITCN.

Electronic mail messages collection module uses the Mi-
crosoft Outlook interface and prompts it from the intercepted 
OLE2 system functions.

SGH malware removal module that completely deletes 
MW elements from the ITCN.

We shall define the standard certificate of MW activities 
implementation against ITCN vulnerabilities using the GOST 
R 56546-2015 (Table 1) and the example of the Careto MW 
that describes the key features of its operation and recom-
mendations for the elimination of ITCN vulnerabilities.

Subsequently, it is suggested to use the standard MW cer-
tificate in investigations of computer incidents and design of 
adaptive MW detection facilities based on their behavioural 
analysis as part of a system for computer attack detection, 
prevention and recovery.

The ITCN fault tolerance model is required to insure the 
network’s functional dependability when affected by MW. 
It is based on experimental tests of functional analogues of 
ITCN segments and associated ISF that involved testbed 
simulation of MW attacks against them. The model consists 
of a set of indicators defined by formulas (1-5):

1. Probability of ITCN and ISF maintaining the speci-
fied probabilistic and temporal characteristics over the MW 
period:

, (1)

where tMW is the time of MW action;
PMWi is the probability of i-th successful MW action 

against ITCN and ISF elements, N is a sequence of natural 
numbers;

PISFj is the probability of successful prevention and detec-
tion of MW by the j-th ISF element;

PEk is the probability of successful elimination of the k-th 
vulnerability in the ITCN and ISF.

2. Probability of recovery of the probabilistic and tempo-
ral characteristics of ITCN and ISF affected by MW:

  (2)

where trec is the recovery time of ITCN and ISF charac-
teristics;

SITCN, SISF are the weight numbers of [0, …, 1] that char-
acterize the number of sensors in the ITCN and ISF that 
detected and countered the MW modules;

λITCN is the recovery rate of ITCN elements;
µISF is the recovery rate of ISF components;
3. The coefficient of ITCN and ISF operational availabil-

ity to perform specified probabilistic and temporal charac-
teristics under MW at an arbitrary moment in time. 

 , (3)

where tITCN is the time period of ITCN operability;
 is the period of faults (failures) as the result of MW 

activity.
4. The mathematical expectation of the MW action 

time:

 
, (4)

where tMWi are the i-th values of MW action time;
 is the total number of measurements of MW action 

time as part of testbed simulation.
5. The mathematical expectation of recovery time of the 

probabilistic and temporal characteristics of ITCN and ISF:

 , (5)

where  is the recovery time of the j-th ITCN ele-
ment;

 is the recovery time of the j-th ISF element;
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 is the total number of measurements of ITCN ele-
ments recovery when affected by MW;

 is the total number of measurements of ISF compo-
nents recovery when affected by MW.

Conclusion

The paper suggests models that allow identifying the gen-
eral structure of covert deployment and installation of MW 
using electronic mail, structural and functional diagram of 
the main MW module and covert deployment modules (using 
the example of the Careto MW), structural and functional 
diagram of MW when implementing malicious functions, 
MW certificate, as well quantifying the probabilistic and 
temporal characteristics of fault tolerance, recoverability 
and availability of ITCN affected by MW.
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Evaluation methods and ways of improving the operational 
dependability of mass airflow sensors in engines
Mikhail V. Gorban, North Caucasus Federal University, Institute of Service, Tourism and Design (Branch), 
Pyatigorsk, Russia
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Abstract. The design of today’s car engine electronic control system practically always in-
cludes an engine load sensor. Normally, its role is played by the intake manifold absolute pres-
sure sensor or the mass airflow sensor. Film mass airflow sensors are the most common ones. 
The sensor is installed in the intake between the air filter and the throttle plate of the engine 
intake manifold. In the process of operation the sensor is exposed to pollution and ageing of 
the gauging element due to interaction with dust particles and motor oil fumes in the airflow. 
That causes the output signal to deviate from the reference values and consequently inaccu-
rate calculation of the fuel blend composition by the electronic engine control system. Given 
the design of the sensors, they cannot be repaired and are replaced with new ones. A new 
sensor is quite costly. Given the above, it is obvious that the subject is of relevance. The aim of 
the paper is to find methods of evaluation and ways of improving the operational dependability 
of film mass airflow sensors installed in modern automobiles. The evaluation of sensor oper-
ability is based on the voltage of the sensor output signal. Using a diagnostic scanner plugged 
into the automobile’s diagnostics port in the analog-to-digital converter channel viewing mode 
the voltage of the sensor output signal is recorded, the fuel blend long-lasting correction factor 
is evaluated, and the presence of error codes associated with the malfunction of mass airflow 
sensor in the memory of electronic control unit is verified. A digital oscilloscope is used for 
measuring the voltage at the moment of ignition lock activation and the resting voltage at zero 
airflow, as well as the transient time. Based on the obtained findings it becomes obvious that 
the operational dependability of such sensors can only be improved by correcting the calibra-
tion tables of the mass airflow sensor stored in the memory of the engine control unit. Using a 
mass airflow sensor test stand, input data is prepared for the correction procedure. The refer-
ence and tested sensors are installed on the same vacuum pump nozzle, and the airflow rate 
is changed gradually. Under a fixed airflow rate the sensors’ output voltage is measured. The 
resulting data is summarized in a table and processed with the Chip Tuning PRO calibration 
software. As can be seen, one of the causes of the loss of the sensors’ operational depend-
ability is the pollution of the sensing element. The layer of pollution on the sensing element 
reduces the coefficient of heat transmission between the airflow and the sensor’s gauging 
element. Based on the conducted research, the paper presents the results of changing sensor 
output signal in operation as compared to the reference values, suggests a method of correc-
tion of the calibration table of mass airflow sensor parameters in the engine control program 
stored in the memory of the electronic control unit, provides recommendations regarding the 
methods of evaluation and ways of improving the sensors’ operational dependability.

Keywords: mass airflow sensor; diagnostic parameters; resting voltage; transient time; cali-
bration table.
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In modern automobiles, in order to identify the air consump-
tion by the engine, a film mass airflow sensor (MAFS) is installed 
between the air filter and the throttle plate. The MAFS indications 
are one of the basic parameters used by the electronic control unit 
(ECU) for identifying the engine load, calculating the required 
amount of fuel and optimal ignition dwell angle [1].

The Bosch HFM5 film MAFS is the most common type 
found in Lada automobiles [2,3]. The sensor signal is a 
voltage that varies between 0 and 5V. The voltage value of 
the sensor’s output signal depends on the size of the airflow 
passing through the sensor. In case of zero air consumption 
when the engine is off the sensor’s output voltage is supposed 
to be about 1V. When the engine is on, air flows though the 
sensor, and the higher the air consumption the higher is the 
value of the sensor’s output voltage.

The operating history of such sensors in Lada automobiles 
has shown that after about 50 to 70 thousand kilometers the 
MAFS stops measuring the air consumption correctly. In 
such cases traction and dynamic performance of the auto-
mobile deteriorates, fuel consumption increases, crankshaft 
rotation becomes uneven when idling, starting of engine is 
complicated, etc. [4,5].

The sensitivity of the sensor’s gauging element reduces 
due to the pollution with sludge in the airflow, and abrasive 
wear by dust particles. Measurement accuracy also dete-
riorates, which ultimately entails incorrect calculation of 
the fuel-air mixture. Given the design of the sensors, they 
cannot be repaired and are replaced with new ones. A new 
sensor is quite costly.

Given the above, it is obvious that the subject is of rel-
evance as it consists in finding methods of evaluation and 
ways of improving the operational dependability of film 
MAFS installed in modern automobiles.

We have examined the MAFS operation using an experi-
mental installation (Fig. 1) and in an automobile. Sensor 
parameters were measured with an MT-10 diagnostic scanner 
and an Autoscope IV digital USB oscilloscope.

The evaluation of sensor operability was based on the 
voltage of the sensor output signal. Using the diagnostic 
scanner plugged into the automobile’s diagnostics port in the 
analog-to-digital converter channel viewing mode the volt-
age of the sensor output signal was recorded, the fuel blend 
long-lasting correction factor was evaluated, the presence of 
MAPS-specific error codes in the ECU memory was verified. 

Figure 1. Diagram of the mass airflow sensor test stand

Table 1. Measurement results of the sensors under consideration

Ths km travelled 
in service Resting voltage, V Transient time, ms Long-term 

correction factor
Availability of fault 

code, Yes/No
0 (new sensor) 1.000 2.8 1.0 No

45 1. 05 14.8 1.03 No
60 1.142 22.88 1.1 No
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The digital oscilloscope was used for measuring the voltage 
at the moment of ignition lock activation and the resting 
voltage at zero airflow, as well as the transient time.

The measurement of the resting voltage and transient 
time involved Bosch HFM5 sensors of automobiles with 
different kilometer performance figures. A new sensor was 
used for comparison of the results. The findings are given 
in Table 1.

According to the Bosch manuals the tolerance of the rest-
ing voltage variation are within 0.98 – 1.02V. If the voltage 
is not within the tolerances, the sensor should be replaced. 
The table shows that only the new sensor’s voltage is within 
the tolerances. However, practice has shown that sensors 
with the resting voltage of 1.05V remain in operation and 
dependable. Therefore, 1.05V can be identified as the upper 
threshold of resting voltage.

A more complete evaluation of operational dependability 
was conducted using an oscillograph based on the results 
of measurement of the transient time after MAFS energiza-
tion. Hence the sensor’s signal output was connected to the 
first channel, while the sensor mass was connected to the 
second channel.

Reaching the resting voltage takes some time required 
for the heating-up of the sensor’s thermistor. If the transient 
process happens within 1 to 10 ms, the sensor can be deemed 
operable. 

Figure 2 shows an oscillogram of a MAFS from an au-
tomobile that had travelled 60 ths km.

The figure shows that the resting voltage was 1.142V, 
while the transient time was 22.88 ms. Those values are 
outside of the allowed tolerances. Under such values the fuel 
mixture is significantly enriched and the control unit – upon 

Figure 2. An output voltage oscillogram of a sensor from an automobile that had travelled 60 ths km.

Figure 3. Output voltage oscillogram of a sensor from an automobile that had travelled 60 ths km after the cleaning of the sensing element
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the oxygen sensor’s command – starts increasing the factor 
of self-teaching correction in order to insure the stoichiomet-
ric ratio. Table 1 shows that under the voltage of 1.142V the 
long-term correction factor becomes equal to 1.1.

One of the causes of the loss of the sensors’ operational 
dependability is the pollution of the sensing element. The 
layer of pollution on the sensing element reduces the coef-
ficient of heat transmission between the airflow and the 
sensor’s gauging element. Therefore it would be advisable 
to evaluate the effect of cleaning of the sensor’s sensing 
element on the change of its performance.

Figure 3 shows the output voltage oscillogram of a sensor 
after cleaning. The MAFS was washed with the special Mass 
air flow liquid. The liquid is safe and sufficiently active. 
After the cleaning the sensor’s sensing element was dried 
with a jet of compressed air.

The oscillogram shows that after the cleaning the sensor’s 
resting voltage fell to 1.019V, i.e. within the tolerances. The 
transient time was 11.04 ms, which is insignificantly higher 
than the acceptable 10 ms.

It is suggested improving the operational dependability 
of such sensors by correcting the MAFS calibration table 
stored in the memory of the engine control unit.

Using the mass airflow sensor test stand (Fig. 1), input 
data was prepared for the correction procedure. The refer-
ence (new) and tested sensors were installed on the same 
vacuum pump nozzle, and the airflow rate was changed 

gradually. Under a fixed airflow rate the sensors’ output 
voltage was measured. The resulting data was summarized 
in a table and processed with the Chip Tuning PRO 7 cali-
bration software. Table 2 shows the test results for a new 
sensor and one from an automobile that had travelled 60 ths 
km after the washing.

Table 2. Results of the tests of sensors under 
 consideration

Reference MAFS, V Tested MAFS, V
1.00 1.019
1.64 1.73
3.73 4.36

In Chip Tuning PRO 7, the firmware file stored in the 
memory of the control unit was opened and the MAFS 
calibration map was loaded. The calibration map in Figure 
4 is a characteristic curve of air consumption Qa and output 
voltage of the mass airflow sensor Uout.

Table 2 shows that if the air consumption Qa = 0 kg/h 
the reference sensor reads the voltage Uout = 1.00V, while 
for the tested sensor the value is 1.019V. Therefore the cor-
rection must be performed in such a way as to ensure that 
if Uout = 1.019V the air consumption was Qa = 0 kg/h. The 
last line of the table corresponds with the voltage of the 
reference sensor Uout = 3.73V, while for the tested sensor 
Uout = 4.36V. The voltage Uout = 3.73V corresponds with the 

Figure 4. MAFS calibration map in Chip Tuning PRO 7
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air consumption Qa = 271.9 kg/h. Therefore the correction 
must be performed in such a way as to ensure that if Uout = 
4.36V the air consumption was 271.9 kg/h.

The correction procedure was performed in two stages. At 
the first stage, the initial curve was shifted parallel to the y 
axis (Figure 4), so when Uout = 1.019V the air consumption 
Qa = 0 kg/h. At the second stage of correction, the shifted 
curve must be rotated about the point of air consumption Qa 
= 0 kg/h turning the curve to the value when if Uout = 4.36V 
the air consumption is Qa = 271.9 kg/h.

Figure 4 shows two graphs that reflect MAFS calibration 
before and after correction. The calibration map obtained 
after the correction is saved in the ECU’s firmware file.

Based on the findings it can be argued that the self-
diagnostics system of the engine control unit is unable of 
identifying the reduction of the time of MAFS reaction to 
changing air consumption. Therefore, this malfunction can-
not be identified by reading the malfunction codes from the 
control unit and can be ascertained only by means of estima-
tion of the correction factors of fuel feed using a scanner and 
measurement of the transient time with an oscillograph. 

MAFS operational dependability can be improved by 
cleaning the sensors’ sensing elements with special cleaning 
solutions and subsequent correction of the MAFS calibration 
maps stored in the memory of the electronic control units.
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Abstract. A measurement system has been developed that is based on an eddy current trans-
former and allows evaluating the applicability of the eddy current method for detecting local 
defects of products made of an aluminium-magnesium alloy. The paper describes the design 
of a microminiature eddy current transformer (ECT) with an excitation, measurement and com-
pensation windings that uses a pyramidal core that enables localization of the magnetic field 
within an area about 2500 square мm. The distinctive feature of the measurement system 
consists in the ability to detect deep defects (up to 5 mm). The paper sets forth the primary 
parameters of the transformer that enable the magnetic field localization (shape, material and 
size of the core, number of the windings and number of loops). It also describes the process 
of preparation and application of several ECTs with different core and winding parameters. That 
allowed the ETCs generating different electromagnetic fields and reacting to the changes in 
that field with varied efficiency. Optimal ECT size for identifying defects in aluminium-magnesi-
um alloys was established (pyramidal shape of the core, base 400 мm in diagonal, edge 4 mm 
long, 20 loops of the excitation winding, 200 loops of the measurement winding, 200±40 loops 
of the compensation winding). The paper describes the design of the measurement system 
and the measurement method that allows finding defects with the linear size of 0.25 mm situ-
ated 5 mm below the surface or more depending on the signal received from the eddy current 
transformer. The measurement system includes two microminiature transformers controlled by 
special C++ software. Voltage to the excitation winding was applied by an integrated rectangu-
lar wave generator. This setup allowed creating a magnetic field with minimal noise. The voltage 
of the excitation winding varied from 2 to 3V. The transformers output signal was processed in 
a hardware filtering system described in this paper. The distinctive feature of the measurement 
system is the synchronous change of the measurement signal generation frequency and filtra-
tion frequency. That enables efficient extraction of the useful signal that carries information on 
the defects of the tested object. The paper sets forth data that demonstrate the dependence of 
the amplitude part of the signal from the defects of various sizes and experimentally establishes 
the limit defect sizes under which such measurements are possible. The research covered 
objects in the form of aluminium-magnesium plates (94% Al, 3% Mg). Amplitude changes due 
to the linear sizes of the defects and the depth of their situation. The nature of such changes 
allows identifying the defects’ parameters. Depending on the size and depth of the defects, 
the change of the amplitude associated with the transformer passing above the defect were 
from 2.5V (for a defect 0.25 mm wide situated 1 mm from the surface) to 0.1V (for a defect 
0.25 mm wide situated 5 mm from the surface).

Keywords: eddy current transformer, aluminium-magnesium, core, defect, alloys.

For citation: Dmitriev SF, Ishkov AV, Katasonov AO, Malikov VN, Sagalakov AM. Study of 
conductive materials by means of a multi-frequency measurement system based on micro-
miniature eddy current transformers. Dependability 2017;4: 49-52. DOI: 10.21683/1729-2646
-2017-17-4-49-52

Dependability, vol. 17 no.4, 2017

UDC 629.3.081.3
Original article
DOI: 10.21683/1729-2646-2017-17-4-49-52

Sergey F. Dmitriev

Alexey V. Ishkov

Alexander O. 
Katasonov

Vladimir N. Malikov

Anatoly M. 
Sagalakov



Dependability, vol. 17 no.4, 2017. Accounts

50

Introduction

Methods and means of non-destructive eddy current test-
ing are used for detecting defects in products made of any 
conductive materials. Such measurement allows – if neces-
sary – testing each manufactured product at the factory.

The duraluminium and aluminium-magnesium alloys are 
widely used in today’s production, most widely in the aero-
space and other industries. Due to the combination of their 
strength and light weight, those alloys are also widely used 
in the production of high-speed trains including Shinkansen, 
as well as a number of other machine construction indus-
tries. Duraluminium is also frequently used in the electrical, 
chemical and food industries, as well as radio engineering 
and construction. The D16AM alloy is used in extreme 
conditions of low temperatures, the D16T duraluminium 
is highly ductile, which is the reason of its widespread ap-
plication in shipbuilding. 

Quality control of such alloys and products made out of 
them becomes a relevant matter. Research in this area is in 
constant development.

The analysis of current research shows a trend to size 
reduction (miniaturization) of eddy current transformers 
(ECT) used in quality control of alloys [1-6]. One of the 
methods allows developing 5*5 mm transformers with the 
wire diameter of 0.15 mm. However, such transformers do 
not enable the required depth of magnetic field penetration 
and localization for local measurement in heterogeneous 
conductive media. Ferrite cores are often used in order 
to increase the magnetic field localization. This design 
solution ensures a significant reduction of eddy current 
scattering. It also enables the depth of field penetration 
of 2.5 mm. 

There are several known designs of laid-on eddy current 
transformers, of which the working surface is made in the 
form of a plain surface or a hemisphere. This surface en-
sures satisfactory contact between the transformer and the 
tested surface, yet the voltage applied to the transformer 
significantly depends on the curvature of the tested surface. 
Additionally, the transformer’s operation is significantly 
affected by the edge effect, which prevents testing parts of 
complex shape and small size. In order to solve this problem, 
ECT is often equipped with an additional core, one of the 
ends of which is shaped as a truncated cone. The disadvan-
tage of this solution is that despite the higher magnetic field 
localization the core design is significantly more complex. 
That decreases the measurement accuracy of the controlled 
parameter due to the fact that the transformer’s input signal 
significantly depends on the interaction between the two 
cores that can unpredictably affect the enhancement of the 
eddy current field that carries the information on the tested 
objects [7]. 

Manufacturing such instruments requires the deploy-
ment of special production lines, which causes a significant 
growth of the price of the final product. In order to reduce 
the instrument’s price it has been suggested to substitute the 
expensive hardware units with PC software.

Sensor design

A microminiature eddy current transformer has been 
developed for local testing of physical parameters as part 
of research of the properties of aluminium alloy plates and 
welds. The advantage of this transformer (that the compa-
rable devices do not have) is the capability to perform local 
measurements within areas of about hundreds of мms and 
about 5 mm deep. The measurement parameter is the con-
ductivity of the material and its distribution over the surface 
and depth of the tested object [8]. 

The excitation winding with the diameter D1 = 0.12ч0.13 
mm of the microminiature transformer consists of 10 loops 
of copper wire with the cross-section area of 5 мm2. The 
measurement winding with the diameter of 0.05ч0.08 mm 
consists of 130 loops of copper wire with the cross-section 
area of 20 мm2. In order to minimize the effect of the exci-
tation winding on the resulting signal, the design includes 
a compensation winding with the cross-section area of 5 
мm2 that is connected to the measurement winding in such 
a way that the voltage of the excitation winding is calcu-
lated based on the result. The winding is placed around the 
pyramidal core made of ferrite 2000 NMZ with the relative 
magnetic permeability of µmax= 500 or (if higher magnetic 
field localization is required) of 81NMA alloy annealed 
using a special technique. The core is a four-face pyramid 
1 mm high and 0.2 mm-long base edges. The measurement 
winding is at the tip of the pyramid, which improves the 
magnetic field localization. The performance characteristics 
of the developed transformers enable efficient magnetic field 
localization and applicability for analysis of defects 250 мm 
or larger in size. The transformers also ensure significant 
depth of penetration into the tested object when operating 
at sufficiently low frequencies.

A laid-on ECT consists of a pyramidal core. The py-
ramidal cores are covered with wire windings. The windings 
are treated with a compound at the infiltration temperature 
of 200 degrees Celsius; the wire diameter is 1.5Ч10-6 m. 
The measurement winding is at the tip of the pyramid; 
the winding diameter is 0.05 mm; the number of loops 
varies between 100 and 200. In the middle of the pyramid 
is the excitation winding that consists of one loop. The 
compensating winding is on a movable frame and consists 
of 100 loops. 10 ECTs were created and tuned in order to 
subtract the voltage induced by the generator winding to the 
measurement winding. The aim of creating various ECTs is 
obtaining a magnetic field of different strengths, hence the 

Figure 1. Cores of different sizes
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size differences from core to core. The correlation between 
the base diagonal and edge of the pyramid varies from 1:1 
to 1:10 (Fig. 1).

The ECTs designed using cores having identical cor-
relations between the base diagonal (400 мm) and edge 
length (4 mm) were calibrated using semiconductors with 
known conductivity. Thus, the ECTs have identical geo-
metrical parameters of the cores and identical loop counts 
of the excitation (20 loops), measurement (200 loops) and 
compensating (200±40 loops) windings.

The measurement system based on a microminiature 
eddy current transformer operates in the following manner. 
The computer software operates the generator that generates 
a series of rectangular voltage pulses with the repetition 
frequency f1 required for the operation of the eddy current 
transformers. The voltage pulses from the generator outputs 
are transmitted to two integrators connected in series and 
then to the input of the power amplifier. From the amplifier 
outputs the pulses are sent to the excitation windings of the 
eddy current transformers. The difference between the output 
voltages of the measurement windings of the transformers 
carries the information on structural heterogeneity of the 
tested object that falls within the coverage of the eddy cur-
rent transformers. It is identified and amplified in a special 
microphone amplifier. The signal, having passed two serially 
connected quality low-frequency filters and two serially con-

nected selective amplifiers, arrives to an amplitude detector. 
Then the signal is transmitted to the computer via an analog-
to-digital amplifier. Owing to simultaneous control of the 
frequency of the generated signal at the excitation winding 
and cut-off frequency of the filtration system, as well as se-
lective amplification the useful signal is extracted. The latter 
carries information on the distribution of conductivity within 
the object, including its defects [9-10]. Software control al-
lows changing the operation frequency of the measurement 
system in such a way as to enable reliable recording of the 
signal received from the measurement winding.

Experimental results

In order to evaluate the maximum depth of situation and 
linear dimensions of defects that justify the use of eddy 
current test method, samples with model defects were 
prepared. 

The samples were Al-Mg alloy plates (94% Al, 3% Mg). 
The thickness of the first plate was 5.5 mm, it contained three 
defects in the form of 1 mm thick cuts 1, 3 and 4 mm deep 
(Fig. 2.a). The thickness of the second plate was 5.5 mm, it 
contained six defects in the form of 0.25 mm thick cuts 1, 
2, 3, 4, 5 and 5.3 mm deep (Fig. 2.b). 

In order to identify the sensor’s sensitivity to defects 
inside metal, the scanning was performed from the defect-
free side of the sample.

During the experimentation with the first plate, the 
amount of induced voltage at the excitation winding of the 
transformer was 2V.

The research results of the first plate with 1 mm defects 
under signal frequency of 500 Hz and amplitude of 2V 
ensured evident detection of all three cuts based on the 
drop of signal amplitude (Fig. 3.a): for the first defect it 
was about 0.75V, for the second one it was 0.2V, and 0.1V 
for the third one.

The research results of the second plate under signal 
frequency of 500 Hz and amplitude of 3V ensured the detec-
tion of five defects (Fig. 3.b.). The drop of signal amplitude 

Figure 2. Plates nos 1 and 2 (side views)

            
а)                                                                                                                b)

Figure 3. Scanning results of plates no. 1 (a) and no. 2 (b). U is the voltage applied to the measurement winding of the voltage 
transformer, l is the coordinate of the transformer relative to the beginning of the tested object
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for the first defect was about 2.5V, 1V for the second one, 
0.4V for the third one, 0.2V for the forth one and 0.1V for 
the fifth one. No signal response change was registered for 
the sixth defect due to its small value. 

The results of the experiment show the efficiency of the 
developed measurement system for detection of defects 
0.25 mm wide or higher situated up to 5 mm below the 
surface.

Conclusion

The developed measurement system based on micro-
miniature eddy current transformers enables higher elec-
tromagnetic field localization compared to the previously 
available systems.

The pyramidal shape of the core, a system of bandpass 
filters and selective amplification enabled a significant 
reduction of the noise level and significant penetration 
depth of eddy currents into the object under examination. 
The developed eddy current transformers enable efficient 
scanning of welds of titanium alloys and quality analysis. 
Scanning of defects in aluminium alloys allows detecting 
defects with linear size of about 100 мm situated up to 5 mm 
deep from the surface. The developed software automates 
the measurements and provides for real-time modification 
of the device’s operation frequency.

The activities were conducted with the support of the 
Russian Foundation for Basic Research (project code 17-
48-220044, Development and research of highly efficient 
composite nanostructured seal coatings).
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