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The development and manufacture of new samples of 
-

ability characteristics. It is based on the fact that there are 
requirements related to the necessity to specify the above 

descriptions of the products supplied to the market. The 

under the manufacture of complex expensive objects 
there is no opportunity to introduce a batch with lots of 

tested, provided there are requirements to the accuracy of 
estimations related to the objects’ reliability characteristics 
obtained as the result of testing. 

P(t) as 
-

formula:

,

where N
Therefore, we will get a dispersion value depending on the 

the lower the dispersion is. The dispersion gets its maximum 

probability 1– . As there is a task to estimate the objects’ 
reliability characteristics, it is implied that a researcher 
does not have any a priori information about these indices. 
A production manufacturer expects that the equipment sup-
plied to the market must be high-reliable. He assigns a task 
for a researcher about the timing and scope of tests which 
may ensure a certain level of the equipment reliability. 

-
tions. A manufacturer formulates some requirements to the 

(P ), which should be 
, i.e.

Pr(P(t ) P )=1– .

This value will be a lower critical value. Initial value of 
-

[1, 2]. We will 
N  to be tested based 

required scope of tests that was derived when solving this 
task, N
levels – [P ,1] .

If during the tests it turned out that the object’s reliability 
is higher than it was expected by the customer – P* P , it 

N , the reliability 
index to be estimated is obtained with a higher accuracy 
– P*
accuracy P , fewer tests N* are required. 

N  so that for 
any value P* P
1– , a correlation for the required scope of tests N* N

When solving the task let us assume that a failure rate 

(t) = ; (1)
(t) = 1+ 2t; (2)
(t) = 1t

2. (3)

Expression (1) (a rate is constant) is common with an 
exponential distribution of mean time to failure, formula (2) 
is basic for a distribution with linear failure rate and function 
(3) is basic for Weibull distribution.

To simplify calculations let us transform the model under 
consideration to the following form:

(4)

where g(t)=1 corresponds to the exponential distribu-
tion,

g(t)=a+  corresponds to the distribution 

g(t)=ta  corresponds to the 
Weibull distribution. (6)

Function of the failure rate g(t) must satisfy two basic 
requirements:

g(t)

 with t .

a,
 are known, the one which is unknown and estimated by 

the sampling is .

any t the number of products that have not failed up to the 
moment t is distributed by a binomial law 



where is an incomplete beta-function,  is 
an expression NP rounded to the larger one. It is not possible 

because it contains two unknown variables N and P(t).

If to use a central limit theorem, we shall obtain a normal 

. (7)

,

where is the function of 

distribution of the standard normal law – .
Therefore, estimation of the required scope of tests that 

-

, (8)

where u is a quantile of standard normal distribution 
of level 1– .

 Variable P
estimate it based on the following considerations. It was 

the normal law (7). Thus, for an approximate estimation 
for we can offer a point in the middle of interval [P ,1].
Therefore

.

.

Due to the fact that under the planning of testing scope a 
t  is unknown, let us study the depend-

ences of the required scope of products to be tested on value 
. When performing the calculations the following values 

of model parameters were taken: ; t
t k . The calculations were performed for a 
linear model of the failure rate (2). The graph of change of 

estimation is shown in Fig. 1. Based on the results shown in 
the graph we can make the following conclusion: the higher 
the product’s reliability is, the fewer products are required 

the dependence is explicitly non-linear.

Fig. 1. Dependences of testing scope on .

-
quired scope of tests of the equipment of a given type for 
another moment of time t1 t
scope of tests as Nt1

. And besides let us answer the question: 
how are Nt and Nt1

 correlated? Scope of tests Nt1
 shall be 

the same accuracy of indices as in point t .
Estimation of the number of tests at an arbitrary moment 

of time t Nt

P(t) and 
P(t) -
portunity that P(t) should belong to the same curve of the 

 and .

Having taken the logarithm of two equations, getting rid 
of

 or .



,

Then we obtain the estimation for the required scope of 
tests at an arbitrary moment of time t:

. (11)

If G(t) is short, then from (11) we will have

.

As  and , then we will asymptoti-

cally get the result

.

This formula could be reduced as follows:

 or .

the required scope of tests depending on the duration of a 
test-run.

Fig. 2 shows the change of testing scope depending on 
the duration of a test-run in a relative time scale t/t . Input 
parameters of the model along the calculations were taken on 
the following level: P P ; t

g(t)=1 or 
(t)=  (rate is constant). Red graph corresponds to the case 

when g(t)=t or (t)= t (rate is growing linearly). Blue graph 
corresponds to the case when g(t)=1+kt or (t)= (1+kt) (rate 
is growing linearly from point )), with k . As a 
slope ratio k increases, the dependence of scope of obser-
vations converges fast to the graph for a linear failure rate. 
Black graph corresponds to the case when  (rate 
decreases as per the law ). The results shown 

consider the exponential law of mean time to failure distri-
bution (G(t)=t). For this model, if with t =
perform Nt t1=

testing scope 

increasing failure rate (t)= t, respectively G(t)=t2 we will 
get the result: if for t = Nt
tests, then for t1=

The studies performed for a parametric model of the 
linear function of a failure rate showed that the increase 
of probability P  in point t , under the rest constant input 

testing scope Nt (see Fig. 3). Along the calculations input 
parameters took the following values: P ;
t k . As the result of the performed calculations 

product’s reliability is, the fewer objects are required to be 
introduced for the tests Nt.

We obtained the results allowing for a well-reasoned 
approach to the planning of scope of tests of high-reliable 
objects. The information provided by a manufacturer in rela-

is used as initial information. The formulas derived in the 
article made it possible to study the dependence of testing 
scope on the duration of a test-run and on the probability of 
reliable operation of the product. The studies showed that 
the longer a test-run is the fewer products are required to be 
introduced for testing. And the dependence is non-linear, as-

Similar dependence was got for the probability of reliable 

objects are required to be tested.Fig. 2. Dependence of testing scope of the duration 
of a test-run 



Fig. 3. Dependence of testing scope on time 
at different P

materials.
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To improve reliability of radio electronic systems (RES) 

the redundancy is used, i.e. the availability in the system of 
large number of the elements in comparison to the number 
necessary to perform the required function (equipment 
redundancy).

Among the reliability indices which determine RES reli-
able operation, the following indices are used more often 
in practice:

-
termined period of time t – R(t);

- mean time to failure – T ;

Analytical analysis of the system reliability under re-
dundancy is usually executed with the following restrictive 
assumptions:

1. Failures of the redundant system elements are the 

2. All main and standby elements within one redundant 
system have equal reliability.



3. Switch devices are not taken into 
account (implemented in software or 
accepted as ideally reliable).

4. Redundant system is not per-
formed during its functioning.

exist only in one of two states: operable 
or non-operable (failure).

Reliability structure diagram (RSD) 
is a graphic image of operable state of 
the system. RSD shows a logic con-
nection of operating elements (or units 
which combine them), necessary for the 
successful operation of the system. To 

-
ity indices of redundant radio-electronic 
systems, different methods are ap-
plicable. Depending on the RSD type 
one can use simple Boolean methods, 
theory of Markov processes and/or the 
fault tree analysis. Calculations could be 
performed using theoretical methods or 
the Monte-Carlo modeling [1] (method 
of simulation modeling).

The simplest variant is a sequential 
RSD, in which successful operation (no 
failure) of each of  elements of the 
diagram (Fig. 1) is required to assure 
successful functioning of the system. 
All elements of the diagram are in “on” 
position, the failure rate of the i-th ele-

i (i=1, …, m). 
RSD input is indicated by symbol I, output is indicated by 

Fig. 1. Sequential RSD with m elements

With the assumptions accepted above the main quantita-
tive characteristics of reliability of a sequential RSD shall 
be expressed by the following formulas [2]: 

; (1)

; (2)

(3)

 of main ele-
ments, l of hot standby elements and r of cold standby 
elements. In a particular case when all main elements have 

, all l of hot standby elements have the 

, all r of cold standby ele-
) up to 

the “on” moment, the diagram of this parallel redundancy is 

system (m, l, r).

standby (m, l

of homogeneous Markov processes:

, (4)

where n is the number of standby elements (n = l or n= r);

;

 is a factorial of n;

Fig. 2. Parallel RSD with the structure (m, l, r)



 is the number of combinations of n by i.

Mean time to failure is:

Rate of failure of the redundant system can be calculated 
by formula:

(6)

In a general case for systems with structure (m, l, r), 
which includes hot and cold standby elements, the expres-

s(t) will depend on 
the mode of switching cold standby elements to “on” state. 
In particular, for systems, when cold standby elements turn 
to “on” state only after the failure of l modules from the 
main scope or from the hot standby, i.e. when the system 

s(t) has 
rather complex structure [3]. In the simplest case for the 
redundant system with the structure (1, l, 1) the expression 
for Rs(t) has the following form 

(7)

Majority redundancy “m of n” often used in practice, is a 
particular case of the system shown in Fig. 2, if the structure 
will have the form (m, l l
(in this case n = m + r).

In practice sequential and parallel diagrams of redun-
dancy are often used. Fig. 3 shows the diagram which 

-
sists of elements 2, 3, 4 and the second parallel redundant 

-

Fig. 3. RSD with sequential and parallel connection of the 
elements

The example of a more complex diagram with sequential 
and parallel redundancy is shown in Fig. 4 [1].

Fig. 4. RSD with sequential and parallel connection 
of the elements 

-
gines of a light aircraft. Element 1 is a fuel supplier for the 
engine of the port (element 2), element 4 is a fuel suppler 

a standby supplier for both engines. Failure of this system 
occurs in case both engines are failed 

connections of control elements with controlled elements 
are indicated by an arrow.

A more complex diagram with control and controlled 

The diagram consists of control elements C1, C2, C3 and 
operating elements combined in three lines with sequential 
and parallel redundancy. Each control element controls its 
line of operating elements, and a failure of the control ele-
ment will put the whole line out of operation. Such system 
of redundancy is used in the unit of optical sensors within 
the unit of thunderstorm activity registration used within 
the scope of a spacecraft.

redundancy elements

In practice the diagrams with multilevel redundancy can 
be used (Fig. 6).

redundancy a majority diagram “2 of 3” with the structure 



cold standby is used.
The analysis shows that for the simplest redundancy 

diagrams (Fig. 2) there are the formulas to calculate the 

-

Fig. 6. RSD with two-level redundancy 

-
late even the index R(t), as for the diagram of the second 
level with cold standby it is necessary to know the value 

-
ing the known formulas. Due to the fact that each line 

of failures in the lines is not the simplest any more, and 
rate of failures of each line can not be calculated using the 
known formulas.

An alternative to theoretical methods of calculation of 
reliability indices if the method of simulation modeling 
which makes it possible to simulate real functioning of 
the redundant system of any complexity. Below is the 
description of the complex of programs for simulation 
modeling used to calculate the reliability indices of re-
dundant systems.

The main obstruction of wide application of the simula-
tion modeling method to obtain the reliability indices is a 
high labor intensity of the creation of these models. The 
current software tools are not very useful. This problem 
can be solved using the developed complex of programs 
“Dialogue”. This is achieved by creating the simulation 
models programs automatically on the basis of input initial 
data. The time of creation of a model is determined by the 
time of the input.

principle that if the system’s behavior in case of failures 

is determined only by its scope structure, connections be-
tween components, failure criteria and standby switches, i.e. 
when the system’s response to a failure of its component is 

-
ate models with equal structures for the systems with any 

It helps to create the basis for the initial text of the 
model, common for all simulation models of this type. 
Such basis forms a permanent part of the model, and 

of the concrete system, are set in form of insertions to 
the main text.

Initial data for the synthesis of models are the following 
information:

- scope of the system and connections between its com-
ponents;

- failure criteria; 
- terms of standby switches;
- rates of failures of the system elements in different 

modes.
-

havior in the model.
Hereinafter in the text the following terms will be used:
- system is the object of modeling, consisting of elements 

and units, in relation to which the reliability indices are be-
ing determined;

- element is the smallest indivisible part of the system, 
in which a failure occurs; 

- unit is a conditional combination of elements and 
units;

- system components are elements and units composing 
the system’s scope;

- main scope of the system are the elements and units 
excluding the switched standby and control components;

- switched standby are the components switched from the 
standby under the occurrence of special conditions;

- failure criterion – is the state of the component when 
the failure occurs;

- term of standby switch is the term when the failed com-
ponent is substituted with a component from standby. 

Before starting the program “Dialogue” it is necessary to 
prepare the part of initial data describing the system scope 
and connection between its components.

This preparation is based on the assignment of condi-
tional units in the system and giving names to all units and 
elements.

The following types of units are used for this purpose:
- sequential (SEQ) (Fig.1);
- parallel (PAR) (Fig. 2);
- majority (MAJ), which is a particular case of a paral-

lel unit;
-

11 33);
- standby unit (STB) (Fig.2), which is used to assign the 

cold standby components with any value of m, and to assign 
the hot standby components with m > 1.



Below is the description of the program “Dialogue”, as 
well as the principles of operation of the simulation model 
obtained with the help of this program. The program is 
written in the REXX language using the interpreter Regina 

sub-programs combined into a library, which are used under 
translation.

enters initial data describing the system and mode of tests. 
At the second level, as the result of the processing of the data 
entered, the synthesis is performed in relation to the model 
which is the initial text of the computer program Fortran 77, 

Fig. 7, with the main stages of the program operation.

Fig. 7. Flow-chart of the program “Dialogue”

1. Input of the name of the model, time of creation, opera-

2. Input of the system scope: list of elements and condi-
tional units with the indication of their types. 

3. If a unit or an element has an “off” standby, the name 
of unit where they are stored, is entered. 

4. Input of the scope of conditional units is made, includ-
ing the unit of standby storage.

and “off” states.
6. Input of data for testing of the model: number of 

tests, duration of modeling, calculation of failure density. 

program.
7. Model synthesis. The input data are processed, forming 

the fragments of text of the model. Permanent parts which 
form the basis of the model are combined with the formed 
fragments. The result of combination of the program text in 

8. Retention of initial data. To reduce the time of entry of 
initial data, if it is necessary to test several types of systems, 
the data entered could be retained, with the possibility to 
modify them partially and generate a new model.

installed translator providing for Fortran 77 is required. 
The choice of this language is based on the fact that after 
the translation an executable code if formed. This code 
has a low redundancy in comparison to other languages. 
Translation and testing of the model can be carried out on 
another computer. 

All obtained models have equal algorithm of operation, 
they differ only in terms of the parts which describe the 
system structure. That is why we shall use a generic term 
“model” for them below in the text. 

The obtained models have the following character-
istics:

– number of components in the system – not more 

– law of distribution of the event to generate – expo-
nential;

– one standby store may serve several components;
– a component can be served only by one standby;
– a standby of the component can be a component of 

another type, i.e. a standby of the element can be a unit, 
and vice versa;

– there is no standby for the components which are on 
standby;

– criterion of standby switch is a failure of the com-
ponent.

The program “Dialogue” can set the following reliability 
indices as the results to be obtained:

– value of the probability of reliable operation per the 
predetermined period of time t – R(t);

– graph of dependence R(t) for the predetermined time 
interval from t1(R) to t2(R);

– value of mean time to failure – T ;
– value of the system failure rate per the predetermined 

interval from t  to t  (failure density).

follows:
-

cally generated for each element. If this time is shorter than 



the predetermined time for the system to end its operation, an 
event is planned – a failure of the element. As the parameter 
of the event, the time of occurrence, as well as the name of 
the respective element are set. Besides there is generation of 
the event when the model ends its operation with the system 
ending its operation.

2. Events are brought into a queue and sorted by time.
3. A queue is being called over, and then the event with 

the shortest time is selected.

4. The selected event (failure of the element) is processed: 
the system components are being called over, it is necessary 
to determine whether this failure head to the failure of other 
components, or to the failure of the system, whether it is 
possible to switch standby. 

the model’s operation is stopped.
6. If a standby is switched instead of the failed component, 

the standby is turned on, the events which were generated 

Fig. 8. Flowchart of the program of a simulation model 



for it earlier are rejected, and new failures are generated for 
the “on” state.

7. Model is launched for the predetermined number of 
times, after that the calculation of reliability indices is car-
ried out. 

It should be considered that the following split of the 
events into groups (transacts) is used in the model, in ac-
cordance with the type and processing algorithm: 

– failures of switched on elements (transact1);
– failures of switched off standby elements (transact2);

– completion of operation upon achievement of the time 
of end of modeling (transact3). 

Name).for with the model written in Fortran. After the 
translation of this file, an executable file if formed – 

performed.

Fig. 8. 
The operation is performed as follows:

2. Setting of the initial conditions. It is necessary to set 
the time of modeling, number of launches at the testing of 
the model, a step to calculate failure density. This data can 

-
tion of failure density could be excluded.

3. The list of elements and conditional units is formed.
The events of failures of switched on elements (transact1) 

and of switched off standby elements (transact2) are gener-
ated. Events of failures are brought into a queue and sorted 
by the predetermined time of occurrence. The event of end 
of modeling is brought into a queue (transact3).

The event queue is being called over. The event nearest 
by time of occurrence is chosen. Depending on the transact 
number there may be the processing of failures of switched 
on main elements, the processing of failures of switched off 
standby elements or the end of modeling.

Processing of the failure of the main components. It 
is necessary to check whether the failure of this element 
lead to the system failure. As the element may be present 
in several conditional units simultaneously, it is neces-

DATA OF THE FAILURE RATE GRAPH lambda(t)
      step   |  time   |  lambda(t) |
        1         25    0.279248E-05
        2         75    0.177235E-04
        3        125    0.357058E-04
        4        175    0.651742E-04
        5        225    0.105678E-03
        6        275    0.140588E-03
        7        325    0.174245E-03
        8        375    0.204881E-03
        9        425    0.241084E-03
       10        475    0.279565E-03
       11        525    0.318051E-03
       12        575    0.355583E-03
       13        625    0.384560E-03
       14        675    0.411543E-03
       15        725    0.441098E-03
       16        775    0.482188E-03
       17        825    0.510980E-03
       18        875    0.536080E-03
       19        925    0.549788E-03
       20        975    0.572966E-03

Fig.11. Data of the failure rate graph lambda(t)

               MODEL RIS2-1
          RESULTS OF MODELING
      Time of modeling=  1000
       Number of tests=  200000
    Number of failures=  50529
     Number of success=  149471
   Probability of reliable
             operation=.7473550
  Mean time to failure= WAS NOT 
                        CALCULATED
                  step=   50
failure rate lambda(t)=.00058785

            MODEL RIS2-1
  MEAN TIME TO FAIULRE WAS CALCULATED
        Time of modeling =  300000
         Number of tests =  200000
       Number of success =       0
    Mean time to failure =  1834,26

mean time to failure 

   DATA OF THE GRAPH OF PROBABILITY 
      OF RELIABLE OPERATION R(t) 
      step   |  time  |     R(t)     |
        1         50    0,999710E+00
        2        100    0,999125E+00
        3        150    0,997345E+00
        4        200    0,994370E+00
        5        250    0,989405E+00
        6        300    0,981660E+00
        7        350    0,973620E+00
        8        400    0,963880E+00
        9        450    0,951950E+00
       10        500    0,939040E+00
       11        550    0,924295E+00
       12        600    0,907600E+00
       13        650    0,890265E+00
       14        700    0,872485E+00
       15        750    0,853265E+00
       16        800    0,833265E+00
       17        850    0,811605E+00
       18        900    0,790305E+00
       19        950    0,768880E+00
       20       1000    0,747355E+00

Fig. 12. Data of the graph of probability 
of reliable operation R(t)



Examples for calculation 

Comparative evaluation of the calculation performed

Indices

Calculation method

Relative error, 
%

Theoretical Modeling

Description
of the system

System char-
acteristics Results Formulas Results The number of 

tests, step

2 3 5 7 8 9

1 Fig. 1

m = 3
1

-6

2
-6

3
-6

Rc(t)
T

c
-6

(1)
(2)
(3) -6

2
Fig. 2

Structure
-6 Rc(t)

T
c(t)

1833
-6

(4)

(6)
1834

-6

3
Fig. 2

Structure
-6

-6
Rc(t)
T
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sary to check what has the failure lead to in these units. 
The failure of each unit may lead to the failure of other 
units, etc. till the last unit is achieved. If the failed unit 
or element has a standby, it is substituted by a standby 
component. If there is a failure of the system, a failure 
counter is increased by one and the modeling is stopped. 
After the failure is processed, the next event is selected 
from the queue.

Failure of the switched off standby element is proc-
essed in the same way as it is described in clause 6, 
except for the possibility of standby switch and absence 
of failure.

The modeling ends for two reasons: achievement of limit 
time under no failure, or the failure of the system. 

 If the predetermined number of model launches is not 
achieved, there is a restart in unit 4. Upon each completion 
of operation the data used to obtain the results of modeling 
is collected.

If the predetermined number of model launches is 
achieved, the results are provided. 

As the example of operation of the program “Dialogue”, 
below are the results of RSD modeling shown in Fig.2 with 

Example of the results of the model testing is shown in 

To obtain a reliable value of mean time to failure the 
model testing is carried out with time of modeling that 

within RSD.
Example of the results of such calculation is shown in 

Results of testing in form of tables are shown in Figures 
11-12.

probability of reliable operation R(t) are shown in Figures 

belonging to the complex “Dialogue”.

To certify the results of operation of the complex 
“Dialogue” a comparative evaluation of the calculation of 
reliability indices of redundant systems was performed. 
The calculations were performed based on the theoretical 
methods using the known formulas, and based on the op-
eration of a simulation model. The calculation results are 
listed in Table 1.

According to the analysis of the calculation results 
listed in Table 1, relative error of the results is not more 
than 1%.

Moreover, the program “Dialogue” makes it possible to 
calculate the reliability indices of redundant systems in case 
there are no analytic formulas.

Thus the program “Dialogue” can be used to calculate the 
reliability indices of redundant radio-electronic systems.

of a system with combined redundancy. Dependability, No.4 

operation of redundant systems with control modules. Radio 

Examples for calculation

Comparative evaluation of the calculation performed

Indices

Calculation method

Relative error, 
%

Theoretical Modeling

Description
of the system

System char-
acteristics Results Formulas Results The number 

of tests, step
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Modern technologies that facilitate the reduction of physi-

of degradation and failures of modern electronic devices 

forecast reliability and degradation of performance, developed 

in a full scope due to the fact that the latter have different 
physical mechanisms of degradation which is the reason for 
a parametric failure and loss in reliability.



in the space related equipment requires considering possible 

Up to date the current physical models which de-
scribe the mechanisms of degradation of performance of 

forecast the reliability, do not consider possible cosmic 

cannot estimate the reliability of space related electronic 
devices in a full scope. Thus, the development of the 
model that will be used to forecast the reliability and 

is a relevant objective.
Within the framework of this work we set a task to de-

velop the model to forecast the reliability and degradation of 

Up to date there are many empirical and semi-empirical 
models to forecast the reliability of metal semiconductor 

2
boundary [1, 2]. Most of these models are based on the 
concept of “lucky electron model”. This concept describes 
the mechanism of Si-H interruption in the transistors with 
long channel and electronic devices based on them. These 

a consequence, by high value of density of lateral electric 

the electrons in the channel making them “hot”, i.e. mak-
ing them having enough energy to initiate the dissociation 
of Si-H connection. Most electrons boosted by electric 

the movement towards the electron sink, but some of 
them (“lucky”) diverge form the movement trajectory and 

2 boundary where they initiate 
the Si-H interruption, or penetrate into the oxide forming 
surface or three-dimensional traps. This very mechanism 
formed the basis of the concept of “lucky” electrons and, 
therefore of the models to forecast the reliability, based 
on this concept.

power supply voltage and, as a consequence, lower value of 

concept of “lucky” electrons, the degradation of perform-

there should be no degradation at all. However, despite the 
fact that this type of degradation is still observed in modern 

devices, being even a more pressing problem in comparison 

transistors, causing the Si-H interruption and therefore, the 
degradation of performance [3].

Thus, the concept of “lucky” electrons and the re-
spective reliability forecasting model are not suited to 
forecast the reliability and describe the degradation of 

-
tors and the respective electronic devices. Therefore, we 
need new models that will consider the special aspects of 

behind the degradation of performance caused by Si-H 
interruption.

In paper [3] the author gives the review of modern physi-
cal models used to forecast the reliability and degradation 

transistors that were present in the concept of “lucky” 
electrons:

a single carrier with high energy;
– dissociation of the connection may occur as the result 

of sequential bombing of the connection by several carriers 
with less energy;

-
tron scattering is dominant in the process of Si-H interrup-
tion;

-
radation is the energy contribution by carriers in the channel, 

The most successful physical model is the Bravais model, 
-

it combines the approaches developed in other models, and 
means that the degradation caused by Si-H interruption, may 
develop by three independent mechanisms:

– Single Vibration Excitation – SVE, when the interrup-
tion of Si-H is initiated by one carrier with enough energy. 
This mechanism is described well by the model of “lucky” 
electrons;

– Electron – Electron Scattering – EES, when the inter-
ruption is initiated by the carrier which received some energy 

thereafter having enough energy to interrupt the connection. 
This mechanism is described well within the energy control-
led paradigm [3];

– Multi Vibration Excitation – MVE, when the Si-H inter-
ruption is initiated by a sequential bombing of connection 
by the carriers having energy not enough to interrupt the 
connection. This mechanism was proposed and described 

harmonic oscillator [3].
By combining these three mechanisms of Si-H inter-

ruption, the Bravais model to forecast the reliability and 
degradation of performance is described by the following 
equation:



(1)

where, it if the rate of occurrence of surface states as the 
result of Si-H interruption;  is a lifetime (time to a paramet-
ric or critical failure); C1 (SVE), C2 (EES) C3 (MVE), a1, a2,
a3  are empirical parameters obtained from the results of 
accelerated tests; E

Bravais model [3]); kB T is 
temperature; I  is a drain current; I  a base current; V  is a 
voltage on drain; W is a width of channel;

Despite the fact that this model is good in describing 
the mechanisms of occurrence of surface states from the 
physical point of view, and though it has a great advantage 
over the obsolete model of “lucky” electrons which is still 
applied as an industrial one, the Bravais model can be ap-
plied to describe the degradation of performance not only 

affect the occurrence of surface states at the boundary of Si/
2

cosmic rays that may affect the reliability and degradation 

used in the space related equipment.

8

of particles, is described by formula:

(2)

where ; E is the energy of particles.
We can assume that the protons of cosmic rays, which 

have high initial energy, can penetrate through the structure 

for the initiation of dissociation of Si-H connections by two 
mechanisms:

– Single Vibration Excitation of Si-H affected by a pro-
ton – SVEp is when a single proton having enough energy 
for interruption runs into a hydrogen atom, and initiates the 
Si-H dissociation;

-
tron scattering described in the Braviax (Bravais) model, in 
this case there may be the Proton-Electron Scattering – PES. 
The proton having not enough energy to interrupt Si-H con-
nection, pass the necessary amount of energy to the electron 
of the channel, which will be able to initiate the process of 
Si-H dissociation.

According to works [3, 6] the rate of occurrence of 
surface states it, as the inverse function from the time to 

the occurrence of a parametric failure , which is the 

basis of the Bravais model, is proportional to the integral 
of product of two functions:

(3)

where, f(E) is the energy distribution function, S(E) is the 
reaction cross section. 

Thus, in case of calculation of the rate of occurrence of 

protons and cross section of the reaction of interaction of 
cosmic-ray protons with hydrogen atoms in oxide and with 
electrons of the channel.

nothing else but the function of distribution of cosmic-ray 
protons by energy, described by equation (2). Thus, it is 

as follows:

(4)

where, j is the 
N is the 

number of target particles.

as follows:

I=D E

where, I D
E is the energy.

-

by dividing equation (2), that describes the intensity of the 

(6)

Denoting the cross section of the reaction of interaction of 
cosmic-ray protons with hydrogen atoms in oxide by func-
tion SSVEp(E), accepting that the number of hydrogen atoms in 
oxide is found as, n is the concentration of hydrogen atoms 
in oxide (in m-3), L, W, Tox are the length of the channel, 
width of the channel, thickness of oxide, respectively, and 
the number of predetermined reactions 
number of occurred surface states it(E), we shall obtain 
the following formula to calculate the cross section of the 
reaction of interaction of cosmic-ray protons with hydrogen 
atoms in oxide:

(7)



By combining equation (2), that describes the function 
of energy distribution of protons, with equation (7), that 
describes the function of dependence of the cross section 
on the energy, we shall obtain the expression for the rate 
of occurrence of surface states in case of SVEp of Si-H 
dissociation:

. (8)

taking the constants off the integral sign, substituting all 
known variables and solving the integral, we shall obtain:

where, C4 -
pirically; it(E) is the number of surface states occurred 
after the interaction of protons with hydrogen atoms, which 
depends on the initial energy of protons and intensity of their 

n is the concentration of hydrogen in oxide; L is the 
length of the channel; W is the width of the channel; Tox is the 
thickness of oxyde; E is the energy of cosmic-ray protons.

For the case of proton – electron scattering, denoting the 
cross section of the reaction of interaction of cosmic-ray 
protons with electrons in the channel by function SPES(E),
assuming that the speed of electrons in the channel is negli-
gibly low in comparison to the speed of cosmic-ray protons, 
considering them to be equally distributed in the channel, 

,

where I channel from the 
source to the drain, e is an electron charge, L is the length of 
the channel; W is the width of the channel, we shall obtain 
the following formula to calculate the cross section of the 
reaction of interaction of cosmic-ray protons with electrons 
of the channel:

By analogy with the interaction of cosmic-ray protons 
with hydrogen atoms in oxide, we shall obtain the expres-
sion of the rate of surface states for proton – electron scat-
tering:

, (11)

where, C5 -
pirically;

By analogy with the Bravais model, in which all mecha-
nisms of the degradation of performance, caused by Si-H 
interruption, are independent, considering the contribu-
tions to the degradation from the mechanisms described 

combine the Bravais model equation (1) with equations 

cosmic rays:

(12)

where, C1, C2, C3, C4, C5
obtained empirically for SVE, EES, MVE, SVEp and PES 
mechanisms of the occurrence of surface states, respectively; 
a1, a2, a3,  are empirical parameters obtained forn the results 

-
vices); E

model [3]); kB T is temperature; 
I  is a drain current; I
from the source to the drain; I  a base current; V  is a volt-
age on drain; L is the length of the channel; W is a width of 
channel; Tox is the thickness of oxide; n is the concentration 
of hydrogen in oxide; e is an electron charge; it1(E) is 
the number of surface states occurred by SVEp mechanism,
which depends on the initial energy of protons and intensity 

it2
is the number of surface states occurred by PES mechanism, 
which depends on the initial energy of protons and intensity 

E1
is the initial energy of cosmic-ray protons able to reach the 

2
occurrence of surface states by SVEp
by the structural features of devices; E2 is the initial energy 

2 boundary 

features of devices.
The operand of equation (12), wrapped in square brack-

ets, refers directly to the model developed by Bravais and 

triangular brackets, refers to the supplement to the Bravais 
model, developed within this work and allowing for the 

-
radation of performance caused by Si-H interruption.

Within the framework of this work it was shown that 
-



tive electronic devices are still exposed to the degradation 
of performance caused by Si-H interruption, despite the 
reduction of power supply voltage and the value of lateral 

Empirical and semi-empirical models to forecast the 
reliability and degradation, based on the obsolete model of 
“lucky” electrons which is still applied, can not estimate the 

the respective electronic devices in full scope.
Modern physical models, such as, for instance, the Bravais 

model helps to describe physical mechanisms of the degrada-
tion of performance caused by Si-H interruption, which are 

to give a more accurate forecast of reliability of electronic 

The model developed in this article is based on the physical 
Bravais model. This model expands the Bravais model and 

result it gives a more expanded forecast of the reliability of 
the respective electronic devices which are potentially suited 
to be applied in the space related equipment.

-
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According to [1], let us understand maintenance as a set of 
measures aimed to maintain and recover an operable condi-
tion of equipment, as well as to recover its service life.

by maintenance (M), current repairs (CR) and overhauls 

replacement [2,3]. Under the performance of maintenance 
by means of examinations, inspections, testing and measure-

according to [4], when doing CR, only the recovery of 
operating capability takes place, but when doing overhauls, 
the recovery up to the certain level of the object’s service 
life is done. Full recovery of service life takes place only in 

-
-

tion of preventive replacements (PRpl) with emergency 
replacements (ERpl), when initial reliability of devices 
is completely recovered, or PRpl with minimum emer-
gency repairs (MER) in case of failures. The publications 
mentioned includes only two extreme cases of scope of 
service life recovery: no update when MER is done and 
full update when ERpl or PRpl is performed. But they are 

the intermediate values of scope of recovery of the devices’ 
service life within these two extreme cases which are of 
practical interest. 

Purpose of this article is to propose and study a math-
-

recovery.

To consider the scope of service life recovery it is 
proposed to use the parameter a = Tpr – Tir according to 
[7] which means “age” of the overhead system after the 
preventive overhaul. Tpr and Tir here are pre-repair and 
inter-repair service life respectively [7]. In future, when 
developing mathematical models for maintenance opti-

From the perspective of reliability overhead system is 
considered to be an extended object with many different 
elements connected in series. In the process of troubleshoot-



as a whole. In this regard, let us consider the maintenance 
strategy under which failures are eliminated by minimum 
emergency repair, and after n of preventive overhauls the 

The change of the failure rate (FR) depending on the 

minimum emergency repairs the failure rate is not changed. 

-
ured in units of service life. 

, (1)

where

-
pair;

is a failure rate;
xp

follows:

(2)

Here P is the probability of reliable operation.

Substituting the values  from (2) to (1), and keep-

ing in mind that xp n + 1)x, we shall get the following 
mathematical model 

. (3)

with n
completely recover the initial service life) we obtain the 
following mathematical model 

that is known as the model of preventive replacements 

with n
the initial service life) after we revealed the indeterminacy 
in (3) we shall obtain the following mathematical model 

that is known as the model of preventive overhauls with 
minimum emergency repair in case of failure [7].

optimal frequency of preventive overhaul x and minimum 

condition  as

(4)

Then

Substituting the obtained values of x and x
-

lowing form 

(6)

Using expression (6) with given values of n
optimal frequency of preventive replacements xp  and mini-

condition  as

Using the expression (6) with given values of xp
the optimal number of overhauls n
the condition  as

.

To take into account the scope of service life recovery 
after overhaul, it is advisable to use the parameter which is 

inter-repair service life, related to the pre-repair service life 
of the overhead system. 

preventive overhaul and replacements of overhead system, 
as well as optimal number of overhaul for the period of the 



overhead system operating life under the given scope of 
recovery of service life. 

-

-

requirements.
3. Rules of construction and technical operation of the 

-
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In part [1] -

survivability, proposed the simplest models and methods of 
the analysis, based on the theory of axiological probabilities, 
random placements and logical functions of operability. In 
the second part we shall discuss four main issues:

computational complexity of tasks of survivability;
multivariate calculations of survivability of the systems 

with complex structure;
functional survivability and its relation to structural 

survivability;
connection between technical survivability and mobi-

A task of survivability is set and solved on a Cartesian 
product of two logical and probabilistic spaces: space of neg-
ative impacts (NI) and space of states of technical systems. In 
the simplest case, both these spaces are discrete. In accord-
ance with the terminology of classic paper [2], the task of dis-
tribution of NI over the system elements is a P-complete or 
a P
calculations are in proportion to Nn, where n is the number 
of impacts, and N is the number of system elements. It has 
long been known that for modern computers P-completeness 

n be estimated by hundreds 
and thousands which is impossible in reality. A different 
matter is the assignment of a complete group of possibly 
operable states, when from 1 to N-1 elements are sequentially 
taken out from the system of N elements. Due to the fact 
that in the task of structural survivability an element may be 
in one of the states – operability or a failure (binary logic), 
the total number of states of the system to be enumerated 
is 2N, computational complexity corresponds to the same 
number. Thus, the survivability task becomes NP

When logical and probabilistic methods of analysis were 

common computers in the USSR were USEC of differ-

number of the system elements, exceeding of which did not 
make it possible to solve the task of survivability analysis 
for observable time. This number was N = 27. All attempts 

to increase this number failed, until several approaches 
were found to assure the pass from direct enumeration of 
states to intent enumeration. As the result, the work of the 

[ ] led 
to the situation when it turned to be possible to decompose 
the graph of complex system into a main graph and its 
sub-graphs (joint openings), as well as to develop logical 
schemes of intent enumeration in the space of states. As the 
result the limit number of elements in the main graph today 

complex “ARBITR”).
Therefore, overcoming a “bane of limit number” in 

relation to the tasks of structural survivability happened. 

passing from structural survivability to functional surviv-
ability, the space of states of the technical system ceases to 
be numerable, and a “bane of limit number” comes back, 
but in a frightening form. This feature is described in more 

the task of structural survivability is becomes complicated, 
if the frequency of impacts is r, and the element resistance 
is L (or a discrete resistance in a model is substituted with 
a probabilistic function of resistance).

-
ity analysis (these solutions were originally demonstrated 
in [6],
examples are well estimated by hand and can serve as tests 
for new algorithms of analysis, as degenerated cases.

A system with bridge structure (Fig. 1) is exposed to 
repeated point negative impacts. It is necessary to estimate 
survivability by the system state supposing that the affection 

Fig. 1. System with bridge structure



of elements under a single NI is equally probable, and the 
resistance of elements in relation to the intensity of NI of 
high accuracy is negligibly low.

-
[7, chapter 4]:

.  (1)

[1], setting 
1 = 2, N 2 = 3, 3 = 4, 4 =

(2)

Values (n) with n

R(n)

n 1 2 3 4 6 7
R(n) 1

[1]
(n). For this purpose we shall use formula (37) to draw up 

Lnk (Table 2) and note that it does not 
depend on the system characteristics (structure and number 
of elements). That is why it can be used as a common table 
to calculate survivability of any systems. Table 3 shows 

Bki for nine operable structures 
obtained from the basic structure by means of removal of 
one, two or three elements (Fig. 2).

bridge structure

Multiplying the lines of matrix Lnk  by the columns 
of matrix Bki
rni, expressing the number of ways which may be used to 
pass form basic structure S  to structure Si under n-tuple 
NI (Table 4). Putting the elements of one line together we 

lead to an operable structure under n-tuple NI. It is easy 
to show that values (n) = rn/N

n coincide with the values 
listed in Table 4.

the average number of NI leading to loss of operability:

(3)

rni

n
rni rn Nn

i i i=7 i=8 i=9
1 1
2 1 6 6 2 2 21
3 1 24 24 6 6
4 1 78 78 14 14

1
6 1 726 726 62 62
7 1 2184 2184 126 126

Average survivability margin 
this structure = 2, and = 3. Therefore, average survivabil-
ity margin is more than the maximum number of elements 
that can be removed without loss of operability, more than 

-survivability. This effect is explained by the fact that cer-

The system of calculation of this paragraph which is based 
on Stirling numbers of the second kind, was completely 
described in [6] and [ ].

Lnk

n
Lnk

k k= 2 k= 3 k k= 5 k k=7
1 1
2 1 2
3 1 6 6
4 1 14 36 24

1
6 1 62
7 1 126

Bki

k
Bki

i i=2 i=3 i i=5 i i=7 i=8 i=9
1 1 1 1 1 1
2 3 3 1 1
3 1 1



Electric power system consists of generating power units 
1 and 2, main distribution boards 3 and 4, jumper straps 8, 

to estimate survivability by the system state after repeated 
NI, supposing that at each NI one element of the system 
becomes non-operable, and the affection of the elements at 
a single NI is equally probable.

Fig. 3. Structure of electric power system

-
lows:

(4)

Thus, the logical function of the system operability con-
tains 6 implicants in total, including one implicant without 
negation, three with one negation and two with two nega-
tions. Probabilities

P (Q1 = 1 / An) = 2-n;

P (Ql = 1 / An) = N-j(1 – l / N)n-j,

l = 2, 3, 4; 2 3 = 6, 4 = 7

, N = 8,  = 6 = 8.  (6)

According to (1) we have:

(7)

The results of calculations by formula (7) are listed in 

The last line indicates the data of calculations by strategy 
2, when the affected elements are excluded from the next 
affection.

Average number of NI

Average survivability margin -
ly less than -survivability (here = 4). Survival rate of the 
system is found using formulas (33) – (37) from [1]. We take 
into account that except a basic structure, the system may 
have nine more different operable decomposed structures 
(i Bki

Bki

k
Bki

i i i=7 i=8 i=9
1 1 1 1
2 6 6 1 1
3 4 4
4 1 1

Structures S1…S  occurs at the loss of only one element 
(k 6
loss of one (4), two (24, 26, 46, 82, 84, 86), three (246, 248, 
268, 468) or four (2, 4, 6, 8) elements. Similarly, structure 
S7 (2467) occurs at the loss of 1, 2, 3 or 4 elements. Their 
number is the same as for structure S6. Structure S8 (oper-
able elements 138467) occurs at the loss of two elements 

S
1 and 6.

rni..Results 
are listed in Table 7.

rni

n
rni rn Nn Rni i i=7 i=8 i=9

1 1 1 1 7 8
2 1 13 13 2 2 64
3 1 61 61 6 6
4 1 14 14

1 32768

analysis of data of Table 7 makes it possible to determine 
an interesting consistency. Relation rni/rn expresses a con-
ditional probability that structure Si, is saved after n-tuple
NI provided the system remained operable. As it is shown 
from the calculation results (Table 8), only for one type 
of structure (S6 and S7) a conditional probability grows at 

R(n)

n 2 3 5

R(n) 7/8 32768 262144
R*(n) 7/8 1/2



the increase of the number of NI, and this structure is non-
redundant having the least number of elements. Even with 
n S6 and S7
all cases when the system ensures operability.

n
rni / rn

i i i= 8,9
1
2
3
4

Under strategy 2, when the affected elements are excluded 

of the remained operable elements, the function of surviv-
ability is calculated by the formula:

, (8)

where l i is the 
number of letters in the implicant, ki is the number of nega-
tions. The results of calculations are listed in Table 8. We see 
that the function of survivability is falling much faster that in 
the scheme of independent NI (under a “passive strategy”). 
The average number of NI before affection 
is less that under strategy 1.

In general we can speak about the existence of a vector 
of numbers of operable states of the system FN(u), u N,
where u is the number of the elements removed from the 
system at one moment. Formula

f(u) = FN(u) / CN
u

is a conditional probability that under many-fold affection 
of u elements in the system of N elements, this system shall 
keep operability. Then (8) is rewritten in the form

*(n) = f(n

Vector FN(u structural redundancy in the 

in the interests of survivability is kept under aby distribution 
of NI probabilities. This very redundancy equally works 
on reliability as well. For instance, probability of reliable 
operation of non-recoverable system with complex structure 
of homogeneous elements

P(t) = FN p(t)N + FN(1)* p(t)N-1(1 – p(t)) + 

+… + FN(N-1)* p(t)(1 – p(t))N-1, (11)

where p(t) is the probability of reliable operation of one 
system element. Reliability of such system is the higher, the 
higher FN(u) is. It is described in detail in [14].

We can pass from the estimating the survivability by state 
to estimating the survivability by the result of task execution. 
This work was carried out in [6], where the same structures 

structure of eight elements. Estimate of survivability in this 

of survivability and reliability, getting new complex proper-
ties of NI-reliability, NI-safety, etc. [11, 12

technical system, when the system can be expressed by a 
multipolar graph, in which the nodes (without violation of 
entity) are unexposed to NI, and these are only connections 

criteria of non-operability of such system is the occurrence 
of isolated nodes or separated sub-graphs.

An example is the communication network with the nodes 
effectively protected from NI and from the line destruction. 
If any node (or group of nodes) has no connection, the sys-
tem will lose a critical source of information or a function 
of control. In practice, it will fall into several subsystems, 
each of which will start to function independently; and this 
event is accepted as a fact of loss of survivability.

With no violation of entity let us assume that the branches 
of the graph of a multipolar system break out one after 

of new NI. Then our task is to form a vector of the system 
redundancy FN(u
estimate its probability of survival with n of single NI.

redundant, when the nodes are closed into a circle, and 
full-redundant, when the nodes are connected under the 
principle “each with each one”.

Four-polar network, non-redundant system (N

does not put the system out of operation (the same is valid 
for the structures with more poles). At the same time, any 



second NI automatically makes the system non-operable. 
Therefore:

(n) = 1 with n (n n

And the function of survivability becomes threshold, and 
it means there is no survivability at all, and it is determined 
by its non-redundancy.

Four-polar network, full-redundant system (N
Here we can see that the system of N=6 connections keeps 
its operability under any double NI (in all cases the system 
keeps connectivity). And there are even four scenarios of 

scenarios). Therefore, the results of estimation of the surviv-

-

n F (n) C n R*(n) = f (n)
1 1 1

1 6 6 1
2 1
3 4

Here the element of a smooth degradation occurs, but 
nevertheless it leaves much to be desired. Smoothness 
occurs when additional branches occur (for instance, chan-
nels based on another principle of coding and transfer of 

multipolar system. Roughly, when digital communication 
fails there is the possibility of using classical radio com-
munication.

Five-polar network, non-redundant system (N
Similarly to non-redundant four-polar network we see 
that the first NI under the active strategy does not put 
the system out of operation, and each second one does. 
Thus, again we deal with a threshold function of sur-
vivability:

(n) = 1 with n (n n

Five-polar network, full-redundant system (N
System keeps its operability under a three time NI of any 
direction. With n -

n = 7 and more the system will fail for sure. Therefore, the 
results of estimation of the function of survivability are 

Here we really have a slow degradation of survivability. 
And the more N
with the increase of n.

r-tuple
and assign the branches in a graph with the resistance level 
L (analog of the system of channel redundancy). In this case 
we should use the formula from [8]. But it will not change the 
basic principle: the higher is the redundancy level measured 
by vector F, the higher is the level of system survivability 
in respect to NI of wide spectrum.

A qualitative leap from structural survivability to the 
functional one is made as a consequence of substitution of 
a binary function of operability in the tasks of structural 

its performance (for example: in electric power systems this 
property is available power, in gas systems it is the capac-

,
in percentage of a maximum value of emergence, when we 

 in 
percentage as the result of NI, it means that the system lost 
its survivability.

Therefore, functional survivability is the ability of the 
system to keep its emergence at the level not lower than 
of the maximum value under NI, or to restore the required 
level quickly after NI. For instance, in the theory of civil 
defense there is a principle of technological reserved quota 

the energy is brought for domestic needs of people. There is 
also the level of emergency reserved quota 

centers of consumption (hospitals, maternities, etc.). And a 

survivability is to distribute SA and allowable redundancy, 

technological and emergency reserved quotas in cases of NI 
of wide spectrum. A more detailed description of -criterion 
is given in papers [

When NI is point, we are in a discrete space of NI 
states. There is no such space if we estimate the variants 

-
dant system on 5 nodes

n F (n) C n R*(n) = f (n)
1 1

1
2
3
4
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of areal affection, when there is NI of continuum spec-

the functional one, we lose a discrete space of the system 
states, it becomes continuous and uncountable. Instead of a 
logical function of operability we deal with the algorithm
of assurance of survivability under NI. This algorithm is 
a kind of a black box having a NI model at the entry, and 
a resulting effect at the exit. If the entry is a continuum 
spectrum of impacts, the exit is a continuum spectrum of 
resulting.

simplify the task, to substitute a continuous space of states 
by a discrete one. For instance, in [17] we note that a single 
NI takes a certain quantum of allowable capacity form the 
system, and the task of a large electric power system is to 

With the increasing NI, the system starts degradation, its 
reserves of allowable capacity become exhausted, and one 
day we will occur at the level of technological reserved 
quota; and it is necessary to estimate the probability of such 
negative scenario.

Having begun to deal with the task we discovered that 
we can substitute a continuous space of states by a discrete 

 in the analysis. Actually, 

system at, specifying a complete set of its operable states. 
Making the enumeration of states space intent (for instance, 

reduce the scope of operations; and NP-completeness of 
the task is still here.

*(n, ) = f(n) = FN(n, ) / CN
n , (12)

where FN(n, ) is the number of operable states of the 
system of N elements, exposed to n-tuple point NI, on the 
assumption that the survivability of such system is described 
by -criterion. Besides we can easily pass from an active 
strategy of NI to a passive strategy – it will not change 

estimate the level of functional redundancy, which does 
not depend on the applicable strategy of NI, as it is being 

an algorithmic way. And then the function of survivability 
can be estimated with consideration of the strategy, based 
on the formed vector F.

Beautiful formulas represented for the case of equally 
probable NI crash totally, when it comes to preferring one NI 
to the other. In this case we have to go back to the model by 

[18] which used to be very popular, with assigning 
of axiological probabilities of point NI affecting separate 
elements by the Firshburn’s principle [ ], [ ],
building the systems of preferring of one NI to the other. 

-
tion of survivability at a certain hold point. Varying the NI 
probabilities in narrow scope, we estimate the dimensions of 

scenarios, when out SA decisions are the best ones. Thus, 
we test our decisions related to the survivability assurance, 
for parametric stability [13]. Indeed, -criterion may serve 

for optimality.
Passing from structural survivability to functional sur-

approaches to the analysis, making it possible to estimate 
not only technical survivability, but also system resilience, 
in a wide range of classes and purposes of these systems. 

-
nomic resilience.

Economic unit is a strongly connected system intended to 
generate a complex economic effect and covered by the loops 
of positive and negative feedbacks [ ]. Different shocks 
serve as NI in relation to such objects. These shocks affect 
the system from the side of the unit’s environment. Under 
NI a unit starts to degrade down to the level distinguished 
as negative, when it is referred to a failure of achievement 
of strategic aims, either by the level, or by the time of 
achievement. A control supersystem generates decisions 
aimed at the survival of the economic unit and at the keep-
ing of resilience in negative environment. Such decisions 

There is an apparent similarity between technical sur-
vivability and economic resilience, and this similarity is 
observed within the frameworks of the general theory of 

Bertalanffy and his group [21]. Watching the survivability 
and resilience from systemic positions, we come to the idea 
of vitality as a basic prototype property of survivability in 
a general sense, which generates its projections in systems 
of different types. The idea of Bertalanffy was that all liv-
ing systems (or systems pretending to be viable) had the 
property of , when a system inevitable comes to 

the course of pursuing the achievement by the system of 

to the same extent as from vitality; the system is vital if it 

The obtained isomorphism of technical survivability 
and economic resilience leaves a wide room for a mutual 
migration of methods, models and approaches from one 

-
tion resilience copies the principle of NI -criterion from 
functional survivability, in the terms of continuous spaces 
of NI and system states. Balanced score card serves as 
the function operability and functional algorithm in the 
economic system. In reverse, technical survivability may 
get improved if it loses itself in the economic context, 



-

of technical decisions for survivability. When it a tech-
nical system turns out to have a control supersystem, 
and a supersystem turns out to have economic context 
and strategic goals which are introduced to the control 
supersystem of the respective technical system as basic 
criteria of performance.

Final purpose of equipment is to serve economic and 
social systems in standard conditions and under NI, as 
well. In all cases this service should be developed in 
stipulated to the extent set forth in advance, with clear 
expectations, in coordination with the objectives of su-
persystems.

The theory of technical survivability shall be developed 
in the following main directions:

Understanding technical survivability as a general scien-

will be developed when survivability will be observed from 
systemic cybernetic positions, as a projection of vitality;

Analysis of the experience gained as the result of re-
searches of survivability and resilience carried out in the 
West. Understanding of how western approaches can be 
applied in Rissia, why “yes” and why “no”;

Substitution of probabilistic models of survivability by 
inexplicitly scenary models which do not need any axiologic 
hypotheses, but simulate expert experience in the terms 
of impacts and reactions, with consideration of essential 

these conditions may also be “soft”, it may be estimated 
with soft computations and measurements in the sense of 
Zadeh – Dubois – Prada [22, 23];

Passing from the function of survivability to a risk-
function. It is necessary to estimate not the survival rate, 
but risk of failure to achieve a goal;

A more detailed attention to humanitarian aspects of 
survivability, to a human factor in survivability control. It 
is necessary to study not only the technical system, but its 
SA as well;

-
cal survivability and resilience. Implementation of economic 

The task of survivability assurance should be considered 
from the standpoint of investment project development.

-
proach to estimating survivability of complex structures 
under repeated impacts of high accuracy. Part 1. Basis of the 

-
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Terrorist activity that has increased dramatically caused 
strict requirements for a reliable protection of mission criti-
cal objects. To solve this task, integrated safety systems 
(ISS) came into widespread application. The subsystems 
forming the part of ISS in most cases are integrated on the 
basis of a control computer (CC) that is represented by 
a common personal computer (PC), normally of foreign 
production with a “regular” operating system. Evidently, 
a failure of the control computer due to deliberate or un-
deliberate actions will lead to inadmissible changes of the 
operation of the whole system. In this situation the reli-
ability of protection of mission critical objects becomes 
rather doubtful. Therefore, the idea to develop a domestic 

CC with the properties of improved survivability to dif-
ferent threats seems rather crucial. 

Such CC can be represented by the computer with the 
properties of structural stability [1], whose operation is 
based on functional redundancy of any modern computer. 

two particular tasks – functional diagnosis of CC and its 
functional adjustment.

All modern computers are multilevel devices, and each 
of these levels has the properties of functional redundancy 
[2]. That is why this article describes the processes of 
functional diagnosis on the example of the architecture 
command level. 

Functional diagnosis of structurally stable (StS) CC, as 
a functional system differs from the traditional process of 



PC control made by the known self-checking programs to 
-

erable – inoperable”. In modern PC, functional diagnosis 
of the central processing unit is absolutely useless, as a 
failure to undergo any test makes it unpractical for a PC 
availability, because the reduced system of commands 
becomes non-conforming to a special software. That 
is not the case with common equipment of special dig-
ital weapon computer systems that provide a three-edged 
(three-channel) structure, which is especially effective 
against failures and their consequences. Here there are the 
elements of functional diagnosis aimed at the detection 
of some particular failures, that do not impede the execu-

under operational procedures considering the reduction 
of survivability margins necessary in extreme operating 
conditions. This category of failures includes inability 
of a channel to be a master (slave) one in a two-channel 
structure, inability of majority devices to defend against 
single errors at the information input, total or partial loss 
of functions of inter-channel exchange, etc  But in this case 
we deal not with self-checking, but with the determination 
of technical condition of the devices served to exchange 
functional features of the central processing unit.

Functional diagnosis of the central processing unit, typi-
cal for the stage of recovery of CC StS availability, is in fact 

under the conditions of stochastically undetermined splitting 
of the functional system F up to the classes  and :

, = , (1)

with convergence

, , (2)

where  is the current functional state of CC StS, as well 
as with the limited duration of the control process 

. (3)

Expression (2) means that the risks of categories I and II 
are kept to minimum, i.e. faulty functions are considered as 
fault-free functions (customer’s risk) and fault-free functions 
are considered as faulty ones (producer’s risk). 

In general, such task cannot be solved adequately due 
to certain unreliability of primary self-checking results, 
and its fast penetration into the further control proc-
esses. And the main principle of any process of control 
is violated here, the principle that requires all objects of 
control to be of the higher class than the object of this 

-
veloped property of slow degradation [3, 4], for which 

current functional state of ECM. 
Really, at the first stage of functional diagnosis an 

operable functionally complete “core” is searched by the 
procedure that is common for ECM: “promotion” with a 

a test check. I.e. the “core” with any detected defect is not 
allowed for further functioning. Fault-free “core” of the PC 
functional system can serve as rather reliable mean to con-
trol single functions form the remaining part of the system 
of commands. It is facilitated by the developed property of 
slow degradation of functions implying that for each func-
tion to be checked there is a part serving only its part of 
the equipment that can undergo rather complete sequence 
of test checks. 

Due to the fact that it is not possible to avoid the issue of 

improvement with the reduction of possible consequences 
in further processes. To do it we need an adequate model of 
test control process that describes elementary control opera-
tions and their structures in relation to the maintenance of 
the required reliability level.

-
mand  as the function of the system of commands  of the 
digital computer (DC) installed on the self-checking section 
to solve the alternative 

, (4)

that in reality transforms into the solution of alternative 

on the set PF of variants of splitting (1).
Fault-free function of DC 

space of states S of DC, whose components are the cells of 
memory and general purpose registers taking various values 
within the limits of their capacity. It means that for any point 
S of an arbitrary subset , where 
is a set of input and output variables of command , there is 

, i.e. the following transformation takes place

(6)

Each pair (S , S ) can form the basis for a test check 
 forms an 

operational system of control, if it has the means that can 
help to lead the computation process into the point 
(impact on the facility of control ), as well as the means 

 to estimate the fact

, (7)

i.e. the reaction of the facility of control to the given im-
pact.  adn  are customary to play the role of means of 
control (MC). In general the test  has the following form



(8)

where  before 
the test 

The result of the process of control of  by test (8) can 
be the assignment of  to the class  with a failure to un-
dergo the test by feature (7), uncertainty (
), if the process of control of  shall be followed by further 
tests of type (8), or the assignment of  to the class  and 

of
of  (Fig. 1). 

Despite there are only two outcomes of each separate 
test check, there are much more internal cases occurring 

-

of determination of an operable “core” that was taken as 

part of f-state

Two variants are possible:

(2.11)

and

; (2.12)

- with the reliability of determination of S initial data 

expression is inevitable

, (2.13)

where  is an actual result of the execution of part of test 
 formed on the basis of subset of commands . For case 

(2.12) due to test imperfection in addition to the result 

(2.14)

the result (2.13) is possible;
- with the uncertainty of state of the object of control ,

whose reactions to the initial data S , can be 

, (2.16)

 is an actual result of com-
mand ;

(2.16) by the sequence of commands  of a test check: 
 (no-norm) 

the lack of growth of category II risk, as a fault-free com-

12, 14) corresponds to the case 
the norm it facilitates the growth of category I risk.

No-norm situations are split into two groups as well. The 
.

corresponds to the case 
norm it facilitates the growth of category II risk. 

Therefore, getting the norm of a single test does not guar-
antee there is no risk of category I, that explains the common 
practice of check of each function of the command system by 

II does not grow. As norm situations are just a part of whole 

getting lower in the sequence of various test checks passing 
by norm. It is explained by the fact that with each new test, 
the next variant of the equipment functioning is checked, 
and the number of unchecked variants is reduced. In case 
check of all variants of risk of category I after the norm of 
the last of them is excluded. However, limitation of duration 
of the check will not bring it to such situation.

Though it was noted above, the risk of category I not 
eliminated causes the risk of category II in form of a nega-
tive result of test of the function under checking under its 
norm. In this case the terms of f-diagnosis are getting worse. 

improved by repeating a test (S , S ), using other commands 
from the scope of 
failure of function , and a positive result will help to pass 
to a new functional “core”.

A model of test check of f-diagnosis will assist to form the 
strategy of how to develop this process important to CC StS:

of an operable “core”, as at this stage the risk of category I 
is being originated, serving as a source of category II risk 
as well;

2) the remaining part of CC functions should be diagnosed 
one by one as in computing environment with a developed 
property of slow degradation of functions;

3) extending sequence of test checks for each CC func-
tion reduces risk of category I, but at the same time the time 

self-checking, that is also aimed at the adjustment to the 
current f-state;



4) to reduce risk of category II, in case of negative results 
of tests, they should be continued using the same initial data, 
but another software implementation;

-
tion of CC requires the development of special procedure.
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In case of signal violation by a shunting locomotive 
several unfavorable events are possible: the collision of 
a shuntng locomotive with a passanger or freight train, 
bursting open of a point without a derailment of a shunting 
locomotive, derailment of a shunting locomotive. Each of 
these events occurs with a certain rate or probability. And 

why it is very important to perform quantitative estimation 
of risks to maintain their tolerable level [1]. 

Paper [2] describes the calculation of probability of a side 
collision of a shunting locomotive with a passenger train, 
when one of the trains passes a signal at danger on route of 
a passenger train, where a route is a set of points that are 
crossed by a passenger train when passing through a station. 
Isolated switch is a switch at which there could be no col-
lision caused by a signal violation, non-isolated switch is 
a switch where there could be a collision. However, when 
passing through a station, a passenger train has several pos-
sible routes thay are used with a certain rate. 

In this paper the formula of total probability is used to 
consider the variability in choosing a route, as well as to 
obtain the probability of at least one passenger train collision 
when passing through a station. To obtain the probability of 
at least one collision per year, the formula of multiplication 
of probability is used. To obtain the average number of points 

number of points that are crossed by shunting locomotives 

open of a point and derailment at one crossing of a switch, 
the formula of multiplication of probability is used.

We consider the accidents at a railway station and it 
means that at the collision of a passenger train with a shunt-
ing locomotive there may be fatalities at a station itself, as 
well as on a passenger train. That is why in this paper the 
average damage from one collision of a passenger train with 
a shunting locomotive is composed of the damage from 
the defects of railway infrastructure: railway bed, cars and 
etc., and of the damage from the consequences of fatalities 
that is quantitatively expressed based on [1]. Damage from 
bursting open of points and derailments is formed based on 
the consequences of defects of railway infrastructure, and 
fatalities here is unlikely, as shunting works are carried out 
at a low speed. Risk matrices are constructed based on the 
approach described in [1].

According to the schedule received from AS Express 
for a time period under consideration (a year), let us assign 
the numbers for passenger trains crossing a station under 

the i-th passenger train from this row.

Ai be a collision of a passenger train with number 
i when it is passing through a station, and  be a 
probability of the collision of a passenger train with number i
when it is crossing a station by route k, where k=1, …, K, and 
K is the total number of possible routs for train with number 
i. Then a probability of the collision of a passenger train with 
number i when it is passing through a station is [2]

where P( k) is a probability of route k
by formula 

where  is the number of passenger trains with number 
i passed by route k, and n is the totatl number of passenger 
trains with number i passed through a station during the 
period of observation. If there are no data about last passings 
of a passenger train with number i through the station, and 

of use of all routes can be equally probable, i.e.

Probability
formula derived in [2],

where P(Ak:j) is a probability of collision of the train with 
number i, passing through the station by route k, on the j-th
point. Whereas P(Ak:j) is calculated by formula 

,

where k

 is the rate of shunting locomotives passing through 
the j-th switch in the direction under which a side collision 
is possible (for simplicity we can assume that ,
where  is the total rate of shunting locomotives passing 
through the j-th switch in all directions);

is the rate of shunting groups that stop at the  j-th 
switch, which did not violate safety when passing through 
the switch;

 is the average time of a shunting group being at the  j-th 
switch, which did not violate safety when passing through 
a switch, provided there was a stop at a switch;

lp is the average length of a passenger train;
vp is the average speed of a passenger train passing 

through a station;
lch is the average length of a shunting group;



v  is the average speed of a shunting group passing 
through a station;

Pp is the probability of signal violation by a passenger 
train;

P  is the probability of stop of a passenger train at a 
switch;

 is the average time of standing of a passenger train 
at a switch;

P  is the probability of signal violation by a shunting 
locomotive calculated by formula [2]

,

where Ptwo is the probability of assigning a shunting 
locomotive crew to a driver and his assistant;

P  is the probability of signal violation by a shunt-
ing locomotive driver when working with an assistant 
driver;

P  is the probability of signal violation by a shunting 
locomotive driver when working without an assistant driver 
(“driver-only operation”).

I of trains pass through a station per year in different 
i-th train from this row, i=1,

…, I. If it is coordinated with probability P(Ai) of a collision 
when passing through a station, the probability of collision 
of at least one train from I trains is [2] 

(1)

L be the total number of locomotives working at a 
station, and Nl is the average number of switches crossed 
per hour by a shunting locomotive with number l. Then the 
total number N  of switches that are crossed by shunting 
locomotives at a station is calculated by formula 

(2)

 is SPAD by a shunt-
ing group,  is a point burst open by a shunting group after 
signal violation,  is derailment after a point burst open. 

of a point burst open after SPAD P  and the probability 
of derailment after a point burst open P . Then the prob-
ability of a point burst open with a subsequent derailment 

of probabilities [3]

(3)

and the probability of a point burst open without a sub-

same formula

(4)

Due to the fact that at each switch crossing, derailment 
or bursting open of a point may occur, the number of points 
burst open without a subsequent derailment is a random 
variable with a binomial distribution with parameters N
and P , and the number of derailed trains is a random 
variable with a binomial distribution with parameters N
and P . That is why the average number of points burst 

-
plicating the number of cheks by the number of “successes”, 

and the average number of points burst open with a sub-

(6)

-
railment. Damage caused by the derailment at the station 

that occurs as the result of the destruction of cars, tracks, 
station infrastructure, freight, etc. These types of damage are 

calculated as average variables. The second part of damage 
is a damage connected with possible fatalities or injuries. 

col of the collision protocols. Then the aver-

by formula 

(7)

where  is the material damage caused by the collision 
recorded in the i-th protocol.

fatalities or injuries. We shall break all injuries occurred in 
case of an accident, into classes: moderate injuries; serious 

 is the number of fatalities in the 
i-th collision,  is the number of people with serious in-
juries in the i-th collision,  is the number of people with 
moderate injuries in the i-th collision, C  is the damage 
caused by one moderate injury, C  is the damage caused by 
one serious injury, Cfat is the damage caused by one fatality. 
Therefore, average damage caused by probable fatalities or 
injuries at one collision is 



Variables C , C , Cfat shall be found based on [1]. 

minimum wage, a serious injury is equated with material 

[4]. Therefore,

kRUB.,

 kRUB.,

fat  kRUB.

Therefore,

(8)

As the total damage caused by collisions  is composed 
of the material damage and the damage from injuries then

of protocols of bursting open of points without derailments 

where  is the material damage caused by bursting 
i-th protocol. Similarly, if 

there are  protocols of bursting open of points with 

average material damage calculated by all accidents is 

(11)

where  is the material damage caused by bursting with 
i-th protocol.

and analysis of consequences, quantitative and qualitative 

risk is a certain combination of two values – the probability 
(or frequency) of an undesirable event P(A) and its conse-
quences C(A). In this paper we shall consider a quantitative 
value of risk as the multiplication of probability (frequency) 
by the damage. Thus, the risk caused by collisions as the 

formula

(12)

where ( ) is calculated by formula (1), and  is 

bursting open of a point without a subsequent derailment 

(13)

(14)

where , , ,

The results of risk estimation can be represented using 
a risk matrix which has a form of cell table that represents 
the combination of the frequency of an undesirable event 

visual information on risk levels for event in question. The 

application.
A risk matrix is constructed as follows:

of the event are calculated. They are represented in ac-
cordance with an accepted (normally, logarithmic) scale of 
frequencies;

-
sequences are calculated. They are represented in accordance 
with an accepted (normally, logarithmic) scale of severity 
of consequences;

rated.
The main problem when constructing the risk matrices 

values of risk, and some points refer, for instance, to the 

of “undesirable”. In the most unfavorable case, a cell may 
be divided into two segments of equal space, this preventing 

of points allocated inside this cell belong to. 



for the cells of a risk matrix, which helps to solve this 
problem.

Standard [1] recommends a scale with 6 levels (grada-
tions) as a typical probability scale. A scale with 4 levels 
(gradations) is recommended as a typical scale of conse-
quences.

accordance with approach described in [1].
Minimum and maximum values of the probability are as-

event. The most unfavorable event (frequent) is set by a 

not occur. Boundaries for an improbable and remote event 
are chosen in the logarithmic scale in such a way, so that 

event. Intermediary boundaries between already set values 

are chosen in the logarithmic scale in such a way, so that 
these cells are nearly equal. That is why the boundary that 
indicates a transition from a probable event to an occasional 

transition form a remote event to an improbable event.
-

ble 1.
If instead of the probability of an undesired event we 

estimate the average frequency of a dangerous case, Table 

Boundaries for the severity of consequences shall be 
chosen based on the damage that will be caused by a fatality. 

chosen in the logarithmic scale and differ by one and two 
orders, respectively (table 3).

Probability levels Risk levels

Frequent Tolerable Undesirable Intolerable Intolerable

Probable Tolerable Undesirable Undesirable Intolerable

Tolerable Tolerable Undesirable Intolerable

Remote Negligible Tolerable Undesirable Undesirable

Improbable Negligible Negligible Tolerable Undesirable

Incredible Negligible Negligible Tolerable Undesirable

Marginal Critical Catastrophic

Fig. 1. Form of risk matrix

Probabil-
ity levels

Probability of 
events per year, 

P(A)
Description

Frequent (

Probable ( Frequent occurrence of a 
dangerous event is expected 

-
sional ( Repeated occurrence of a 

Remote (

There is a probability that 
an event will sometimes oc-
cur throughout an object’s 

life cycle 

Improb-
able

( ) assumed to occur in 
exceptional case 

Incred-
ible ( assumed not to occur 

Levels of 
frequency 

Value, P*(A), Description

Frequent P*(A

Probable ( Frequent occurrence of a 

( Repeated occurrence of a 

Remote (

There is a probability that 
an event will sometimes oc-
cur throughout an object’s 

life cycle 

Improbable ( )<6
-

sumed to occur in excep-
tional case

Incredible ( )<2 -
sumed not to occur



Levels

Marginal Critical Catastrophic

kRUB.
More than 

the upper values of frequency and severity of consequences, 
corresponding to each cell, and, depending on the result, let 

accidents of collision, with recorded damage (its amounts 

According to formula (7) we obtain

 kRUB.

, thus, according to 

formula (8) we obtain

 kRUB.

Therefore, the total damage from a collision calculated 

kRUB.

-

 kRUB.

According to the data of the Automated System of Traf-

burstings open of a point with a subsequent derailment with 
the damage listed in Table 6. 

Using formula (11) we obtain

 kRUB

a station, each of them crosses 36 switches on the average 

per hour, and the probability of signal violation by a shunt-
ing locomotive is –4, the probability of a point 
burst open is equal to the probability of a derailment after 
a point burst open = , then the probability of a 
point burst open with subsequent derailment is calculated 
by formula (3)

And the probability of a point burst open without subse-
quent derailment is calculated by formula (4)

1

Probabil-
ity levels Risk levels

Frequent

Probable

Remote

Improbable

Incredible

-
cant Marginal Critical Cata-

strophic

Fig. 2. Risk matrix for collisions

6

2

Levels of 
frequencies, Risk levels

Frequent

Probable

Remote

Improbable

Incredible

-
cant Marginal Critical Cata-

strophic

Fig. 3. Risk matrix for derailments and bursting open 
of a point
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The total number of switches crossed by shunting loco-
motives per year is calculated by formula (2) 

Therefore, the average number of points burst open by 

And the average number of points burst open with sub-
sequent derailment by formula (6) is

Using formula (1) let it be obtained that 

.

unfavorable events and the respective risk areas.
Risk caused by collisions is calculated by formula (12) 

and it is

 kRUB.

And we enter orange area – area of undesirable risk. Thus 
it is necessary to take measures to reduce risk. Among such 
measures there can be the installation of Shunting Automatic 

Risks caused by bursting open of points and derailments 
are calculated by formulas (13) and (14)

 kRUB, 

 kRUB.

And we enter green area – area of negligible risk. There-
fore, no measures to reduce the risks caused by bursting open 
of points and derailments are required at this station. We 
shall note that the risk caused by bursting open of points is 
higher than the risk from derailments. Nevertheless, meas-
ures to reduce the risk from derailment are required, and 
measures to reduce the risk from bursting open of points 
are not required. The matter is that under the collision JSC 
RZD bears additional reputational expenses, doubled by the 
fact that a derailment occurs at a station with large numbers 
of people. 

This paper describes the task of calculation of unfavorable 
events caused by SPAD by a passenger train or a shunting loco-
motive. It provides the formulas used to calculate the probability 
of at least one collision of a passenger train at a station per year, 
average number of points burst open by a shunting locomotive 
without a subsequent derailment, as well as the average number 
of derailments per year. It also contains the formulas used to 
calculate the average damage from unfavorable events. Risk 
matrices for all unfavorable events have been constructed. The 
article gives the example of application of the obtained results 
which is based on hypothetical data and expert analysis. 

-
ment on railway transport

of probability of train collision at railway stations based on 
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W
to achieve such output characteristics that a product is 
capable of performing. But this very achievement does 
not guarantee that products will always be manufactured 
serviceable, that they will not lose the functionality after 
being stored and transported, that they will perform the 
targets in full scope and will not operate less than it is 
predetermined.

Inevitable changes of possible states of products under 

physical processes may eventually reduce their output char-

turn out to be unachieved.
Why is it possible? In most cases the modes and 

conditions of functioning are not properly estimated or 
considered. Unintentional wrong actions by personnel 
are not rare during manufacture and operation processes. 
Sometimes, constructive decisions go ahead of the produc-
tion technological capabilities, or they are inadequate to 
the concepts of physical processes that take place under 
products’ operation. In any of the cases the mentioned fac-
tors can lead to failures that may turn out to be accidents 
and catastrophes. If the social and economic losses suffered 



by human society in case of products’ failures, exceed the 
acceptable critical level, there is a need to ensure the reli-
ability of these products.

For common equipment ensuring of reliability is normally 
a secondary task that is often solved as if by the way, because 
usually failures do not have any serious consequences. Reli-

technical objects that exclude any failures despite inevita-

failures, because otherwise it may lead to far more losses at 
accidents. Examples of such objects are unique safety critical 
systems (USCS), in relation to which just the possibility of 
failures can question the reasonability of their creation. Here 
it is important to understand at which stage of the USCS 
life cycle the measures taken to improve reliability are the 
most effective, and at which stages it is already late to take 
any measures at all.

In this relation it is worth considering the genesis of USCS 
reliability on the example of transformable structures (TS), 
whose main task is to enable long functioning of spacecrafts 
in space environment by single actuation on orbit [1].

generally includes use as intended, transportation, stor-
age, maintenance and repair. For opening parts of TS, the 
operation can be arbitrarily limited by the period from the 
moment of transfer of a product for storage after factory 

on low earth orbit. While being in operation TS passes 
the following stages of the life cycle: storage, transporta-
tion, maintenance, preparation for launch at a test range, 

orbit, preparation for opening and opening into operating 

may suddenly fail, and it will not be possible to recover or 

probability Pf(t), with which this structure will perform its 
functions within the period of operation up to the moment 
t. If we assume the TS operating capacity to be a sampling 
of sequential independent tests with probabilities P
the probability of its functioning during the time period t
will be:

(1)

From (1) it appears that in the course of time t the prob-
ability of TS functioning can increase, it can decrease, or 
hold constant on level 1.

Decrease Pf(t) is the result of stochastic changes of the 

humidity, aggressive environments, etc.), as a consequence 
of implementation of the following processes:

– degradation of physical and mechanical properties of 
materials caused by wear, corrosion, deterioration, embrit-
tlement, etc.;

– change of physical and mechanical properties of materi-

– non-convertible deformations and destructions (plas-
tic deformations, crumbling of contact surfaces, creeping, 
fractures, etc.);

– deterioration of tribocoupling;
– expression of structural instabilities in form of displace-

freeplays in actuated parts, violation of adjustment, etc.
The next important aspect is solving the issue of initial 

level of P0 at the moment that corresponds to the start of 
operation.

on hold being ready for operation, i.e. it has already had 
the full capability to show reliability properties, because 
the relative position, interrelation and interoperation of the 
elements inside TS has already been implemented (TS is 
ready for operation), and the relative position, interrelation 
and interoperation of TS in external environment and with 
other objects is provided and expected. This state of TS is a 
priori predetermined in engineering documentation (ED) by 

i and respective tolerances i. And the 
parameters are random variables (dependent or independent 
of time), that may change within the limits of nonrandom 
tolerances:

. (2)

i set:

(3)

Number of equations N of set (3) corresponds to the 
number of parameters of the structure, and with the rise of its 

will always be within the predetermined range:

(4)

If there are no bad errors in ED, and therefore it is not 
necessary to modify ED at the stage of manufacture, it 
is considered to be a stationary stochastic model of the 
object represented in a draft and text form [3]. If a random 

i(t), predetermined in a stationary 
model of TS, stays within tolerance i, TS is considered 

i, and 
its performance capability is determined by a random 

i go out 

the possibility of a failure lays in the principle of use of 



a stationary stochastic model of the object. Due to the 
fact that the number of equations (3) under the develop-

random values, there is a risk of non-consideration of 
any failure factors.

Thus, before the operation there is always a risk with 
i under engineering 

will be properly considered, and those parameters predeter-
mined in ED will be within the respective tolerance under 
operation i.

terms of reliability, and non-consideration of any of them, or 
going out of the range of tolerance will lead to a parameter’s 
failure. The event specifying the readiness of TS to perform 
without failures shall be indicated as H, and the event speci-

A, then:
P(H)+P(A)=1, P(A)= ,

P(H)=1–

operation P =P(H) is always less than one. And after TS 
functioning during the period t, its reliability with consid-

P(t)=Pf(t) P(H) (6)
Formula (6) makes it possible to consider TS reliability 

not only as the result of performance of its functions with-
out taking into account the genesis of its origin, but also as 
the result of the process that leads to an occurrence of this 
reliability. Thus, a value of TS reliability index determined 
in a technical task (TT) for the development, shall be de-

of operational conditions, as well as of engineering and 
manufacturing prerequisites for failures as the result of the 
following factors:

– imperfections of design and engineering methods, 
engineering errors, violations of normative technical docu-
mentation, violations of engineering rules;

– imperfections and errors of technologies applied;
– defects and errors of manufacture, installation, viola-

tions of technological processes of manufacture, running in 
friction joints and adjustment, deterioration of parameters 
as the result of the required testing.

Moreover, if in case of readiness to function without 
failures indicated as event H, normal functioning of TS shall 
be indicated as event , the reliability (6) of TS functioning 

t should be interpreted as conditional 
probability:

P(t)=P(B|H).
Based on the mentioned above, reliability should be 

considered and estimated not only at the stages of the life 
cycle of the product which is ready for operation, but also 
in the cases when it is under manufacture or exists in form 
of the models such as:

– information models under design;
– graphical models under engineering;
– models of technological process under preparation of 

manufacture.

During the course of sequential modeling and 
manufacture of the product throughout the life cycle, 
its expected initial reliability at the start of operation 
tends to decrease due to the impendence of formation 
of prerequisites to failures, as the result of modeling 
errors and as the result of different deviations under 
manufacture.

results of studies carried out by Rome Air Development 
Center in order to improve the standard of US defense 

The studies were based on the analysis of data about 

were accepted as the causes of TS failures: engineering 
errors – 34,4%, underestimate of environmental condi-

before the start of operation – “at a drafting machine” 
and in manufacturing departments (when something was 
not thought through, taken into account and controlled, 

Thus, the expected TS reliability at the start of operation 
is generally always less than one with a tendency to decrease 
during operation. Moreover, engineering and technological 
causes that predetermine failures before start of operation 
prevail over the causes of failures occurred as the results of 
factors affecting during operation.

-

t.
If we suppose that under design, engineering, technological 
development and manufacture there was no error (i.e. there 
are no reasons for failures), hypothetically, initial reliability 
of the object at the start of operation may be maximum pos-
sible, that does not contradict with the idea of developing 
failure-free objects.

The product development and launching into manufacture 

following stages:
1) Elaboration of tactics and technical task for develop-

ment engineering (DE);
2) Implementation of DE (incl. the development of 

engineering (ED) and technological (TD) documentation 

respectively);

-
tion tests).



At the stages of product development and launching 
into manufacture from the point of genesis of reliability, it 
makes sense to consider the following stages of the product 
life cycle:

– development of TT – determination of requirements 
for the output products;

– design (technical proposal, basic design, technical 
detailed design) – coordination and validation of require-
ments for products;

– development of ED – implementation of the require-
ments for the product in technical documentation for its 
manufacturer;

– development of TD – coordination of ED requirements 

– manufacture (product launching into manufacture) – 

product development and launching into manufacture is 
expressed as capability. In accordance with this thesis, there 
is no capability of the future product to express reliability 
at the moment of start of TT development. If we use the 
term

talk about). Under the TT development the requirements 
are elaborated in relation to the conditions and modes of 
operation of the future product, under which the product 

this time it is necessary to collect the data about external en-
vironment and loads, carry out basic research of character-
istics of structure materials, work out the key technologies 
of manufacture. With correct statistical samplings there is 
the possibility to deviate from the stochastic dependence 
of change of the products parameters, by transferring the 
reliability tasks to a deterministic approach. The most 
known example is the assuring structural integrity with 

these requirements are in TT, the higher the conditional 
probability of failure-free operation is.

Based on the TT requirements, at the design stage 
the operating principles of the future product are built, 
technical decisions are elaborated, the product’s char-

design models and methods of parameter calculation 
are specified.

Design stage is the most important in terms of reli-
ability of the future product, as here it is possible to take 
such technical decisions that allow for choosing rational 
design-layout schemes, reduce the uncertainties of the 
product’s states and eventually improve reliability. For 
instance, using thermal isolation in pads of mounting of 
continuant structures leads to the exclusion of the pos-
sibility of distortion of action elements of a clamping 

-
tures [6]. Another example may be a shift of weld in a 
lining tube of metal high-pressure vessel from the area 

of technological defects in welds (in particular, due to 

the occurrence of oxide scabs on the surface of weld-

factors values [7].
The ability of the future product to express reliability 

changes at the stage of ED development, as well, but the 
growth of conditional probability of failure-free operation 
is limited (ED is developed on the basis of technical deci-

to correct design errors at engineering). Potentials of reli-
ability improvement are connected with the possibilities 

the result of poor attention, incorrect choice of parameters 
and decisions, incompetence, hit-or-miss working, lack of 

of engineering are clear and accurate requirements for 
manufacture of products that exclude any understatements, 
ambiguity of understanding and interpretation. By the mo-
ment of completion of ED development the conditional 
probability of failure-free operation of the product achieves 
the maximum level possible for this development (it means 
that a developer should have instilled all his knowledge, 
skills and experience, i.e. he cannot go as much long way 
anymore).

Reliability of future products depends on the quality of the 
decisions taken under development, which directly depend 
on the principles, guidelines and requirements used under 
design and engineering. These notions are interrelated, they 
have a concrete meaning.

A principle is a basic truth, going without saying, which 
appears from established logic and forms a general strategy 
of actions. Principles are used to elaborate design solutions 
to be 

-

-
ited by key factors each of which expresses physics of any 
condition affecting reliability. Essence of these conditions 
is objective and unshakeable, for instance, the number of 
functional elements should be minimal, during operation the 
product should not break down, drives should have enough 
energy to perform predetermined shifts, etc. A principles 
is a theoretical basis for further reasoning, decisions and 

of implementation, it just should be like this, and not oth-
erwise. Principles are implemented with a use of rules that 

and specify their application.
A rule is a consistency that serves as a guidance that 

is based on stable interrelations between conditions, on 
prescribed procedures or norms of activity. Principles and 
rules exist objectively, independently of us. Deviations from 
principles and rules break the way it is.

between principles and rules. Energy redundancy of TS 
opening drives is the principle of performance capability 
of rotating structure under the conditions of uncertain envi-
ronment, as well as dispersion of physical properties of the 



materials and technological tolerances of the components 
and assembly units of structures. Values of energy redun-
dancy are determined by the rules related to the choice of 
correlation between the moments of drive forces and the 

types of drives that take into account the current resistances, 
rate of response of opening structures, combination of the 

how it actually should be performed (for example, correla-
tion between the margin of a drive moment and the moment 
of resistance forces shall be not less than three to have the 
worst combination of factors, correlation of the margin of 
a drive moment should be ensured in any angular location 
of a swivel, etc.).

It is not possible to build rules without principles. Rules 
are used to develop design and engineering solutions.

Rules are intermedia between theory and practice, they 

in new developments to avoid repeating the errors. This 
experience can be applied in form of the wording “our grand-
fathers used to do it like this”, or expressed in the provisions 
on normative and technical documentation. Unfortunately, 

-

no rules for the new developments. In terms of reliability 
assurance, following the rules is a necessary, though insuf-

Reliability cannot be achieved “by default”, it can be 
-

ments aimed at the stability of the predetermined properties 

-
tions that should be strictly followed at the manufacture. A 
requirement is a need or expectation that is predetermined, 

article 3.1.2].
Reliability requirements at the stage of engineering are 

formed as the result of application of goal-oriented proce-
dures and analyses [11], being established in a graphic and 
text form in design documentation: in technical requirements 

-
ance by a product of its functional tasks with predetermined 

launching the product into manufacture cannot increase 
the conditional probability of failure-free operation of the 
product, as nobody sets such goals for production men. 
And there are enough reasons to derogate from ED require-
ments under manufacture, violate technological processes 
and technological discipline, use means and methods of 

“not to do much harm” to the quality and reliability when 

and the maximum task is that a developer, technologist and 
manufacturer are “on the same page”. That is why it is neces-
sary to have ED requirements being expressed in TD without 
deviations and interpretations, but at the manufacture being 

development and product launching into manufacture, the 
conditional probability of failure-free operation of the future 
product decreases naturally to the values of the initial level 
of reliability P  at the start of operation.

If according to (6) we base on the fact that failure reasons 
occur, exist and develop starting from the very early stages 



of the TS life cycle, the conditional probability of failures 
can be represented by the graph given below.

The graph shows that at the end of operation of TS te the 
reliability Pe has the lowest value determined by (1). The 
product is considered to assure the predetermined reliability 
P

Pe>P .

Drop of the product’s reliability within the time interval 
from t  to te is consistent with the idea of the behavior of 
products, based on the widely known U-shaped curve if 
the product’s reliability during its service life [13]. This 

operation. The probability of defect is considered to be 
high in the initial period of operation due to fundamental 
errors made under design, manufacture defects or incorrect 
assembly. Then there comes the period of wear accumula-
tion, during which the failure probability is comparatively 

sharply again.
For TS there is no long mean time to failure, as well as 

the respective degradation and deterioration, as it is repre-
sented by a classic U-shaped curve, because the operation 
of TS is performed in the short run during the period of 
the opening of spacecraft’s mechanisms when being under 

of operation probabilities of failures caused by design, 
engineering and manufacture errors should be excluded, 

According to (6), by the start of operation the initial 
reliability P  is always lower than one, and before the mo-
ment of time t

property of reliability. Division of reliability into the ability 
and property allows for separate consideration of the tasks 
of practical engineering and the tasks of reliability in the 
classic presentation of reliability theory.

express the property of reliability when passing the stages 

stages has different impacts on the initial level of reliability 
by the start of operation. The graph illustrates the tasks set 
at different stages of the life cycle under the development 
and manufacture of TS:

– under the development of TT – to complete funda-
mental studies of characteristics of structural materials 

and loads;
– under design – to assure the maximum possible level 

– under the issue of ED – at least not to permit loss of 

improve reliability by correcting the design errors and setting 
clear and strict requirements for TS manufacture;

– under the issue of TD – not to alter the reliability re-
quirements in ED;

– under manufacture – not to permit deviations from the 
requirements in ED and TD.

The aspects related to the genesis of USCS reliability 
described in the paper, separate the methods of reliability 
theory with practical engineering methods aimed at the 

proceeding from the information about mathematical 
models that consider stochastic parameters. Real objects in 

by probabilistic dependences and having a sampling 

though, engineers work having no statistics and concepts 
of probabilistic behavior of a future product, and the col-
lection of methods and algorithms of its operation makes 

a wide range.
This paper uses the example of TS to show that the stages 

of reliability measures. At each stage it is necessary to use 

to this particular stage, which may increase the effective-
ness when solving the tasks of reliability of unique safety 
critical systems.
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-
mission (IEC) adopted a new international standard 

International Electrotechnical Vocabulary (IEV). This 
standard substituted the previous similar standard IEC 

then it was given another number (the reason will be 
explained later).

-
ogy”. The development took quite a long time, progress of 

[1–3], but main purposes of these articles were different and 

-
ability. It should also be mentioned that some notions of 
this IS are used for the development of the new interstate 

under which is now in well progress.

important moments only. The new standard will be compared 
-

as with other parts of IEV using online version of this 



vocabulary which is called “Electropedia” (www.electro-
pedia.org/). Access to this Internet resource is free. Terms 

Polish, Portuguese and Chinese. Unfortunately, there is no 

version, though it was not provided in“Electropedia”). The 
complete text of IS in English and in French in electronic 
form or on paper can be bought through the IEC website 

of the sections containing the terms related to the qual-
ity of services of telecommunication and electric power 
systems. Terminology for the quality of telecommunica-

International telecommunication union [4], and the terms 
on reliability and quality of electric power systems shall 

-

is entitled just with one word “Dependability”, whereas 

service” It was the reason why the standard’s number 
-

-
tion TCs.

-

this terms just gives different types of items: an individual 
part, component, device, functional unit, equipment, subsys-
tem, or system that can be considered separately. However, 
it is hardly a complete list of all possible types of items. 

matter, and the types of items are listed in a note. Then the 

Another note indicates that an item may consist of 
hardware, software, people or any combination of them. 

The standard also includes the number of terms specifying 
different types of software (SW): system software, appli-

software.
The terms “repaired / non-repaired item” used in the 

previous IS, are substituted with more precise term “re-
pairable / non-repairable item”. The fact is that a word 
combination “repaired item” may be understood in two 
ways: as an item the repair of which is possible, or as 
an item the repair of which is being carried out at this 
moment. To exclude the second incorrect meaning the 
terms were replaced.

-
ability” is actually reduced to the enumeration of its 
properties: availability, reliability, maintainability and 

-
cussed actively, among the IEC experts who took part in 
the standard development, and among Russian specialists 

why this issue is not described here.
-

ties of dependability. They are availability, reliability, 
recoverability, maintainability and maintenance support 
performance, and in some cases durability, safety and 
security. As it has already been mentioned, availability, 
reliability, maintainability and maintenance support per-

-

to dependability was unclear there. Although safety and 
security are also mentioned in the note as individual 

to recover from a failure, without corrective maintenance. 
Really, recovery is often carried out, for instance, by means 
of backup switching or SW reloading. These actions cannot 
be referred to repair, that is why the ability to such recov-
ery is not covered by “maintainability”, and it required the 
introduction of a new term. A particular case of recovery is 
self-recoverability when an item has the ability to recover 
from a failure, without external action to an item. These 
terms are certainly closely associated with the notion “re-
covery” that shall be described below.

Speaking about the properties that are the part of de-

dependability is a complex property which, depending to an 
item’s designation and terms of application, may include reli-
ability, durability, maintainability and storability, or certain 

term “availability” in our standard, but there are the factors 
specifying this property quantitatively: availability factor 

is no storability in IS.
-

ness” and “capability” mentioned in the previous IS, 
because they are considered as not directly referring to 
dependability.

The new standard, as the previous IS, has a section 

pairs of states: good – faulty, upstate – down state (a good 
item is always in the up state, faulty item may be both in 
the up and down states; an item in the up state may be good 
and faulty, an item if the down state is always faulty). IS 
contains no equivalents to good and faulty states, but it has a 
number of other terms specifying different states of an item. 
Particularly, there are operating and non-operating states. 

function, being in the second one it does not perform any 
required function.

For each state the time of being in this state is de-



standard. Notions of time include useful life, as well as 
early life failure period, infant mortality period, constant 
failure intensity period and wear-out failure period. The 

rate curve.
Some terms were excluded from the section about 

failures. For example, such types of failures as critical 
and non-critical, sudden and gradual, relevant and non-
relevant, degradation, etc. At the same time the following 
types of failures are kept: complete and partial, primary 
and secondary, systematic and etc., software failure was 
added.

Terms “failure cause”, “failure mechanism”, “common 
cause failures”, “common mode failures” also remain. The 

two of them. Common cause failures – failures of multiple 
items, which would otherwise be considered independent 
of one another, resulting from a single cause. Common 

by the same failure mode. This term could be understood 
better with introducing the notion “failure mode” which 

“failure effect” – consequence of a failure, within or beyond 
the boundary of the failed item and “criticality” – severity 

also introduced

no direct analogue in the Russian terminology for depend-
ability. In English it is expressed by the term “fault” and 

an internal state.
-

“neispravnost (Rus.)”. But this translation can hardly be 
admitted a good translation, because by many years of 

term “neispravnoe sostoyanie (Rus.)”. Meanwhile, as 

because according to our standards “neispravnost (Rus.)” 
does not at always lead to an inability of an item to per-

two notions are closely connected as it will be clear from 
the subsequent. A word “disturbance narushenie (Rus.)” 
is used in the Russian version of this article as a working 
Russian equivalent (author will consider other suggestions 
on this topic with appreciation).

-

results from a failure, either of the item itself, or from 

respective words can be used to indicate the cause of a 
-

tion development, design or engineering, manufacturing. 
Another note says that The type of fault may be associated 
with the type of associated failure, e.g. wear-out fault and 
wear-out failure. It is also noted that an item may have 
one or more faults.

Some terms specifying the types of faults were excluded 
from this section: critical and non-critical, major and minor, 
complete and partial and some other terms. The follow-
ing terms remain though: intermittent, latent, systematic, 
programme-sensitive. Software and data-sensitive faults 
were added.

i remont” that includes two notions which are separate 
in the Russian terminology. The word combination 

-
sian version of this article as the Russian equivalent to 
the English “maintenance”. This word combination was 

Maintenance operations are divided into preventive 
and corrective. The first type operations are carried out 
to mitigate degradation and reduce the probability of 
failure, operations of the second type are carried out 
after fault detection to effect restoration. There are also 
such types of maintenance as scheduled and unsched-
uled, deferred; by a state – condition-based, automatic, 
remote, etc.

A term “Condition monitoring” was added. It deals with 
obtaining information about physical state or operational 

preventive maintenance operations.
“Repair” is referred to corrective maintenance and is 

-

and function checkout. During repair there are no technical, 
administrative and logistics delays.

up state is re-established after failure. That is why the 
duration of the period when an item is in a down state 

is transferred from down state to upstate, which is why a 
term “restoration time” is used. Each rendering whether 
it is an event or a process has its pluses and minuses. In 
particular, IS approach gives a convenient twoness of 
terms: failure – restoration (both are events), time to fail-
ure – time to restore.

as an individual term with somewhat different sense: 



restoration without corrective maintenance. It has a 
special case “self-recovery”, a recovery without external 
intervention.

-
cation for the purposes of software fault removal, adaptation 
to a new environment, or improvement of performance. It 
may be corrective, adaptive or perfective.

The sections related to “measures” have not changed 

measures. For instance, there is no general term “availabil-
ity factor”, but there is separate instantaneous availability, 
mean availability, steady state availability. Three factors of 

Inherent availability and operational availability are 
also distinguished. Inherent availability is provided by the 
design under ideal conditions of operation and maintenance. 
Delays associated with maintenance, such as logistic and 

-
ability is experienced under actual conditions of operation 

considering down time due to failures and associated delays, 
but excluding external causes.

The sections about “tests: has been extended by sup-
plementing with some new terms. They are: screening 
test – test carried out to detect and remove non-conforming 
items, or those susceptible to early life failure; black-box 
testing – testing in which test cases are chosen using only 

test; white-box testing – testing in which test cases are 
chosen using knowledge of the internal structure of the 
item under test; censoring – excluding from a particular 
assessment, data obtained either after a given duration or 
a given number of events, etc. Some special terms related 
to SW tests were added: software alpha test, software beta 
test, etc. But several terms were excluded. For instance a 
term “compliance test” remained but “determination test” 
was excluded.

The section about “design” has also been extended. It 
contains the remained terms: redundancy, active redundancy, 
standby redundancy, fail-safe, fault tolerance, fault masking. 

Several terms related to “redundancy”, were added, for 
instance, diverse redundancy and  out of n redundancy. 

-
tion, fault avoidance, self-checking, self-testing, as well 

backward recovery, forward recovery. The last two terms 
mean error recovery in which a system is restored to a 
previous state, and in which a system is restored to a new 
state, respectively.

But the section related to the dependability analysis 
has been reduced. There are no more terms whose sense is 

Among the remained terms are prediction, failure modes 
and effects analysis; failure modes, effects and criticality 
analysis; fault tree; fault tree analysis; reliability block 

diagram; state-transition diagram. We shall note that the 

the previous IS. The following terms were added into this 
section: allocation <of dependability requirements>, event 
tree analysis, life cycle costing.

The section about dependability improvement concepts 
was also revised in the similar way. Most terms of these 
sections that were mentioned in the previous IS have been 
excluded from the new one. Important terms included again: 
failure reporting, analysis and corrective action system – 
closed loop process used to improve dependability of current 

use experience; root cause analysis – systematic process 
to identify the cause of a fault, failure or undesired event, 
so that it can be removed by design, process or procedure 
changes.

In conclusion it should be noted that although the Rus-
sian and international terminologies on dependability have 
much in common, there is still a big difference between 

dependability terminology in our country that started half 
a century ago developed for a long time in isolation form 
similar work world-wide. Unfortunately, there are still 
many experts who do not understand the importance of 

But nevertheless it is necessary to strive for a maximum 
possible convergence of the Russian and international 
terminologies.

To achieve this goal it is necessary not only to make 
the Russian standards most approximate to international 
ones, but also to work on the introduction of the accepted 
Russian terms and notions to IS. It required active par-
ticipation of the Russian experts in the IS development, 
that should be not only remote (by correspondence), but 
also with attendance of meetings and sessions. However, 
we have to state once again that the contribution of the 

very low. The Russian experts, in particular the authors of 
[1], took part in the early stages of this work, but during 

-

-

P. 3–14.

terms related to quality of service.



-
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supply system on railway sections by times. Such loads often 
lead to the defects of equipment and power supply lines and 
lateral facilities. It is the reason for improvement of traction 

– the creation of power equipment with higher capac-
ity, the extend of cross-section of overhead feeders (up to 

– the development of systems of traction power supply 
with a higher loading capacity;

– the increase of nominal power of a three-phase 

– the development and application of effective devices 
of automation, control and protection of traction stations 
and overhead equipment from short circuit currents and 

– the application of overhead structures for the sections of 
heavy train movement including the replacement of contact 

With consideration of the above listed requirements the 
overhead sy
lines consists of [1,2]:



– on the sections with direct current – two contact wires 
2 per each in ac-

2 and two alu-
minum (aluminum-steel) line feeders with a cross-section 

2

– on the sections with alternating current – one contact 
2, ], one 

mm2, one aluminum (aluminum-steel) line feeder with 
2, one aluminum 

(aluminum-steel) screening wire with a cross-section not 
2.

Schemes of arrangement of linear infrastructure facili-
ties on the sections of heavy train movement are shown in 

– cable line.
The mathematical model that describes the expansion of 

currents and voltages caused by overhead magnetic interfer-
ence is represented in each line by the differential equation 

system whose order depends on the number of the lines 
forming the part of single electromagnetic system:

where k, Lk, Gk, Ck are inherent parameters of the k-th 
wire,

Mik, Gik, Cik are mutual parameters between the i-th and 
k-th wires of the system calculated in a frequency spec-
trum;

MK  is mutual induction between the k-th wire and 
overhead system,

Uk, Ik, Ui, Ii are currents and voltages in the i-th and k-th 
wires of the system,

I  is the overhead current.
With permanent parameters and geometrical relationships 

in linear infrastructure facilities, the strength of induced cur-

by the load at the beginning and at the end of the line. That 
is why an important task is to construct a simulation model 

-
rameters of grounding of cable lines and ground conductivity 
on the sections of heavy train movement.

    a             b
Fig. 1. Schemes of arrangement of linear infrastructure facilities on the sections of heavy train movement, 

Fig. 2. Simulation modeling scheme 



Simulation modeling of the expansion of currents and 
voltages in linear facilities was carried out in software envi-
ronment Simulink (Matlab) in accordance with the scheme 

The modeling was carried out with consideration of linear 
infrastructure facilities – overhead system, rails, strand and 
sheath of cable lines.

In accordance with the requirements to heavy train move-
ment [1,2], the railway infrastructure should ensure passing 

-
uled weight moving on the adjacent track. In accordance 

the maximum equivalent current of the overhead system. As 

frequency were obtained.
Figure 3 shows waveforms of currents and voltages at 

the end of the cable strand and sheath in case of heavy train 
movement.

Fig. 3. Waveforms of currents and voltages in case of 
-

ginning of the line US-B; b) voltage of the strand at the end 
of the line US-E

c) current of the sheath at the beginning of the line IS-B;
d) current of the sheath at the end of the line IS-E.

A special feature of heavy train movement sections in 
the test area of the West Siberian railway is that the bottom 

perform a simulation for the section of heavy train movement 

taking into account the special features of linear facilities 
grounding.

For calculation we shall take the grounding of metal coat-
ings of the cable in form of four vertical dowel bars sunk into 

of one vertical ground conductor (bar) [6,7]:

eqv

d is a bar’s diameter, mm; 

a bar, m.

found by formula [6,7]:

,

where t is a digging-in of the vertical ground conduc-
tor.

Total resistance of spreading of vertical ground conduc-

“strand-sheath” (Us-sh) at the beginning of the line under 
the change of ground resistance (with consideration of 
the change of the value of mutual induction among the 
circuits).

Fig. 4. The graph of dependence of voltage in a cable 
strand on ground resistance 

Apart from fround resistance we need to consider the 
features of the strcture of the sheath grounding at the place of 
pulling to buildings. Normative documents [8] regulate the 
value of resistance of the grounding of a cable line sheath –

-



The parameters are measured twice a year. However, during 
a year the value of resistance and metal-on-metal connection 
may change over wide range. It is connected with climatic 
factors and electrical and chemical corrosion that accompany 

-
tentials on cable lines is caused by the damage of conductin 
parts or bending of metal-on-metal connection.

features of cable arrangement. Value Us-sh was measured 
at the beginning of the line at the change of resistance of 
grounding and metal-on-metal connection at the beginning 
of the line (at the end of the line the value is equal to the 

the grounding resistance of cable metal coating 

-

to the cases when grounding conductors or arrangement was 
damaged or broken.

Based on the constructed simulation model of electro-
magnetic compatibility, the levels of induced currents and 
voltages on the sections of heavy train movement are cal-
culated. We have revealed the key dependences of induced 
currents and voltages on ground parameters of within the 

simulation depending on the resistance of the ground con-
ductor and metal coatings and determined that the excess 

great voltage growth. It helps to form clear requirements to 
the quality of arrangment and to the parameters of grounding 
of communication and signaling facilities and to improve 
the reliability of their functioning.

1. Instruction for the handling of cargo trains with in-
creased weight and length on railway tracks of common use. 

2. Railway infrastructure on the sections of cargo trains 
with increased weight and length. Technical requirements. 

7. Rudolf Karyakin. Regulations for ground networks. 

8. Regulations for electric installations. Rev. 7. Approved 

, post graduate student, Chair 
“Info-communication systems and information security” 

PolyanovVV@mail.ru
, Dr.Sci., professor, Head of Chair 

“Info-communication systems and information security” 

mitrokhin@list.ru

Us-sh 221 316 343 438 783

Rmet, Ohm 1 2 3 4
Us-sh 277 674 776
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