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DY

YBAXAEMBbIE KOJUJIEIN,
AOPY3bA!

OO0pamaroch Ko BCEM CIIEIHAINCTaM HaJCKHOCTH, KO
BCEM HCCIIEJIOBATENISIM M NMPAKTUUYECKUM padOTHHKAM B
001acTH Ha/IeKHOCTH, KOTOPbIE 3aHHTEPECOBAHBI B ITy-
ONMKaIMK CBOMX OPUIMHAIIBHBIX PE3YJBTaTOB MM HOBBIX
TPaKTOBOK CYLIECTBYIOIIUX MOHATUM U IOJIOXKEHUN Ha-
JIeKHOCTH. Peaxosuierus sxypHaia OTKpbITa JUIs IIHPOKOTO
JIiaiora ¢ aBTOpaMH M YUTATENIIMU Ky pHaNa, PeIKOJITICTUS
3aMHTEPECOBaHA B OCBEIICHIH TEKYILIETO COCTOSHUS TEOPUH
U TIPAKTUKH HAJECKHOCTH U, KOHEYHO, IEPCTIEKTUBHBIX Ha-
[IPaBJICHUI €€ Pa3BUTHS.

HanexHocTh, Kak Hay4Has AUCIUIUINHA, B HACTOAIIEE
BpeMs MEpeKMBaeT HOBBIH 3Tall CBOEro pa3BUTHUSA. DTO,
B 3HAYUTEIBHONW Mepe, CBSI3aHO C aBTOMAaTH3aIuell mpo-
M3BOJICTBA HA OCHOBE COBPEMEHHBIX MH(OPMAIMOHHBIX
TEXHOJIOTHH, C SHEPTUYHBIM Pa3BUTHEM TEICKOMMYHHKa-
IIMOHHBIX TEXHOJIOTHIA. B HacTos1Iee BpeMs: hopMUpyeTCs
obmas Teopust Hapexunoctu (Dependability). M3BecTHbie
MCCIIeI0OBATEU B 00IaCTH HaJIS)KHOCTH HH(POPMAIIMOHHBIX
cuctem ABmwxkenuc A., Jlanps J1.-C., Paunenn b. u np. noxn
o011ieit Ha/Ie)KHOCTBIO IOHUMAIOT CIIOCOOHOCTH HH(pOPMa-
LIMOHHOM CHUCTEMBI MOCTABIISITh 00CITYKHBaHHE, KOTOPOMY
MOYKHO JT0BEpATh. M3BECTHO, YTO OOBEKT KIACCHUECKOM
(CTpyKTypHOI) HaEKHOCTH — IpOoAyKIMA (u3nenue). Msne-
JI€ — 9TO MPEIMET WM HAOOp NPEIMETOB, U3TOTOBIISIEMBIX
Ha npeanpustud. Vznenue sBngeTcs pesyabTaToM Mpous3-
BOJICTBEHHOT'O Tipoliecca. B cBoro ouepesib, 00beKT QyHK-
IUOHAIBHOM HAJIC)KHOCTH — yCiryra ((PyHKIHsI), OCYIIECT-
BJIsieMas C MOMOIIbIO TEXHHUECKONW CHUCTeMBI (eicTBHe,
orepalys, mporecc). YCIIyrd — BUJIbI JCATSIBHOCTH, padoT,
B IpoOIlecce BOCTIOMHEHHUS KOTOPBIX HE CO3/AaeTCs HOBBIIA,

paHee He CyLIECTBOBABIINN MAaTEPUAIbHO-BELECTBEHHBIN
MPOAYKT, HO U3MEHSETCSA KauyeCcTBO YK€ MMEIOIIerocs,
CO3/IaHHOTO TpoaykTa. CaMo OKa3aHUE YCIYTH CO37aeT
JKEJIaeMbIi pe3ysbTar.

Codveranue 3a1a9 CO3MaHUS HATCKHON MTPOMYKIIMH U 00e-
CTIEUEHUS «OOCTYKUBaHUS, KOTOPOMY MOXKHO JIOBEPSTH»
1 €CTh, TI0 HaIIeMy YOSXKJICHHIO TO, YTO CJICIYeT Ha3bIBATh
3amagaMu o0IIel (COBPEMEHHOM) TEOPHH HAIEKHOCTH. DTO
TOJIKOBAHHE HaZISKHOCTH TIO3BOJISIET KOHIIEHTPHPOBATH yCHITHS
HE TOJIBKO B 001acTH MH(POPMAIMOHHBIX M TEJIEKOMMYHHKA-
LIMOHHBIX CHUCTEM, HO U MIMPOKO HCIIONB30BATh U Pa3BUBATH
(byHIaMEHTaIBHBIE PE3YIIBTAThI KIIACCHIECKOH HaJI)KHOCTH 1O
TIOCTPOCHHIO HAJIE)KHBIX MEXaHMIECKIX OOBEKTOB U CHCTEM.

HanexxHocTh, Kak HaydHas NUCIMILINHA, OKAa3bIBAET
0oInbIIIOE BIMSIHUE Ha CMEXKHBIC JUCIUIIIMHBL. JTO OTHO-
cuTcs K (pyHKIIMOHATBHON M WH(MOPMAIMOHHONW Oe301mac-
HOCTH, a TaKke K kKnodepOe3omacHoCcTH. B cBoto ouepens, 1
9TH Hay4HBIE JUCIUIIMHBI OKa3bIBAIOT 00PATHOE BINSHHE
Ha pa3BUTHE HAZEKHOCTU. [I03TOMy CMEXHBIE HaydHO —
MIPAKTUYECKHUE PE3YJIbTAThl 00CYKIAIOTCS Ha CTPaHMIAX
KypHasa B pazaenax «DyHKIMOHAIbHAS HAJEKHOCTE» U
«DyHKIIMOHATBbHAS 0E30IaCHOCTHY.

Bonbmioe BHUMaHNEe peNKOJUIETHS XKypHala yIAenseT
po0JIeMaTHKe OIIEHKH PHCKOB HAPYIICHUS HAIC)KHOCTH 1
6e30macHOCTH 00BEKTOB M IpoIeccoB. [IpuBETCTBYIOTCA
PabOTHI 110 METOAOIOTUH OIIEHKH PUCKOB; CTaThH, COIEPIKa-
III1€ PE3YIIbTaThl OLICHKN PUCKOB, TEOPETHUECKIE METO/IBI 1
MIPAaKTHYECKHUE PE3YIIBTATHI YIIPABICHHS PUCKAMHU.

IIpo6reMsI cTaHIAPTH3ALINH U CEPTH(PHUKAIINH B 00IaCTH
HAJEKHOCTH HAXOMAATCS B IIEHTPE BHUMAHMS JKypHAa.
Otoil mpobiieMe B TEUEHHE MOCIESAHUX JIET MOCBAIICHA
cepust crareil. Tak, psii U3 HUX OCBELIAIOT HOPMATUBHYIO
6azy, cozmanayio B OAO «PX/I» B pamkax mpoekra YP-
PAH (Ympasienue pecypcamu, pucKaMu, HaJCKHOCTHIO 1
0€30MacCHOCTHIO Ha JKEJIe3HOIOPOKHOM TPAHCIIOPTE).

Kypnan «HanéxHOCTb» BKIIOUEH B IEPEUEHb BEAY-
IUX KYpHAJOB W U3laHuW Bricmiell aTTecTallMOHHON
komuccuu (BAK).

Ha cerogusmramii neHp B paboTe KypHaia MPHHAMAIOT
ydacTHe BeAyIIHEe POCCHUCKHE M 3apyOeKHBIE YUEHBIC, a
TaKXKe CHENNAINCTHI-IPAKTHKH, PYKOBOANUTEIN BBICIIETO
3BEHA KOMITaHUI.

JKypHan n3aercs Ha pycCKOM U aHITIMHCKOM S3BIKAX.

JKypHa OTKPBIT 15 IMTPOKOH Ty OTAKAIAH BAIINX HAYIHO-
MIPAKTUYECKHUX PE3YIBTATOB B TAHHOM IPEIMETHON 00IacTH.

B Hamiem jxypHaie BBl MOXKETE Pa3MECTUTD PeKIaMy Ha
BBITO/THBIX /7SI BAC yCIOBHSX!

Bynewm pazibl BUZIETh Bac B UMCIIE HAINX OCHOBHBIX MO/~
MTHUCYMKOB ¥ aBTOPOB XypHaia!

Bonee moapobHyro WHGOPMAITHIO MOKHO TIONYYHTH Ha
caiire: www.dependability.pro.

C yeaoicenuem,
Tnasuwiti pedakmop orcyprana «Haodéxcnocmoy,
akcnepm nayunozo cogema npu Coseme bezonacnocmu PP,
O00KMOp MexXHU4ecKux HayK, npogeccop
Llyounckuii U.F.
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DEAR COLLEAGUES,
FRIENDS

I 'address myself'to all experts in the field of dependability,
to all researchers and workers in the field of dependability
who are interested in publishing their authentic results or
new interpretations of the existing concepts and principles
of dependability. The editorial board of the journal are open
for a broad dialogue with authors and readers of the jour-
nal, we are interested in covering the state of the art of the
dependability theory and practice and of course, the aspects
of'its further development.

Dependability as a science discipline enjoys a new phase
of its development. This is to a great extent connected with
the automation of production based on advanced information
technology and the intensive development of telecommuni-
cations technology. A general theory of dependability is cur-
rently being developed. Well-known researchers in the field
of information systems dependability such as A. Avizienis,
J-C. Laprie, B. Randell and others understand dependability
as the ability of an information system to deliver service that
can be justifiably trusted. It is known that the object of clas-
sical (structural) dependability is a product. A product is an
item or a set of items manufactured at an enterprise. In turn,
the object of functional dependability is service (function)
delivered with the help of a technical system (action, opera-
tion, process). Services are types of activities, works whose
execution does not lead to the creation of a new material
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product not existed before but rather it changes the quality
of an already existing product developed carlier. Service
delivery by itself brings a desired result.

It is the combination of the tasks related to development of a
reliable product and delivery of “service that can be justifiably
trusted” what in our opinion should be called the tasks of a
general (state-of-the-art) dependability theory. This interpreta-
tion gives a possibility to concentrate not only on information
and telecommunications systems but also to widely apply and
develop fundamental results of classical dependability for
constructing reliable mechanical objects and systems.

Dependability as a science discipline oka3biBaer greatly
influences adjacent disciplines. This applies to functional and
information safety as well as cyber security. In turn, these
science disciplines also make back impacts on development
of dependability. Therefore, results of researches in adjacent
fields are discussed in sections Functional reliability and
Functional safety of the journal.

The editorial board gives a lot of coverage to the issues of
risk assessment as regards objects and processes reliability
and safety violations. We welcome works about methods
of risk assessment, and papers presenting results of risk as-
sessment, theoretical methods and practical results of risk
management.

The journal makes a focus on the problems of dependability
standardization and certification. A series of papers has been
devoted to this issue over the last few years. Some of them
cover the normative framework made in Russian Railways
within the URRAN project (Management of Resources, Risks,
Reliability and Safety on Railway Transport).

The Dependability journal is included in the list of major
journal and editions of the Higher attestation commission
(VAK).

Today the journal enjoys the participation of major
Russian and international researchers as well as practicing
experts and top managers.

The journal is published in Russian and English.

The journal is widely open for publishing your scientific
and practical results in this domain area.

In our journal you can put an advertisement on favour-
able terms!

We’ll be glad to see you among our key subscribers and
authors!

For more detailed information please visit our website:
www.dependability.pro.

Sincerely yours,
Editor-in-chief of the Dependability Journal
Expert of Research Security Council
of the Russian Federation
Doctor of Technical Sciences, Professor
1L.B. Shubinsky



CTPYKTYypHasa HafeXXHOCTb. Teopus U NpakTuka
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KodgpaHos KO.H., CtpenbHukos B.TI1.

METOOVWYECKUE NOrPELLHOCTU
NMPOrHO3UPOBAHUSA CPEOHEIO PECYPCA
N3OEJINN QNEKTPOHHOW TEXHUKM

lpeactaBsieHbl METOANKN OLIEHKU CpeaHer HapaboTku A0 0TKa3a U3Aeani 3JeKTPOHHOV TexHuku (MTTF)
Ha ocHoBe ucrnonb3oBaHuss DN-pacnpeneneHuss 18 pasindHbiX 9KCriepuMeHTaslbHbIX U CrIPaBOYHbIX AaH-
HbIX O HaAEXHOCTU. MHTEHCUBHOCTY OTKa30B, BEPOSITHOCTY OTKa30B, MUHUMAaIbHOV HapabOoTKu, BEJINYNHbI
FIT. OTmeuaeTcsi, 4TO NPOrHO3Hble oueHku MTTF Ha OCHOBE SKCMNOHEeHLMAaIbHOro pacrpeneneHus 3aBbl-
weHbl B 70-500 pa3 rno cpaBHEHWIO C aHaI0rM4YHbIMY OLeHkaMu Ha ocHoBe DN-pacnpeneneHusl.

KmoyeBble cnoBa: HafexXHOCTb, KBaHTWIb, pacnpeneneHe HapaboTku [0 0Tka3a (pecypc), CpeaHss Ha-

pabotka o otkasa (MTTF).

BeBepneHue

[Tpn pemenny MpakTHYECKH BCEX 33/1a4 HAAEKHOCTH UCTIONB3YIOT ONPEAEICHHbBIC TEOpe-
THYECKHE MOJICIIN HAJC)KHOCTH ((PYHKITUH pacTpeie]ICHAs HapaOOTKH JI0 OTKa3a (Ha 0TKa3)).
B nocieanme rogsl McciienoBaTeNy HaaeKHOCTH TEXHUKH UCTIONB3YTOT PEIICHNS pa3HO00pa3-
HBIX 33/1a4 Ha/Ie)KHOCTH, OCHOBAaHHBIE HA TPUMEHEHHUHN Pa3JINYHBIX TEOPETUIECKUX MOJIENCH
HAJICKHOCTH (IKCITOHEHITHATIBHOTO, BeitOyrmra, torapupmirdecku HOpMaIbHOTO, TUPPY3HOH-
HBIX [1] u npyrux pacnpeneneHuit [2, 3]), KOTOpbIe TPUBOIAT K 3HAUUTCILHOMY PacXOXKIe-
HUIO MOJTyYaeMbIX pe3y/bTaToB. Hike mpuBOASTCS Pe3ymnbTaThl OLEHKH (TIPOTHO3UPOBAHUS)
cpemHelt HapaOOTKH IO OTKa3a M3AeIui AeKkTpoHHo# Texauku (MIDT) nmpu ucmoap30BaHUN
Pa3INYHBIX TEOPETUIECKNX MOJIENIeil OTKA30B.

OueHka U NPOorHo3mpoBaHue cpeagHen HapaboTKu
[0 oTkasa U9T

CoBpemeHHas aeMeHTHast 06a3a — 3TO M3IENUs ICKTPOHHOW TEXHHKH, 00JIagaroniie
JIOCTATOYHO BBICOKOM HANEKHOCTHIO. B CBS3H ¢ 3THM, cpenHss HapaboTka 10 oTkaza DT
(Mean Time to Failure — MTTF) — xapakrepucTuka, Heooxoammas mponsBoautessiMm UOT, a
TaKOKe pa3padoTINKaM TEXHIIECKUX CHCTEM, MOJKET OBITh OIIEHEHA TOJIBKO ITapaMETPUIECKIM
METOJIOM, TO €CTh ITyTEM HCIIOIb30BAHMUS COOTBETCTBYIOIINX TEOPETHUECKUX MOAEIEH pac-
TIpeaeNieHrst HapaOboTKH 0 0TKa3a. Vcroiap30BaHUE TOM MIIM HHOW TEOPETHUECKONH MO
OTKa30B IMPEIONPENEISIET COOTBETCTBYIOIINE METOANYECKNE MOTPEIIHOCTH IPU OIICHKE
MTTF. IIpu 3TOM HaIeKHOCTb U3AETUI HIEKTPOHHOM TEXHUKH TaKOBA, YTO MPU UCIIBITAHUAX
YAAETCS Oy INTh HapaOOTKH, COOTBETCTBYIOIIHE YKCIEPHIMEHTAILHON BEPOSTHOCTH OTKA30B
F()=0,0001...0,0005, n Ha OCHOBAaHWH 3TUX PE3YITHTATOB IIPOTHO3UPOBATH CPEIHEE BPEMS 110
OTKa3a JaHHBIX m3nenuil. M3BectHO [4, 5], 9TO MPOTHO3MPOBAHUE CPETHETO 3HAYCHUS NI
KBaHTHJIEH YKa3aHHOTO YPOBHSI BEPOATHOCTEH ITPU MCHOJIB30BAHIH OHOMAPaMETPHUIECKOTO
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SKCIIOHEHIMAJIbHOTO 3aKOHA IPUBOAUT K 3aBBIIIEHUIO OLIEH-
KH Ha HECKOJIBKO MOPSAKOB IO CPABHEHUIO C U3BECTHBIMU
JIByXIapaMeTpUueCKUMH 3akoHamu. [Ipornos cpeaneit Ha-
paboTku 10 otkaza UIT Ha ocHOBE IByXITapaMeTpUIECKUX
pacnpeieIeHUil €CTECTBEHHO ABISETCSA TOUHEE.

Huxe npuBoasTcst pe3yabTaThl UCCIEJOBAHUS U MPH-
YUHBI B PACXOXKJEHUH MPOTHO3UPYEMBIX olleHOK MTTF
IPU UCTIONIb30BAHUN PA3IIMYHBIX TEOPETHUECKUX (DYHKIHN
pacmpenienieHuss HapaOOTKH /10 OTKa3a Ha IPUMEpe MHTe-
rpansHbIX MuKpocxeM (MMC).

Jliist coxpaniennst 00beMa HCIBITaHu i, C IETbI0 OLEHKN
HazexxHoct UMC, Benytiyie mpOU3BOJUTENH MEKTPOHHBIX
KOMIIOHEHTOB TPOBOJSAT YCKOPEHHBIE UCIBITAHUS, T03BO-
JSIIOIINE MOTYYHUTh OLIEHKM MOKa3aTesed HaleXKHOCTH 3a
BpEMsl, 3HAUUTEIIbHO MEHBILEE PEaNbHOM JOITOBEYHOCTH
NMC. OcHOBHBIM CIIOCOOOM COKpAIIEHHS MPOIOIKH-
TEJIILHOCTH MCIBITAHUH SIBIIsieTCS] (POPCHPOBAHUE PEXKNMOB
pabotsr UMC temmneparypoii, yCKOpstoIield oCHOBHBIE
(hM3UKO-XMMHYECKHE TPOLIECCHI AeTpalaliiy SIEKTPOHHBIX
KOMIIOHEHTOB.

KoaddurmenT yckopenust 4, B 3aBUCHMOCTH OT TEMIIe-
paTypsl ONpeAemsIeTcs UCCIEA0BATENsIMHY, CIENysI 3aKOHY
Appenuyca:

rae E, — sneprus axruBanuu (ms UMC E, = 0,7 eB);
k — nocrosunas Bonbumana (k = 8,617:1075); Ty — Teme-
parypa, Ipu KOTOpO# MPOBOAMIHCH (DOPCUPOBAHHEIC HC-
neitanus (B K); 7, — paboyast Temriepatypa KOMIIOHCHTOB
(8 K). Ucnbrrarns UMC Ha HaJie:)KHOCTB TP TTOBBIIIICHHOM
TeMIIEpaType, Kak MpaBuiio, IPOBOASTCS B COOTBETCTBUU CO
crangaptom MIL-STD-883, meton 1005 [6].

B Tabmume | npencraBieHb! K03()QUITUCHTH YCKOPCHUS
B 3aBHCHUMOCTH OT TEMIICPATYPHI MPOBEIACHUS (POPCHPO-
BaHHBIX UCTIBITAHUN, KOTOPBIMU MOTB3YIOTCS CIICIIHATTICTHI
[6,7], ocHOBBIBasiCh Ha BbIIIE YKAa3aHHBIX TEOPETUUECKUX
npennochuikax. OJHAKO SKCIEPUMEHTAIBLHOTO MOITBEPK-
JICHUSI STHX JTAHHBIX HET, U TIOyYUTh UX MPAKTHICCKU HEe-
BO3MOYKHO, [IOCKOJIbKY MOTYYEHUE CTATUCTUYECKUX JJAHHBIX
B HOPMAJIBHBIX YCIOBHUSIX KCIUTyaTAIlMH MPAKTUICCKHA HE
peanbHo.

YpoBenb HagexxHOCTH coBpeMeHHbIX IMC HacTonbko
BBICOK, YTO JaXke (hOPCHPOBAHHBIC MCIIBITAHNS HA HAIEK-
HOCTB IIPY NIOBBIIIEHHON TEMIIEPAType He MO3BOJISIOT OMpe-
JIENTUTH MOKa3aTeNIn HaIe)KHOCTH HEKOTOpBIX TunoB MMC.
[ToaTOMy oLIeHKa TOKa3aTenel HaleXKHOCTH BBIIIOTHSETCS B
00001meHHO#1 (hopMe 1 ITOKa3aTeN! TPYIIUPYIOTCS 110 THITaM
TEXHOJIOTHH WJIM JIOCTAaTOYHO 00mmpHBIM Kiaccam IMC.
Takum 00pa3zoMm, UCXOIHBIEC TaHHBIC MO OIEHKE IOKa3are-
JIel Ha/Ie)KHOCTH (KaK TPaBHII0, MHTEHCHBHOCTH OTKA30B)
BKJIIOYAIOT KaK METOAMYECKUE MTOTPEIIHOCTH TEMIeparyp-
HBIX IIEPECUETOB, TAK U BIMSHUE PA3HBIX TEXHOIOTUUYECKHUX
MIPOLECCOB U3rOTOBIEHUs KOHKpETHBIX IMC.

MporHoauposanne MTTF UMC
Ha OCHOBaHUU pe3YyJibTaToOB
3KCNepUMEHTaNIbHOW OLLeHKU
MHTEHCUBHOCTU OTKaA30B

B kagecTBe HCXOMHBIX TAHHBIX HCIIOIH30BaHbI JOCTATOYHO
00BEMHBIC PE3YIIBTAThl UCIIBITAHUH WHTErPATbHBIX MUKPO-
cxem BiCMOS ¢upmer Analog Devices [7]. B [6] moka3aHo,
gyro UMC trma BICMOS mMeeT mokasareis HaAeKHOCTH
FIT=5. 3nauenne Benmunubl FIT OpI0 ycTaHOBIEHO Ha
ocHoBaHMH HctbITaHui N = 26980 00pa31oB, IpH STOM IPo-
m3Benenne (MMC)x(qac)=EDH (puBeIcHHOE MOTHOE BPEMS
HcnbITanuit), To ectb EDH = 2763317240 yac, 9uciio oTka3oB
3a Bpemst HaOmoneHus r = 12. HeoOX0oauMo BEIYHCIIUTE Cpel-
HIOIO HapaboTKy 1o otkaza 7y (MTTF) atoit UMC.

OmnpenenseM yCpeOHEHHOE BPEeMsl UCIIBITAHUN KaXKIOTO

- DH
obOpasua: 7, = N =102420 u. BoruncssieM dKCEpUMEH-

FIT

TAIIbHYI0 MHTCHCHBHOCTb OTKa30B: A(7, ) = T 5107 1/u.

BI)I‘-II/ICJ'IHCM BepOﬂTHOCTI) OTKa3a HAa MOMCHT ZNH:
~ r
F(i,)=—=0,00044,
N

[TocKoNMbKY CTaTHCTUYECKUX JAHHBIX JUIS OIICHKH Ma-
paMeTpoB (OPMbI ABYXITAPaMETPHUECKHUX pacipeieieHui
HET, MPUHIMAEeM THUIIOTEe3y O PaBEHCTBE KOYPHUIHECHTA
BapualMK pacnupeereHus HapadoTku enunuie (v = 1),
KaK y SKCIIOHEHIIMAIBLHOTO pacipeieeHus. 3aMeTUM, 4TO
HCCIIeIOBATENN, UCIONB3YOIIHEe ISl PeIlieHNs 3a1ad Ha-
JI©KHOCTH OJIHOMIAPAMETPHUYECKOE IKCIIOHEHI[HAIbHOE Pac-

Taoauna 1. 3Hayenuss kodQpuUHEHTa YCKOPEHHs B 3aBUCUMOCTH

OT TemIepaTypbl NpoBefeHHs] (OPCHPOBAHHBIX HCHBITAHMI

Temneparypa ucnsitanuiit UMC, °C Pa6ouas temneparypa UMC, °C Koxpdunuuent A,
150 55 258
140 55 162
135 55 128
125 55 77
100 55 20
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npe/ieIeHNe, AaBTOMAaTHIECKH JI0ITYCKAIOT, YTO KO PUIEHT
BapUanuy pacrpeaeaeHust HapaOOTKH JI0 OTKa3a (Ha OTKa3)
paBeH exaunuie. Jlanee, UCHOIB3YsT UCXOAHBIC JaHHBIC
@, 71(?”), F(Z,)) u pasnudnble TeopeTHuecKue (QyHKINH
pacmpesienieHust HapaObOTKHU JI0 0TKa3a (IKCIIOHEHIHAIBHOE
(E), Beitoymna (W), norapudmuueckn HopmaisHoe (LN),
DN — n DM-pacnupenesneHue), MOIydaloT NPOTHO3HEIE
ounenkn MTTEF: 1
DKCIOHEHIUANbHOE pacnpeaenenue: I, = ~———=

ME,)
_ 1 —2.10% = 200000000

5-10 8760

Pacnpenenenne Belibymna: mpu xodddunreHTe Bapua-
II11, PABHOM CAMHHIIE,

1) =T, = 22830 nem.

Jlorapumudecky HOpMaIbHOE PacIpene/ICHUE:

a. [Tapametp dopmsbl 6 orapuMUIecKr HOPMAITEHOTO
pacrpeneneHnss MOXKHO BBIYUCIHTD U3 CICIYIOLIEr0 COOT-
Homenus: 6 = yIn(v> +1) =/In2 = 0,833.

6. [Tapamerp macmradba a JOrapuPMHUUECKH HOPMAITb-
HOTO pacIlpeaeieHus] BBIYUCISAIOT U3 COOTHOIICHHS IS
BEPOSITHOCTH OTKA30B!

= 22830 nem.

In7,—a

13“(?”)=d>(U;” )=<I>( )=0,00044;

o
3aechk U nanee () — GyHKIHUSA HOPMHPOBAHHOTO HOP-
MaJIbHOTO PacIpeieNICHUs;
a=Inf, —oU; =In102420-0,833-(-3,33) =14,31.
B. MaTematiyeckoe OKnIaHue HapaOOTKHU [0 OTKa3a:

2
T = exp(a+%) =exp (14, 657)=

2316168 4 = 210108
760

=264 nem.

Huddysmonnoe MoHOTOHHOE pacupenenenue (DM-
pacrmperneneHue):

a. [TapameTp dpopmsr DM -pacnpenencnus v=1.

6. [TapameTp mMacmTaba p DM-pacripeeneHns BBIYHUCIIS-
10T U3 COOTHOLICHHS JUISl BEPOSITHOCTH OTKA30B:
I, -

— | = 0,00044;

VJlLZ,

vU;? viU?
W=7 |1l+—"=vU, 4|[I+—"
2 ' 4
_ 2 _ 2
B B e

F(7))= DM (t; u,v)zd)[

B. MaTeMarndeckoe OXXUJJaHUEC Hapa60TKI/I J10 OTKas3a:
2

TP = u(1+v7) = 1332694°1,5=

1999041

=1999041u = =228 nem .

Juddysnonnoe HeMoHotonnoe pacrpeneneuue (DN-
pacripezerneHue):

a. [Tapametp dpopmbr DN-pacnpenenenns v=1.

6. [Tapamerp macmTada L DN-pacripeeseHust BRIUHCIIS-
0T U3 COOTHOLIEHUS 17151 BEPOSITHOCTH OTKA30B!

F(i)=DN(t;p.v)= q{ Lok J+

Vi,
+exp(£)~d> _ LR 6,00044;
v, v Uz,
i 102420 102420

H

"= x(F(@@,) ;v): x(0,00044;1) ~ 0,0699
=1465236 u.
3nauenue x(F; V) OTHOCHTENbHOI HapaOoTKU X = 7, / [Lompe-

ACIIACTCA N3 COOTBETCTBYHOIIINX Ta6.]'II/III DN- -pacopeaciicHud
10 3HAUCHUSIM F' | v WIIH U3 peiIeHud ypaBHCHU

o 27t |ron( ) -5t

MaremaTtndeckoe OXHJIaHWe HapaOOTKH JI0 OTKasza Mo
DN-pacnpenenenuto:

TPV = 1 = 14652364 = 1202236

=167 aem.

IIpuBenennsiii Boime nporHo3usiil pacuer MTTF uc-
cnegyeMoil IMC BBINONHEH NpH JOMYIHIEHUN 3HAYEHHUS
ko3¢ uUnMeHTa BapUallMKM pacHpeieleHuss HapaboToK
HUMC, paBrom enunnte (v = 1). 13 onbITa SKCIUTyaTayun
9JIIEKTPOHHBIX CHCTEM MpEeJICTaBIseTCs, YTO Hanboiee
MpaBWIIbHOE 3HaYeHne KoddduimenTa Bapuanun Hapado-
TOK JIO 0TKAa3a U3EIHUI JEKTPOHHON TEXHUKU B PEXKUMAX
aKcIuTyatamuu, B Tom ynciie UMC, cocrasur v = (,8. Huxe
B Tabnutie 2 npuBozsTcs mporao3ueie oneHkn MTTF uccire-
npyemoit UMC nipu runotese v = 0,8, KOTOpbIe pacCUNTAHbI
QHAJIOTUYHO MPEAbIAYIIEMY CIIy4alo.

Kak BuHO 13 mpeACTaBIEHHBIX JaHHBIX, PACXOXK/IECHHUE
Mexay nporuozubiMu oueHkamMu MTTF UMC, 3asiBnenHoi
HagexxHoctu (FIT=5), nanpumep, MexIay OoleHKaMH Ha

Taoauna 2. Ilporno3upyembie onenku MTTF UMC BiCMOS ¢pupmbr Analog Devices (B romax)

10 pe3yJbTaTaM (pOPCHUPOBAHHBIX UCHBITAHUI

v E W LN DM DN
1,0 22830 22830 264 228 167
0,8 22830 5275 155 128 115
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OCHOBE JKCIIOHEHITHATBFHOTO U Jn((HY3HOHHOTO HEMOHO-
TOHHOTO pacrpeneneHnil cocrasmnsger mopsaka 100-200
pa3. Eciu BeImomHUTE aHamorngHbe TporHo36! it UMC,
nMerolei HaaexHocTb FIT=1, To pacxoxieHue nporuos-
HeIX orieHoK MTTF cocTasut nopsinka 500 pas.

MexaHn3m pacxoxaeHusi
MPOrHO3HbIX OLLEHOK

Pacxoxnenne mporao3usix oneHok MTTF UMC, momy-
YaeMbIX Ha OCHOBE OJIHUX M TEX K€ IKCIIEPUMEHTAIBHBIX
OIICHOK MHTCHCHUBHOCTH OTKa30B, ONPEACNIICTCS BUIOM
TEOPETHYECKOTO 3aKOHA pacipenelieHus HapaOOTKu 110
otkasza. Ha puc. 1 mpencraBieHbl TeOpeTHIECKHE KPUBBIC
IUIOTHOCTH pacupeneneHuss HapaOoTku f(f) (IITpHUXOBEIC
JIMHAHM) U WHTEHCHUBHOCTH OTKa30B A(?) (HETpephIBHBIC
JUHNN), a TaKKe MPOTHO3UPYEMbIE 3HAUCHHS CpemaHeit
HapaboTku 110 otkaza MTTF, cooTBeTcTRYIOIINE SKCTIEPH-

MCHTAaJIbHBIM JJAHHBIM [JI Pa3HBIX 3aKOHOB PaCpECACIICHUA
(E,LN, DN).

f.a

m3aennii AekTpoHHoi TexHuku B 50...500 u Oomee pas
10 CPAaBHCHHIO CO 3HAUCHHEM JTON KE XapaKTePHUCTHKH,
BEBITEKAIONICH W3 IBYXIapaMEeTPHUSCKUX MozeneH, Oomee
a/IeKBAaTHO OITHCHIBAIOIINX CTAaTUCTHKY OTKa30B.

BbiBOAbI

DKCIOHEHIMAJIBHBIN 3aKOH PacIpeieTICHNsI BpeMeHH 0e3-
OTKa3HOW paboThI, MOTYYHBIIUI MHUPOKOE PACIPOCTPaHE-
HUE, 9aCTO HE OTPAKaeT PeajIbHbIC yCIOBH BOSHUKHOBEHHS
OTKa30B AJIEKTPOHHOM TeXHUKHU. Ero mpuMeneHme npuHOCUT
OO0JIBIION SKOHOMHYECKHUH yIiepO, B MEPBYIO O4epeb, MMo-
TPEOUTEIAM U3ACTHHA ICKTPOHHONW TEXHUKHU, TPUMEHSIO-
IIMX X B OOPTOBOM a3POKOCMHUYECKOM 000PYIOBAaHHUHA U B
JIPYTUX OTBETCTBEHHBIX CIyJasX.

JByxnapamerpudeckue audy3HoHHbIE 3aKOHBI pac-
npeaeneHus, papadoranusie B IHCTHTYTE Tpobiem mare-
MaTUYECKUX MalluH U cucteM HanmoHasibHOHN akajeMuu
HayK YKpauHBI, KaK TIOKa3bIBAIOT TEOPETUIECKHE U DKCITe-
PHMEHTAaJIbHBIC UCCIICIOBAHNS, TAIOT HAHOOIIee aIeKBaTHEIC
noKazareln HaAEKHOCTH H3JIEIIUU
AIIEKTPOHHON TEXHUKH [5, 8].
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Structural reliability. The theory and practice

Kofanov Yu.N., Strelnikov V.P.

imA]

METHODOLOGICAL IMPRECISION OF PREDICTION
OF ELECTRONICS’ MEAN LIFE TIME

The paper presents the methods for evaluating the mean time to failure (MTTF) of electronics products
based on the application of DN distribution for various experimental and reference data on reliability —
failure rate, failure probabilities, minimal time to failure, FIT. It is noted that MTTF predictive estimates
based on exponential distribution are overstated by 70-500 times as compared to those based on DN
distribution.

Keywords: reliability, quantile, time to failure distribution (resource), mean time to failure (MTTF).

Introduction

To solve practically all problems of reliability, we use specific theoretical models of reliability
(time to failure distribution functions). Researchers of equipment reliability have recently used
solutions of various reliability problems based on application of various theoretical models of
reliability (exponential, Weibull, logarithmical normal, diffusive [1] and other distributions
[2, 3]), which lead to substantial discrepancies of final results. Below you can find the results
of assessing (predicting) the mean time to failure of electronic devices (ED) obtained with
the use of various theoretical models of failures.

Assessment and prediction of ED mean time to failure

Modern hardware components are electronics products that feature rather high reliability.
Owing to this, ED mean time to failure (MTTF) as a feature needed by ED producers as well
as by developers of technical systems can only be assessed by a parametrical method, i.e.
by means of application of respective theoretical models of time to failure. The application
of one or another theoretical model of failures stipulates corresponding methodological
imprecision of MTTF assessment. And the reliability of electronic devices is such that test-
ing manages to provide products life corresponding to the experimental failure probability
F(t) =0,0001...0,0005, and based on these results, it makes it possible to predict mean time
to failure of these products. It is known [4,5] that prediction of a mean value for quantiles
of the specified probability level while using a one-parametric exponential law leads to
overstatement of assessment by several orders of magnitude as compared to the known
two-parametric laws. Naturally, the prediction of ED mean time to failure based on two-
parametric distributions is more precise.

Below you can find the results of research and the causes of variation of predicted MTTF
estimates using various theoretical functions of time to failure distributions exemplified by
integrated circuits (IC).

To reduce the volume of testing for IC reliability assessment, major producers of electronic
components make accelerated testing capable of getting assessments of reliability parameters

9
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for the time considerably shorter than the real longevity
of IC. The main way to reduce testing duration is to force
IC operation modes by temperature accelerating the basic
physical and chemical processes of degradation of electronic
components.

Acceleration coefficient 4, in relation to temperature is
defined by researches according to the Arrhenius law:

where E, is the energy of activation (for IC £, = 0,7¢B);
k is the Boltzmann constant (k = 8,617-107); Tyis the tem-
perature at which forced testing was made (in K); 7, is the
operation temperature of components (in K). IC testing for
reliability under increased temperature is generally made
according to MIL-STD-883, method 1005 [6].

Table 1 presents acceleration coefficients in relation to
temperatures of forced testing used by researchers [6,7]
based on the above theoretical assumptions. However there
is no experimental proof of these data and it is practically
impossible to get it, as it is almost not real to get statistical
data in normal operation conditions.

Table 1. Acceleration coefficient values in relation
to forced testing temperatures

IC testing IC operation Coefficient
temperature, °C temperature, °C A
150 55 258
140 55 162
135 55 128
125 55 77
100 55 20

The level of modern IC reliability is so high that even
forced testing for reliability under increased temperature
doesn’t make it possible to identify the reliability param-
eters of some integrated circuits. Therefore, assessment of
reliability parameters is done in generalized form and the
parameters are grouped as to types of technology or rather
numerous classes of integrated circuits. Thus, input data
of reliability assessment (generally failure rate) includes
methodological imprecision of temperature conversions as
well as influences of various technological processes related
to manufacture of individual integrated circuits.

Prediction of IC MTTF based
on the results of experimental
assessment of failure rate

As source data, quite huge results of testing of BICMOS
integrated circuits produced by Analog Devices [7] are used.
[6] shows that IC like BiCMOS has reliability of FIT=5. FIT

value was defined based on testing of N=26980 samples,
and in this case the product (IC)x(hour))=EDH (total time

10

of testing), i.e. EDH = 2763317240 hour, the number of
failures for observation time » = 12. We shall calculate the
mean time to failure 7, (MTTF) of this IC.

Letus define the averaged time of testing for each sample:

- EDH
i =—

H

=102420 h. Now we calculate the experimental

~ FIT
failure rate: A(7,) = 0 =5-10"" 1/ h. Then we calculate the

failure probability for moment 7 : F¥ )= % =0,00044.

Since there is no statistical data for assessment of
parameters of two-parametric distributions, we assume
that the variation coefficient of time to failure distribution
is equal to entity (v = 1), as for exponential distribution.
Note that researchers using a one-parametric exponential
distribution to solve tasks automatically assume that the
variation coefficient of time to failure distribution is equal
to entity. Then using the source data (7,, A(7,), F(7,)) and
various theoretical functions time to failure distribution
(exponential (£), Weibull (W), logarithmical normal
(LN), DN and DM distributions) we get predicted MTTF
estimates:

1 1
Exponential distribution: 7} =—=——= =

200000000 APy 5107
_ .10 )= 200000000 _ e s

Weibull distribution: with the variation coefficient equal
to entity,
T =T} = 22830 years.
Logarithmical normal distribution:
The parameter of ¢ form of logarithmical normal distribu-
tion can be calculated from the following relation:

6 =+/In(v> +1) =/In2 = 0,833.

The parameter of a size of logarithmical normal distribu-
tion is calculated from the relation for failure probability:

In7,—a

Fi)=o (U;” )= (D( ) =0,00044;

O

hereinafter ®(") is the function of standardized normal
distribution;

a=Inf, —oU; =In102420-0,833-(-3,33) =14,31.
The mathematical expectation of time to failure:
2
T = exp(a +%J =exp (14, 657):

2316168
760

2316168 h = =264 years.
Diffusive monotonous distribution (DM distribution):
The parameter of DM distribution v = 1.
The parameter of p size of DM distribution is calculated
from the relation for failure probability:
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F(i,)=DM(t; 1,v)= cp[’";“] = 0,00044;

v u le

[ oviu? viU?
w=t 1+ ~—vU, 41+ -
2 ~ 4
_ 2 _ 2
—102420[1+%+3,33,/1+(3’%J= 1332694 h.

The mathematical expectation of time to failure:

2

TP = u(H%J = 1332694°1,5=

1999041

=1999041v = =228 years.
760

Diffusive non-monotonous distribution (DN distri-
bution):

The parameter of DN distribution v = 1.

The parameter of p size of DN distribution is calculated
from the relation for failure probability:

F(i)=DN(t;p.v)= CD[ Lok J+

v/l
2 [+
+exp(—)-q> ~ LR 0,00044;
v, VU,
@ 102420 102420
: x(F(i,);v) x(0,00044;1)  0,0699
= 1465236 h.

Value x(F; v) of relative time to failure x = 7, / \Lis defined
from the respective tables of DN distribution as per values
F and v, or from solving the equation

-1 2 +1
o| X +exp(—2)-<l> - =F.
vix v vx
The mathematical expectation of time to failure as per
DN distribution:

TP = 1= 14652364 = 0020

=167 years.

The above predictive MTTF calculation of considered
IC was done upon the assumption that the value of vari-
ation coefficient of IC time to failure distribution is equal
to entity (v = 1). The experience of electronic systems
operation suggests that a more correct value of variation
coefficient of time to failure of electronic devices in opera-

tion modes, including IC, will be v = 0,8. Table 2 below
presents MTTF predictive estimates of considered IC based
on the hypothesis v = 0,8 that are calculated by analogy to
the previous case.

Table 2. MTTF predictive estimates of BICMOS IC
by Analog Devices (in years) upon results of forced
testing

v E W LN DM DN
1,0 22830 | 22830 264 228 167
0,8 22830 | 5275 155 128 115

As follows from the above data, the discrepancy between
IC MTTF predictive estimates, declared reliability (FIT=5),
for example, between estimates based on exponential and
diffusive non-monotonous distributions is about 100-200
times. If we do analogous predictions for IC with the reliabil-
ity FIT=1, then the variation of MTTF predictive estimates
will be about 500 times.

The mechanism of predictive
estimates discrepancy

The discrepancy of IC MTTF predictive estimates
obtained on the basis of the same experimental estimates
of failure rate is defined by the type of a theoretical
law of time to failure distribution. Fig 1 shows theo-
retical curves of time to failure distribution density f{¢)
(dashed lines) and failure rate A(¢) (solid lines), as well
as predictive values of mean time to failure MTTF cor-
responding to experimental data for various distribution
laws (E, LN, DN).

f.a

1079 Aux
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m%\\\
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510~ T T T T TR s ———— ~————
% ~ ~

107108 108 Npov 107 108 I

Fig. 1. Curves of predicted characteristics A(¢) and £(¢)

Fig. 1 has the following symbols: £, x> foxs Mz Ay s Aoy
are respectively failure densities and rates for exponen-
tial, logarithmical normal and non-monotonous diffu-
sive. As seen, the failure rate A(¢) and the distribution
density f(¢) of two-parametric distribution at the main
time interval are quite substantially (by several orders)
different from these characteristics as per exponential
distribution, though the initial values for 7, moment
coincide. This phenomenon stipulates the same consider-
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able discrepancy of MTTF predictive values for various
distribution laws.

Therefore [5, 8], currently the application of exponen-
tial law overstates the mathematical expectation of time to
failure (MTTF) of electronic devices by 50...500 and more
times as compared to the value of the same characteristics
issued from two-parametric models, which describe failure
statistics in a more adequate way.

Conclusions

The exponential law of failure-free operation time dis-
tribution recently received wide application doesn’t reflect
real conditions for emergence of electronic devices failures.
Its application brings a huge economic damage, first of all,
to users of electronic devices who apply them as part of
avionics and in other vital cases.

As theoretical and experimental researches show, the
two-parametric diffusive distribution laws developed by
the Institute of Problems of Mathematical Machines and
Systems of the Ukrainian National Academy of Sciences
provide the most adequate parameters of reliability for
electronics products [5, 8].
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CTPYKTYypHasa HafeXXHOCTb. Teopus U NpakTuka

XapgHos B.B., ApTioxoBa M.A.

NMPOrHO3NPOBAHUE NOKA3ATEJIEN HAOEXKHOCTMU
BOPTOBOM ANMNAPATYPbl KOCMUWUYECKUX AMNMAPATOB
NP BO3AEACTBUU UOHUSUPYIOLLUX U3JTYHMEHUN
HU3KOW MHTEHCUBHOCTMU

B cratbe paccmarpuBaroTCs BOMPOChl MPOrHO3MPOBAaHKS rokasaresneri HaaexHOCTU COBPEeMEeHHOU 6op-
TOBOV annapatypbl KOCMUYECKUX anmnaparoB. [lokasaHa uenecoobpa3HOCTb KCI0b30BaHUS pPE3YJb-
TaToB UCMLITAHUI annapatrypbl U €€ 3/IEMEHTOB Ha CTOVKOCTb K BO3AEVICTBUID WOHUIUPYIOLUNX U3JTyYe-
HUIA 47151 MPOrHO3UpoOBaHus nokasarteser HagexHocTn. OO60CHOBaHa BO3MOXHOCTb MPUMEHEeHUs asibga-
pacrnipenesnieHnss BpeMeHy HapaboTku [0 oTkasa A/ MPOrHO3UpPOBaHus rokasaresneri 6e30TKa3HOCTU U
aonroseyHoctu KMOIT UC. lNpuBeneHbl pacyeTHbIE COOTHOLLEHUS A1 OLIEHKU BEPOSITHOCTM GEe30TKa3HOM
paboTel, cpeaHero BpeMeHy HapaboTku Ha OTKa3 v MUHUMAaJsbHONM HapaboTku. [Toka3aHbl BO3MOXHbIE MyTu
MOBbILLIEHWS] CTOMKOCTY COBPEMEHHOV OOPTOBOV anmnaparypbl KOCMUYECKMX arnnaparoB ryTemM 1UCroJsib30Ba-
HUSI crieunann3npoBaHHbIX CrIOCOO0B 3alLnTbl OT BO3AEVICTBUN NOHUIUPYIOLLNX U3/TYHEHU KOCMUYECKOro
npoctpaHcTBa. [aHHoe Hay4Hoe uccaegoBaHue (Ne14-05-0038) BbinonHeHO npu noagepxke lNporpammabi
«HayyHbii oHa HNY BLLIO» B 2014 T.

KnioyeBbie csioBa: HaexXHOCTb, CTOMKOCTb, PaanN03/IeKTPOHHOE CPEACTBO, MHTEerpasibHas MUKPOCXema,
KOCMUYECKMI annapar, MOHU3NPYIOLLIee N3JTy4YeHue.

IIpakTHuecky NOBCEMECTHOE IPUMEHEHHE B OTEUECTBEHHOH aIapaTrype MEKTPOHHOM KOM-
TTOHEHTHOH 0a3bI HHOCTPAHHOTO IIPOU3BOICTBA C OJJHOM CTOPOHBI MTO3BOJISIECT MPOCKTUPOBATH
¥ BBIITYCKaTh almaparypy, OTBEUAIOIIYI0 COBPEMEHHBIM TPEOOBAaHUAM, a C JPYTOH CTOPOHBI
CO3M1aeT PAN TPYAHOCTESH MpHU ee MPOSKTHPOBAHNHU, B YACTHOCTH INPH IPOCKTHOH OLEHKE
mokaszareseil HajgesxkHocTH. OCOOEHHO 3TO KacaeTcs OOpPTOBOW ammapaTypbl KOCMHYECKHIX
ammaparoB, B KOTOPOH IIUPOKO MPHUMEHSIOTCS MOTYIPOBOAHUKOBEIE KOMIIOHEHTHI KOMMEp-
YECKOTO YPOBHS Ka4eCTBA, MMEIOIINE OTHOCHTENBHO HHU3KYIO PAIHAlMOHHYIO CTOIKOCTB.
[ToaToMy nipu MPOTHO3MPOBAHNY TTOKa3aTeIeH HaJS)KHOCTH TaKOH aImapaTypbl HEOOXOIMMO
YYUTBIBAaTh U BEPOSTHOCTH OTKa3a TAKUX KOMIIOHEHTOB M3-3a BO3ACUCTBUI HOHU3HPYIOIIIX
M3IyYeHUH KOCMHYECKOTO MMPOCTPAHCTBA.

Pacuer nokasareneii HaJeKHOCTH OOPTOBOH armaparypbl kocMuueckux armmaparos (KA)
MIPOBOJUTCS IIPH €€ Pa3pabOTKe TSI MOATBEPKACHIU IPUHIMITHAIBHOW BO3ZMOKHOCTH 00€-
criedeHns: TpebyeMoro ypoBHS ATHX MOKa3aTeNiell U ABISETCA OMHUM U3 00s3aTeNbHBIX Me-
pompusatuii, mpeaycmorpenssix B [OCT PB 20.39.302 [1]. Pacdyer HaneXHOCTH COCTaBHBIX
yacTel anmapaTypsl (3MEKTPOHHBIX MOIYIEH 1-r0 ypOBHSI) JOKEH IIPOBOAUTHCS ITO METOHKE,
npuseaenHoit B OCT 41" 0.012.242 [2], o0CHOBaHHO# Ha METO/IE «A-XapaKTEPUCTHK), B HaCT-
HOCTH BEPOSTHOCTH 0€30TKa3HOM paboThl (P}) onpeneinsiercs 1o Gopmysie:

R (ZCAC )= e_A.’m,
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rne A — sKCcIulyaTalMOHHAasi UHTEHCUBHOCTh OTKAa30B;
teac — CPOK akTUBHOTO cymecTBoBanus (CAC) KA.

N
A=Y,
n=1

rae A, — 9KCIUTyaTallMOHHAs WHTEHCHBHOCTH OTKa30B
anekrpopaguonsaenuii (OPN); N — xonmgectBo DPU.

B oOecnieuenue 3Toif METOIUKH JUIS pacyeToOB MHTCH-
cuBHOCTEH 0TKa30B (A-xapakrepucTuk) DPU momxHbI
UCTIONB30BaThCsl O(UIMATIbHBIE CHIPAaBOYHUKH [3, 4], dTo
obecneunBaet BoimoHeHue Tpebopanus [OCT 27.301 [5]
B 4aCTH BOCHPOM3BOAUMOCTH PE3yJIbTaTOB PACUETOB.

[Ipu rcrionb30BaHNN yKa3aHHBIX BBIIIE CTAHAAPTOB IS
yueTa 0coOeHHOCTEH OOPTOBOII armaparypbl KOCMUYECKUX
anmapaTroB B MaTeMaTHYECKHE MOJENN A, BBEICHBI J[Ba
koa(duIeHTa:

K, — KO3 pHIIMEeHT SKCTITyaTaluy, yYUTHIBAIOIINIT CTe-
TIeHb J)KECTKOCTH yCIIOBUH dKcIuTyaTanuu Ha 6opty KA;

Kyp — K03pGUIueHT BIUSHAS UOHU3UPYIONUX H3-
nydenuit (MW1), yuduTheIBaOmMuil cTENEeHb )KECTKOCTH
BHemHux UU.

Bwmecre ¢ tem, B P/1 134-0139 [6] Bckonb3b yKa3bIBaeTCH,
YTO €CJIM B TEXHMYECKOM 3aJaHUH TPEOOBAHMS 110 paiiaIii-
OHHOM CTOMKOCTH HE 33JJaHbl, TO AJISl pacueTa BEPOSITHOCTH
6e30TKa3HON palbOTHI anmaparypsl CJIeTyeT UCIIOIb30BaTh
COOTHOILICHHE:

P(ICAC )= R (tCAC ) P, (tCAC )Psa

rae Po(t.,.) — BeposTHOCTh 0€30TKa3HON PadOTHI MpH
BozaericTBun MM KIT HU3KOM WHTEHCUBHOCTH (7030BBIC
addexTor); P; —BeposTHOCTD 6€30TKa3HON pabOTHI ITPH MPO-
HUKHOBEHUH OJJMHOYHOH 3aps’KEHHON YaCTUIBI C BBICOKOM
sHeprue (oMMHOYHBIC YPQEKTH).

Mertonuku pacuera P; mpusenens B PJ] 134-0139 [6] u B
JTAHHOM HCCIICIOBAHWU pacCcMaTpuBaThCs HE OyIyT.

Pacuer P,(t.,.) mo meroqukam OCT 134-1034 [7] npoBo-
JIUTCSI «TIOIEMEHTHBIM» METOIOM M 3aKJIFOYAeTCs B CPaB-
HEHUH YPOBHS CTOMKOCTH Kaxioro Tnna DPU (npenenbHo-
JOITyCTHMOH 10361 — Drypyyy), IPUBEICHHOTO B HOPMATUBHO-
TexHIaeckoi nokymenrarmu (HT]) ¢ ypoBHeM paananoH-
HOT'0 BO3JICHCTBHS HA HETO (TIOIVIOIIECHHBIX JI03 DJIEKTPOHOB,
MIPOTOHOB M CYMMApHOI1 J103bI), OTIPEAEIEHHOTO PACYETHBIM
myTeM Dyyp(te,e). YPOBEHb paJualliOHHBIX BO3ACHCTBUI
Ha OPU 3aBucHT Kak OoT Xapakrepuctuk opoutsl KA, Tax
M OT MECT X pasmenienust Ha 6opty KA, kinaccudukarms
xotopsix mpuseaeHa B 'OCT PB 20.39.305 [8].

Jnst KA ¢ qnrensHbiMu CAC, 9KCIUTyaTUPYIOMIUXCS
Ha Ire0CTaIl[MOHAPHBIX OpONTAX, IPUHSITO CUUTATH, YTO 00-
ayuenne DPU uaer ¢ moCTOSIHHOM MHTEHCUBHOCTBIO, T.€.
MPOLECC HAKOMIECHUsS J03bl MOYKHO anIpOKCHUMHUPOBATh
TUHEWHOW (QYHKIUCH BUIA:

DHLI (t)=DM-t, (D

rae Dyyp(t) — normomennas 1o3a OPU; Dy — MoImuoCTh
nornouieHHon 103e1 OPU B enunmily BpeMeHu; t — BpeMsi.
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PesynbpraroM OIeHKH sIBISICTCST KOAQQHUIMEHT 3araca
OPU no panmanmonnoii croiikoctu (K,). Ecmu K, > 3, To
Py(teae) =1, ecmn K, < 1, 10 Py(t,) =0, ecm ke 1 <K, <3,
TO JUTS OLICHKHU 3HaUeHHUs Py (t.,.) HEOOXOIMMO pOBEACHHE
ucnbiTannit OPU Ha cTOMKOCTB, IpUYeM CHadasa claeay-
€T MPOBECTU UCHBITAHUSA JO PACYETHOTO YPOBHS JO3BI,
paBHOTO Dyyp(tcac), @ 3aTeM, XKEIATENBHO, 10 OTKA3a, YTO
MIO3BOJIUT YTOYHUTH 3HAYEHHUE YPOBHS CTOMKOCTU JAHHOTO
tuna DPU.

W3 BhIIEN310KEHHOTO 04eBUIHO, 4TO MeToauka OCT
134-1034 [7] opuenTHpOBaHa HA NPUMEHEHHUE B arnaparype
KA pagnaunonno-croiikux 9PU, a npumenenue DPU ¢
K, <3 u ux ucnsITaHus JOJKHBI IPOBOJUTHCS B UCKIIIO-
YUTENbHBIX cay4asx. OHaKO NPUMEHEHUE B OTEYECTBEH-
HeIx KA anmapaTypsl, B KOTOpOH IIUPOKO HCHOMB3YETCS
9JIeKTpOHHAs koMnoHeHTHas 6a3a (OKDb) mnocrpanHoro
npousBoacTea (UII), 3HaUNTENPHYIO YacTh KOTOPOH CO-
crasisiroT KMOIT MC «koMMepuecKoro» ypoBHS KauecTBa ¢
HU3KOH cTolKOCThIO K Bo3aencTeuto MM K11, yxe npuseno k
TOMY, 4TO HcnbITanus Takux C crany He HCKIIOYEHHEM, a
paBUWIOM. [IprueM 3T HCTIBITaHUS IPOBOAATCS] IMEHHO J10
ortkasa, T.K. B HT]] (Data Sheet) naHHBIX 110 pagrallnOHHON
CTOMKOCTH HE NMPUBOJUTCSA, a €CIU U MPUBOJATCS, TO OHU
KpaiiHe ckynHble [9].

3nauenue P,(t.,.) 0 pe3ynbraTaM UCTIBITAaHUN OTIpese-
JIIETCSl KaK:

P, (tCAC)z I_Q*

e Q" — wacrora orkasos UC us-3a Bozzeiicteus MU
HU3KOW HHTEHCUBHOCTHU.
0-10u) @
rae k(Dyjy) — uncno orkazapmux MC, y KoTophIx
Dy < Dp(teac); K — obmiee uncno MC, mocTapieHHbIX
Ha UCTIBITAHUSL.

[Ipunumas Bo BHUMaHMe, uTo Ha peiHke DKbB mpen-
CTaBJIEH IMPOKUH BBIOODP CXOJHBIX IO (PYHKIMOHAIEHOMY
HazHaueHuto U xapakrepuctukamM KMOIT UC paznuunbix
MIPOU3BOJUTENEH, OUEBUIHO, YTO OJHUM U3 ITIABHBIX KpHU-
TEpHUEB IPH BHIOOPE KOHKPETHBIX THITOB MIC 10IKHBI OBITH
UX TO0Ka3aTea HaJeKHOCTU U CTOMKOCTH, YTO BBIJBUTAET
ellle O/lHy 3aJa4y — OLIEHKY UX IOKa3aTelel HaJleKHOCTH
npu Bo3aercTBun M HU3KOM MHTEHCUBHOCTH HAa PaHHUX
JTanax NpoeKTUPOBAHUS.

IIpumenenne nis ee pemenusa metoquk OCT 134-1034
[7] ecrecTBEHHO BO3MOXHO, HO BPAJ JIH 3KOHOMUYECKHU
OIpaBJaHoO, T.K. PE3YyNbTaThl UCHBITAHUH HE BCErNa JaroT
MOJIOKUTEIbHBIA pe3ynbTar. B Toxke BpeMs, Ha paHHUX
JTanax NpoeKTHpoBaHus anmaparypsl KA, rae onpenens-
ercst HomeHkarypa IKb, pu Beroope tunonomunanos MC
JIOJDKHA OBITh YBEPEHHOCTH B BO3MOXKHOCTH TIOJIOXKHTEIb-
HBIX PE3YJIBTaTOB UX CePTH()UKAINOHHBIX UCITBITAHUH.

OaHMM M3 BO3MOMKHBIX IyTeW pEIIeHHs 3TOH 3agauu
SIBIIICTCSI UCIIOJIB30BAHUE PE3YNBTATOB YXKE MPOBEJEHHBIX
ucneiTannit UC UIT Ha paananinOHHYI0 CTOWKOCTB JIst
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F(dmrm)
1

Dl-(al(tCAC) dmEg
Puc. 1. ®ynkuus pacnpeneneHus npeneabHon
HAKOIJIEHHON JO3BI
MPOTHO3UPOBAHMS IMOKa3aTeIeH HAaNEeKHOCTH CXOMHBIX
1o (yHKINOHAILHOMY Ha3HAYCHHWIO U KOHCTPYKTHBHO-
TexHonorndeckomy ucnonHenuto KMOII MC, otHocsmuxcst

K OJIHOM TEXHOJOTHMYECKOH rpyrmie.

Taxk, pe3ynsrars! ucnsitanuit KMOII UC I3V ¢ Tomo-
jorudeckoil Hopmoit 0,15 MKM IPOU3BOJCTBA KOMIAHUIT
Xilinx, Texas Instruments, Cypress Semiconductor, Atmel,
Analog Devices u Jip. moka3aju, 4to 1j1s dpyyyy MOXKHO TIpH-
HATh YCEUCHHOE HOPMAJIbHOE PacHpeieIeHUE:

[dmw *’”(dull,.( ):lz

(dnmy)

c . 2
f(dnsz )—W'e N C))

e f{(dpy ;) — oTHOCTHL BeposiTHOCTH; M(dyypyy) — MaTe-
Maruueckoe oxuanne; 6(dpy ) — cpeaHee KBaapaTHuHOe
orkioHenue; C — HOpMHUPYIOIIUH MHOKHTEIb.

3nauenue C omnpenensercs 1o popmyie:

1

C= >
F Post ) F Cor )

e F(Drpgimax)> F(Driggpmin) — 3Ha4eHns pyHKIMH HOP-
MaJIBHOTO PacIpe/ieNIeHusI.

31ech creyeT OTMETUTh, YTO MCHONB30BaHUE MOJIEIN
(3) mo3BosET TaKkKe paccunTarh oneHKy Po(t.,.) C mpu
n3BeCTHBIX M(dpyyyy), 6(dm) ¥ Dyp(teac):

P, (tCAC ): 1- F[DHH (tCAC ):| =
Dy (tcac) , (4)
=1- j S (dIIHﬂ 1H]

Dy

e F(dpyy) — 3nadenne QyHKIMH HOPMAJIBHOTO pac-
npenenenns mpH dppy = Dyp(teac)-

Tunosoii Bua Gyrkunn F(dpyy) mpusenen na puc. 1.

Ha puc. 2 mokaszana cxema popMupoBaHust (QyHKIIHH TIIOT-
HOCTHU BEPOATHOCTH diypyyp IO PE3yJIBTATaM MCHBITAHUHA.

Crenyer OTMETHTh, YTO MCHOJIB30BAHUE TAKOH CXEMBI
(popmupoBanus QYHKIMH MIIOTHOCTH BEPOATHOCTH dpypy
10 pe3yJabTaraM HCIIBITAaHWH TakKe ITO3BOJISET YTOUYHHUTH
3nagenne o(dpyy) WA KOHKpETHOTO THIoHoMuHana MC
JTAaHHOHM TEXHOJIOTMYECKOM TPYIIITBI, €CITH JUTSl Hee U3BECTHA
Dy Kax mipaBwino, Dy IpencTaBisieT co0oi HIKHION
«3c-rpanuny» (cMm. puc. 2). Torna, B IpeanoIoKeHUN
noctosucTBa m(dpyyy) ¥ koddpuuuenra papuanun (v),
3HAUCHNE G MOXKHO TIOJIyYHUTh U3 YPABHCHHUS:

* G (d;”/] ) *
Dy = v -30 (dﬂHﬂ )>
r1e Dy — IpeenbHO-101yCTHMAs 1033 TAHHOTO THIIO-
somunana UC; v=o(dpy)/m(dmyy); o(d ) — cpennee ksa-
nparianoe otkinonerne d”pyy JaHHOro THIOHOMUHATA UC.

DHa M K dnHa
///
e
L f(dnH,a)
-
//
DnH/.z /

° t

Puc. 2. Cxema dopmupoBanus pynkuun miorHoctu Bepositnoctu dITHJ no pesynsraram ucnbITaHui
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OTIPEIeIISAIONIETO apaMeTpa (Kodd-
(GULIUEHT OXHOPOIHOCTH CKOPOCTH
W3MEHEHHUS ONPENeIIAIONIEero napa-

MeTpa).

[Tapametp B — 3TO OTHOCHTENB-
HBIH 3a11ac J10JITOBEYHOCTH.

I'paduk PyHKOWH MIOTHOCTH
BEPOATHOCTH (-PACTIPENICIICHHUS T10-
Ka3aHa Ha puc. 4.

3HaueHUS TapaMeTPOB O 1 3 MOXK-
HO OIIPE/ICNUTh MO COOTHOUICHUSIM,
mpusenenasiM [OCT 27.005 [10]:

Puc. 3. Peanusauuu npouecca usmenenus Dyyp(ty)/dppp e UC

_ m(VH).
(V)

an Teye
o (Vy)

rae m(Vop) — CpefHsis CKopocTh
W3MEHEHHSI OTIPE/ISIISFOLIETO TTapame-
tpa; 6(Vor) — CpeIHCKBAAPATUIHOC
OTKJIOHEHHE CKOPOCTH M3MEHEHUS
ompexensitoniero napamerpa; [on
— IIPEAEIbHOE 3HaUYCHUE OITPE/ICIISIO-
1Iero rnapamerpa.

3navenus m(Vor), (Vo) u
6(Vor) MOXKHO OIPEACINTh IO PU
M3BECTHBIM 3HaueHuAM m(dpy),

ol

B=

Puc. 4. II10THOCTH BEPOSITHOCTH HapabOTKH 10 oTkaza NIC

Kak BHJHO M3 pUC. 2 HCIBITAHUS MPOBOMSTCS MPHU
Dp=const B Teuenun Bpemenu ty. Oqnaxo, ucxons us (1)
MOKHO HAUTH TaKue 3Ha49eHus Dy myst kaxkgoi (k-oit) C,
[IPU KOTOPBIX UX OTKa3bl OyAyT HPOUCXOIUTH TIPH OJHOM U
ToM e 3Ha9eHuH Diyy/dpp = 1:

d
=— ()

1, >
1
Oy

e dygpypx — IpeaenbHo-momycTuMas no3a k-oit UC; to,
— Bpewms 10 otka3za k-oit IC u3-3a Bo3neiicteus MW nuskoit
MHTEHCHUBHOCTH.

Ha puc. 3 mokaszaHbI TOTyYEHHBIE C UCTIONB30BaHUEM (5)
BPEMEHHBIE 3aBUCUMOCTH Dyypyc(tyr)/dpypypye MIC.

Kak Bugno m3 puc. 3, mpouecc u3MeHEHU Dyyy(ty)/
Ak TPENCTABISAET COOOH CiTydalHBIA IIpoecca «Beep-
Horoy tuna 1o knaccudukarym [OCT 27.005 [10]. Ucxons
U3 ATOTO W B COOTBETCTBUHU ¢ pekoMmeHmanusmu ['OCT
27.005 [10] B xauecTBEe MOIENIN OTKA30B CIIEIyeT IPUHATH
o-pacnpejielieHue BUa:

__cp
0= , (6)

e o,  — mapamMeTpsl pacupeneIeHus.
[Tapamerp 0. — 9TO OTHOCUTEIIBHAS! CKOPOCTH N3MEHEHHS
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" o(dpyy) ¥ Dyp(teae)- Onnaxo, npu
9TOM CIIEJIyeT YYHUTHIBATH CIIEITYIO-
mue ocobeHHocTH. /leno B Tom, 4To

B OTIIMYHE OT «KJIACCHYECKOI» CXeMbl (POPMHPOBAHHUS MO-

JIeTIH O-pacpeiesIeHus], T7Ie Pe/iesIbHOe 3HaUYEHHE Onpe/ie-

nsrotero napametpa [l sBasieTcst 1eTepMUHUPOBAHHOM

BEJIMYUHOM, a CKOPOCTh €ro U3MEHEHUs — CIydanHOU

(cM. puc. 2), B JTaHHOM CITy4ae CKOPOCTh HAKOTUICHHS 03Bl

(Dyyp), B cooTBetcTBHM C (1), ABNISETCS IS TEPMUHUPOBAHHOM

BEJIMYMHOM, a MpeAeIbHO-I0IyCTUMasT HAaKOTIEHHAs J103a

(dppyy) — coydaiinoii (cM. puc. 1). A 5To IPUBOJMT K TOMY,

YTO €CIIM B KQUeCTBE MPEIEIbHOTO 3HAYCHHS ONPE/IeIIsio-

1Iero napameTpa npuHATh Dy (tesc) (1I€TEPMUHMPOBAHHYO

BEJIMYUHY), TO TIPU €€ YBEIUYCHUU P,(t.,.) Tak ke OymeT

BO3pacTarh, 4YTO IPOTHBOPEUHUT 3[]PaBOMY CMBICIY (T.€., 4eM

Oorblre OyJeT 1032, HAKOIUICHHAs 38 BPeMS t,,., TEM MEHBIIIE

Oynet BeposiTHOCTH oTKa30B MC 3a Toxe Bpemsi).

ITo3ToMy, 4TOOBI H30EKATH TOTO MPOTHBOPECUHS, CIICYCT

TIPUHSTE!

m(Voy) =Dy v 1y =m(dy,).
Torna 3Ha4yeHus mapamMeTpoB o, 1 B OyLyT COOTBETCTBEHHO
paBHBL:

Dsz L m (dHHZZ) Teac

o lm) T o)

(7

Puc. 5 ninmtoctpupyer afgekBaTHOCTh HMPUBEAECHHOTO
BBIIIE 00OCHOBAHHUSL.
Kak BHIHO U3 pHC. 5 BEpOATHOCTH (3aLITPUXOBAHHBIE
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\l'l

R

)

N\
o 3

!

|
(I

dma

AR

IRRLARYR

Pty
Lo by

Vhouy
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Puc. 5. ITnornoctu BeposTHOCTH 0TKa30B MIC ipu m(Vop) = m(dygyy) 1 m(Vopy) = Dy

obnactu) orkasa npu Ilgy = Dyy 1 6e30TkaszHOH paboThl
1pu oy = m(dyyy) paBHbL

ITpu ucnonwszoBanuu mozenu (5) pacuet Py(t.,.) UC npu
n3BeCTHBIX 0, B 1 C npoBoxutcs 1o Gopmysie:

feac

PZ(tCAC):l_ _[ f(t)dt-

Kpome Toro, ciienyer OTMETHTb, YTO HCIIOJIb30BaHHE
MOJICITH OTKA30B (5) TI03BOJISET, B OTIIMYHE OT (4), ITOTyYnTh
OIICHKY HE TONBKO P)(t,.), HO ¥ OLIEHKY CPETHETO BPEMEHH
Hapabotku 10 otkasa (Ty) UC npu BozneiictBun MW HU3KOH
MHTEHCUBHOCTH:

7,= [ B

Enie omHUM Ba)KHBIM aclieKTOM MPUMEHEHUsT MOJieiH (5)
SIBIISICTCSI BOSMOYKHOCTB OIICHKH TaKOTO TIOKA3aTesl JOJIro-
Beunoctu MC, kak muHMMansHas Hapabotka (Ty; ). D10
SIBIISIETCS 0COOEHHO Ba)KHBIM, TaK KakK MPHU OIIEHKE 3TOTO
nmokaszarensi KMOII VIC B unxXeHepHON MpaKTHKE JOIY-
CKaIOTCSl METOIMYECKas MMOTPENTHOCTh, TPUUUHBI KOTOPOH
nopoOHo paccmoTpens B [11, 12]. 3amMeTuM TOJIBKO, YTO
B cootBerctBuu I'OCT PB 20.39.303 [13] KMOII UC
OTHOCSITCS K U3/IC/IHsIM 0011Iero Ha3HaueHust Buaa I (Bbico-
KOHAJIe’)KHOE KOMILJIEKTYIOIIEE U3/E/INe MEKOTPacIeBOro
MIPUMEHEHHUSI ), HETTPEPHIBHOTO ATUTEILHOTO TPUMEHEHUS,
HEBOCCTaHABINBAaEMOE, HEOOCTyKIBaeMoe, Mepexo Ko-
TOPOTO B MPEACIBHOE COCTOSIHUE HE BEJIET K KaracTpodu-
YECKUM IIOCIEACTBUSAM, H3HAIINBAEMOE, CTaperoliee MpH
xpaHenun. Kpurepuem mpeneabHOT0 COCTOSHUSI TaKUX

U3/ ABISACTCS MaKCUMAaJIbHO-OMYCTUMOE 3HAYCHUE
WHTCHCUBHOCTHU OTKA30B (A, ay)-

[Tpu ucnionszoBanuu Mosenu (5) 3nauenue Ty o KMOIT
HC npu BozaeiictBun MM HU3KOM MHTEHCUBHOCTH PaBHO
BpPEMEHH 3KCIuTyaTaluH (t) annaparypsl KA, nmpu xotopom
IUIOTHOCTH pacrpenernenus f(t) = A(t) BepBbie goCTHracT
KpUTHYECKOTO 3HAYEHUS (= Ty 112) = Amax [14]. 3HaueHne
Amax MOYKHO OITPEACIIHUTH UCXOJIsl U3 TPEOyeMOro 3HauUCHHUsI
Asmax KMOIT UC. Ha puc. 6 nokazana cBsi3b MEX/1y 3Haue-

HUSAMH Aoy U Ty -
Torpa 3nauenue Ty, y MOKHO HalWTH U3 YPAaBHEHMUS:

Ty,
2

B
MAX (TM.HZ )z \/ﬂ

A

>

pa3peinB ero OTHOCUTENBHO Ty 1.

3aMeTHM, 9TO TOYHOE 3HaYeHHE Ty 1 MOKHO OTYIHUTH
1pHA Ayy(t = Ty i2) = Amaxs PA3pEIIHB ypaBHEHHE (8) OTHO-
cutenbHO Ty ot

TM.HZ )
T,

M.H,

), ®)
rne F(Ty 1p) — 3HaueHHE (QpyHKIMA pacTipeiesieHus Ha-
paboTKH.
HroroBoe 3naueHne MUHUMAIBHOK HapaboTkn KMOII

NC monyuator Ha ocHOBe cooTHOmeHuss OCT 4.012.013
[16]:
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(1)

6. PI1 134-0139-2005 MeToapl UCIBITA-
HUW U onleHkH cTorikocTrn POA KA k Bo3-
nericteuio 34U KII mo ogumHOYHBIM COOSIM
U OTKa3aM.

7. TOCT 134-1034-2012 Metoasl uc-
MIBITAHUNA W OIEHKU CTOMKOCTH OOPTOBOM
pannol’IEeKTPOHHON ammapaTypsl Koc-
MHYECKHX allapaToB K BO3JACHCTBHIO
AIIEKTPOHHOTO ¥ MPOTOHHOTO M3ITyYeHUU
KOCMHYECKOTO MPOCTPAHCTBA 110 T030BBIM
a¢dexram.

8. TOCT PB 20.39.305-98 KCOTT. An-
maparypa, IpuOOpkL, yCTPOHCTBA H 000PY/IO0-
BaHHE BOCHHOTO Ha3Ha4eHHUsA. TpeboBaHUA
CTOMKOCTH K BO3IEHUCTBUIO MOPAKAOIINX
(hakTOpOB AMEPHOTO B3pPHIBA, HOHU3HUPYIO-
IIUX W3TYyYCHUH SACPHBIX YCTAHOBOK U

Puc. 6. CBsi3b 3HAUCHUH Ao ¥ T

TM.H,,,C = min (TM.H, > TM.H2 ),

rae Ty — MuanManbHas Hapaborka KMOIT C npu
orcyTcTBUM Bo3nencTBUs M HU3KOM HHTEHCUBHOCTH.

IIpencraBieHHBIN B HACTOALLEM UCCIIEAOBAHUN MaTepyal
MO3BOJISICT MOJMYYUTh MPOTHOZHYIO OICHKY IOKa3aTenen
HaJIS)KHOCTH U JI0JITOBEYHOCTH OOPTOBOH armaparypbl KOc-
MHUECKHX anmnaparoB. OHaKo, 3HaYSHHE YPOBHS CTOMKOCTH
n HagexHoctu KMOIT VC 3aBUCHT HE TOIBKO OT XapaKTe-
PHUCTHK 3aKOHA pacTIpeeICHNs UX MPEAeTbHO-TO0Ty CTHMOI
J103bl, HO U OT BEJIMYMHBI HAKOIJIEHHOW 103bl. [loaToMmy,
€CIIM MPOTHO3HAs OICHKA IMoKa3aTesleld HaAeKHOCTH He
VIOBJIETBOPSIET TPEOOBAHUSIM, €ANHCTBEHHBIM CIIOCOOOM
obecrieueHnst TpeOyeMbIX 3HAUCHUH MOKa3zaTeseld HaJex-
HOCTH M JIOJITOBEYHOCTHU SIBIISICTCSI CHUYKCHHE BEITMYMHBI
HaKOTIEHHOM JJ03bI. DTO MOXET OBITh JOCTUTHYTO HE TOIBKO
C IOMOIITBIO TPAAUIIHOHHBIX CPEJICTB 3aIUTHI alapaTypsbl,
Kak ITPaBMJIO, YXYAIIAIOUINX €€ MaCCOTadapUTHBIC XapaKTe-
PHUCTHKH, HO U yTeM IIPUMEHECHHS CICIIMATH3UPOBAHHBIX
Croco0oB (HanpuMep, UCIOIb30BAHMS CIICIUATBHBIX TIe-
gaTHBIX AT [ 16]), a Tarxoke pannoHaIbHBIM pa3MeIleHHEeM
panuaronHo-cToiiknx OPU Ha meuarneix y3nax (ITY) u
KoMIoHOBKOH 3Tux I1Y B Gnokax [17, 18].
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FORECASTING DEPENDABILITY INDICATORS
OF SPACECRAFT ONBOARD EQUIPMENT UNDER
LOW-INTENSITY IONIZING RADIATION

The article deals with forecasting the dependability indicators of state-of-the-art spacecraft onboard
equipment. The authors demonstrate the applicability of the results of equipment and components testing
for resistance to ionizing radiation in forecasting dependability indicators. They prove the applicability of
Alfa distribution of time to failure in forecasting CMOS IC reliability and longevity. The paper presents
design ratios for probability evaluation of fail-safe operation, mean time to failure and minimum operation
time. Ways are shown to improve the resistance of state-of-the-art spacecraft onboard equipment through
the use of specialized means of protection against the effects of ionizing radiation of the outer space. This
research (No. 14-05-0038) was conducted with the support of the Higher School of Economics Academic
Fund Program in 2014.

Keywords: dependability, resistance, electronic devices, integrated circuit, spacecraft, ionizing radiation.

The widespread application of foreign electronic components in Russian-made equipment,
on the one hand, allows designing and manufacturing state-of-the-art hardware, and, on the
other hand, creates a number of difficulties in the design process, namely the engineering
estimate of dependability indicators. That is especially relevant when it comes to spacecraft
onboard equipment that widely uses commercial semiconductor components with relatively
low radiation hardness. Therefore, forecasting the dependability indicators of such equipment
requires taking into consideration the probability of their failure due to ionizing radiation of
the outer space.

Dependability indicators of spacecraft onboard equipment are calculated during the design
stage in order to confirm the feasibility of ensuring the required parameters and is a mandatory
activity as per GOST RV 20.39.302 [1]. Equipment components dependability calculation (first
level electronic units) shall be performed according to the method given in OST 4G 0.012.242
[2] and based on the method of “A-characteristics”. In particular, the fail-safe operation prob-
ability (P;) is determined from the following formula:

A (tCAC ): e e,

where: A is the operational failure rate; t,; is the active life (AL) of the spacecraft.rae:

N
A=D1,
n=1

where: A, is the operational failure rate of electronic components (ECs); N is the number
of the ECs.
In order to support the application of this method for the purpose of ECs failure rate cal-
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culation (A-characteristics), official guidelines [3, 4] must
be used, which ensures compliance with GOST 27.301 [5]
in terms repeatability of results.

In order to take into consideration the special features of
spacecraft onboard equipment, the above standards intro-
duces two coefficients in the mathematical models A,

C,, coefficient of operation that takes into consideration
the severity of the operational environment onboard the
spacecraft;

Cig, coefficient of ionizing radiation (IR) effect allowing
for the severity of external IR.

At the same time, RD 134-0139 [6] briefly mentions that
if the technical specification does not set forth any radiation
hardness requirements, the probability of fault-free opera-
tion of equipment must be calculated using the following
formula:

P(ICAC )= R (tCAC ) P, (tCAC )Psa

P,(t,) is the probability of fault-free operation under
low-intensity IR OS (dose effect); P; is the probability of
fault-free operation in case of penetration of a single high-
energy charged particle (single effect).

The P; calculation methods are given in RD 134-0139
[6] and will not be considered in this paper.

Calculation of P,(t,) based on the methods set forth in
OST 134-1034 [7] is performed element by element and
consists in comparing the resistance of each type of ECs
(maximum permissible dose, Dypp) specified in standard
technical documentation (STD) with the level of radiation
exposure (absorbed dose of electrons, protons and the total
dose) defined by means of calculation Dyp(t,). The level
of EC radiation exposure depends both of the SC orbit
characteristics and their location within the SC of which the
classification is given in GOST RV 20.39.305 [8].

In case of SC with long active life operating on geosta-
tionary orbit it is commonly believed that the intensity of
EC radiation exposure is constant, i.e. dose build-up can be
approximated with a line function as follows:

Dy, (t)=Dyy -1, (D)

where: Dyp(t) is the dose absorbed by EC; Dpp is the rate
of the dose absorbed per unit time; t is time.

The result of evaluation is the EC radiation hardness
safety margin (My). If Mg > 3, then P,(t,) = 1, if Ms < 1,
then P,(t,) =0, if | <Ms < 3, then the evaluation of P,(t,)
requires resistance testing of EC. First, test must be per-
formed to dose design value that equals to Dyp(t,)), then,
preferably, to failure, which would help specify the value
of resistance of the particular type of EC.

The above clearly shows that the OST 134-1034 [7]
method implies the use of radiation-resistant EC in SC, while
the use of ECs with M, < 3 and their testing shall be per-
formed in exceptional cases. However, the use in Russian SC
of equipment that contains foreign electronic components,
mostly commercial CMOS IC with low IR OS resistance,
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has already caused the situation when IC testing is rather a
rule that an exception. The tests are performed to failure, as
data sheets do not specify radiation resistance, and if they
do, the information is extremely scarce [9].

On completion of testing, the value of Py(t,) is identified
as follows:

P, (tCAC)z I_Q*

Q* is the IC failure rate due to low-intensity IR expo-
sure.

0=—%

2

where: k(Dyp) is the number of failed ICs that have
Dypp < Drp(ta); K is the total number of ICs submitted
to testing.

Taking into consideration the fact that the electronic
components market provides a wide selection of CMOS
ICs by various manufacturers that are similar in terms of
function and performance, it is obvious that one of the key
criteria of specific IC selection must be their dependability
and resistance, which imposes one more task: evaluation of
the dependability in low-intensity IR environment at early
design stages.

The application of OST 134-1034 [7] methods is possi-
ble, but hardly economically viable, as tests do not always
yield positive results. At the same time, at early stages of SC
equipment design when the list of used electronic compo-
nents is defined and the IC part types are chosen, the positive
outcome of their certification testing must be assured.

One of the possible ways of solving this task is using the
results of previously conducted radiation resistance tests of
foreign ICs in order to forecast the dependability indicators
of CMOS ICs similar in functionality and design.

Thus, the test results of CMOS IC of a 0.15 MCM non-
volatile storage device manufactured by Xilinx, Texas Instru-
ments, Cypress Semiconductor, Atmel, Analog Devices, etc.
have shown that for dypp a truncated Gaussian distribution
can be accepted:

|:d[7H/.'( -m(dng )}2

o (d TTHJT )

. _ C - >
/ (dzma )‘ G(dmm )\/ﬂ e )

where: f(dypp) is the probability density; m(dypp) is
the mathematical expectation; 6(dypp) is the mean square
deviation; C is the normalizing factor.

C is determined from the formula:

1

— (DHHHW )

C=

F (DHHAY MAX )

where: F(Dyppmax)s F(Dmppmin) are Gaussian distribu-
tion functions.
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It should be noted that model (3) also allows calculating
Py(ty) IC if m(dypp), o(dympp) and Dyp(t,) are known:

P, (t(‘AC ): 1-F [Dsz (t(‘AC )] =
Dyyg (teac) s (4)
=1- _[ f (dllH/l TIHJT

Drrgpgy

where: F(dypp) is the Gaussian distribution value if
dwpp = Dppu(ta)-

The generic formula for function F(dypp) is given in
Fig. 1.

F(dmrm)
1

DHA(tcAG) dmrg
Fig. 1. Threshold accumulated dose distribution function

Fig. 2 shows the probability density function generation
procedure dypp according to test results.

It should be noted this probability density function gen-
eration procedure dy;pp according to test results also allows
specifying value o(dy;pp) or the IC part type of the given

technology group if its Dy;pp is known. Normally, Dypp
represents the bottom “3c boundary” (see fig. 2). Then on the
assumption of constant m(dy;pp) and coefficient of variation
(v), the value of ¢ can be deducted from the equation:

g
D;HH = M_ 30 (d;YHZZ ),

where: D*;pp is the maximum allowable dose for this
IC part type; v = o(dypp)/m(dypp); o(d*vpp) is the mean
square deviation d*ypp of this IC part type.

Asshown in fig. 2, tests are conducted under condition of
Dpp=const over time t;. Nevertheless, based on (1) we can
find such values of Dppy for each (k) IC that each of their
failure happen at the same value of Dpp,/dyppi = 1:

d
— ITH], (5)

171, >
t
OA

where: dy;ppy is the maximum allowed dose of the k™ IC;
tpy is the time to failure of the k™ IC due to low-intensity
IR exposure.

Fig. 3 shows IC time dependences Dppyy(t;)/dyippi Ob-
tained using (5).

As shown in fig. 3, the change process Dppyi(t)/dyvippi
is a “fan type” stochastic process as per GOST 27.005 [10].
Given the above and in accordance with the recommenda-
tions of GOST 27.005 [10], the failure model shall be an
a-distribution as follows:

_cp
0= e ; (6)

where a, 3 are distribution parameters.

DHa M K dnHa
///
e
L f(dnH,a)
DnH/.z /
° t

Fig. 2. Probability density function generation procedure dMPD according to test results

21



FORECASTING DEPENDABILITY INDICATORS OF SPACECRAFT
ONBOARD EQUIPMENT UNDER LOW-INTENSITY IONIZING RADIATION

Parameter P is the relative margin
of longevity.

The graph of the probability-
density function of a-distribution is
shown in Fig. 4.

The values of a and B parameters
can be identified using the correla-
tions given in GOST 27.005 [10]:

_ m(Vn) Hllp Teye
o= P
s (V) o (V)

where m(Vgp) is the average
rate of change of the governing pa-
U rameter; o(Vgp) is the mean square
deviation of the rate of change of the
governing parameter; Pgp is the limit
value of the governing parameter.

The values of m(Vgp), 6(Vgp)
and o(Vgp) can be identified us-
ing the known values of m(dypp),
o(dypp) and Dppy(t,;). However, the
following aspects should be taken in
consideration. Unlike in the case of
the “classic” a-distribution model
generation procedure where the limit
value of the governing parameter

; B=

Fig. 3. Implementation of the change process Dppy(t;)/dyvppx IC

Fig. 4. Probability density of IC time to failure Pgp is deterministic, while its rate of
Parameter o is the relative rate of change of the governing change is stochastic (see fig. 2), in this case the dose build-
parameter (coefficient of uniformity of the rate of change of up rate (Dppy) according to (1) is a deterministic value,
the governing parameter). while the maximum allowed accumulated dose (dypp) is
i
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Fig. 5. IC failure probability densities if m(Vgp) = m(dypp) and m(Vgp) = Dppy
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stochastic (see fig. 1). That leads to the situation where if the
limit value of the governing parameter is taken as Dppy(ty)
(deterministic value) then if it increases P,(t,) will rise as
well, which goes against the common sense (i.e. the higher
the dose accumulated over time t, the less is the probability
of IC failure during that time).

Therefore, in order to avoid this contradiction we shall
accept that:

m(Vor) = puyy and Hop = m(dpy).

Then the values of parameters a and  will respec-
tively be:

DH/] P (dnsz) Teae

Y 7 ST (A I

(7

Fig. 5 shows the sufficiency of the justification given
above.

As shown in Fig. 5 the probabilities (dashed areas)
of failure if Pgp = Dppy and fault-free operation if Pgp =
m(dypp) are equal.

When using model (5), the calculation of K,(t,) of IC if
a, B and C are known is performed using formula:

lcac

P, (teye)=1- ! f(t)ar

It should also be noted that using failure model (5) unlike
model (4) allows evaluating not only Ry(t,;), but also the mean
time to failure (T,) of IC exposed to low-intensity IR:

7,= [P, (0)dr.
0
Another significant aspect of model (5) is its capability
to evaluate such IC longevity indicator as the minimum

operation time (Ty7). That is especially important as in the
practice of engineering the evaluation of this indicator of

1)

Amax|

CMOS IC is affected by systematic errors due to the reasons
that are considered in depth in [11, 12]. Please note that
according to GOST RV 20.39.303 [13] CMOS IC are clas-
sified as general purpose products of the first type (highly
dependable general use components) for continuous long
term application, non-recoverable, maintenance-free, the
transition of which into the limit state does not entail cata-
strophic consequences, wear-prone and ageing in storage.
The limit state criterion of such products is the maximum
allowable failure rate (Aepay)-

When using model (5) the value of Ty, of CMOS IC
exposed to low-intensity IR equals to operation time (t) of
SC equipment whereby distribution density f(t) = A(t) first
reaches critical value f.(t = Tyr2) = Anax [14]. Value Aay
can be identified based on the required value of Ay, of
CMOS IC. Fig. 6 shows the connection between the values
)"max and TMTZ-

Then value Tyt can be found using the following equa-
tion:

B _
My = ——————e 2
ST = ’

solving this for Typ,.
Please note that the precise value of Ty, can be found if
Aer(t = Tyi12) = Amax» S0lving equation (8) for Tyyro:

T U ®
' I_F(TMJIZ)

where: F(Tyr,) is the value of operation time distribu-
tion function.

The final value of minimal operation time of CMOS
IC is deducted based on correlation given in OST
4.012.013 [16]:

TM.HMC =min (TM.H, ’TM.HZ ),

where: Ty is the minimal operation
time of CMOS IC not subject to the effects
of low-intensity IR.

The information presented in this paper al-
lows forecasting dependability and longevity
indicators of spacecraft onboard equipment.
At the same time, CMOS IC resistance and
dependability depend not only on the char-
acteristics of their maximum allowable dose
distribution law, but also the accumulated
dose. Therefore, if the prognostic evalua-
tion of the dependability indicators does
not comply with the requirements, the only
way to ensure the required dependability and

0 TM.H.

Fig. 6. Connection between values A, and Tynp

longevity indicators is the reduction of the
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accumulated dose. That can be achieved not only through
conventional means of equipment protection that usually
affects its weight and size characteristics, but also through
special means (e.g. by using special printed boards [16]),
as well as through rational placement of radiation-resistant
ECs on printed board assemblies and their arrangement in
equipment units [17, 18].
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CTPYKTYypHasa HafeXXHOCTb. Teopus U NpakTuka
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Bonogapcknii B. A., OpsieHko A.A.

O HAAEXHOCTU NOABUNXHOIO COCTABA,
NMPOLWEALUEO PEMOHT

I"Ipep,no»(eHbl Bblpa>keHws AJ19 oripeaesieHus CpeﬂHeVl WNHTeHCUBHOCTW OTKA30B PEeMOHTUPYyeMOoro rnoaBuxx-
Horo cocrtaBa. V310xeHbl pes3ysibTartbl nceegoBaHnii 3aBUCUMOCTU MHTEHCUBHOCTY OTKa30B OT rny61/le/
BOCCTaHOBJIeHUsd pecypca, 4ncsa v rnepunogn4HocTtv peMOHTOB A0 3aMeHbl NnoaBU>XHOIo cocraBa.

KnroyeBblie cnoBa: MHTEHCUBHOCTb OTKA30B, PECypC, yOuHa BOCCTAHOBJIEHWS, PEMOHT, 3aMeHa, Nnepuo-
JANYHOCTb.

1. CocTosiHue Bonpoca

B nporecce sxcruryararuu noasmxnoro cocrana (I1C) ¢ nenbio odecrieueHns ero Hajaex-
HOCTH TIPOBONTCS TEXHUYECKOE 00CIY)KMBAHHUE, TEKyIIHE U KallUTaJIbHbIE PEMOHTHI. M3-
BECTHO, 4TO 1pu peMoHTe [1C 00bIMHO BO3BpaIIaeTCs JHIIb YaCTh HCXOAHBIX HAAEKHOCTHBIX
CBOWCTB.

IIpu skcruryaramuu [1C HenzO0eKHBI €ro OTKa3bl 10 Pa3IMYHBIM IIPUYMHAM, KOTOpPbIC
MOYKHO KJIACCU(HMIIMPOBATH B 3aBUCHMOCTH OT CIIOKHOCTH MX YCTpaHeHHs. BakHoe TeXHUKO-
9KOHOMUYECKOE 3Ha4€HHE ITPU ATOM UMEET BHIOOp MecTa M MeToja yCTpaHeHHs oTkasa. [1o
9THM IIPU3HAKaM LIEJIECO00Pa3HO BCE OTKa3bl Pa3JeliTh Ha JABE IPYIIIBI: OTKa3bl padOTOCIIO-
COOHOCTH M pecypcHbIE OTKa3bl. [ ycTpaHEeHUs] 0TKa30B IEPBOM IPyIIbI HE TpeOyroTcs
TpyaoeMKHe paboTbl, a padorocnocodHoCcTh [1C BocCcTaHABIMBAIOT 3aMEHOW, PEMOHTOM HJIH
PEryJIMpoBKO/ HEHCIPABHBIX AJIEMEHTOB B 00beMe TexHH4Yeckoro oocyxuanus (TO)
tekymero pemonta (TP). ITpu stom ocrarounsrii pecype [1C ocraercs npexnum. [Tpenmy-
IIECTBO 3TOTO CIIOCO0a — BO3MOXKHOCTH ITOJIHOTO HCIIOJIB30BaHUs pecypca OONbIIMHCTBA
anementos [1C.

[Tox pecypcHbIM 0TKa30M OyzieM OHUMATh TaKOe COOBITHE, KOTOPOE XapaKTepHU3yeTcs JIN00
¢usnuecknm BeixogoM [1C 13 cTpos Kak 1enoro, 1100 TaKMMHU OTKa3aMH €To 3JIEMEHTOB, ITPU
KOTOPBIX LIEJIECO00Pa3HO BOCCTAHOBJICHHUE JI0 ONIPE/IJICHHOT0 YpoBHs pecypca Beero [1C. [l
YCTpaHEeHUs! TAKMX OTKa30B HEOOXOIMMO BBINOIHUTH TPYAOEMKHE Pa30OpHBIC, PEMOHTHBIE,
cOOpHBIE, pETYIMPOBOYHbIE, 00OKaTOYHBIE U JIpyTue padoThl. Takoii criocod ycTpaHeHus 0TKaza
Goutee CII0XKEH, U JUIS er0 IPOBEICHHs TPEOYIOTCS ClieHalIbHbIE TPOU3BOICTBEHHBIE YCIIOBHS
pemonTa. IIpenMyniecTBO 3TOro croco6a: BOCCTAaHOBJICHHE YCTAHOBJICHHOTO HOPMATHBHO-
TEXHUYECKOW JOKYMEHTalMeH pecypca M MOBBIIIEHUE, TaKUM 00pa3om, HaaexHoctu [1C.
PecypcHble 0TKa3bl yCTpaHSIOTCSl TIPOBE/IEHHEM KaruTaibHoro pemonra (KP) wmm Herua-
HOBOH 3aMeHON. B mepBoM ciiyuae IpOMCXOAUT YaCTUYHOE, & BO BTOPOM CIIydae — MOJIHOE
BoccraHoBienue pecypea I1C.

Bce pemonTHO-00CTYXHMBaoIIMe BO3IEHCTBUS B Iporecce dKkciuryaranuu [1C MokHO
KJIaCCU(HUIUPOBATH 110 TPEM IPU3HAKAM: 110 MOMEHTY IpOBEeHNUS pabOThI — IIJIAaHOBAs MIIH
HEIUIAHOBAs; 110 XapaKkTepy padOThl — MpeaypeuTeNbHas WM aBapuiiHast; 110 NTyOHHe BOC-
CTaHOBJIEHHS pecypca — HHKaKoro 0OHOBIIeHNUs He pon3BoauTces (Beimoiusercs TO wiu TP),
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yacTHYHOE BoccTaHoBiIeHue (BeimonHsercss KP) n nomnoe
BOCCTaHOBJICHUE (BBITIOJIHSACTCS 3aMEHA).

W3-3a mpoueccos cTapeHuss U U3HOCA UHTEHCUBHOCTh
nocTeneHHbIX 0TkazoB [IC co BpeMeHeM JKcImyaTaluu
BO3pacTaeT. [{j1s1 onucanus NOCTENEHHBIX 0TKA30B B TEOPHH
Ha/IeKHOCTH UCTIONIB3YIOTCS PACHPEAEIEHNUS C BO3PACTALO-
mei QyHKIHMeH MHTEHCUBHOCTH, Hampumep, Belibymna c
napameTpoM (opmbl Ooree eanauIb. [Ipenynpeurensabre
PEMOHTBI MPEAOTBPAIIAIOT POCT HHTEHCUBHOCTH OTKAa30B,
obecrnieunBasi HeOOXOAUMBIH ypoBeHb HaaexHoctu I1C.
[ostomy nnst ouenku Hanexunoctu I1C, mpowmenuiero pe-
MOHT, 11eJ1ec000pa3HO NCIIOIB30BaTh HAOOJIee HATIISHBIN
MOKAa3aTeNlb — UHTEHCUBHOCTb OTKa30B.

Lenb craTby — MPEIIOKUTD BBIPAKEHUS IS OIpEre-
JICHUs CPEeIHEl MHTEHCHBHOCTH OTKA30B, YUHMTBHIBAIOLIUE
mIyOMHY BOCCTaHOBIICHHUS pecypca pemoHTupyemoro I1C,
U NIPOBECTH UCCIIEOBAHNS 3aBUCUMOCTEH HHTEHCUBHOCTH
OTKa30B OT ITyOMHBI BOCCTAHOBJICHUS pecypca, OT 4nciia
U NEPUOJUYHOCTU PEMOHTOB J0 3aMEHBI TOJBUXKHOIO CO-
cTaBa.

2. YyeT rnyOMHbI BOCCTAHOBJIEHUS
pecypca

Jliist yaeta iryOMHBI BOCCTaHOBJICHUS pecypca IMpH Ipe/-
yopeanTensHoM U aBapuitHoM pemoHTe [1C mpermmaraercs
HCTIONB30BaTh corTacHo [1] mapameTrp a — Kak «BO3pacT
I1C mocie mpoBeAeHNS KAMUTAIEHOTO peMOHTa. VI3MeHeHue
WHTCHCUBHOCTHU PECYpCHBIX OTKAa30B IIPH MPOBEIACHUH Ka-
MUTAIBHBIX PEMOHTOB 1 3aMeHbI [1C
MIPEICTaBICHO HA PUCYHKE 1, Te Ao

Typ, T,p v T,, — COOTBETCTBEHHO
IOPEMOHTHBIH, MEKPEMOHTHBIA U
nonHsIi pecype [1C. TTomHbIM 06HOB-
JICHHEM Ha30BEM TaKoe, IIPU KOTOPOM
I1C xak OBl «BO3BpaIIaCTCS» B CO-
CTOSTHHE, KOTOPOE OH HIMEJI B MOMEHT
HayaJia dKcIuryararun (cMm. Todka 0
Ha puc. 1), Korma UHTEHCUBHOCTH
PECYpCHBIX OTKa30B paBHA HYIO.
DTO COOTBETCTBYET TOMY, YTO TPO-
BeJICHA IIPeayIIPEeAUTEIFHAS 3aMEHA.
[Tpu mpoBereHNH peMOHTa ITapaMeTp
a TIpeqyaraeTcs OLEHUBATh KaK a =
Ty,— T, (cM. prc. 1). B nanbneiiniem
MpHU pa3paboTKe MaTeMaTH4YeCKUX
MoOJIeNIeld ONTUMU3AINH TPeayIpe-
TUTEIBHBIX PEMOHTOB JJISI OIICHKH
TIIyOMHBI BOCCTAHOBJICHHS pecypca

A@

3. UHTeHcuBHOCTbL oTKa3oB NC,
npoLiegLero peMoHT

Tak kak pacnpejesreHue HapaOOTKU Ha OTKa3 IpHU
MOCTETEHHBIX OTKa3aX HE MOJYUHACTCA HKCIOHEHIIU-
aJbHOMY 3aKOHY, NMPEACTaBIsETCS 1eJaeco00pa3HbIM
WCIIOJB30BaTh CPEAHIO MHTEHCHUBHOCTH 0TKa3oB (MO)
3a HEKOTOpOE 3aJaHHOE BpeMs, HalmpuMep, 3a Mexpe-
MOHTHBIA IIEPUOJ WU NEPUOX A0 3aMeHbl. Eciu npu-
HATH NOJIydeHHoe cpefHee 3HadeHue MO mpaxkTudecku
MOCTOSHHBIM, TO MOKHO HCIIOJIb30BaTh AOMYyIIeHHE 00
9KCIIOHEHIIMAILHOM pacIipeelIeHu HapaOOTKH Ha 0TKa3
PEMOHTHUPYEMBIX YCTPOHUCTB.

B [2] paccmoTpeH ciyuail TpoBeAECHUS HJICaIbHOTO pe-
MOHTA, IPH KOTOPOM ITPOMCXOUT MOJTHOE BOCCTAHOBIICHHUE
NepBOHAYATIBHOI HaIEKHOCTH, KOTOPOE BO3MOYKHO TOJIBKO
IIPY 3aMEHE YCTPOICTBA Ha HOBOE. IIpu npoBenenuu npexu-
ynpenutensHoi 3aMens! (I13) ¢ meproIu4HOCThIO T UHTEH-
CHBHOCTB OTKa30B A(t), CBSI3aHHasi C MK3HOCOM U CTapEHUEM,
CHIKAETCsI 10 HyJA (cM. pucyHOK 2.). [Tpu aToM n3mensercs
pacnpeneneHue HapabOTKU Ha OTKa3, TOCKOJIBKY KpHUBas 3a-
BucumocTtd MO OT BpeMeHH 3KCIUTyaTalliy 3aMEeHsIeTCs Ha
MIJI000pa3HyI0 KPUBYIO C pa3MaxoM OT HYJIS 710 A(T), a 3aTeM
cHoBa 10 HyJs. Cpe/iHee 3HaYeHNEe HHTEHCUBHOCTH OTKa30B
A (CM. IyHKTHpHAs JTMHUS HA pHC. 2) Tpu npoBeaeHuu [13
OTIpe/IeIIIeTCs U3 BhIpakeHus [2]

er"j:x(t)dt=—1nP(a.-)r", )

3AMEHA

eecoo0pa3Ho MCIOIh30BaTh Oe3- 0
pa3MepHbIi mapamerp
a = a/Typ. Ecim a = 0, 10 3T0

— —]

Tap

03HAyYaeT, 4TO MPOBEJEeHa 3aMeHa
[IC. Ecnmu npoBomutcs KP, Hampu-

Tmp

Tp L

Mep, gepe3 BpeMsi T To «Bozpact» [1C

YMEHBIIACTCA OT T 10 OT.
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rae P(t) — BepoaTHOCTh 0€30TKa3HOU pabOTHI IpH Ha-
paboTke T.

Ha npakTrke, Kak IpaBmiIo, yCTPOICTBA HE 3aMEHSIOTCS,
a peMOHTUpyoTcs. IIpu 3TOM He IPOUCXOAUT MOTHOTO BOC-
CTAHOBJICHUS HAISKHOCTH. [|J1s1 yueTa riryOrHBI BOCCTaHOB-
JICHUSI pecypca IpejuIaraeTcst HCIoJIb30BaTh apaMeTp a >
0, o3nagaronuii “Bo3pact” I1C nocine npoBeeHUsI pEMOHTA
[1]. Ilpu 5TOM 3HaUYEHHE MTapaMeTpa @ ONpeaessieTcs: 00b-
&MoM padoT Mo 3aMeHe MM BOCCTAHOBJICHUIO COCTaBHBIX
yacrell [IC nmpu npoBeieHNH PEMOHTA.

B obmiem ciydae Juisi BOCCTAHOBIICHHSI pecypca mocie
MIPOBEACHUsSI 7 pexynpeanTenbHbx peMonToB (I1P) ocy-
mectBisiercst 3amena toro I1C HoBeIM. XapakTep H3MeHe-
HUSI THTEHCUBHOCTH OTKA30B IIPEJICTABIICH HA PHCYHKE 3.
[ocne nposeaenus [P ¢ nepuoguunoctrio T MO cHmxkaercst
Jo 3HadeHust Ma), a mocine nposenenus [13 ¢ mepuoand-
HOCTBIO T, — 10 Hys1. 1O B Moment niposeaenust 1P u 13
cocrasisieT AM(1+a). Takum 0O6pa3zom, KpuBasi HHTEHCUBHOCTH
OTKa30B 3aMEHSETCS Ha ITMII000pa3HyIo C pa3MaxoM OT A(«)
10 M(t+a) u 3arem 10 A(a) nipu nposeaenuu [1P u ot Mt+a)
Jio Hyist ipu iposeenuH [13. C yMeHbIIeHnEM Teproand-
Hoctu [P MakcnmyMsI iooOpasHoi kpuBoit ¢yskim MO
IpUOIMKAIOTCS K IPSIMOit Ma). _

CpeHsisi MFHTEHCUBHOCTB OTKA30B A, OTMEUEHHAS Ha PUC.
3 mMyHKTHPHOM IMHUEH, Ha HHTepBaie 0 —T  ompenessercs
U3 BBIPKEHHS

A =T;1fk(t)dt )

Tnme
[ e = [ wwde+ (n+ 1)L”” A(t)dr =
=nln P(a)—(n+1)In P(t + a);

T
IMoxcraBue 3Hayenue | A(t)dt B Beipaxenue (2), u,
YUUTHIBASL, 4TO 0
T, =a+(n+1)t (cm. puc.3), momyuum

A= [nlnP(a)—(n+1) In P(t +a)]/ [a+(n+1)‘t] 3)

PaccMoTpuM 1Ba 9acTHBIX CiTydast:

ripu 1 = 0, Kor/1a MPOBOISITCS TOJIBKO 3aMeHbI M a = 0, u3
(3) nommyunm ypasuenue (1);

IIpU N—0o0, KOrJa HPOBOASTCS TOJHBKO PEMOH-
Thl MOCJI€ PACKPBITHS HEONPEJENEHHOCTH, MONYYHM
A= [ln P(a)-InP(t+ a)]r’l.

Paccmotpum ciyuwaii, korga orkassl IIC onuceiBaroTces
pacmipenenenuem BeiiOymna. Torna Beipaxenue (3) Oymer
UMETh BH] _

A=[(n+ 1)((r+a) ky/T)" -
—n(aky/ )] [a+ (n+ D], “
rae 7 — HapaboTKa Ha 0TKa3;

b — mapametp GopMmsI pactipenencnus BeliOyia;

K,=1I(1+1/b), 3nech I" — raMma-(yHKIIHS.

C ucrionp3oBaHUEM BbIpakeHUs (4) ObUTH IPOBEIICHBI
HCCIIeI0BaHUs 3aBUCHUMOCTH CpeJHEH MHTEHCHBHOCTH
OTKa30B OT KoinuecTBa W nepuoandnoctu 1P, rmyOnHbI

A
Az) fem

A=

0 T T T T t

< »la »la »la »

Puc. 2. VI3MeHeHne HHTEHCUBHOCTH OTKA30B IPH 3aMEHAX

M) A
MP1 MP2 MPn M3

Ar+a)m———— _—— -

/

Ab—--

Ma) | --F-

| | |
| | | -
o FAPEN FEN EN RN ¥
‘ >
> p -

Puc. 3. lI3MeHeHne NHTEHCUBHOCTH OTKA30B
MpU PEMOHTAX U 3aMEHEe

BOCCTAHOBIICHHS pecypca U napamerpa (GopMbl pacpeie-
neHus BeiiOynna. Huke npuseieHsl MpUMepPhI pe3yJIbTaToB
pacyeToB ¢ mpeicraBieHueM mapamerpos 7, T u A B Oe3-
pa3MepHOM BHJIE.

VYcraHOBIEHO, UTO ¢ yMEHbIIeHHeM konauuecTsa [1P 1o
3amensi [1C 3nauenne A cumkaercs. Hanpumep, B ciayuae
pacmpenenenus BeitOymia mpu b=4 , T=1000,

a=50 u 1=200 umeem: npu n—oo —A = 0,131x10~; mpu
n=3 -\ =0,124x10""; npu n=0 — A = 0,054 x 107",

IIpu ymensmennn nepuoguuHoctu 1P 3HaueHune cHU-
xaercsi. Hanpumep, B cirydae pacnpenenenust BeiiOymia
npu b =4, T=1000, a = 50, n =3, noxygaem: nipu t = 200
—%=0,124x10" anpu =100 1 =0,030x10" I/ _

Ipu ymeHbIenun napameTpa a (yBeJIUUYEHNH TTyOUHbI
BOCCTAHOBIICHHS PECYPCA) 3HAUCHUE A CHUIKAETCS, & PU
a= 0 3HAYCHHE A ONPEIEIACTCS TONBKO CPHOIUIHOCTHIO
[13. Harrpumep, B cityuae pacrpenenenus BeitOymia mpu h=2,
7=1000, =200, n=3 umeem: mpu a=100 — A = 0,288 %107,
ampu a=50 — A =0,224x107,

Taknum 00pa3oM, yMeHbIIAs TIEPUOIMIHOCTD WITH KOJIH-
yectBo 1P 1o 3amenst [1C wim yBenuuuBast nryOHHY BOC-
CTaHOBJIEHUs pecypca (IyTeM paciIpeHus: oobema pador
110 3aMEHE WJIN BOCCTAHOBIEHUIO cOCTaBHBIX dacteil TIC
npu nposeaenun [1P), MoxHO 0OecnednTh MPaKTHUYECKH
mro00e 3aJJaHHOE 3HAYCHHE CpeHEH MHTEHCHBHOCTH OT-
Ka30B TO/IBUXKHOI'O COCTAaBA.
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C ymenbuenueM koddduuuenra sapuanuu V (¢ po-
cToM mapamerpa b) 3HaueHue A cHmKaercs. Hampuwmep,
B ciydae pacnpenenenus BeitOymra npu 7 =1000, a=50,
=200 wac, n=1 umeem: mpu b=2—-A =0,214Xx107°, a mpu
b=4 -\ =0,117 x107, D10 o3HadaeT, uro it 11C ¢ ssBHO
BBIPAKCHHBIMH TIPOLIECCAMH CTApEHMS M U3HOCA MTOBHIIIA-
etrcst 3(p(HPEeKTUBHOCTD NMPOBEACHUS MPETYTPEAUTEIEHOTO
PEMOHTA MTOABHKHOTO COCTABA.

BbiBOAbI

1. JIns ompeneneHus cpeaHeld MHTEHCUBHOCTH TOCTE-
MEHHBIX OTKA30B, CBA3aHHBIX C M3HOCOM M CTapCHHEM,
1e1ecoo0pa3HO HCIONB30BATh MPEUIOKECHHBIC BRIPAKECHUS,
YYUTHIBAIOIINE TITyOMHY BOCCTAHOBIICHHS Pecypca IpH Ipo-
BEJICHUU PEMOHTA MTOJBI)KHOTO COCTaBa.

2. VI3 pe3ynsTaToB UCCISIOBAHUI CIIEAYET, YTO IS TIOA-
BIDKHOTO COCTaBa, y KOTOPOTO MPOLIECCHI CTAPSHUS U H3HOCA
BBIpa)KeHBI 00JIee YETKO, TPOBEACHNE PEAYIIPEANTEIHFHOTO
peMoHTa OoJiee 1eaecoodpasHo.
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3. 3HaueHne CpelHEW MHTCHCHUBHOCTH OTKa30B C
YMEHBIICHHEM ITEPUOAHMYHOCTH M KOJIMYECTBA PEMOH-
TOB J0 3aMEHBI IOABI)KHOTO COCTaBa CHIXKAETCS, a ¢
YMEHBLICHNEM TITTyOWHBI BOCCTaHOBICGHUS pecypca —
BO3pAacTaer.

4. Bappupys TIyOMHY BOCCTAHOBJICHHS pecypca WIH
MIEPUOTUYHOCTh U KOJMYECTBO MPENYNPEAUTEIbHBIX pe-
MOHTOB 3a CPOK CITy’KOBI, MOXXHO 00ECIIEUHTh 3a/laHHOE
3HAYCHUE CPEIHEeH HHTEHCUBHOCTH OTKAa30B MMOABHKHOTO
cocTaBa.
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ON THE DEPENDABILITY OF RECONDITIONED
ROLLING STOCK

The article suggests formulas for identification of the mean failure rate of reconditioned rolling stock. The
authors present the results of the research of the dependence of failure rate on the scope of lifespan
recovery, number and frequency of maintenance operations before rolling stock replacement.

Keywords: failure rate, lifespan, scope of recovery, maintenance, replacement, frequency.

1. State of the art

Over the course of rolling stock (RS) operation, current maintenance and overhauls are
performed in order to ensure its dependability. It is well known that RS maintenance usually
recovers only a part of the original dependability properties.

RS operation inevitably involves failures that are caused by various reasons and can be
classified by difficulty to eliminate. The choice of the place and method of failure elimination
is very important from technical and economic points of view. Accordingly, all failures should
be divided into two groups: performance failure and life-limit failure. The elimination of the
first type of failure does not require labor intensive operations and RS operational condition
is recovered by replacing, fixing or adjustment of faulty components within the scope of
maintenance or current repairs. The remaining lifetime does not change. The advantage of this
method is that it ensures complete utilization of the lifetime of almost all RS elements.

The life-limit failure shall be understood as an event that indicates either the complete
failure of RS as a whole or components failures that justify a certain lifespan recovery of
the whole RS. The elimination of such failures requires labor intensive dismantlement,
repair, assembly, adjustment, testing and other activities. This method of failure elimina-
tion is more complex and requires a special manufacturing environment. The advantage of
this method consists in the recovery of the prescribed lifespan and, therefore, improvement
of RS dependability. Life-limit failures are eliminated by means of overhauls (OH) or un-
scheduled replacements. In the first case a partial, while in the second case a complete RS
lifespan recovery takes place.

All maintenance and repair actions during RS operation can be classified by three indica-
tors: the moment of activities: scheduled or unscheduled; type of activities: preventive or
emergency; scope of lifespan recovery: no recovery (maintenance or current repairs), partial
recovery (overhaul) and complete recovery (replacement).

Over the course of operation due to aging and wear processes the degradation failure
rate of RS increases. The dependability theory uses distributions with increasing intensity
function to describe degradation failures, e.g. Weibull distribution with the shape parameter
above one. Preventive repairs eliminate the increase of failure rate ensuring the required RS
dependability level. Therefore, in order to evaluate the dependability of reconditioned RS the
most demonstrative indicator, the failure rate, should be used.
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ON THE DEPENDABILITY OF RECONDITIONED ROLLING STOCK

The purpose of this article is to suggest formulas for
finding mean failure rate that take into consideration the
scope of reconditioned RS lifespan recovery, as well as
to explore the dependence of failure rate on the scope of
lifespan recovery, number and frequency of repairs before
rolling stock replacement.

2. Taking the scope of lifespan
recovery into consideration

In order to take the scope of lifespan recovery into con-
sideration for the purpose of RS preventive and emergency
repairs it is suggested to use as per [1] parameter a as “age”
of RS after overhaul. The changes in the life-limit failures
due to overhauls and RS replacement is given in fig. 1,
where T, T;. and T, are respectively the prerepair, inter-
repair and total resource of RS. Complete recovery shall
mean a recovery that somewhat brings RS to the condition
it displayed at the beginning of operation (see point 0 in
fig. 1), when the life-limit failure rate equals to zero. That
is equivalent to a preventive replacement. In case of repair
it is suggested to evaluate parameter a as a = T,,. — T}, (see
fig. 1). Subsequently, while developing mathematical models
of preventive repairs optimization for the purpose of evaluat-
ing the scope of lifespan recovery it is suggested to use the
non-dimensional parameter a = a/T, o If o = 0, that means
that RS has been replaced. In case of an overhaul after time
7 the «age» of RS reduces from 7 to ar.

3. Failure rate of reconditioned RS

As the distribution of time to degradation failure does
not comply with the exponential law, it appears justified to
use mean failure rate (FR) for a specified time period, e.g.
interrepair period or period to replacement. If we assume
that the mean FR is practically constant, we can use the
hypothesis of the exponential distribution of time to failure
of reconditioned technology.

F ¥

OH OH REPLACEMENT

i@ ———

m———— |

Fig. 1. Change of life-limit failure rate due to overhauls
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Fig. 2. Change of failure rate due to replacements
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Fig. 3. Change of failure rate due to maintenance
and replacements

In [2] the author describes the case of perfect repairs that
completely recover the original dependability which is only
possible if a device is replaced with a new one. In case of
preventive replacement (PRpl) with frequency 7 the failure
rate A(?) associated with wear and aging goes down to zero
(see fig. 2.). With that changes the failure rate distribution,
as the curve of FR dependence on the time of operation is
replaced with the saw-tooth curve ranging from zero to A(t),
then back to zero. The mean failure rate A (see the dotted line
in Fig. 2) in case of PRpl is defined using formula [2]

r=1" O‘x(t)dt=—1np(r)fl, (1)

where P(7) is the probability of fault-free operation with
the time to failure of 7.

In practice, devices are repaired, but not replaced. In that
case dependability does not recover completely. In order to
take the scope of lifespan recovery into consideration it is
suggested to use parameter ¢>0 that indicates the “age” of
RS after repair [1]. The value of parameter « is defined on
the scope of the activities related to replacement and repair
of RS components during repair operations.

In general, in order to recover lifespan after n preventive
repairs (PR), RS is replaced. Failure rate evolution is shown
in fig. 3. After PR with frequency t the FR goes down to
Ma) , while after PRpl with frequency 7, it goes down to
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zero. FR at the moment of PR and PRpl is A(t+a). Thus, the
failure rate curve is replaced with the saw-tooth curve with
the range from A(a) to A(t+a)and then to A(a) in case of PR
and from A(t+a) to zero in case of PRpl. As PR frequency
goes down, the peaks of the saw-tooth curve of the FR func-
tion approximate the straight line A(a).

The mean failure rate A marked in fig. 3 with a dotted line
within interval 0 — 1, is defined using the formula

A =T;1fk(t)dt ®))

where

[ Mwar = [ wwde+ (n+ 1)L”” A(t)dr =
=nln P(a)—(n+1)In P(t + a);

Tp

Inserting value J?x.(t) dt in formula (2) and taking into
consideration that ©
T, =a+(n+1)t (see Fig. 3) we get

A= [n InP(a)—(n+1)In P(t + a)]/ [a +(n+1)t ] 3)

Let us consider two special cases:

For n =0, when only replacements are made and a = 0,
from (3) we deduct equation (1);

if n—oo when only repairs are made after evaluation of
indeterminate forms we get A = [ln P(a)—InP(t + a)]’c’l.

Letus consider a case when RS failures are described with
a Weibull distribution. Then formula (3) takes the form

A=[(n+ D)(r+a) ky TP = n(aky/ TP [a+ (n+ D) 7], (@)

where T is the time to failure;

b is the parameter of the Weibull distribution shape;

K,= G(1+1/b), G being the gamma function.

Formula (4) was used in the research of the dependence
of the mean failure rate on the quantity and frequency of
PR, scope of lifespan recovery and parameter of Weibull
distribution shape. Below are given examples of calcula-
tion results with representation of parameters 7, t and A in
non-dimensional form.

It was established that as the number of PR goes down
before RS replacement value A drops. For example, in case
of Weibull distribution if b=4 , T=1000 ,a=50 and t =200 we
have: forn—oo—A = 0,131x107* forn=3 -A = 0,124 x107*
for n=0 — A =0,054x107",

As PR goes down value A drops. For example, in case of
Weibull distribution if /=4, 7=1000, a=50, n=3, we have: for
1=200-A = 0,124 x10™, while fort=100-A = 0,030x10™*
1/hour.

As parameter a goes down (scope of lifespan recovery
increases), value A drops, while for a= 0 value A is defined
only by PRpl frequency. For instance, in case of Weibull
distribution for »=2, 7=1000, =200, n=3 we have: for
a=100—A = 0,288 %107, while for a=50—A = 0,224 x10™".

Thus, by reducing the frequency or number of PR before
RS replacement or increasing the scope of lifespan recovery
(by extending the list of activities related to replacement
or recovery of RS components during PR) practically any
target values of mean failure rate of rolling stock can be
ensured.

With the reduction of the coefficient of variation V' (rise of
parameter b) value A drops. For example, in case of Weibull
distribution if 7=1000, =50, =200 hours, n=1 we have: if
h=2-A =0,214x107, while if =4 =L = 0,117 x10~". That
means that for RS clear signs of aging and wear preventive
repairs become more efficient.

Conclusions

1. In order to identify the mean degradation failure rate
associated with wear and aging it is suggested to use the
formulas given above that take into consideration the scope
of lifespan recovery as the result of rolling stock repair.

2. Research shows that for rolling stock that more clearly
displays aging and wear preventive repairs are of higher
relevance.

3. The mean failure rate value declines, as with the re-
duction of frequency and number of repairs to rolling stock
replacement, and increases with the reduction of the scope
of lifespan recovery.

4. By adjusting the scope of lifespan recovery or fre-
quency and number of preventive repairs within the service
life, the target value of rolling stock mean failure rate can
be ensured.
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CTpPYKTypHas HafleXkHOCTb. Teopus U NpakTuka

= /

UBaHoBa T.B., Nertposbix B.A., Hanabopaunx 4.T.

CTATUCTUYHECKASA OLUEHKA HAPABOTKU O OTKA3A
NMNOJIYBAroHoB B MEXXPEMOHTHOM NEPUOE

B cTatbe npuBeneHsl pesysbTaTtbl CTaTUCTUYECKOV 06paboTkn MaccrBa AaHHbIX Mo HapaboTkaM BaroHa o
oTkasa. B xone paccMOTpPeHHOro akcrepumMeHTa yCcTaHOB/IEHO, 4TO HapaboTka [0 oTka3a Takux y3/10B Ba-
roHa kak KOJIeCHble napsbi, Ky30B, TEJIeXKM NOAYUNHAETCS HOPMaibHOMY 3aKOoHY pacrpenesieHvs. [osny4eHsl
YNCIEHHbIE 3Ha4YeHWsI NapamMeTPOB PaCrpPeneeHu.

KnroueBbie cnoBa: HafexHOCTb, cpeaHss HapaboTka A0 0TKa3a, rpy30BOL BaroH, 3aKOH PAaCpeaesieHusl.
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OGecmneuenne BBICOKOH 3 (PeKTUBHOCTH M 0E30MaCHOCTH MCIOIB30BAHMS TPY30BBIX
BaroHOB MMEET BaKHOE HAPOAHOXO3SIHCTBEHHOE 3HAYCHHUE, TIOCKOJIBKY SIBISIETCSI OJHUM U3
OCHOBOTIOJIATAIONINX HANPaBICHUH 3KOHOMHUYECKOTO Pa3BUTHsS CTpaHbl. Tak, Hampumep, B
YCIIOBHUSIX MAacCOBOI 3KCILTyaTaINK Ja’ke HE3HAUMTEIbHOE yMEHbBIIICHHUE 3aTPaT Ha IEPHUOAN-
YEeCKHI PEMOHT BaroHa MOXKET MPUBECTH K CYIIECTBEHHON 3KOHOMUH (pUHAHCOBBIX cpeacTs. 1
HA000POT, B YCIOBHAX OCTPOH MPOMBIIUICHHOH KOHKYPEHIIIH JTF000€ ITyCTh M HE3HAUYUTEIILHOE
YBEIMYEHHE TOO0HBIX 3aTPaT CIIOCOOHO MPUBECTH K yTPATE BHYTPEHHETO U MEXKTyHAPOIHOTO
PBIHKA TPAHCIIOPTHBIX YCIIYT M, KaK CIEACTBHE, K OONBIINM (DUHAHCOBBIM ITOTEPSM.

s TOro 9TOOBI KOHKPETHBIH TEXHWYECKUH 00BeKT Mor 3(pdekTnBHO M 6e30macHo wuc-
TIOJb30BAThCS MO0 HA3HAYECHUIO CHCTEMa TEXHHYECKON AKCIITyaTallMM JOJKHA ITOCTOSTHHO
TTOJIICP’KUBATH €T0 B pab0TOCITIOCOOHOM M TOTOBOM K IPUMEHEHHIO COCTOSHIH. DTOT IPOLIECC
TIPUHSTO HA3BIBATh YIIPABICHHUE COCTOSTHUEM TEXHHUECKOro 00bekTa. OHOM 13 METOI0IOTH-
YECKHX MOCBUIOK, Ha KOTOPBIX OCHOBAHBI MHOTHE HAYYHBIE TPY/BL, SBISETCS yTBEP)KICHUE O
TOM, 4TO €CIIH B PAMKaX CUCTEMbI TEXHIYIECKON IKCIITyaTallny OCYIECTBIATh 3 PEKTHBHOE
YIpaBlI€HHE COCTOSHHEM Ka)KIOTr0 TEXHHYECKOTO OOBEKTa B OTAEIBHOCTH, TO M CHCTEMa
TEXHUYIECKOH HKCIUTyaTalliH B IeIOM OyaeT 3pQeKTuBHa.

CucremMa TEXHHIECKOTO 00CITy)KMBAaHHS M PEMOHTA IPy30BBIX BAarOHOB MPEyCMaTPUBACT
CJIEIyIOIINE BUBI IEPUOANIECKUX PEMOHTOB U TEXHHUYECKOTO OOCITYKUBAHUSL:

— TEXHIYECKOe 00cTy)knBaHue B MyTH cienoanus TO (TexHudeckoe 00CTyKHBaHHE);

— TeKYIINH OTIETIOYHBIN peMOoHT B 00beMe TP-1 (Texkymuit peMoHT);

— TeKyIIXH OTIETIOYHBIN peMOHT B 00beme TP-2;

— JenoBCKoi peMoHT JIP;

— KanuTanbHbId peMOHT KP;

— KaluTaIbHBIA PEMOHT C TPOJICHHEM cpoka ciryk0b1 KPII.

Jlis Tpy30BBIX BaroHOB MPHMEHSIETCSI KOMOMHUPOBAHHBIN KPUTEPHH NMEPHOIUIHOCTH
MIPOBEICHUS IJIAHOBBIX PEMOHTOB, YUMTBHIBAIOIINH (DAKTHYECKH BBHITOJTHEHHBIH 00bEM pa-
0OTbI BATOHOM ¥ KaJICH/IapHYIO ITPOJOIKUTEILHOCTD €T0 NCTIONIb30BAHNS OT TIOCTPONKHU NN
TUTAHOBOTO PEeMOHTA. B HacTosimee BpeMs 11l OCHOBHBIX THIIOB IPY30BBIX BATOHOB PECypc
MEXy IIaHOBBIMH PEMOHTaMHM paBeH 160 ThIC. KM., a KaJeHAApHAas MPOJOIKUTEILHOCTD
MEXPEMOHTHOTO TIEPHUOAA COCTABISAET 2 rofa.



CTATUCTUHECKAS OLLEHKA HAPABOTKHM 1O OTKA3A NOJIYBAroHOB B MEXKPEMOHTHOM NEPUOE

Baron — crnoxHast cucremMa B3aUMOCBSI3aHHBIX JIETaleH,
Y3JI0B 1 arperaroB. J{oaroBe4HOCTh U 3 PEKTUBHOCTD €T0
UCTIONIb30BaHMSI BO MHOTOM 3aBHCHT OT pecypca, 3aI0KeH-
HOTO TIPH MPOEKTHPOBAHWN W W3TOTOBJICHWM BaroHa. B
MPOLIECCE UCIONIb30BAHMS 3aI0KEHHBIN PECYPC TIOCTENEHHO
pacxomyercsi: ¢ TCUeHHEM BPEMEHH CHIDKAeTCs 3P PEKTHB-
HOCTB pabOTHI BaroHa, yBEJINIHBAIOTCS U3HOCHI, KOPPO3H-
OHHBIE U YCTAJIOCTHBIE TIOBPEKICHUS.

Hcrounnkom nH(pOpMALUK O TEXHUYECKOM COCTOSHUN
napka (BbIOOPKH) TPY30BbIX BArOHOB MOTYT OBITh JIaHHBIC
peanbHOM HKCIUTyaTAllMN MW CTEHJOBBIC MCIBITAHMS.
Hawnbonee nepcnektuBeH U 3 (GEeKTUBEH NMEPBBIH cr10cod
noyueHust HHpopMayy. B ycIoBUsIX ITOHOMEPHOTO IIEH-
TPAJIM30BAaHHOTO y4YeTa BaroHOB, KOTOPBIH OCYIIECTBIISICT
I'maBubIit Beraucaurensueiid nentp (I'BLL), moxHO camy
HOPMAJIBHYIO HKCILUTyaTallMi0 CUYUTATh B Ka4e€CTBE CBOETO
pozma cTeHJa JUIl WCIBITAHWS Ha HAJCKHOCTh BarOHHBIX
koHCTpyKIwii [ 1]. [ToaToMy Ha pe3ynbTaTsl HOTOOHBIX IKC-
TUTyaTallMOHHBIX NCIIBITAHNH BarOHOB CJIETyET CMOTPETh KaK
Ha 0OpaTHYIO CBSA3b B YIPABICHUH IIPOIIECCOM COBEPIICH-
CTBOBAHUS UX KOHCTPYKIIHH.

MeTo0110T 1Sl yCTaHOBIICHHS KOJIMIECTBEHHBIX TIOKa3aTe-
JIel HaJISKHOCTH 0OBEKTOB Ha OCHOBAHWH CTaTHCTHYECKUX
JIAaHHBIX 00 OTKa3ax MpPH MCIBITAHUSAX WK B IIpolecce
SKCIUTyaTalny MPeayCMaTpuBaeT IPUHATHE TOI WM MHOU
TEOPETHIECKOI MOJIETH 0TKa30B ((DYHKIMN pactipeieeHus
HapaOOTKH JI0 OTKa3a WIN Ha 0TKAa3) M ONpeeIeHUe napa-
METpoB 3ToH (PyHKINH pactipeaeneHus. Ecian ycranonena
(YHKIMS pacTpeieTICHUs] M OIIPEICIICHBI ITapaMeTphl 3TOMH
(YHKIMH, TOT/Ia BBIYUCIISIOTCS BCE HEOOXOANMBIC TTOKa3a-
TEJIN HAJISKHOCTH 3TUX 00BEKTOB (CpelHss HapaboTkKa Ha
0TKa3, raMMa-TIpOIIeHTHAs! HapaboTKa, BEPOSITHOCTH O€30T-
Ka3HOM paboTHI 32 33 JaHHOE BPEMsI HAPAOOTKH, OCTaTOUHBIN
pecype).

Cormacuo 'OCT 27.002-89 [2] HapaOoTka 10 OTKaza —
Hapa0OoTKa 00bEKTa OT Havaa HKCILTyaTaliy 10 BO3ZHUKHO-
BEHUS 1epBoro otkasa. [lox cpeHeit HapaOOTKON Tpy30BOTO
BaroHa JI0 0TKa3a HeoOX0IMMO TOHMMaTh MaTeMaTHIECKOE
OXXMJaHUE ero HapaOOTKH OT MOMEHTa OKOHYaHUS TUIaHO-
BOTO peMOHTa (MJTH TOCTPOHKN ) /IO TIEPBOH OTICTTKH BaroHa
B TEKYIIHH PEMOHT.

Cpennsist HapaOOTKa J0 OTKa3a BaroHa sIBISICTCS BaXK-
HBIM II0Ka3aTeJIeM, KOTOPBIH B IIEPBYIO OUYEpEb MTOKa3bIBa-
€T YPOBEHb KaueCTBa IPOM3BOACTBA INIAHOBBIX PEMOHTOB,
a TaKKe ypOBEHb HKCILTyaTal[HOHHOM HaIe)KHOCTH BaroHa
B IICJIOM M €ro OTJEIbHBIX 3JIEMEHTOB KOHCTPYKIHH.

EcTtecTBeHHO, 4TO 3a7a4a MO OMPEAENIECHUIO 3aKOHA pac-
TpesiesieHus] HapaOOTKK JI0 OTKa3a (yCTaHOBIICHUS, TaK
CKa3aTh, MaTEMAaTUYECKON MPUPOABI CAyUYailHON BeINYH-
HBI) BaroHa B MEXPEMOHTHOM IIEPHO/IE M €TO OCHOBHBIX
YHCIIOBBIX XAPAKTEPUCTUK SIBIAETCA aKTyalbHOU IS
TPaHCIOPTHOHN HAyKH, a TaKXKe MPEICTaBIsIET UHTEPEC U
JUIS IPOMBIIITIEHHOCTH.

Ilepen aBTOpamMu CTaThu CTOsUIa UMEHHO Takas 3ajada.
Ha nonmurone 3a0aiikaibCKoii skeNe3HOl 10poru Ciry0oi
BaroHHOTO XO3sHCTBa M 3a0aliKaJbCKMM MHCTUTYTOM JKe-
JIE3HOAOPOKHOTO TPAHCIOPTA MPOBEIEH HKCIEPUMEHT I10
OTIPEJICNICHHUIO Cpe/lHeH HapaOOTKM 110 OTKa3a I'Py30BBIX
BaroHoB. [TolrydeH MaccHB JaHHBIX IO YHCIY OTKa30B
1 HapaOOTKaM BaroHOB JI0 MEPBOHW OTLENKH B TEKYIIMH
peMoHT. Huxe npuBeseHbl OCHOBHBIE YCIOBUSL JaHHOTO
HCCIIEI0BaHUS.

Yenosue 1. [Tnan HaOmoneHii MpU UCTIBITAaHUSAX HA Ha-
nexxHocTh NpUHAT [NUN] — B COOTBETCTBHH € KOTOPBIM MO
HaOmonenue craButcst N U3/1eTHiid; HaOIIoeHNS BELYTCS JI0
0TKa3a BCEX M3JIEINil; IpH MOSBICHUN OTKa3a OTKa3aBIIee
H3/JEIIUE HE 3aMEHSETCS HOBBIM.

VYeaosue 2. [To pony moaBu»KHOIO cocTaBa Al HOAKOH-
TPOJIBHOMN AKCIUTyaTanuy ObUTN BHIOpAHBI TOTyBaroHsL. [1os
HaOmoieHne ObUTO MocTaBlIeHO 8645 MoTyBaroHoB.

VYeaosue 3. [1o anemeHTaM KOHCTPYKIIMU BarOHA OTKa3bl
pa30OuBaIich Ha MIECTh TPYII: KOJIECHBIC Maphl, OyKCOBBIH
y3€ll, TeNEeXKKH, aBTOCHENHOE YCTPOUCTBO, TOPMO3HOE
o0opynoBanue, Ky30B 1 pambl. HaOmroaeHust poBOJHIIHCH
JI0 IEPBOM OTLENKHU TPY30BOr0O BaroHa B TEKYIUIl pEMOHT
MOCJIE MJIaHOBOTO PEMOHTA.

PesynbraThl sKCIEpIMEHTA MO YHCITYy OTKAa30B B 3aBUCH-
MOCTH OT COCTaBHBIX YacTel KOHCTPYKIUH MPECTABIEHbI
B Ta0muie 1.

Tabauua 1. Yucjio 0TKa30B M0JYBArOHOB
MO YJIeMeHTAM KOHCTPYKIINH

. Yucao Joas
OTka3zaBmmii y3es
0TKAa30B B BbIOOpKe
Konecusle mapsl 1565 18%
BykcoBbIii y3en 996 12%
Tenexxka 2421 28%
ABTOCIIETTHOE YCTPONCTBO 240 3%
Topmo3Hoe o0opynoBaHue 462 5%
Ky3oB u pama 2961 34%
HUTOI'O 8645 100%

Taﬁ.lmua 2. Pe3yJ'leaTbI BbIpaBHUBAHUA HapaﬁOTKl/I moJiyBarodna 10 0TKka3a HOpMaJIbHOMY 3aKOHY pacnpeacJeHUust

DJIeMEeHT KOHCTPYKINHU
HaumenoBanue
Koseca | Tesexkn | Ky3oB u pama | Baron
3aKoH pacripeneneHust HapaOOTKH 10 0TKa3a HopmansHbrit
~(-%)’
[TnoTHOCTH BEpOSTHOCTEH f(x)=———e >
o+2n
[TapameTpsl pacnpeneneHns (MaTeMaTHIecKoe X =93072 x =89723 X = 79890 X = 84934
OXHUJIaHUE, CPEIHEE KBAIPATHIHOE OTKIIOHCHIIE) o =34904 o =37334 o =36605 o =38151
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CTATUCTUYECKAS OLLEHKA HAPABOTKHM A0 OTKA3A NOJIYBATrOHOB B MEXXPEMOHTHOM NEPUOALE

W3 tabmuupl 1 BUIHO, YTO HaM-
OoJbIIee YMCI0 OTKAa30B 3aperu-
CTPUPOBAHO I10 KOJICCHBIM TIapam,
TEJIS)KKaM, Ky30BY M pame BaroHa.
[Tosry4eHHBIX TaHHBIX OKa3aJlocCh
JIOCTaTOYHO, YTOOBI BBITIOIHUTS all-
MIPOKCHMAIIHIO SKCTICPIMEHTATBHBIX
JTAHHBIX, OTPEJCINUTh 3aKOH pac-
TIPE/ICIICHHS CITy4aifHOW BEITMYNHBI
U €ro YHCJIOBBIC XapaKTEPUCTHUKU
(Tabnuna 2).

Ha puc. 1 — 3 npencrasiensl
THUCTOTPAMMBI PAaCHpEeAeICHNs Ha-
pabOTKHM 2JIEMEHTOB ITOJIyBaroHa
JI0 OTKa3a B CPABHEHUH C TCOPETH-
YECKUMH KPUBBIMH, YTO BH3yaJIH-
3UpyeT OJIN30CTh pacupe/esIeHus
9KCIEPUMEHTAIBHBIX JJAHHBIX HOP-
MaJIbHOMY 3aKOHY pacIipe/esICHHs.
CripaBeyINBOCTh THUIIOTE3 O pac-
npeaeseHnn HapaOOTKM BaroHa
JI0 OTKa3a HOPMaJbHOMY 3aKOHY
pacupeneneHus B X0/e pPacyeToB
MOATBEPIKCHA 110 Kpurepuio [Inp-
COHA.

W3-3a Masoro 4ncia 0TKa3oB Ba-
TOHOB I10 ABTOCIICITHOMY yCTPOHCTBY
¥ aBTOTOPMO3HOMY 000PYI0BaHHIO,
a TaKKe N3-32 0COOEHHOCTEH pEeMOH-
Ta OYKCOBBIX Y3JIOB (BO3MOXXHOCTB
MIPOBE/ICHNSI IPOMEXYTOUHON PEBH-
31U TIPH TUTAHOBBIX BUAX PEMOHTA)
JIOCTATOYHO TOYHO OIPEAEITUTH
3aKOH pachpezeseHus] HapaOoTKu
JIO OTKa3a JIAHHBIX JIEMEHTOB KOH-
CTPYKLIMH MOKA HE MPEACTABISAETCS
BO3MOXKHBIM, OJIHAKO HAKOILJICHHE
MaccHBa JIAHHBIX B TOM HaIlpaB-
JICHUH TTOCTOSTHHO MPOU3BOIUTCS.
IIpu 5TOM CTaTUCTHYECKH TOKA3aHO,
YTO B II€JIOM HapaboTka /10 OTKa3a
M0 BCEM 3JIEMEHTaM KOHCTPYKIHH
BaroHa MOJYHUHSAETCS TaKXe HOp-
MaJIbHOMY 3aKOHY pacIipeeeHus
(puc. 4).

be3orkazHas HapabOTKa 3aBUCHT
oT Oonpmoro yucia GakTopos,
4acTh KOTOPBIX HE MOXET OBITh
MIPOKOHTPOJIMPOBAHA, & OCTAJIbHbIC
3aJaHbl ¢ TOW WM UHON CTEMEHBIO
HeompeieneHHoCcTH. bezoTkaznas
paboTa KOHKPETHO B3SITOTO BaroHa
3aBUCHT OT KadecTBa CBIPbS, Mare-
pHaoB, 3ar0TOBOK 1 Nory(hadprka-
TOB, OT JJOCTHUTHYTOTO YPOBHS TEX-
HOJIOTHH M CTEIECHU CTaOMILHOCTH
TEXHOJIOTHYECKOTO mporecca, OT
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CTATUCTUHECKAS OLLEHKA HAPABOTKHM 1O OTKA3A NOJIYBAroHOB B MEXKPEMOHTHOM NEPUOE

YPOBHSI TEXHOJIOTMYECKON JMUCIUIUIMHBL, OT BBIOJHEHUS
Bcex TpeOOBaHWI 1O MPUMEHEHHIO 00BEKTa Mo HazHade-
Huto. [lepeunciieHHbIe BhIIE (GAKTOPHI, BIHSA Ha paboTo-
CIOCOOHOCTH COCTaBHBIX YacTeil BaroHa, ONMPEEISIOT €T0
paboToCTIOCOOHOCTH B TIETIOM.

HccnenoBaHue MOKas3bpIBacT, YTO HAapabOTKa A0 OT-
Ka3a MUMEeT 3HAUYUTENbHBIN CTaTUCTUYECKHH pazbpoc.
DTOT pa3dpoc CIyKHT, CBOETO POAa, XapaKTEPUCTHUKOM
TEXHOJOTUYECKON KyIbTYPhl M AUCHHUIUIMHEI, @ TAKXKe
JIOCTUTHYTOTO YpPOBHSI TEXHOJOTHH PEMOHTHBIX IpEJ-
npusTuii. Pa3dpoc HapaOOTKM A0 IEPBOTO OTKA3a MOYKHO
YMEHBIIHTH, & €€ 3HAYCHUE MOKHO YBEITHUUTH IIyTEM I10-
BBIIICHNS Ka9eCTBA PEMOHTA, TPUMEHEHHS COBPEMEHHBIX
TEXHOJOTHUH, HEYKOCHUTEIBHOTO COOMIoneHus Tpebo-
BAHUN PEMOHTHOM JOKYMEHTAllMHW, MHAUBUIAYAJIbHON U
MOONEPAIIMOHHON TPUEMKH Ka)KZ0T0 BaroHa U3 PEMOHTA.
Taxoii MoIXox 0CcyImecTBIsAETC A, KaK MPaBUIIo, ISt 0C000
OTBETCTBEHHBIX 00BEKTOB (HAIIPUMEP, IS aBUAL[HOHHON
TEXHHKH).

Pesynbrarsl CTaTHCTUYECKUX PACUYETOB MOKA3BIBAIOT, YTO
cpenHsisa HapaOoOTKa 0 OTKa3a MOTyBaroHa (B IIEIOM) Ha ce-
TOIHSAIIHAH IeHb paBHa 84934 kM. 1 Kak MOKa3bIBaeT MPaKTH-
Ka 3TO COOBITHE MOXKHO CUHTATH TPAKTHYECKH JOCTOBEPHBIM,
TO €CTh KOTOpOoe 00s3aTenbHO Mpou3oiaeT. Heobxoammo
TaKKe OTMETUTB, YTO CYIIECTBYOLIAs CUCTEMA TEXHUYECKOTO
00CITy>)KMBaHUsI ¥ PEMOHTA, a TaK)Ke YPOBEHb KadecTBa IlIa-
HOBBIX PEMOHTOB HE 00ecrednBaoT O0€30TKa3HyI0 padoTy
TIOJIBIYKHOTO COCTaBa B MEKPEMOHTHOM IEPUOJIE.
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Structural reliability. The theory and practice

;1 E

Ivanova T.V., Petrovykh V.A., Nalabordin D.G.

STATISTICAL ESTIMATION OF MEAN TIME TO FAILURE
OF GONDOLA CARS BETWEEN REPAIRS

The paper presents the statistical processing of data on a car’s time to failure. During the experiment it was
found out that time to failure of such car units as wheel pairs, bodies and bogies complies with a normal
distribution law. Numerical values of distribution parameters have been calculated.

Keywords: reliability, mean time to failure (MTTF), freight car, distribution law.

Provision of high efficiency and safety in use of freight cars is vital for the economy as it
is one of the key directions of the country’s economic development. Thus, for example, in the
context of mass operations, even inconsiderable decrease of expenditures on a car’s periodic
repair can result in substantial saving of financial resources. And vice versa, in the context
of high industrial competition, any albeit inconsiderable increase of such expenditures can
lead to losing the inner and international market of transport services and, consequently, to
substantial financial losses.

In order that a particular technical facility can be efficiently and safely used as intended,
the system of technical maintenance has to permanently support it in good state available for
operation. This process is usually called as management of a technical facility’s state. One of
the methodological provisions, which many research works are based on, is an assumption that
if each technical facility’s state is separately managed in an efficient way within the system of
technical maintenance, the system of technical maintenance as a whole will be efficient.

The system of technical maintenance and repair of freight cars provide for the following
types of periodic repairs and technical maintenance:

— technical maintenance en route TM (technical maintenance);

—actual decoupling repair in the volume of AR-1 (actual repair);

— actual decoupling repair in the volume of AR -2;

— depot repair DR;

— capital repair CR;

— capital repair with prolongation of lifetime CRP.

For freight cars one uses a combined criterion of periodicity of scheduled repairing, which
takes into account the volume of works actually done by a car and calendar duration of its
use from its construction or scheduled repair. At present for the main types of freight cars the
resource between scheduled repairs is equal to 160 thousand km, and the calendar duration
between repairs is 2 years.

A car is a complex system of interconnected units, parts and components. The longevity
and efficiency of its use to much extent depends on the resource put during the designing and
manufacturing of a car. In the process of use the imbedded resource is gradually spent —the
efficiency of a car’s operation decreases, tears and wears increase, corrosion and fatigue dam-
ages become stronger as the time goes.
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STATISTICAL ESTIMATION OF MEAN TIME TO FAILURE OF GONDOLA CARS BETWEEN REPAIRS

The information about the technical state of a fleet
(sample) of freight cars can go from data of commercial
operation or bench testing. The most promising and ef-
ficient one is the first way of getting information. In the
conditions of centralized accounting of cars by their num-
bers made by the Main Computing Centre (GVC), we can
consider commercial operation itself as a kind of bench
for testing the reliability of car constructions [1]. There-
fore, results of such operational testing should be treated
as feedback in management of the process of improving
their constructions.

The methodology of calculating numerical parameters
of the reliability of facilties based on statistical data about
failures during testing or in operation assumes adopting one
or another theoretical model of failures (function of time to
failure distribution) and defining parameters of this distribu-
tion function. If the function of distribution is specified and
the parameters of this function are defined, then we calculate
all the required indices of the reliability of these facilities
(mean time to failure, gamma-percentage operating time to
failure, probability of failure-free operation for specified
time to failure, residual resource).

According to GOST 27.002-89 [2], time to failure is
the operating time of a facility from the start of operation
till emergence of the first failure. Mean time to failure of a
freight car has to be understood as the mathematical expecta-
tion of its time to failure from the moment of completion of
scheduled repair (or construction) till the first decoupling of
a car for actual repairing.

Mean time to failure of a freight car is an important pa-
rameter, which in its turn shows the quality level of scheduled
repairs execution as well as the level of the operational reli-
ability of a car on the whole and its separate
construction elements. Naturally, the problem
of defining the law of distribution of time to

Condition 2. As regards the type of rolling stock, gondola
cars were chosen for under-control operation. 8645 gondola
cars were put under observation.

Condition 3. As per elements of car construction, failures
were divided into six groups: wheel pairs, box unit, bogies,
automatic coupling device, breaking device, body and
frames. Observations were made till the first decoupling of
a freight car for actual repair after the scheduled overhaul.

The results of the experiment as per number of failures
in relation to construction components are presented in
Table 1.

Table 1. Number of failures of gondola cars as per
construction elements

Failed unit Nul{lber Sample

of failures share

Wheel pairs 1565 18%

Box unit 996 12%

Bogie 2421 28%
Automatic coupling device 240 3%
Braking equipment 462 5%
Body and frame 2961 34%

TOTAL 8645 100%

Table 1 shows that the biggest number of failures is
recorded for wheel cars, bogies, body and frames. The
obtained data were enough to do the approximation of the
experimental data, to define a law of random value distribu-
tion and its numerical characteristics (Table 2).

Fig. 1 — 3 show the histograms of distribution of times to
failure of gondola car elements as compared to theoretical

Histogram of distribution of times to failure of gondola
car wheel pairs

failure (identifying, so to say, the mathemati- 89
cal nature of a random value) of a car between ~ °
repairs and its basic numerical characteristics ~ *°
is vital for the transport science as well as of 20
interest for the industry. 0
It is the problem that the authors faced. & o
RO

At the of the Zabaykalsk railway the service
of cars and the Zabaykalsk Institute of Rail-
way Transport carried out an experiment for
defining mean time to failure of freight cars.
It helped to get a mass of data on numbers
of failures and times to failure of cars till
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Fig. 1. Histogram of distribution of times to failure of gondola car wheel pairs
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Fig. 2. Histogram of distribution of times to failure of gondola car bogies
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Table 2. Results of fitting of times to failure of a gondola car to a normal distribution law

Title Construction element
Wheels | Bogies | Body and frame | Car
Time to failure distribution law Normal
1 —(x—.zf)z
Density of probabilities f(x)= e

o\2n
Distribution parameters (mathematical x =93072 x =89723 x = 79890 x =84934
expectation, mean square deviation) c =34904 c =37334 6 =36605 o =38151

curves, which visualize the closeness of the distribution
of experimental data to the a normal distribution law. The
hypothesis that the distribution of time to failure of a car
complies with a normal distribution law was confirmed
during calculations by the Pearson criterion.

Due to a small number of car failures as regards auto-
matic coupling and breaking equipment, as well as due to
the specifics of box units repairing (possibility of making
preliminary audits during scheduled repairs) it does not
seem possible to identify a law of time to failure distribution
for these construction elements, though data in this field is
constantly being gathered. Yet it is statistically proven that
on the whole time to failure for all the car construction ele-
ments also obeys to a normal distribution law (fig. 4).

Histogram of distribution of times to failure of gondola car

body

Failure-free operation depends on a number of factors,
some of them can be controlled and others are specified
with some degree of uncertainty. Failure-free operation of
a particular car depends on the quality of raw material and
components, the achieved level of technology and the degree
of technological process stability, the level of technological
discipline, meeting all the requirements for intended use of a
facility. The above listed factors influencing the availability
of a car’s components define its availability as a whole.

The research shows that time to failure has a substantial
statistical dispersion. This dispersion serves as a kind of
characteristic of technological culture and discipline as well
as the achieved level of technology of repairing enterprises.
The variance of time to the first failure can be reduced and
its value can be increased by enhancing
the quality of repairing, using advanced
technologies, strictly observing the require-
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Histogram of distribution of times to failure of a gondola car

repair. Such approach is generally made for
especially vital facilities (for example, avia-

—— theoretical frequencies

. Histogram of distribution of times to failure of gondola car body

tion equipment).

The results of statistical calculations show
that mean time to failure of a gondola car (as a
whole) is equal to 84934 km at present. And as
the practice shows, this event can be consid-
ered as practically reliable, i.e. as such that is
due to happen. It should be also noted that the
existing system of technical maintenance and
repair as well as the quality level of scheduled
repairs don’t provide failure-free operation of

rolling stock between repairs.
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CTPYKTYypHasa HafeXXHOCTb. Teopus U NpakTuka

Jlaespos B. A., lypHeB A.B.

METOAbl U CPEOCTBA AUATHOCTUYHECKOIO KOHTPOJIA
CJIABOTOYHbIX SJIEKTPOMAIHUTHbIX PEJIE

B ctatbe paccmatpuBaroTCs METOAbl U CPEACTBA KOHTPOJISI KAYECTBA W BbiSIBJIEHNS] BbICOKOHAAEXHbIX C/a-
OOTOYHbIX 3JIEKTPOMArHUTHbLIX PeJie Ha OCHOBE ANArHOCTUYECKOV LIeHHOCTY pu3HaKkoB. [lpeanoxeHo rnpo-
rpammHoe obecrieqyeHue s Bbibopa Havbosiee HGOPMAaTUBHbLIX NapamMeTpPoB 1 Kaaccupukaumm pese rno
HaexXHoCcTu.

KnioyeBble cnoBa: AvMarHoCTuka pese, KOHTPOJIb Pese, XapakTepUCTUKMN Pesie, NOTEHUMNAaIbHO HeHanex-
Hoe pese, nHGOPMaTNBHbIE NapamMeTpPbl pese.

KadecTBo panmosnexkTpoHHO# anmaparypsl (PDA), mpuMeHIeMoii B pa3InIHBIX OTPACIIIX
TIPOMBITIITICHHOCTH U CIICTIHATBHOM TEXHHUKE (BOCHHON, KOCMUYECKON, METUIIMHCKOH U JIp.), B
3HAUYUTEIBHON CTETICHH OTIPECTISIETCS Ka9eCTBOM IIPHMEHACMOM AIEKTPOHHON KOMITOHEHTHON
6a3sl [1,2]. OmHUME U3 CaMBIX IIHPOKO ¥ TaBHO MPUMEHSIEMBIX 3JIeMEHTOB PDA sBIsIOTCS
AIIEKTPOMAarHUTHBIC CIA00TOYHBIC TEPMETHYHEIC pelie (B JaTbHEHIIIEM pelie), BBITYCK KOTOPBIX
BEIpOC 3a mocieanue rons [3,4]. [loaroMy Ba)KHO UMETh THArHOCTUYCCKIE HHCTPYMEHTHI,
OTIPEIISISIONTIE Ka9eCTBO M3TOTOBJICHUS Pejie W OCYIIECCTBISIOIINE TPOTHO3UPOBAHHE Ha-
JISKHOCTH €T0 PadOTHI.

[Ipu Texymem ypoBHE TPOU3BOACTBA COXPAHSICTCS BOSMOKHOCTD ITOTIAJaHNs HCHATICKHBIX
perne k morpedurento. [Ipudem nedexTs! (o qepeKToM TOHUMASTCS 3HAaUCHHE KaKOTO-THO0
W3 TIapaMeTPOB peJie, HaXoIsAIIeecss BHE HOPM, YCTAaHOBICHHBIX B TEXHHYCCKUX YCIOBHUSX)
0OHaApPY)KUBAIOTCS Ha KaXKJIOM W3 ITAIMOB JKU3HEHHOTO ITMKJIA pelle, a IMEHHO, HA CTaJuu
MTOCTaBKH, B MPOIECCE BXOAHOTO KOHTPOJIS U AKCIDTyaranui. CaMbIM paclpoCTpaHEHHBIM
TIe(PEKTOM SBISICTCS HECOOTBETCTBUE HAMPSIKEHIH (TOKOB) cpabaThIBaHHS M BO3BpaTa K HOP-
MaM, YCTaHOBJICHHBIM B TexHUUecKuX ycioBusx (TY). 3areM uayT nedexTsl, CBI3aHHBIC C
TTOBBIIIICHHBIMHU 3HAYCHUSIMH BPEMEHHBIX MTapaMETPOB, COTIPOTHBICHIEM IETTH KOHTAKTOB U
HAJIMYHAEM KPAaTKOBPEMEHHBIX OOPBIBOB IIEITH OOMOTKH. Y UHUTHIBast 00IACTH IPUMEHEHHUS peie,
MOYKHO CKa3aTb, 9TO MPOOJIEMBI pa3padOTKU U BHEAPEHU d(h(HEKTUBHBIX MEp IO MPeayIpe-
JKJICHUIO BOSHUKHOBCHUS, OOHAPY)KCHHIO BEHIMICTICPEUNCIICHHBIX Ae(PEKTOB U MCKITFOUCHUIO
MOTaIaHusl TAKUX pelie K TMOTPEOUTEIIO, SBISIFOTCS KIIOYCBHIMU B MOBBIIICHUN KadecTBa
JIAaHHOW mpoayKuuu [5].

[TyTeM mpakTH9IeCcKIX IKCTIEPIMEHTOB YCTaHOBIICHO, YTO BBISBICHUE IK3EMILISIPOB Peie C
TTOBBINICHHBIMH 3HAYCHISIMU YPOBHEH CpabaThIBaHUs, BPEMCHHBIX TAPaMETPOB U COIPOTHBIIC-
HUS IIETTH KOHTAKTOB HEOOXOMMO TTPOBOIUTH ITyTEM MHOTOKPATHBIX U3MEPEHUH yKa3aHHBIX
mapaMeTpoB. Kaxxmoe m3mMeperne mpr 3TOM MPOU3BOIUTCA B MPOIECCe MO0 110 OKOHYaHUN
ouepeHoN koMMyTauuu. OntuManbHbIM aBisieTcs 20-30 kommyTanuil. ClieayeT OTMETHUTD,
YTO HOPMATUBHBIMH JOKYMEHTaMH [ 6] IPeayCMOTPEHO OTHOKPATHOE H3MEPEHUE ATHX IMapa-
METpPOB. BBITO BBISBICHO, YTO OTKIIOHEHHUE 3HAYCHUH TOTO MIIM HHOTO MapaMeTpa (Taxe eclin
OHO HaXOAWTCS B mpefenax HopM TY) OT u3MepeHust K I3MEPEHHUIO SIBISETCS CUTHAIIOM TOTO,
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METOAbl U CPEACTBA AUATHOCTUYECKOIO KOHTPOJIAA CJIABOTOYHbIX 3JIEKTPOMAIHUTHbIX PEJIE

YTO B JaJIbHEHIIIEM 3TOT 3K3eMIULIp perne Oynet paborars
HecTaOMIIbHO. DTH (DaKTOPBI UTPAOT OOJIBIIYIO POJIb B BBI-
SIBIEHUU IOTEHIMAIbHO HEHAIeKHBIX pene. [l npumepa B
Tabmunax 1 u 2 mpuBeeHbI 3HAYCHNS TApaMETPOB JABYX Jie-
(extubIX pene Taa POK60 u PIIC45. V3mepenus ypoBHen
cpabarsIBaHus (1yBCTBUTEILHOCTH) TIPOM3BOAMINCE 10 pas,
a U3MEpPEHHE COMPOTUBIIECHNUS 1IeT KOHTAKTOB 30 pa3.

Taoauna 1. Pe3yabraTsl H3MepeHHs] CONPOTUBIIECHUS
KOHTAaKTOB peine PIK60

ConpoTtusneHue KOHTakTos, MOM
Ne tectra| H3 1 HP 1 H3 2 HP 2

1 50 82 53 56
2 68 58 51 55
3 101 62 52 55
4 67 53 52 55
5 54 601 51 55
6 52 71 52 55
7 93 93 53 55
8 0 53 52 55

51 54 51 55
10 52 53 52 55
11 5 53 52 55
12 51 53 52 55
13 51 53 53 55
14 50 53 53 55
15 51 53 53 55
16 50 53 52 55
17 51 53 53 55
18 51 53 52 55
19 51 85 53 55
20 234 173 52 55
21 54 649 53 55
22 138 93 53 55
23 140 55 53 55
2 53 59 53 55
25 53 53 52 55
26 51 53 52 55
27 50 53 53 55
28 51 5 52 55
29 53 58 53 55
g? 52 62 53 55

Tabauua 2. Pe3yabrarbl U3MepeHUsi HanpsiKeHUi
cpadarsiBanus peie PIIC4S

MpoBepka YyBCTBUTENbHOCTU
Ne tecta| Ucp1V | Ucp2V Ne tecta| Ucp1V | Ucp2V
1 11.77 11.53 6 13.78 11.54
2 12,83 11.52 7 14,16 11.54
3 13.4 11.53 8 4,35 11.45
4 13.3 11.52 9 15,34 11.56
5 14.75 11.55 10 417 11.54

Kak crenyer u3 pe3yasTaToB KOHTPOS (Tabnuisr 1,2)
MOBBILICHHBIC 3HAYEHUSI CONPOTHBICHUS IETH Pa3Mbl-
KarONINX M 3aMBIKAIOIINX KOHTAKTOB Rk (mpu HOpMe 100
MOM) BBISIBUINCH HA TPETHEM, IS TOM U C ICBSTHAI[ATOTO
110 ABILIATh TPEThE, a HapsDKeHus cpadateiBanus Ucpl u
Ucp2 (mpu HOp™Me 14,5 B) Ha IISITOM | I€BATOM H3MEPEHHSIX
COOTBETCTBEHHO. [Ipy 0IHOKPAaTHOM U3MEpPEHHH HTapame-
TPOB JaHHBIC Ie(EeKTH HE MOITH OBITH OOHAPYKEHBI U
9K3EMIUISIPBI pelie, WACHTU(UIIMPOBAHHBIC KaK TOJIHBIC,
monaiau Obl K moTpedburento. Ha BxogHoMm koHTpose [7]
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TaK)Xe HUYEro Obl He 0OHAPYXHIOCH NMPH OJHOKPATHOM
n3Mepenun. GakTHYEeCKH MOBBIIICHHOE 3HAYCHHUE Harpsi-
JKCHUS cpabaThIBaHNS U COIIPOTUBIICHUS 1IEITH KOHTAKTOB
CBUJICTEILCTBYET O TOM, YTO PEJI€ B HECKOIBKUX KOMMYTa-
LUSIX HE BBITOIHHIIO CBOIO (DYHKITHIO (HE COOTBETCTBOBAJIO
TEXHUYECKHM YCIIOBUSIM).

Kak n3BecTHO, CynIecTBYeT /IBa OCHOBHBIX TIOJIX0/1a JUISI
pacIio3HaBaHUs TEXHUUECKOTO COCTOSIHUS CHCTEMBI (B 1aH-
HOM cJIydae pejie) — ICTEPMUHUCTCKUN M CTaTHCTHYECKUN
BEpPOATHOCTHBIN [8,9].

B pabore [10] paccmaTpuBaroTcsi METOABI AUCKPUMHU-
HaHTHOTO aHaJIN3a, MCIIOJIb30BAaHHE KOTOPOTO MOXKHO OT-
HECTH K ICTEPMUHHUCTCKOMY MTOAXO/Y JUIsl KJIacCHU(PUKAIIN
n BeIOOpa Hambosiee MHPOPMATHBHBIX MapamMeTpoB. B
KauecTBE JMarHOCTUYECKUX NTPU3HAKOB aBTOPAMH HCTIOINb-
3yIOTCSl 3HAUCHHSI BOCBMH BPEMEHHBIX ITapaMETPOB pelie,
TIOJYYECHHBIC PYyYHBIM OCHMIIIOrpapUUECKUM CITIOCOOOM.
OCHOBHBIM HE/IOCTAaTKOM METO/IA SIBIISICTCS] HEOCTATOUHBIIN
OXBaT HOMEHKJIATYphl NMPHU3HAKOB, O KOTOPHIM JIOJDKHA
TIPOU3BOJMTHCA KIaCCH(UKALUS, B YACTHOCTH aBTOpaMH He
HCIIONI30BANINCH AIEKTPUUECKHUE TapamMeTpsl pese. [Ipose-
JICHUE JINarHOCTHKH pelie o JaHHOW HOMEHKJIAType H3Me-
PSIEMBIX ITAPAMETPOB U UX OJHOKPATHOM U3MEPEHHH MOXKET
MIpUBECTH (Kak OBUIO MMOKa3aHO BBIIIE) K CYIIECTBECHHON
TIOTepe TOUHOCTH Kiaccuukayu. Beib 3HaueHns BpeMeH-
HBIX TIApaMETPOB, HAXOASAIINECS B HOPME HE TapaHTUPYIOT
HOPMAaJIbHBIX 3HAYCHWH 3JIEKTpHUUECKUX napameTpon. K
npumepy, y pese POK60 u PTIC45, npuseieHHbIX B HaUase
CTaThH, 3HAYCHUS] BPEMECHHBIX ITaPaMETPOB HAXOAMINCH B
HopMe. OHUM M3 ITyTeH MOBBINICHNUS Ka9eCTBA U TOUHOCTH
JIMAarHOCTHKH Ha OCHOBE JITAHHOTO METO/1a MOYKET MOCITY)KUTh
yBEJIMUCHHE HOMEHKIIATYPbl MCCIEAYEMbIX MPU3HAKOB U
aBTOMAaTH3aNUs U3MEPCHUS SICKTPUIECKUX W BPEMEHHBIX
rapamMeTpoB pelie.

Cremyer TakKe OTMETHTb, YTO aBTOPAMH IS TOTYUCHUS
BPEMEHHBIX ITapaMETPOB HCIIOIb30BAJICS TPYAOSMKHH pyd-
HOH ocIpuIorpaguIecknii MeToI, TPy KOTOPOM TPAKTHYE-
CKH HEBO3MOJKHO OCYIIIECTBIIATh MHOTOKPATHBIC H3MEPEHHSI.
Hemnb3st He OTMETUTB, UTO 110 TEM BPEMEHAM HCTIOIb30BAHIE
TAKOTO MO/IX0/1a K MOITyYSHUIO 3HAYCHHUH ITapaMeTpoB OBIIO
BITOJTHE OTIPaBJaHHBIM.

3a mocneHue To/Ibl TPOU30IILIN CYIIECTBEHHBIC U3Me-
HEHHS B IPUOOPHOM OCHAIIECHUH AUATHOCTHKH U KOHTPOJIS
KauecTBa c1a00TOYHBIX AJIEKTPOMArHUTHEIX perne. B gact-
HOCTH, pa3paboTaH psJ] aBTOMaTU3MPOBAHHBIX YCTAHOBOK
JUISl ©3MEPEHUS IIEKTPUIECKUX X BDEMEHHBIX IIApaMETPOB
perie ¢ IPUMEHEHUEM CPEJICTB BBIYUCIUTEIBHON TEXHUKH,
TI03BOJISIFOIINE TIPOBOIUTH MHOTOKPATHBIE H3MEPEHHUSI JICK-
TPUYECKHX ¥ BPEMEHHBIX [TapaMeTPOB PeJle C MOCIIeyIoneH
CTaTHCTHYECKONH 00pabOTKOM.

B nanHO# crarbhe ULl paclO3HABAHUSI TEXHUYECKOTO
COCTOSIHUS peJie HCCAELYeTCsl BOZMOXKHOCTh IPUMEHEHHUS
CTaTHCTHYECKOTO BEPOSITHOCTHOTO Moaxo/a. PaccmarpuBa-
I0TCS pa3pabOTaHHBIE METOABI, IIPHOOPHI U MPOTPAMMHOE
obecrieueHne Ay ONpPeIeNICHHs] TEXHMYECKOTO COCTOSHHUS
1 KJIACCU(UKAIMK peie 10 3HAYEHUSM JIIEKTPUUECKHUX
1 BPEMEHHBIX [apaMeTpoOB, a TAKXKE UX M3MCHEHHUSIM B
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MPOLECCE MHOTOKPATHBIX U3MEPEHUI HA OCHOBE METOJ0B
TeopHuu HHPOPMAIIHH.

Knaccudukanms 3K3eMIUISIPOB pejie 0 HaJAEKHOCTH 1
OLICHKA MH(OPMATHBHOCTH ITPHU3HAKOB BHITTOJIHEHA T10 allpH-
OPHOI1 CTaTUCTUKE AUATHO30B C PACUETOM AUArHOCTHYECKUX
BECOB ¥ JIMarHOCTHYECKOM [IEHHOCTH 00CIIe/IOBAHMSI.

Hawubonee nocroBepHyio MHPOPMALIUIO O KOMMYTAIH-
OHHOH JIONTOBEYHOCTH CJIA0OTOYHBIX ANIEKTPOMATHUTHBIX
pene [alT MX UCMBITAHUS HA M3HOCOCTOMKOCTB. Jliist
OTIpeZIeTIeHUs pecypea pesie He0OX0IMMO YCTaHOBHTH KOM-
TUIEKC TPU3HAKOB, HAN00JIEeE OJIHO XapaKTePU3YIOIIUX €T0
TEXHUYECKOE COCTOSHUE.

B kadecTBe TMarHOCTMYECKUX NMPU3HAKOB BHICTYMAIOT
JNEKTPUYECKHE U BPEMEHHBIE TapaMeTphI pene. 3a JUarHo-
3bI IPUHUMAETCS] KOJIMYECTBO OE30TKAa3HBIX KOMMYTAIUH,
BBINOJIHEHHBIX B OMPEAEICHHOM MNIEKTPUIECKOM PEKUME.

Cnenyer OTMETUTh, YTO COCTaBIEHHE AMArHOCTHYE-
CKOM MaTpHIIbl, OIpe/iesicHre Hanbosiee NHPOPMATHBHBIX
rapaMeTpoB U KilacCH(UKALMS pejie Ha OCHOBE 3HAUYCHHUN

JUArHOCTHUYECKUX BECOB JIOJKHBI OCYHIECTBIATHCS OT-
JeIBbHO NI KaXXJOTO THUIIA Pele U B 3aBUCUMOCTH OT
pexnma ero paboThl.

B paccmatpuBaemoMm npumepe ompenenacH AuarHo-
CTHYECKHi Bec mpu3HakoB pene POC47. Habop nuarno-
CTHYECKUX MPHU3HAKOB (K;) conepxut 12 mapameTpos
pene, ompeAesIeHHbIX JO Hadalla UCIOBITAaHUN Ha U3HO-
COCTOMKOCTb.

Jlis skecnepumenTa B3sthl penie POC47 B konudectse 96
MITYK C HAOOPOM AIIEKTPUIECKUX M BPEMEHHBIX ITapaMeTPOB
(mpuzHakoB) perne. B mporiecce ucnbITanuii Ha N3HOCOCTOM-
KOCTb C UCIIOJIb30BAaHUEM aKTHBHOM Harpy3Kd KOHTaKTOB
(36B, 3 A-TTIOCTOSIHHBII TOK) yCTAaHOBIICHBI CICIYIOIINE THA-
THO3BI (KaTeropuy TEXHMYECKOTO COCTOSIHHS) 110 KOJTMIECTBY
0€30TKa3HO BBIIOJIHEHHBIX KOMMYTAITHH:

- S1 -no 7 Thicsy;

-S2-or 7 no 15 Teicsy;

-S3 — ot 15 1o 23 ThICAY;

- S4 — cBblmie 23 ThICAY.

Tadoauna 3

S S, S3 Sy

Ne HAnarrocruteckue (Ky) Hrepsanel P(K,) |P(S)=0,19|P(S,) =0,28| P(S;) = 0,39 P(Sy) = 0,14

HpmRe R P(KJS) | P(KJS) | PIKJS) | P(K/Sy)
Hanpsbkenue cpabarbiBaHust B 6,875 P(Ky) 0,12 0,16 0,26 0,38
1 Ucp, B K, 7,5-8,4 | P(K}y) 0,82 0,82 0,73 0,61
: K5 | 8494 | P(K;) | 0,06 0,02 0,01 0,01
Hanpsoxenme Bosepara K5 2,5-3,1 P(K,)) 0,05 0,16 0,17 0,24
2 Usosap, B Ky | 3,139 | P(Ky) | 093 0,72 0,71 0,6
’ K>3 >39 P(K>3) 0,02 0,12 0,12 0,16
3 ComnporusieHue nenu kourak- | Ks; 13-36 P(K3) 0,9 0,96 1.0 1,0
TOB, Rk, MOm K, 36-960 | P(Ks3,) 0,1 0,04 - -
K 1,3-1,.9 | P(K 0.73 0,76 0,86 0,84
4 | Bpems cpabarbiBaHusi, tcp, MC K:; 1.9 PEK:S 0.27 0.24 0.14 0.16
5 Bpens Bosapara, f6036p, Jic K5, 0,9-1,2 | P(Ks)) 0,81 0,73 0,71 0.69
’ ’ Ks, 12-1.8 | P(Ks,) 0,19 0,27 0,29 0,31
6 Bpens nepenera, fnep, mc K | 0,08-0,18 | P(Kg)) 0.54 0.63 0,9 0,89
> tep, Ky | 0,18-08 | P(Ke) | 046 0,37 0,1 0,11
K7 0,01-0,1 | P(K7) 0,02 0,07 0,24 0,22
Ky 0,1-0,3 P(K7,) 0,06 0,09 0,38 0,43
7 Bpewst apedesra, 10p, e Ky | 03-07 | P(K5) | 0,08 0,16 0,26 0,24
Ky | 07-14 | P(Ksy) | 0,84 0,68 0,12 0,11
OTKIIOHEHUE HapsKEeHUH cpa- K 0,1-0,3 P(Kg)) 0,56 0,48 0,51 0,43
8 | OarblBaHHSA OT MHHHMAJILHOTO
suauennst, JJUcp, B Kg» 0,3-0,6 | P(Kg,) 0,44 0,52 0,49 0,57
OTKJIOHEHUE HanpsyKeHUH BO3- Ko, 0,01-0,1 P(Kgl) 0,24 0,48 0,65 0,73
9 | BpaTa OT MHHHMAJIBFHOTO 3HadJe-

uus, Usosep, B Ky, 0,1-0,25 P(Ky5) 0,76 0,52 0,35 0,27
Otkionenue conporusienus | Ko 1-10 P(K 1) 0,03 0,08 0,31 0,17
10 | menu KOHTaKTOB OT MUHUMaIb- | K¢, 11-20 P(K q) 0,09 0,24 0,58 0,69
Horo 3HaueHust, ARk, mOm K3 20-949 | P(K o3) 0,88 0,68 0,11 0,14
1 Bpems coBMeCTHOrO X014, Ky | 0,03-0,12 | P(Kyy)) 0,86 0,75 0,38 0,16
tex, mc Ky, | 0,12-0,3 | P(K;1,) 0,14 0,25 0,62 0,84
12 | Bpemst Tporanust sKOpsi, tmp, mc Kip | 0.67-09 |P(Kp) 0,72 0,78 0,84 0,83
P Ki» 0,9-1,5 | P(Ky2) 0,28 0,22 0,16 0,17
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Tadonuna 4

Ne JlmarnocTudeckue NpU3HAKH K 25;2?;?;? P(K;) 21 5522 ;;’3 ;;‘4
Hanpsoenite cpaGatbisanis K 6,8-7,5 0,222 -0,653 -0,142 0,068 0,233
1 Ucp,B K, 7.5-8.4 0,756 0,035 0,355 -0,015 0,093
K3 8,4-9,4 0,022 0,429 -0,047 -0,348 -0,348
Hanpskenie Bosspara Ky 2,5-3,1 0,153 -0,485 0,019 0,046 0,196
2 Usosep, B K>, 3,1-3,9 0,747 0,113 -0,015 -0,022 -0,095
’ Ky >3.9 0,101 -0,705 0,051 0,051 0,176
3 ConpoTuBIICHHE K3, 13-36 0,969 -0,032 -0,004 0.013 0,013

LIEH KOHTaKTOB, RK, MOm Kx, 36-960 0,031 0,519 0,122 - -

4 Bpes cpabaTbiBanys, fcp, mc Ky 1,3-1,9 0,804 -0.042 -0,024 0,028 0,018
P Ky >1,9 0,196 0,140 0,089 -0,14 -0,08
5 Bpes Bosspata, (6036p, ic Ks; 0,9-1,2 0,732 0,044 -0,001 -0,03 -0.025
’ ’ Ks, 1,2-1,8 0,268 -0,149 0,003 0,073 0,102
6 Bpews nieperiera, (nep, mc Kg; 0,08-0,18 0,755 -0.145 -0.078 0,076 0,071
’ ’ Kg> 0,18-0,8 0,245 0,272 0,178 0,407 -0,348
K7, 0,02-0,1 0,148 -0,86 -0,32 0,21 0,172
7 Bpens apeGesra, 10p, Ky 0,1-0,3 0,245 -0,611 -0,43 0,19 0,244
S K3 0,3-0,7 0,195 -0,386 -0,085 0,125 0,09
Koy 0,7-1,4 0,412 0,309 0,217 -0,53 -0,575
3 OTKJIOHCHHE HaNpsDKeHUH cpadareiBanus | Kg 0,1-0,3 0,499 0,05 -0,017 0,0173 0,065
OT MUHUMaJbHOrO 3Hauenus, AUcp, B Ky, 0,3-0,6 0,501 -0,055 0,017 -0,008 0,056
9 OTKIIOHEHHE HANPSHKEHUH BO3BpaTa OT Kqq 0,01-0,1 0,535 -0,348 -0,012 0,088 0,134
MUHUMabHOrO 3Hauenust, Uso36p, B Ko, 0,1-0,25 0,465 -0,214 0,014 -0,02 -0,235
OTKIIOHEHHE COMPOTUBIICHUS TIETIH Ko 0,173 -0,757 -0,33 0,253 -0,007
10 | KOHTaKTOB OT MUHUMAJBHOTO 3HaueHus1, | Kjp 0,407 -0,655 -0,229 0,153 0,229
J Rk, mOm Kips 20-949 0,420 0,321 0,209 -0,58 -0,477
1 Bpes COBMECTHOTO XOJa, £c, i Ky | 0,03-0,12 0,544 0,198 0,139 -0,155 -0,531
T K, 0,12-0,3 0,456 -0,512 -0,26 0,133 0,265
12 BpeMst Tporai AKOpA, mp, MC Kis 0.67-0,9 0,79 0,04 -0,005 0,027 0,026
’ ’ K 0,9-1,5 0,21 0,125 0,02 -0,118 -0,041

B coorBerctBuu ¢ [9] hopmyra ist OIEHKH AUATHOCTH-
YEeCKOTo Beca MPU3HAKOB MMEET BH/I:
P(K._/S,)
Z (K. )=log———"~ (H
N s 4
i Js P( K - )
JS
[ne P(K;/S;) — BEPOSTHOCTH NIOSBIICHUS MHTEPBAJIA S TIPH-
3HaKa K; 71711 7IEMEHTA CUCTEMBI € COCTosTHUEM Sj; P(K) ) — Be-
POSITHOCTH OJTHOBPEMEHHOTO MOSBIICHUS KaXK/I0T0 HHTEpBaia
Ka)kKJI0T0 MPU3HAKa B KaXJIOM pacCMaTPHUBAEMOM COCTOSTHUH.
Bennunna P(Kj,) paccunthiBaetces o Gopmyse:

P(K )= i P(S)P(K,, /S)), 2)

rae P(S;) — ampuopHasi BepOSATHOCTh COCTOSTHHS.
[ToxncraBus Boipaxkenue (2) B popmyaty (1)momydum Bbi-
paxenue (3)
P(K, /S)
Z (K,) = log— - : (3)
D P(S)P(K,, /S,

i=1

Hnst pacuera sHauennii Zg (K ) coctapnena 1uarnocTy-
4yecKasi MaTpHIa, IPUBEICHHAs B TabuIe 3.
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Pesynbrare! pacdeTa IMarHocTHIecKux BecoB Zg (K ) mo
¢dopmyre (3) u BEpOSATHOCTH OHOBPEMEHHOTO ITOSIBIICHUS
Ka)KI0r0 HHTEPBaa KayKI0To IIPU3HAKA B KAKIOM paccMa-
TPHBAEMOM COCTOSIHUH (K ), onpeneneHnbIe mo Gpopmyiie
(2) mpuBenens! B TabmwIe 4.

Kaxk cnemyer u3 Tabmauel, inarnoctiaeckuii sec Zg (K )
MOJKET UIMETb U IIOJIOXKUTEIBHOE ¥ OTPHIATENIEHOE 3HAYCHUSL.
OrpuuarenbHOE 3HAYCHHE JUArHOCTHYECKOrO Beca 03Ha4YaeT
OTpHIIaHKE JaHHOTO Juarno3a. Hanpumep, Z s, (K;)=-0,38
O3HaYaeT OTPULAHUE AUArHO3a S3 10 TPETheMy HHTEPBATY
NIepBOTo NpH3HaKa. TakiuM 00pa3oM, BBISBICHBI HHTEPBAIIBI
U XapaKTePHCTUKH, NMEIOLINE HAUOOIBIIYIO IEHHOCTD IS
oOHapyxeHuUs 1e(EKTOB M BBIBICHHS HEHAIGKHBIX pelie.

B cootBercTBHY C [9] TOHITHE TUATHOCTHYECKOTO Beca
pean3anny KaKI0ro KOHKPETHOTO IPU3HAKA IIPUMEHIMO
TOJIBKO K JAHHOMY JIMarHO3y Kak ero MOATBEPKICHUE WIIH
OTpHULIAHHUE, YTO eIle He JaeT IIPECTABICHUS O THarHOCTH-
YeCKOil LICHHOCTH O0CIIeNOBaHMS 110 TaHHOMY NPU3HAKY.
JuarHoctuyeckasi LeHHOCTb OOCIICOBAHUA 110 PU3HAKY
K; nnst muarnosa S;, KOTopas XapakTepu3yeTcsl BETMIUHOM
nH(opManny, BHOCHMOH BCEMH pealn3aldsMi IpH3HaKa
K; B ycTanoBenue muarnosa S; (4)
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Z(K) =3 Z, (K, )P(K, |S),
s=1

"
Zy(K))= P(K,/S,)log— PK,75) , (4
o=t N P(S)P(K, /S,
i=1

e m — paspspHOCTb npusHaka; Zg (K ) — ssusercs
YacTHOH JIMarHOCTHYECKON IIEHHOCTBIO 00CIIEJOBaHMUS MO
IPU3HAKY K, TIOTOMY KaK OTHOCHTCS K OXHOMY KOHKDET-

HOMY COCTOSIHUIO.
OO0mast [uarHocTudeckas IeHHOCTh 00cCiieJOBaHUs
[6] unn xonmmuecTBO MHOpManUU, BHOCUMOE obOcie-
JIOBaHHEM B CHUCTEMY JUArHO30B, PACCUUTBIBAETCA IO

dopmyme (5):

Z,(K) = 3.7, (K, )P(S) )

Jpyrumu clioBaMHy — 3TO yCPEAHESHHOE 3HaYeHHE HH(DOP-
Maluy, BHOCUMOE 00CIIeI0BaHIEM JUTSl TOCTAHOBKH HEH3-
BECTHOTO 3apaHee MarHo3a. 3Ha4eHHs YacTHOH 1 o0mien
JIMarHOCTUYECKOH [IEHHOCTH 00CIIeI0BaHMS SKCIEPHMEH-
TAILHOM MApTHH peJie IPUBE/ICHHI B Ta0muIe 5.

[To 3naueHusIM 0O0IIEH W YACTHOH THAarHOCTHYECKOW
LIEHHOCTH 00CIIeIOBAaHHUS MOXHO CJIeNIaTh BBIBOJ, O TOM,
4yTO Hanbosee MHPOPMATHBHBIMU MPU3HAKAMH JUIS pac-
CMaTpUBAEMOTO CiTydast SIBISoTCs 10p, ARk 1 tcx.

Cnenyer ormeruts, 4To 110 3Ha4eHUsM Zg (K ;) MoxHO
OTIPEAETATh JUArHOCTHYECKYIO IIEHHOCTh 00CIe0BaHUS B
3aBHCUMOCTH OT BEJIMUYUHBI KOJIMYECTBA HHTEPBAJIOB.

Terepb MOKHO MPOBOJUTH KJIACCH(HKALHUIO peiie Mo
MeTony baiieca [9], y KOTOpBIX H3BECTHBI peaTu3allu KOM-
IUIeKca NPU3HAKOB K, ., U1 paccMaTpuBaeMoro ciryyvas,
BO3BMEM pelie, Mojiekaniee Kiaccu(ukanum 1 nmeromiee
cIIetyIomye 3HaueHNs Handosee NHYOPMATUBHBIX ITapame-
TPOB (KOMITIIEKC TPU3HAKOB):

top = 0,26 mc; IRk= 19 MOwm; tcx =0,06 mc.

BepOHTHOCTB MOABJIICHUSA KOMIIJICKCA MPHU3HAKOB

Kionn = (K72, K125, K3,) IpY HaIM9MU IMArHO3a S; BHIYHC-
nsercs o ¢popmyie (6) [9]:

P(KkoMm /SI) =

= P (K)co.wn.vl / Si )P (Kxo.wn.'IZ / Si ) """ P (KKOMn.7N / Si ) (6)

Torna obobmennHas hopmysa baiteca mpunnumaet Bux (7):
_ P(S)P(K o !S)

D P(SHP(K, 1 S)
s=1

Juis paccmarpuBaemoro cirydast popmyna (6) npuHH-
MaeT BU:

P(K, 1 S)) = P(K;, I S)P(K y, 1 S)P(K 5, 1 S))

[ToncraBuB umcIeHHbBIC 3HAYCHHMS, HAHIEM BEPOSITHOCTh
TIOSIBJICHHSI KOMIUIEKCA MTPU3HAKOB ISl KAXKJIOTO THAarHo3a

P(KyonniS1) = 0,06:0,09-0,14= 0,00076,

P(K i S2)= 0,09-0,24-0,25= 0,0054,

P(K o S3)= 0,38-0,58-0,62= 0,137,

P(K i/ S2)= 0,43-0,69-0,84= 0,249.

B pesynbrare pacuera o 0606mienHoit popmyse baiieca
(6) momyuyaeM cienyromme 3HAYSHUS allOCTEPHOPHBIX Be-
POSITHOCTEH paccMaTprUBacMBIX YETHIPEX COCTOSHUM P(S)/
Kxomnfz) = 0,00159; P(SZ/KKOMVL’Z) = 0,0168; P(S3/Kxomnﬂ) =
0,594; P(S4/Konns) = 0,387.

MaxkcnumanbHOE 3HaYC€HHE SHTPOTHH (TIEpBOHAYAILHOH )
WM alipHOpHAst SHTPOITHUSI TNAarH030B MOXKET OBITH paccuu-
TaHa 1o Qgopmyie 8:

P(S, /K

()

Komni ) -

H(S)=-Y P(S,)log P(S,), ®)
i=1
TOF):[a HETPYAHO NOACHUTATD, UTO JJId JAHHOI'O ClIyvasd
H(S) = —((0,19)x(~0,721)+0,28x(~0,552)+0,39x
*(~0,408)+0,14x(~0,853) = 0,137+0,154+0,159+0,149=0,569.
Ilocie peain3anun KOMIIJICKCA MPHU3HAKOB SHTPOIUA
TaKOTI'0O 3JICMCHTAa CUCTEMBI COCTaBHUT!

Tadauna 5
No HpI/I3HaKI/I ZS1 (K,) Zs2 (Kj) Zs3 (K,) Zs4 (K]) Zs5 (Kj)
1 Hanpsoxenue cpabareiBanus, Ucp 0,023 0,222 0,0033 0,036 0,072
2 Hamnpsoxkenue Bo3Bpara,Uso3sp 0,071 0,0012 0,0015 0,018 0,019
3 ConpoTHBIICHHUE [IEMTH KOHTAKTOB, RK, 0,023 0,00065 0,013 0,013 0,011
4 Bpewmst cpabarbiBanusi, tcp 0,023 0,00312 0,0045 0,023 0,01
5 Bpewms Bo3Bpara, t6036p 0,0075 0,00005 0,012 0,014 0,02
6 Bpewms niepeneta, tnep 0,047 0,017 0,011 0,024 0,059
7 Bpewms npebesra, top 0,259 0,076 0,22 0,101 0,166
3 OTKIIOHEHHUE HANPSDKEHUH cpadaThiBa- 0.004 0.00077 0,005 0.06 0.035
HUSI OT MUHUMaJIbHOTO 3HaYeHus1, {1 Ucp
9 OTKJIOHCHHE HAMIPSDKCHUNA OTITYCKAHUS 0.099 0.0029 0,005 0.034 0.005
0T MUHHMAaJIbHOTO 3HaueHus1, J{Usoz6p
1 OTKJIOHEHHE COTTPOTUBIICHUS IIeTTH KOH- 0.2 0.068 0.103 0.09 0.107
TaKTOB OT MUHUMAJIbHOTO 3HaueHus, JIRx
1 Bpewmst coBmecTHOrO X014, fcx 0,098 0,039 0,141 0,138 0,103
1 Bpewms Tporanus sixops, tmp 0,064 0,00011 0,003 0,01 0,014
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METOAbI U CPEACTBA AUATHOCTUHECKOIO KOHTPOJ19 CTIABOTOYHbIX QJIEKTPOMAITHUTHbBIX PEJIE

YcTraHOBKa KOHTPOJISI HU3KOBOJIBTHBIX
ANEKTPUUECKUX M BPEMEHHBIX
napametpos pene YUIIP-V1: Ucp,
Usosep, Rk, Room. AUsoszep, AUcp,
ARk

YCTaHOBOK SIBJISIETCS OTAENBHON TEMOW U
BBIXOJIUT 3@ PAMKHU TAHHOW CTaTbhU.

Js kmaccudukanum pene u orbopa
< Hambonee WH(GOPMATHBHBEIX MAapaMETPOB
pa3paboTaHo MporpaMMHOE 0OECTICUCHHE.
Ha puc. 5 npuBeneHo OKHO KiTacCHU(pHKa-

Hcnsiryemoe YcTaHOBKa KOHTPOJIS SJCKTPUIECKOI

pene MPOYHOCTH M COMPOTHBIICHUSI
n3omsiuu peie DP-39

LM pedie.

MK 31ech NPUCYTCTBYIOT TPH JIOTHYECKUE
gacTu: k03(dunmueHTs KIaccupuKaImm,
JJaHHBIC JUIS pacdyeTa M CBOJHAs Taliuna

A
A 4

VY cTpoicTBO OCHMIIOrpahUIecKOro
KOHTPOJIA ANHAMHYECKHX [TapaMeTPOB

A 4

pene: tep, tBo3Bp, tuep, tap, trp, te.x.

C mapaMeTpaMu pesie M pe3ysbTaTaMu
KOHTPOJISL.

C momomIpI0 MPOrpaMMHOTO oOecte-
YeHHs B IPEICTABICHHOM OKHE ITPOU3BO-
JMTCS 3arpy3Ka JaHHBIX aJrOpUTMa Kiiac-

A
A 4

Puc. 1. CtpykTypHas cxema CHCTEMBbI OIPEICTICHUS NEKTPUICCKUX cH(UKaIUH, IONTYyICHHBIX B PE3yNbTaTe

1 BPEMEHHBIX ITapaMeTPOB pesie

H(S/K)=-Y P(S,/K)logP(S,/ K

i=1
H(S/K)=—(0,00159-10g0,00159+0,0168-log0,0168 +
+0,594-1og 0,594+ 0,387 log 0,387 = 0,00444 + 0,03 +
+0,1343+0,16 = 0,328

KoOMRI )'

CrereHb HEONPE/ICICHHOCTH WITH OCTAaTOYHAsI SHTPOTIHS
cocrasut 0,569-0,328=0,241.

TakuM 00pa3oM MOXKHO cJIeNaTh BBIBOJ, YTO CHCTEMaA
JIOCTaTOYHO ONPEJICIICHHA U TAHHBIN SK3EMIUISP peie 1071-
JKeH OBITh OTHECEH K TPEThel KaTeropuu TEXHHYECKOTO
COCTOSTHHSI.

Jl1st u3MepeHus SICKTPUYSCKUX M BPEMEHHBIX Ia-
paMeTpoB, ONpenesieMbIX IPU JHarHOCTHKE peje, HC-
MOJIBb3yeTCsl pa3paboTaHHOE KOHTPOJIBHO-U3MEPHUTEIIEHOE
obopynoBanue (puc. 1): ycranosku YUIIP-Y1, OP-40 n
ABTOMATHU3MPOBAHHOE YCTPOMCTBO KOHTPOJISI AMHAMHYECKUX
XapaKTepUCTHK pelie, hororpaduu KOTOPHIX IPUBEACHBI HA
puc. 2 —4[11].

Hano oTMeTHTh, 4TO BBIICTIEPEUNCIICHHBIE YCTAHOBKA
SIBJISTIOTCS aBTOMAaTH3MPOBAHHBIMH U UMEIOT BBIXOJI Ha TIEep-
COHAJIbHBII KOMITbIOTEp. PaccMOTpeHne MpUHIMITOB paOOThI

Puc. 2. YcraHOBKa KOHTPOJISI HU3KOBOJIBTHBIX TTAPaMETPOB
pene YUIIP-VY1
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06y‘{CHI/I$[, 1 OCYHICCTBIISIETCA 3alIOJTHEHNE

N3MEPEHHBIMH 3HAYCHUSIMH ITapaMeTpOB.
Taxoke MPOU3BOAATCS pacyeThl MO KIIACCH(DUKALIMN IK3EM-
IUISIPOB PeJIe ¥ COXpaHEHHE Pe3yIbTaToB KIIacCH(DUKALIIN B
¢dopmare Excel. imeeTcst BO3MOKHOCTE H3MEHEHUS HAOOpa
[IapaMeTpoB, 110 3HAYCHUSIM KOTOPBIX OYIeT TPOU3BOIUTHCS
knaccudukarus (puc.6).

Puc. 3. YcranoBka KOHTPOIIS BEICOKOBOJIBTHBIX MTapaMe-
TpoB pene DP-40

Puc. 4. ABTOMaTH3NPOBAHHOE YCTPONUCTBO KOHTPOIIS
BPEMEHHBIX IAPaMETPOB Pelie OCLIILIOrpadhuIecKuM
METOJIOM



METOAbl U CPEAOCTBA AUATHOCTUYECKOIO KOHTPOJ14 CJIABOTO4YHbIX 9JIEKTPOMAIHUTHbIX PEJIE

J Knaccudpmiatop pene no Hage MHOCTH

[IpoBeneHHBIE KCIIEPUMEHTAIB-
HBIE WCCIIEOBAHUS TOKA3aJIH, 9TO

HCIOBb30BAaHIE ABTOMATH3MPOBAH-
HBIX YCTAHOBOK M YCTPOMCTB KOH-

TPOJIS TTO3BOJSAET C HEOOXOTMMOH

JIOCTOBEPHOCTBIO MPOU3BOIUTH KIIAC-
cu(uKanuro pene, a TAKXKe IIPUBOISAT
K 00IIIEMy CHIKEHHIO TPYAOEMKOCTH
BBITTOJIHEHNST KOHTPOJIBHBIX OTepa-

— KoaddrUuMeHTEI KnaccubukaLm
Wmaa daiina: for_desc.rod
MyTe: C\Documents and SettingsiAlex\PaSoqmi
cTonCurrentCurve\ClassificationAppiMatiabrele_classificatoridistriby
— JaHHble ANa pacyeTa
Wma daiina: 2.csv
MyTe: C:\Documen’fsl anld Settings\alex\PaGoumil
cTonCurrentCurve\ClassificationAppihiatiabt
WA dakina ‘ taE.A [ te.x.9 tn.cp Rofm CraTyc
F3C-90 20-1 0 0 0 100
F3KE0 Na1-1 0.5620 0.0640 0.0440 213
P3KE0 Ma1-2 0 0 0 345
P 3KE0 Mal(1 0.5270 0.0690 0.0560 2323
P 3KE0 Ma2-1 0.5690 0.0520 0.0430 k32
P 3KE0 Ma2-2 0.6520 0.0790 0.0470 234
P 3KE0 Ma3-1 0.3640 0.0810 0.0590 234
P 3KE0 Ma3-2 0.6730 0.0610 0.0550
P 3KE0 Med-1 0.3660 0.0280 0.0450
P3KE0 Meg-2 0.5250 0.0670 0.0440
P 3KE0 MesS-1 0.6120 0.0850 0.0720
P3KE0 Mas-2 0.3130 0.0500 0.0600
P3KE0 MaB-1 0.4360 0.0440 0.0570
P3KE0 MaB-2 0.4490 0.0740 0.0670
P3KE0 Na7-1 0.2520 0.0640 0.0580
F3KE0 Ma7-2 0.6330 0.0930 0.0560
FP3KE0 Nag-1 0.2940 -0.0940 0.14530

LM{A U AMarHOCTUKH pene. [Tpuuem,
CIeqyeT OTMETHTH BO3MOKHOCTD
TIPUMEHEHHS JAHHOTO 000PYAOBAHUS
JUTSA KITacCU(HUKAIIAN pelie 10 3Haue-
HUSAM DJEKTPHIECKUX W BPEMEHHBIX
MMapaMeTpoB, KaK IIPH BEPOSTHOCT-
HOM, TaK W TIPU JAETEPMUHUCTCKOM
TTOIX0/Ie pacIo3HaBaHUS TEXHUYE-
CKOTO COCTOSTHHSA peJie.

[>

LLLL

Jiutepartypa

1. Manamenko A.A. DiekTpo-

Puc. 5. OxHo kmaccuukam

} MameHeHue HaBopa napameTpoB E| [X|

I I NoBaEHTE. ..
3
tae.a

IUcpaﬁ|

tc.x.a
Ia
tn.cp
Robm

w l 3aKpeITE

Puc. 6. OkHO U3MeHeHus1 Habopa rnapameTpoB

B naHHOM OKHE MOXXHO H3MEHSATh HOMEHKIATYPY
mapamMeTpoB pejie JUIsl PacueToB, yAAJIATHh BbIJCICHHBIC
mapaMeTpsl U J00aBIATh HOBBIC. Tabnuiia mapamMeTpoB B
oKkHe KiaccuuKkanuu OyIeT MEHSTHCS B COOTBETCTBUH C
HOBBIM CITHCKOM.

J1st ycTaHOBIICHUS TMAarHO3a [IPOoBeJieHa KitacCu(pUKaIms
pene POC47 o Hanbosee nHGOpMaTHBHBIM ITapaMeTpam ¢
MOCEAYIOIIUM MPOBEJACHUEM UCIIBITAHUI Ha H3HOCOCTOM-
kocCTh. [Ipu 3TOM, OIIKHOKH (TIEPBOTO POIA), OTHECECHHUS TO/I-
HBIX peJie K OpakoBaHHBIM, COCTaBHIIM U OLIMOKH (BTOPOTO
pona) He mpeBbickIH 4%.
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Structural reliability. The theory and practice

Lavrov V.A., Durnev A.V.

METHODS AND MEANS OF DIAGNOSTIC CONTROL
OF LOW-CURRENT ELECTROMAGNETIC RELAYS

The article covers the methods and means of quality control and identification of dependable low-current
electromagnetic relays based on the diagnostic value of properties. Software is suggested for selection of
the most informative parameters and dependability classification of relays.

Keywords: relay diagnostics, relay control, relay characteristics, potentially undependable relay, informative
relay parameters.

The quality of electronic equipment (EE) used in various industries and special technology
(military, space, medical, etc.) largely depends on the used electronic components [1, 2]. One
of the widest and longest used EE components is the electromagnetic low-current hermetically
sealed relay (further referred to as relay), the production of which has been on the rise over
the last years [3, 4]. That is why it is important to have diagnostic tools able of identifying the
quality of manufacture and forecast their operational dependability.

Today’s manufacturing procedures still let faulty relays go to the consumers. The defects
(a defect should be understood as a relay parameter outside the standard value set forth in
the technical specifications) are uncovered at each lifecycle step of relays, namely delivery,
acceptance test and operation. The most common defect is non-compliance of pick-up and
drop-off voltage (current) with the standard values set forth in the technical specifications.
They are followed by defects due to excessive time parameters, circuit resistance of contacts
and short disruptions of field circuits. Given the application area of relays we can say that
the problems related to the development and implementation of efficient measures of preven-
tion and identification of the above defects and elimination of their marketing are of utmost
importance to the improvement of product quality [5].

Practical experiments have shown that identifying relays with excessive values of actua-
tion level, time parameters and circuit resistance of contacts must be performed by means of
multiple measurements of those parameters. Each measurement is performed during or upon
completion of switching actions. 20 to 30 switching actions are optimal. It should be noted
that regulatory documents [6] prescribe a single measurement of those parameters. It has been
found that deviations of one or another parameter (even if it is within the standard prescribed
in technical specifications) from measurement to measurement indicates that the relay will
be unstable in further operation. Those factors play a great role in identifying potentially un-
dependable relays. As an example, tables 1 and 2 show the parameters of two faulty relays of
REK60 and RPS45 types. Actuation levels (sensitivity) were measured 10 times, while circuit
resistance of contacts was measured 30 times.

As control results show (Tables 1, 2), excessive circuit resistance values of NC and NO
contacts Rc (100 mOhm is normal) were identified at the third, fifth and from the nineteenth
to twenty-third, while pick-up voltages Upul and Upu2 (14,5 V is normal) at the fifth and
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Table 1. Results of REK60 relay contacts resistance
measurements

Contacts’ resistance, mOhm
No. of testf NZ 1 NP 1 NZ 2 NP 2

1 50 82 53 56
2 68 58 51 55
3 101 62 52 55
4 67 53 52 55
5 54 601 51 55
6 52 71 52 55
7 93 93 53 55
8 0 53 52 55

51 54 51 55
10 52 53 52 55
11 5 53 52 55
12 51 53 52 55
13 51 53 53 55
14 50 53 53 55
15 51 53 53 55
16 50 53 52 55
17 51 53 53 55
18 51 53 52 55
19 51 85 53 55
20 234 173 52 55
21 54 649 53 55
22 138 93 53 55
23 140 55 53 55
2 53 59 53 55
25 53 53 52 55
26 51 53 52 55
27 50 53 53 55
28 51 55 52 55
29 53 58 53 55
g? 52 62 53 55

nineteenth measurements respectively. With a single meas-
urement of the parameters those defects could not be uncov-
ered, and the relays identified as fit would have made it to
the consumers. The acceptance test [7] would not identify
anything either if performed once. In fact, excessive pick-up
voltage and circuit resistance of contacts indicates that in
some switching actions the relay did not perform its func-
tions (did not comply with the technical specifications).

As it is well known there are two main approaches to
identifying the condition of a system (in this case a relay):
deterministic and probabilistic ones [8, 9].

Paper [10] covers discriminant analysis methods that can
be attributed to the deterministic approach to classification
and choice of the most informative parameters. As the di-
agnostic indicators the authors use eight time parameters of
relays obtained by manual oscillographic method. The main
disadvantage of the method is the limited range of covered
indicators for classification. The authors, in particular, did
not use electric parameters of relays. Diagnostic procedures

Table 2. Results of RPS45 relay pick-up voltage measurements

based on this range of measured parameters with single
measurement can result (as shown above) in as significant
reduction of classification accuracy. The values of time
parameters within normal limits do not guarantee normal
values of electrical parameters. For example, REK60 and
RPS45 mentioned above have normal time parameters. One
of the possible ways to improve the quality and accuracy of
diagnostics based on this method is the extension of the list
of covered indicators and automation of the measurement
of electric and time parameters of relays.

It should be also noted that in order to obtain the time
parameters the authors used the labor intensive manual oscil-
lographic method that practically does not allow for multiple
measurements. Although back then that method of obtaining
the values of parameters was completely justified.

Over the last few years the equipment used in the diag-
nostics and quality control of low-current electromagnetic
relays has experienced significant changes. In particular, a
number of automated installations have been developed for
the purpose of measuring electrical and time parameters of
relays using computer technology and enabling multiple
measurements of electric and time parameters of relays with
subsequent statistical processing.

This article explores the possibilities of using the sta-
tistical probabilistic method in identifying the technical
condition of relays. The authors consider various methods,
devices and software for identification of the technical
condition and classification of relays by values of electric
and time parameters, as well as their evolution over multiple
measurements using information theory methods.

Relays dependability classification and evaluation of in-
formative value of indicators has been performed based on a
priori statistics of diagnostics with calculation of diagnostic
weights and diagnostic value of the inspection.

The most reliable information regarding switching lon-
gevity of low-current electromagnetic relays is provided by
wear tests. In order to define a relay’s lifespan it is required
to identify a range of properties that describe its technical
condition in the best possible way.

Electric and time parameters of relays are used as diag-
nostic indicators. A diagnosis is the number of fault-free
switching actions performed in a certain electrical mode.

It should be noted that the generation of the diagnostic
matrix, identification of the most informative parameters
and classification of relays by diagnostic weights must be
performed individually for each type of relay depending on
its operating mode.

In the given example the diagnostic weight of the RES47
relay indicators is identified. The set
of diagnostic indicators K, includes

12 relay parameters defined before

Sensitivity checkup the wear fests
No. of test| Upu1V | Upu2 V No. of test| Upu1V | Upu2 V The experinllent featured 96 RESAT
; 1;;; 1 :ll gg 9 12?2 :II :II gi relays with a set of electric and time
3 13"4 11 53 8 1 4: 35 11 :45 parameters (indicators). During the
4 13.3 11,52 9 15.34 11.56 wear tests with active load on contacts
S 14.75 11.55 10 1417 11.54 (36 'V, 3 A, direct current) the follow-
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ing diagnoses were made (categories of technical conditions)
based on the numbers of fault-free switching actions:

- S1, up to 7 thousand;

- S2, from 7 to 15 thousand;

- S3, from 15 to 23 thousand;

- S4, above 23 thousand.

As per [9], the formula for diagnostic weight evaluation
is as follows:

P(K, /S))
PK,)
where P(K;/S;) is the probability of the interval S of indi-
cator K; for a system components with condition S;; P(Kj) is
the probability of simultaneous occurrence of each interval

of each indicator in each condition considered. The value
P(Kj,) is calculated using the following formula:

Zg(K,)=log )

By plugging formula (2) into formula (1) we get for-
mula (3)

P(K, /S,

N P(S)P(K, /S,
i=1

In order to calculate values Z; (K ) the diagnostic matrix
was generated as shown in Table 3.

The results of diagnostic weights calculation Z; (K ;)
according to formula (3) and probabilities of simultane-
ous occurrence of each interval of each indicator in each
considered condition P(K,) defined using formula (2) are
given in Table 4.

As the table shows, the diagnostic weight Z; (K )
can be either positive or negative. A negative diagnostic
weight means the negation of the diagnosis. For example,
Z, (K,;)=-0,38 means the negation of diagnosis S5 for the

Zs, (K,,) = log ©)

P(K,)= ZP(S,. (K, /S,), 2) third interval of the first indicator. Thus are identified the
=l intervals and characteristics that are the most valuable for
where P(S;) is the a priori probability of a condition. uncovering defects and undependable relays.
Table 3
. . . S S, S S,
No ll)ll‘:;gc':;ztr'; K, 112?;:3:1): P(K,) | P(S) =019 P(S;) =028 | P(S;) = 0,39 | P(Sy) = 0,14
P(K/S)) | PKJS) | P(KJSy) | P(K/Sy)
Picku volta K 6,8-7,5 P(K})) 0,12 0,16 0,26 0,38
1 ¢ (‘]‘pu (r)/ &8¢ Ky 7584 | P(K)) 0,82 0,82 0,73 0,61
P, K3 8494 | P(K3) 0,06 0,02 0,01 0,01
Ky, 2,531 P(Ky)) 0,05 0,16 0,17 0,24
2 Ret&l::t;’fr}taﬁea Ky, | 3139 | P(Ky) 0,93 0,72 0,71 0.6
: Kn >3.9 P(Ky3) 0,02 0,12 0,12 0,16
3 Resistance of contact K3 13-36 P(K3)) 0,9 0,96 1.0 1,0
circuits, Re, mOhm K, 36-960 P(K3) 0,1 0,04 - -
L K. 13-1.9 | P(Ky) 0.73 0,76 0,86 0,84
4 | Action time, tact, ms Ke» >1.9 P(Ky) 0,27 0,24 0,14 0,16
. K, 09-12 | P(Ks) 0,81 0,73 0,71 0.69
5 |Return time, treturn, ms Ko 12-1.8 P(K<») 0.19 0.27 0.29 031
. K¢ 0,08-0,18 | P(Kg) 0.54 0.63 0,9 0,89
6| Flyovertime, ifly. ms ¢ 1707308 | P(Ke) 0,46 0,37 0,1 0,11
Ky, | 001-0,1 | P(Ky) 0,02 0,07 0,24 0,22
. K5 0,1-0,3 P(K7)) 0,06 0,09 0,38 0,43
7| Bouncetime, b, ms I 0,307 | P(K») 0,08 0,16 0,26 0,24
Ky 0,7-1,4 P(K74) 0,84 0,68 0,12 0,11
Deviation of pick-up | g, | 0103 | P(Ky) 0,56 0,48 0,51 0,43
8 | voltages from minimal
values, {Upu, V Ky, 0,3-0,6 P(Ks,) 0,44 0,52 0,49 0,57
Deviation of return volt-| - g 1 0,01-0,1 | P(Ky)) 0,24 0,48 0,65 0,73
9 | ages from minimal val-
ves, TUreturn, V Ky, 0,1-0,25 P(Kyy) 0,76 0,52 0,35 0,27
Deviation of contact cir- |  Kjg; 1-10 P(K 1) 0,03 0,08 0,31 0,17
10 |cuit resistance from mini-| K, 11-20 P(K i) 0,09 0,24 0,58 0,69
mal value, JIRc, mOhm | K3 | 20949 | P(Ky03) 0,88 0,68 0,11 0,14
. K 0,03-0,12 | P(Kyy) 0,86 0,75 0,38 0,16
11| Follow time, fol, ms [ =075 03 p(K, ) 0,14 0.25 0,62 0,84
12 Armature start time, Ky 0.67-0,9 P(Ki51) 0,72 0,78 0,84 0,83
tstart, ms K122 0,9-1,5 P(K122) 0,28 0,22 0,16 0,17
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Table 4

Ne Diagnostic indicators K;, Illr:?(:sjztl(l): P(K;) ;sll 5:2 5;3 ;;4
K 6,8-7,5 0,222 -0,653 -0,142 0,068 0,233
1 Pick-up voltage Upu, V Ky 7.5-8,4 0,756 0,035 0,355 -0,015 0,093
K3 8,4-9.,4 0,022 0,429 -0,047 -0,348 -0,348
Return voltagea K 2,5-3,1 0,153 -0,485 0,019 0,046 0,196
2 Ureturn, V Ky 3,1-3,9 0,747 0,113 -0,015 -0,022 -0,095
Ky >39 0,101 -0,705 0,051 0,051 0,176
3 Resistance of contact circuits, K3 13-36 0,969 -0,032 -0,004 0.013 0,013

Re, mOhm K3, 36-960 0,031 0,519 0,122 - -

4 Action fime. fact. ms Ky 1,3-1,9 0,804 -0.042 -0,024 0,028 0,018
Y Ky >1,9 0,196 0,140 0,089 -0,14 -0,08
5 Return time. frefurn. ms Ks 0,9-1,2 0,732 0,044 -0,001 -0,03 -0.025
’ ’ Ks, 1,2-1,8 0,268 -0,149 0,003 0,073 0,102
6 Flyover time, /i, ms Ke; | 0,08-0,18 | 0,755 -0.145 -0.078 0,076 0,071
el Ke; | 0,18-0,8 | 0,245 0,272 0,178 0,407 -0,348
K7 0,02-0,1 0,148 -0,86 -0,32 0,21 0,172
7 Bounce time. tb. ms Ky 0,1-0,3 0,245 -0,611 -0,43 0,19 0,244

> Ko 0,3-0,7 0,195 -0,386 -0,085 0,125 0,09
Ky 0,7-1,4 0,412 0,309 0,217 -0,53 -0,575
3 Deviation of pick-up voltages from | Kjg; 0,1-0,3 0,499 0,05 -0,017 0,0173 0,065
minimal values, JIUpu, V Kgy 0,3-0,6 0,501 -0,055 0,017 -0,008 0,056
9 Deviation of return voltages from | Ko 0,01-0,1 0,535 -0,348 -0,012 0,088 0,134
minimal values, [{Ureturn, V Koy 0,1-0,25 0,465 -0,214 0,014 -0,02 -0,235
Deviation of contact circuit Ko 1-10 0,173 -0,757 -0,33 0,253 -0,007
10 resistance from minimal value, Kig 11-20 0,407 -0,655 -0,229 0,153 0,229
HRc, mOhm K3 20-949 0,420 0,321 0,209 -0,58 -0,477
. Ky | 0,03-0,12 | 0,544 0,198 0,139 -0,155 -0,531
1 Follow time, §fol, ms Ky, | 0,12-03 | 0456 | -0512 0,26 0,133 0,265
12 Armature start time. fstart. ms K> | 0.67-0,9 0,79 0,04 -0,005 0,027 0,026
’ ’ K 0,9-1,5 0,21 0,125 0,02 -0,118 -0,041

According to [9], the concept of diagnostic weight of "
realization of each particular indicator is applicable only to Z(K)= 2 Zs (K )P(S,). %)
i=1

the given diagnosis as its confirmation or negation, which
does not yet indicate the diagnostic value of studies based
on that indicator. The diagnostic value of studies according
to indicator K; for diagnosis S; that is characterized by the
amount of information introduced by all realizations of
indicator K in the establishment of diagnosis S; (4)

Z (K=Y Z (K, )P(K, /S,
s=1

" P(K,/S)
Z& (K,) = ZP(K‘,',‘- /Sl)log n - 5 (4)
s=1

N P(S)P(K, /S,

i=1

where m is the resolution of the indicator.

Z, (K ,)is aspecific diagnostic value of study based on in-
dicator Kj, because it refers to a single specific condition.

The overall diagnostic value of study [6] or the amount
of information introduced by the study in the system of
diagnoses is calculated according to formula (5):

In other words, that is the average value of information intro-
duced by the study for the purpose of establishing the a-priori
unknown diagnosis. The specific and general diagnostic values
of study of an experimental batch of relays are given in Table 5

Based on general and specific diagnostic values of a study
the conclusion can be made that the most informative indica-
tors for the considered case are th, ARc and tfol.

It should be noted that values Z; (K ) can be used to
identify the diagnostic value of the study depending on the
number of intervals.

Now when realizations of a complex of indicators are
known, relays can be classified using the Bayesian approach
K compi [9]- For the considered case let us take a relay to be
classified that has the following values of the most informa-
tive parameters (set of indicators):

th = 0,26 ms; ARc= 19 mOhm;, tfol =0,06 ms.

The probability of occurrence of the set of indicators
Keompi = (K72, K125, K35) given the presence of diagnosis S;
is calculated using formula 6) [9].
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Table 5
No Indicatiors Zs. (K,-) ZsZ (Kl,-) Zs3 (K,) ZSA (K,-) Zs5 (K,—)
1 Pick-up voltage, Upu 0,023 0,222 0,0033 0,036 0,072
2 Return voltage, Ureturn 0,071 0,0012 0,0015 0,018 0,019
3 Resistance of contact circuits, Rc, 0,023 0,00065 0,013 0,013 0,011
4 Action time, fact 0,023 0,00312 0,0045 0,023 0,01
5 Return time, treturn 0,0075 0,00005 0,012 0,014 0,02
6 Flyover time, tfly 0,047 0,017 0,011 0,024 0,059
7 Bounce time, tb 0,259 0,076 0,22 0,101 0,166
g | Deviationof pick-up voltages 0,004 0,00077 0,005 0,06 0,035
from minimal values, JUpu
g | Deviation of drop-off voltages 0,099 0.0029 0,005 0,034 0,005
from minimal values, AUreturn
10 Deviation of cggtact circuit resis- 0.2 0,068 0.103 0,09 0.107
tance from minimal value, JIRc
11 Follow time, tfol 0,098 0,039 0,141 0,138 0,103
12 Armature start time, tstart 0,064 0,00011 0,003 0,01 0,014
P(K g 1 5:) = H(SIK)==Y P(S,/K)logP(S, K.,
= P(Kcompll / Si)P(KmmpIZ / Si )""'P(KcomplN / Si ) (6) =l

Then the generalized Bayesian formula is as (7)

P(SH)P(K_ /S,
P(Si/mepl)= _ ( 1) ( compl 1) . (7)

Y P(S)P(K.,,,,.!S,)

s=1

For the considered case formula (6) is as:

P(K,,  18)=P(K,  S)P(K,,!S)P(K, S,

compl

By inserting the numerical values we will find the prob-
ability of set of indicators occurring for each diagnosis

P(K compi/S1) = 0,06:0,09-0,14= 0,00076,

P(K compiS) = 0,09:0,24-0,25= 0,0054,

P(K compi/S3) = 0,38:0,58-0,62= 0,137,

P(K compi/Ss) = 0,43-0,69-0,84= 0,249.

As the result of calculation using the generalized Bayesian
formula (6) we deduce the following values of a-posteriori
probabilities of the four considered conditions P(S/K qp1)
= 0,00159; P(So/Kcomp) = 0,0168; P(S3/K opmp) = 0,594,
P(S4/K compr) = 0,387.

The maximum value of entropy (initial) of the a-priori
entropy of the diagnoses can be calculated according to
formula 8).

H(S) =Y P(S,)log P(S)), ®)

i=1
Then it is not difficult to calculate that for this case
H(S) = —((0,19)%(-0,721)+0,28%(-0,552)+0,39x%
%(-0,408)+0,14x(—0,853) = 0,137+0,154+0,159+0,149=0,569.

After the realization of the set of indicators the entropy
of such element will be as follows:
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H(S/K)=-(0,00159-10g0,00159+0,0168-log 0,0168 +
+0,594-10g 0,594+ 0,387 - 10g 0,387 = 0,00444 + 0,03 +
40,1343+ 0,16 = 0,328

UIPR-UI relay low-voltage electric
P and time parameters control R
installation: Upu, Ureturn, Re, Rcirc,
AUreturn, AUpu, A Re

Tested | _ ER-39 relay electric strength and -l PC
relay resistance control installation

Relay dynamic parameters
—»  oscillographic control device: tpu,
treturn, tfly, tb, tstart, tfol

A
\ 4

Fig. 1. Architecture of relay electric and time parameters
identification system

Fig. 2. UIPR-U1 relay low-voltage parameters control
installation
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The degree of uncertainty or residual entropy will amount
t0 0,569-0,328=0,241. Thus, we can conclude that the system
is quite determined and the relay must be included in the
third category of technical condition .

The measurement of electric and time parameters
determined through relay diagnostics is performed us-
ing purpose-designed monitoring and measuring devices
(fig.1): UIPR-UI and ER-40 installations and the auto-
mated device for relay dynamic characteristics control
depicted in fig. 2 — 4[11].

Fig. 3. ER-40 relay high-voltage parameters control
installation

Fig. 4. Automatic oscillographic relay time parameters
control device

It should be noted that the above installations are auto-
mated and have a PC interface. Their operating principle is
a topic apart that is beyond the subject area of this article.

Software has been developed for relay classification and
selection of the most informative parameters. Fig. 5 shows
the relay classification window.

There are three logical parts: classification coefficients,
calculation data and summary table with relay parameters
and control results.

The software downloads and displays in the window
the classification algorithm data obtained as the result of
training, then fills it with measured parameter values. The
program also performs calculations for relay classifica-

tion and saves the results in an Excel file. It is possible
to modify the list of parameters used in the classification
operation (fig. 6).

) Knaccudgmratop pesne no Haje kHOCTH |;@”Z‘

| Koot MLMEHTbI KNacCHMKaLM

OTkpoITe dain.. | WMA daiina: for_desc red
MyT: C:\Documents and SeftingsiAlexiPagouumi
croniCurrentCurve\Classificati ifi

| Lanrbie gna p

OTKpbITS daiin... Wma daiina: 2.05v
@ MyTe: C‘\DucumenF an}i SettingsiAlexiPaGoumit
cronCurrentCurve\ClassificationAppMatiabl
Coxpanms...

WA tharina \ tag.a te.x.8 tn.cp Rofin \ Cratyc
P5C-90 201 o o o 100
IP3KE0 Net-1 0.5620 0.0640 0.0440 213
PIKE0 Net-2 ) o ) 345
IP3KE0 Nel(1 0.5270 0.0680 0.0560 2323
[P3KEO Ne2-1 0.5680 00520 0.0450 lﬁ? =
[PSKEO0 Ne2-2 06520 00790 0.0470 234
[PSKBO0 Ne3-1 0.3640 00810 0.0580 234
P3KE0 Ne3-2 06730 00810 00550
[P3KBO Ned-1 0.3860 00280 0.0480
[P3KEO0 Ned-2 05250 00670 0.0440
[PSKEO NeS-1 06120 0.0850 00720
[PSKBO Nes-2 03130 0.0500 0.0600
IP3KE0 Neb-1 0.4360 0.0440 00570
IP3KE0 NeB-2 0.4490 00740 0.0670
[P3KBO Ne7-1 02520 0.0840 0.0580
[P3KBO Ne7-2 06330 00830 0.0560
[PSKE0 NeB-1 0.2940 -0.0940 0.1480 o

>

Fig. 5. Classification window

} MUameHeHWe Habopa napameTpos [Z|

|Ucpaﬁ| | | NoBaEHTE. ..
4
tae.a

tc.x.a
Ia
tn.cp
Robm

w | JaKkpeITe

Fig. 6. Parameters list modification window

In this window the list of relay parameters for calcu-
lation can be modified, highlighted parameters can be
deleted and new ones added. The parameters table in
the classification window will change according to the
new list.

In order to establish the diagnosis, RES47 relays were
classified based on the most informative parameters with
subsequent durability testing. The errors (first type), misclas-
sifications of fit relays amounted to and the errors (second
type) did not exceed 4%.

The experimental studies have shown that the use of
automated installations and control devices allows clas-
sifying relays with the required level of accuracy, as well
as reduces the overall labor intensiveness of control op-
erations and relay diagnostics. It should also be noted that
this equipment can be used for classification of relays by
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electrical and time parameters using either the probabilis-
tic or deterministic approach to relay technical condition
identification.

References

1. Malashchenko A.A. Electromagnetic relays. Ele-
ktonnie komponenti. 2003. No. 7, p. 17 — 29.

2. Borisov Yu.l. Russian electronic industry and com-
ponents. Development outlooks. Electronika: Nauka.
Tekhnologia. Biznes. 2006. No.8, p. 4 — 10.

3. Malashchenko A.A. Abrupt converter installa-
tions. Elektronnie komponenti. 2004. No. 9, p. 1 — 3.

4. Gurevich V.I. Electric relays: design, operating
principle and application. Moscow. Solon-Press. 2011,
688 p.

5. Semenikhin V.N., Kamyshny V.P. Problems and
practice of electromagnetic relays diagnostics. Tekhnika
sredstv sviazi, seria TPS. 1985. Issue 5, p. 7 — 17.

52

6. GOST 16121-86 Low-current electromagnetic
relays. General technical requirements. Moscow: Izda-
telstvo standartov. 1987, 56 p.

7. GOST 24297-87 Incoming products inspection.
General provisions. Moscow: Izdatelstvo standartov.
1987, 9 p.

8. Fomin Yu.A., Tarlovsky G.D. Statistical theory
of pattern recognition. Moscow. Radio i sviaz. 1986,
264 p.

9. Birger I.A. Technical diagnostics. Moscow. Mashi-
nostroenie. 1978, 240 p.

10. Selection of the most informative parameters of
low-current relays for dependability forecasting. Vetrov,
L.G., Krasinsky, Yu.V., Mironenko, A.F., Timonin, V.N.
Tekhnika sredstv sviazi, seria TPS. 1991. Issue 9, p.
21 - 26.

11. Technical requirements. UIPR-Ul RVIM.
411259.001TU relays perameters measurement instal-
lation.



¢yHKuMOHaanaﬂ HaaeXHoCTb. Teopusa N NpakTuka

Moranos U. B.

NMPOBJIEMATUKA B OBJIACTU HAOEXHOCTU
NMPOrPAMMHbBIX CUCTEM

B pamkax MeToaosioruy CUCTEMHOro aHanav3a B 00/1aCTy U3YYeHUsT HaAEXHOCTU MporpaMMHbIX CUCTEM
paccmaTpuBaroTCs OCHOBHbIE MpobsieMbl, 3aa4M v criocobbl vx pelueHus. [peacTaB/ieHbl MHEHUSI O pe-
LUeHUM PobsIeM HaaexXHOCTU MPOorpaMMHbIX CUCTEM. PaccmarpuBaembie rnpobsiembl Yropsfo4YeHbl U cu-

cTemMartn3npoBaHsbl.

Knto4eBbie c/ioBa: HaAEXHOCTb, MPOorpaMMHOE CPEACTBO, MNporpaMMHasl CUCcTeMa.

BeBepneHue

VYke B KOHIIE NPOILUIOro BeKa HAMETHJIach TEHJCHIMS K CYIIECTBEHHOMY Iepepacipe-
JICTICHUI0 MUPOBOT'O PHIHKAa MH()OPMAIIMOHHBIX TEXHOJIOTHH B TOJIB3Y IPOIpPaMMHOT0 ode-
cneuenus (I10). Ceituac cpecTBa BHIYUCIUTEIBHON TEXHUKH UCTIONB3YIOTCS TIOBCEMECTHO.
OT0 00yCIIOBIMBAET MHTEPEC MOJb30BaTENeH U pa3pabOTUYMKOB IPOTPAMMHBIX CHCTEM
(ITC) k co3nanuio Ka4yeCTBEHHON NMPOrpaMMHOM MPOAYKLHUH, OTBEYaoNield TpeOOBaHUIM
COBPEMEHHBIX MHUPOBBIX CTaHAapToB. He ocraHaBimBasich MoapoOHO HA OOMIMX BOIPOCAX,
OTMETHUM OJIHY Ba)KHYIO OCOOCHHOCTB: B T€X CIIy4asiX, KOT/ia K (pyHKIMOHHPOBAHUIO CHCTEM
C MCIOJIb30BAaHUEM BBIUYMCIUTEIEHON TEXHUKH HPEIbSIBISIOTCS MTOBBIIICHHBIE TPEOOBAHMUS
10 KaueCTBY, 4acTO MOJPa3yMEBaIOT TaKue CBOWCTBA KaK HaJIS)KHOCTH M Oe3omacHocTh [10.
B nannoii pabote peds 1oiaeT UMEHHO O HaJIS)KHOCTH, KaK OHA IIOHUMAETCsI B TEXHHKE, a He
0 IPYTHX CBOMCTBAxX, XapaKTEPU3YeMbIX OJIM3KUMH 110 CMBICITY ITOHSATHSIMHU — «TOYHOCTDY,
«JIOCTOBEPHOCTBY, «IIPABIONO00Ne» H T. II.

B texnonoruu paspadorku I1C npu onucanun, U3y4eHUH M NMPOSKTHPOBAHUH IIHPOKO
HCIIONIB3YETCsl METOMOJIOT Sl CHCTEMHOT0 aHanu3a. M3yuenne Hagexnoctu I1C Toxe moxer
OITMPATHCS HA 3Ty MeTo0 10T 0. OHOM M3 BaYKHEHIINX CTaANi CHCTEMHOTO aHAJIM3a SIBIISIETCS
(hopmupoBanue npodiemaruki [ 1]. B manHoit paboTe nenaetcs nonbITka 0000IeH s podiieM
W 33/1a4 TI0JIb30BaTelIei 1 pa3paboTunkoB HaieskHOTOo [10. DopMmar sxypHaIbHOH Ty OIMKaum
TpebyeT HeKOTOpPOro npeodpa3oBaHus HHPOPMALIUH, TTOJTydaeMOH TpH GOPMHUPOBAHUH ITPO-
0J1eMaTHKH, IPEICTABICHHON B ICXOIHOM BH/IE «KJIyOKOM» MpoOisieM. MoXKHO paccMaTpuBaTh
9TO NpeoOdpazoBaHKe KaKk HEKOTOPYIO aJanTalnio HCXOAHOT0 Habopa JaHHBIX, COO0IIaeMBbIX
3aMHTEPECOBAaHHBIMU CTOPOHAMH. B nmTeparype Mo cucTeMHOMY aHalU3y PEeKOMEHyeTCs
MIPOBOJIUTH YHOPSAJIOUCHNE, KIACCH(DUKALNIO U CTPYKTypHpPOBaHKE MTPOOJIEMAaTHKH, YTO OT-
YacTH CJIeJIAaHO B JIaHHOW pa0ore. B kauyecTBe HUTHPYEMBIX IT€UaTHBIX HCTOYHHKOB BHIOPAHBI
OCHOBOIIOJIArAlONIME PadOThI, OTPaKAIONINE BKHBIC HJICH U TeHJCHIINH, XapaKTepHbIE JUIs
npoGiemMaTrky B oonactu HaaeskHocTH [1C. MHorue npoOiieMs! ¥ 331a41, BO3HUKAIOIINE EPEt
COBPEMEHHBIMH HCCIIEIOBATEISIMH, pa3pab0TUNKaMH 1 MOJIB30BATEISIMU, SIBISIFOTCS (yH1a-
MEHTAJIbHBIMH B JAHHOW 00JIACTH 3HAHHH, TOITOMY LIUTUPYEMbIE aBTOPHI U UX ITyOJIMKaLny,
BKJIIOYAsi caMble PaHHHUE, BITIOJIHE MOTYT PACCMaTPUBATHCS B KAYECTBE HCTOYHUKOB (POPMUPOBA-
HUsI OCHOB Ipo0JIeMaTHKH. B kauecTBe JOMOIHNTENBHOI LesTi JaHHOH paboThl MOKHO YKa3aTh
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H€06XO,HI/IMOCTI> CHUCTEMATU3allui U aHaJIn3a ny6n141<au1/1171 B
obnactu HAACKHOCTU NPOTrPAMMHBIX CUCTCM.

dopmMmupoBaHue NpodseMaTmkm

CriennanncThl 9acTo yKa3blBaloT Ha TO, YTO MTPOTPAMM-
HBIC CHUCTEMBI (Hampumep, B padoTe [2] — KOMITIEKCHI
MIPOTPaMM) SIBIISIFOTCS CIIO’KHBIMH B TOM CMBICJIE, KOTOPBIH
BKJIQZBIBAIOT B 3TO MOHATHE HCCIIEAOBATENIN B 00nacTu
TEOPHU CHCTEM M CHCTEMHOIO aHan3a. JTO BO MHOTOM
omnpenenseT 0a30BbIe MPOOIEMBI W 3aJa49d Pa3paboTKH
HanexHbIX [1C, cpeay KOTOpEIX OCHOBHOE BHUMAHHUE Y/e-
JsIETCS MPOEKTUPOBAHMIO, OTIIAKE IIPOTPaMM U THarHOCTH-
POBAHHIO PO PAMMHBIX OIITHOOK, KOHTPOITIO TPABHIBHOCTH
(DyHKIIMOHUPOBAHUS OTACIBHBIX KOMIOHEHTOB M BCEH
CHCTEMBI B 11eJIOM. B [3] CII0OXKHOCTB CUMTACTCS OTHUM U3
BaKHEHIIINX YCIIOBHH, ONIPEACIIAIOMNX HeHaie)kHOCTh [1C.
B pabore [4] yka3biBaeTcs Ha B3aMMOCBSI3b CIOXKHOCTU 1
kaugectBa [10, ynpasieHre KOTOPBIMHU JOTONHSAET pooJe-
MaTHKy HaJeKHOCTH. COITacHO MHEHHIO aBTOPOB KHUTH
[5] mpobnemaruka Teopun Hanexxknoctr [10 onmpaercs Ha
BOIIPOCHI, CBSI3aHHBIE C M3yYEHHEM pabOTOCIOCOOHOCTH
cioxsbIx [1C.

Baxnyro gacte mpobnemarnkn Hagexxnoct 11C co-
CTaBIISIIOT BOIPOCHI M3YyUEHHsI OIIMOOK B MporpamMmax [3,
5, 6], MOCKOJIBbKY NX HAJIMYKME — OIHA U3 TIIABHBIX MTPUINH
nmosiBJIeHusT oTka3oB B pabote I1C. Camo ompenencHue
TEPMHUHOB «OIIMOKa» M «oTka3» IIC sBisercs oTaeapHON
POOIEMOiA.

B [2] nmpoanann3npoBaHbl MOHATHA KOPPEKTHOCTH MPO-
TpaMM U IIPOTPaMMHBIX OIHOO0K. B mpobiemaruky Moxer
BKJIFOYAThCS Pa3padOTKa METOANKHU OLIEHKH KOPPEKTHOCTH
1 OTCYTCTBHS OIIHOOK. [Ip1 5TOM caMOCTOSTETbHBIMH ITPO-
G1eMaMu SIBISIFOTCS TOYHOE ONPEJIeNICHNE TOHSATHS OIINOKN
JUIS IOCTOBEPHOTO BBISIBIICHHS HAJTMYHS U IPHYHH UX TOSIB-
JICHUSI ¥ pa3pabOTKa METOZ0B MX OOHAPYKEHHS, TIOCKOIBKY
HaJIM4Ue OINOOK BO MHOTOM ONpENeIIsieTCs 0KUIAAHUSIMA
MIOJIh30BaTENIeH U HE BCETAa TOYHO popmanuzyercs [2, 3, 7].
Y4eT nosp30BaTeNnbCKUX OKUaHnii B mpoektiupoBanuu [1C
[3] BosTHE MOXKET paccMaTpUBATHCS KAK 3aMETHAsl 4acThb
poOIeMaTHKN Ha/Ie)KHOCTH. B 3T0li ’Ke KHUTe MHOTO BHH-
MaHUsl YAEIEHO TOH YacTH MpoOJIeMaTHKH, KOTOpast CBsI3aHa
C TIOSIBJICHUEM OIIMOOK B ITPOTPaMMax M MPOSBICHHEM HX
B Buze 0TKa30B [1C. B [2] yka3pIBaeTcs Ha BaXKHOCTH 33134
Ki1accu(pUKany, BBISIBICHHS XapaKTEPUCTHK M aHAJIN3a CTa-
THUCTHKH OIIHOOK, CTATUCTHYECKOTO OIPE/IENICHNUS TIOJTHOTO
YHCIia OMMOOK B TIpoTrpaMMe. DTa MpodiaeMa U HEKOTOPHIS
MIOAXOMBI K €¢ PEIICHUI0 00CyKIaroTes B padoTax [8, 9],
ABTOPBI KOTOPBIX AEIATCS CBOMM OMBITOM IO pa3zpaboTKe
METOJIOIIOTHH H ITPAKTUYECKOMY BBITIOJTHEHHIO Kilacchprka-
IIUH U CTAaTUCTUYECKOI 00pabOTKM MPOrpaMMHBIX OIIHOOK.
I[Tpu 5TOM 3HAYMMBIMH TIPOOIIEMAMH SIBIISTFOTCS OPraHU3aLHs
cOopa TaHHBIX U1l U3yYCHUS M KIaccH(uKanus ommOoK
[7,9].

DTy yacTh MPoOIEMATHKN MOXKHO JJOTIOJTHUTH BOIIPOCAMHU
M3YYEHUsI CTPYKTYPbl TEKCTOB MPOTPaMM ISl MOITydCHHS
CTaTHCTHUYECKUX XapaKTEPHUCTHK, MO KOTOPBIM MOXKHO I10-
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MBITAThCS CAENATh BEIBOABI O TEX WK UHBIX cBolicTBax [1C,
B TOM YHCJIE O HaIeXKHOCTH [4]. MOxKHO npennonarars, 4To
MIPUMEHEHHE MOIXOAAIINX METOJUK COCTABIICHUS CTPYKTYp-
HBIX MOJIEJIEN MTO3BOJIUT MOTYy4aTh CBEACHUS O 3aKOHOMEp-
HOCTSIX B ITOSIBJICHUHN TIPOTPaMMHBIX OMINOOK.

BaxxHoii yacTbI0 MPOOIEMAaTHKH, OIPE/IEIIOmEeH IpH-
MEHEHHE TPAJAULUOHHBIX MTOJXOA0B TEOPUHU HAJEKHOCTH,
SIBIISIETCS BBIABIEHHUE TOTO, YTO SABISETCS CIydailHOU
BEIMYUHOH, CITy4ailHBIM MPOLIECCOM H T. J. 371€Ch BaXHO,
YTO TPOrpaMMHBIE OIIMOKK caMH 110 ceOe He SBISIOTCS
cilydaiiHbIMU BennunHaMu. CHelManyicThl yKa3blBalOT HA
TO, YTO CIyYaWHBIMH COOBITHSAMH SIBIISIFOTCSI TIPOSIBIICHMS
ommbok npu gpynkunonuposanuu I1C [2, 8, 10, 11]. Ciy-
YalHOCTH OOBSICHACTCS TEM, UTO JUIS IIPOSIBIICHUS OIIHOKH
HEo0X0IMMO BOZHUKHOBEHHE COOTBETCTBYIOIIECH CUTYyaINN
— KOMOHMHAIIMH HEKOTOPOTO COCTOSIHUS CUCTEMBI U BXOJTHO-
r0 Bo3/ecTBHA. [10CKOIBKY 9TH KOMOMHAIMHY JJOCTAaTOYHO
PEIKHU U II0XO MPEACKa3yeMbl, OSBISIOTCS OCHOBAHUS AT
paccMOTpEeHHUsI MOMEHTA IIPOSIBIICHNUS IIPOT PAMMHOMN OIITHO-
KM B Ka4e€CTBE CIy4allHOW BeIMUYUHbI. MIHBIMH c0BamH, B
pamkax rnpobnemarrku HagexHoctr I1C Bo3MoxHO paccMmo-
TPEHHE XapaKTEPUCTHK TOTOKOB BXOAHBIX BO3JEHCTBUIL.

B mpobiiemarnke ommbOK cojepikarcst U BOIPOCHI,
BO3HMKAIOINE B CBSI3U C HEOOXOAMMOCTBIO YMEHBILICHHUS
yucna omubok npoextuposanus [1C [2, 10]. B pabote
[8] momuepkuBaeTcst HEOOXOMUMOCTD HPEAYITPEIKICHHS
OIIMOOK M KOHTPOJISl HAJISKHOCTH B XOZI€ MPOCKTUPOBAHMS,
co3nanus U BHeceHus uzmenenuil B I1C, a B xoze 3xcitya-
TalU¥ — NPUMEHEHUS CHEIUAIbHBIX CUCTEM 3alllUThI OT
HapyureHui pyHKunonuposanus. B [7] chopmymmpoBans
1 ICTAIM3UPOBAHBI POOIeMbI 000CHOBaHMS TPEOOBAHMH K
HazaexHocTu [1C 1 opraHu3anyy NpOeKTUPOBAHMS CUCTEM C
TpebyeMoit Hale)KHOCThI0. TaM ke npuBeeHa MoApoOHas
kiaccudukanust pakTopos, ONpeaeISIFONINX MPOoOIeMaTHKY
B obnactu HanexxHocru I1C.

Baxnoe MecTo B pobrieMaTrke Ha/Ie)KHOCTH 3aHIMAET
COBOKYITHOCTB BOTIPOCOB (PyHKIIMOHAJILHOM 0€301MacHOCTH
[IC, nzyuaembIx cxoxuMu MeTonamMu. OJHO U3 OCHOBHBIX
OoTIIM4Ni, Tpedylomee TEPMUHOIOTHIECKOTO Pa3AeICHUs
9THX TOHITH, COCTOUT B TOM, YTO IPH aHAIN3E (PYHKIHO-
HupoBanus [1C paccmaTpuBaroTcst HE BCEe OTKa3bl, KaK 3TO
MIPUHATO B TEOPHU HAEKHOCTH, A TOJIBKO T€, UTO IPUBOJAT
K ITOCIIEICTBHSM, OTpakaromumcst Ha 6ezomacHocTa [ 10]. O
HazaexHocTtH 10, u3MepsieMoil moTepsiMu, KOTOPBIE HECET
TI0JIB30BATEINb M3-3a OIIMOOK B IPOSKTUPOBAHUHN M (DYHKIIHO-
HUPOBaHUU CHCTeM, roBoputcs B [7]. Tam ke onpenenena
Ba)kKHasl 4aCTh MPOOJIIEMAaTHKN HAIEKHOCTH — HEO0OX0IH-
MOCTh y4eTa ocobeHHocreit skeruryaranuu [1C.

OnHOM U3 NEHTPAIBHBIX MTPOOJIEeM B 00J1aCTH HA/IEKHO-
ctu [1C sBAsieTcs CyIIeCTBEHHOE OTINYNE KOMITBIOTEPHOU
MIPOTPaMMBI OT TEXHUUECKOTO ycTpoiicTBa. TpeboBanus mo
HaJISKHOCTH (POPMHUPYIOTCS CTICIIAATICTAMH, OPHEHTHPYIO-
LIVMUCS Ha TPAAUIHOHHbIE TOHATHS TEOPUU HAJIE)KHOCTHU U
JICHCTBYIONHMI CTaHAPT, pa3padOTaHHBIHM JUIsl TEXHUIECKUX
cucreM. Mexay TeM, IPOrpaMMHBIE CHCTEMbBI OTIIHYAIOTCS
OT TEXHUYECKHX HACTOJIBKO 3HAYUMO, YTO TPAJULUOHHBIE
TTOAXO/IbI MOTYT OKa3bIBaThCS JINOO BOBCE HEMPUMEHUMBI,
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mm00 MOTYT NMPUMEHSThCS OrpaHudeHHo. Hampumep, B
[8] mpsiMo roBOpHUTCA O TOM, YTO U3Yy4YEHHE HAAEKHOCTU
I1C nomxHO OBITH MPEUMYIIECTBEHHO OPUEHTUPOBAHO HA
CUCTEMBI PEAIbHOTO BPEMEHU U TaM 7K€ OTMEUAETCS HEBO3-
MOXXHOCTB pacdera HagexHocTH [1C 0OBIMHBIMU METOIAaMA
(maHHOE BBICKA3bIBAaHME HECKOJIBKO CMATYACTCS B TOM
CMBICIIE, YTO OOBIYHBIE TTOJXO/IbI OTPAHUYCHHO NPUMEHH-
MBI TOJIBKO /ISl CHCTEM pealIbHOTO BpeMeHH). TpyaHocTH
AQHAJUTHYECKNX PACUETOB HAJIGKHOCTH U (DYHKIIMOHAIIBHON
6e3omacuoctu [1C ormeueHs! Takxke u B [10]. D10 1103BO-
JISIET JIOTIONIHUTH MPOOJIEMATHKY, yKa3aB HEOOXOIUMOCTb B
OINpENENIEHNN COOTBETCTBYIOIINX TEPMHUHOB, MOKa3aTeIeH
HAJIeKHOCTH U MOJAXOAOB K aHAIUTUYECKUM, CTATUCTHYE-
CKUM H DKCHEPUMEHTAIBHBIM UCCIIEJOBAHUSM HAIEKHOCTH
I1C. IIpu 5TOM HEOOXOANMO TOYHO MPEICTABISTH OTIUIHS
I1C or Apyrux TeXHMYECKHX CHCTEM C TOUKH 3pEHHs Ha-
nexxHocTH. OHM TOCTaTOYHO OOBEMHO C(HOPMYINPOBAHBI
B HECKOJIBKUX OCHOBOIIOJIAraloIuX padoTax, Cpey KOTo-
PBIX MOXHO OTMETUTH [3, 5, 8, 10, 12—14]. DT oTnnuus
BO MHOT'OM ONPEAENSIOT U JOMOIHSIOT COOTBETCTBYIOIIME
KOMITOHEHTBHI ITPOOJIEMaTHKN: HEOOXOIMMO pa3paldarsiBaTh
cHenuanibHbIe MOAXOABI K UCCleoBaHuIo HaaexHocTH [1C,
YAEISATH 0c000€ BHUMAHUE CTaIUH ITPOCKTUPOBAHMS, YeT-
KO OINPEJENIUTh TEPMUHOIOTHIO U KPUTEPUU NTPUMEHEHHUS
tepmuHOB. Harpumep, Oomnbmioe 3nadenue [3, 5, 12] umeer
oTpezielIeHNe OHATHH «OIINOKay, «HAJEKHOCTE» U T. JI.

B [2, 10] paccMmaTpuBaroTcs 1B€ pa3HOBHIHOCTHU TPO-
IPaMMHBIX CHCTEM, NEpBasi U3 KOTOPBIX XapaKTepU3yeTCs
TE€M, YTO UCIOIHUTEIN MOTYT yAEATh MEHbIIIE BHUMAHUS
BOIIPOCAM HAAEKHOCTHU, MOCKOJIBKY KauecTBO 3Tux I[1C
MMEET 3HAYCHNE B OCHOBHOM TOJIBKO ISl CAMHX Pa3padoT-
YHMKOB. ABTOp yKa3bIBa€T Ha TO, YTO BOMPOCHI HA/IEKHOCTH
IpruoOpeTaloT cMbIca B ocHOBHOM Jutst [1C BrOoporo Tuma,
OoJiee MOXOXKMX Ha JIPYTHE MPOMBIIUICHHO BBIITyCKaeMbIe
MPOTYKTHI.

B [2, 8, 10] oOcyxmaeTcs HCIONB30BaHUE ITOKa3aTeiIeh
HA/IeKHOCTH TEXHUYECKUX CUCTEM. B KauecTBe MPUroIHBIX
quis ananmsa [1C npeanioxkeHo paccmarpuBarh HapaOOTKY
Ha OTKa3 W kod3ddumueHT rotoBHOCTH. Kinaccudukanms
MoJieneil, peTHa3HaYeHHBIX U1 pacdyeTa mokas3arenei Ha-
nexxHoctr [1C, BMecTe ¢ 00Cy ) /IeHHEM COOTBETCTBYOIICH
npobnemarnku npusogutes B [5]. Hampumep, u3BecTHa
npobieMa onpeseneHus mokaszarenei HagesxxHoctu I[1C,
MOCKOJIbKY HEKOTOPBIE BaXKHbBIE XapaKTEPUCTUKH KaueCcTBa
(dmcio mporpaMMHBIX OIIMOOK | T. I1.) HE BIOJIHE TOJATCS
JUISl OLICHKU HAJIGKHOCTH. JIOTIONHSIET 3Ty 4acTh npoodieMa-
THUKH HEOOXOJJMMOCTh y4eTa 0COOCHHOCTEH, OTIINYAIOIINX
MIPOTpaMMBbI OT APYTMX TEXHWYECKHX m3znenuii. B padore
[12], Hanpumep, paccMaTpUBAIOTCSI HEKOTOPBIE MOKA3ATENN
HaJISKHOCTH, YUHUThIBaronye crieruduky orkaszon [1C.

CymiecTBYIOT pa3Hble MOAXOJbI K OLEHKE HaJEKHO-
ctu 10 B cocraBe mH(popMaMoHHbIX cucteM [7, 14]. C
onHoi cTopoHsl, 1O sBIAETCS UpE3BBIUAMHO BaXKHBIM
KOMITOHEHTOM U €ro HaJIe)KHOCTh HEOOXOIMMO OLICHUBATh
camocrosaTensHOo. C Apyroil CTOPOHBI, IPH PaCCMOTPEHHH
MH(POPMAIMOHHBIX CHCTEM MPEAIIOIAraeTcs, YTO OTKa3bl
BBIYMCINTENbHON TeXHUKH U [1O B3auM03aBHCHMBI, TO

€CTh HaJEeKHOCTh TAKMX CHCTEM JOJIKHA OLCHUBAThHCSA
KOMILIEKCHO.

Ortkassl [1C MOryT BO3HUKATh IPU MNOSBIECHUU JJaHHBIX,
KOTOpBIE HE OBUTH YYTCHBI IIPH OTIIAJIKE M TECTUPOBAHUN
[2, 6]. CymecTByeT mpobieMa perucTpariuy OTKa30B B XO71€
ncnbitanuii [1IC Ha HafEKHOCTB, HOCKOJIBKY OHU CPaBHU-
TENBHO PEKO MPOSBISIOTCA, IPOBEIECHHE KCIIEPUMEHTOB
Haja [10 sBisieTcst cpaBHUTENBHO TPYJOEMKOH 3anayeil, a
CTOMMOCTb TaKHUX JKCIEPUMEHTAJIbHBIX UCCIEAOBAaHUN,
0COOCHHO MPY U3YYCHNUH (yHKIIMOHAIBHOM O€301TacHOCTH,
MOXET OBITh JOCTATOYHO BRICOKOH [7, 8, 10].

MoXeT BO3HHKHYTh HEOOXOAMMOCThH B PELICHHUU 3a-
Jlaui KJIacCU(HKAIIMN OTKA30B M COOEB 10 JUTMTEILHOCTH
BOCCTAHOBJICHHSI, TIOCKOJIBKY OT 3TOTO 3aBHCHUT (PHKCAINs
HapymeHus padorocnocooHoctu IIC. st mOBBIICHUS
HAJIEKHOCTHU BayKHO MPABUIBLHO OPraHU30BATh MPOLEAYPY
BOCCTaHOBJIEHUSI CUCTEMBI IIOCNIE OTKa30B. B HekoTOpbIxX
ClIy4asix, C y4eTOM COOTBETCTBYIOUIMX BPEMEHHBIX MO-
Kazaresei, BOCCTaHOBJICHHE MO3BOJISIET IPeoOpa30BbIBaTh
OTKa3bl B MEHEE 3HAYUTENIbHBIE IO CBOUM MOCIEACTBHAM
cOOM — JTaHHBIC HJIEU ¥ TEPMHUHOJIOTHS XapaKTEPHBI IS [ 2,
10]. B aTux e pabotax MoMUMO KJIacCH(HUKAIIMH OTKa30B
1 cO0EB YyTOUHSIETCS M IETAIN3UPYETCsI MPoOIeMaTHKa Mo
BonpocaM BoccTaHoBneHUs [1C 1 NCHOIB30BaHUIO T THX
LeNIeH pa3IMYHbBIX BUJOB H30BITOYHOCTH.

[IpoGnemarnka nesiecooOpasHOCTH BBEACHHS U COOTBET-
CTBYIOIIETO HCTIOIb30BaHUS N30BITOYHOCTH B IPOTPAMMBI,
JlaHHbIe U Iporiecch! pyHkurnonnposanus [1C obcyxaaercs
MHOTUMHM aBTOpamu, Hampumep [2, 4, 13]. Kak npasuno,
CMBICJIOBOE HAMTOJHEHUE TEPMUHOB B TOM BOIIPOCE BIIOJIHE
COOTBETCTBYET TPAJULIMOHHOMY JUIsl TCOPUH HAIEKHOCTH.
B ocHOBHOM paccmaTpuBaroTCs MporpaMMHast (aArOpUTMH-
yeckas), THGOPMAIIMOHHAsI M BPEMEHHAs! M30BITOYHOCTH.
B 5TOM KOHTEKCTE MOSBIIAIOTCS TPAAULUOHHBIE BOIPOCHI
0 NMOCTaHOBKE ONTUMM3ALMOHHBIX 3ajad [2], To ecTh Ipo-
Gremaruka JonoHsAeTCs 6a30BOM MPOOIEMOI ONITUMH3AIIN
HCTIONIb30BaHUs H30BITOYHBIX pecypcoB. [Ipu aTom, ogHaxo,
HE BIIOJTHE ICHO KaK KOJIMYECTBEHHO OLICHUBATh YPOBEHb Ha-
nexxnocty [1C npu coorBeTcTBYIONIMX 3aTparax. Ha ocHOBE
[4] MOXXHO TPEIOKUTH paccMaTpHUBATh ITY MpodIIeMy
COBMECTHO C I'PYIITIOi BOIIPOCOB 0 cOOpE M aHAJIN3E CTATH-
cruaeckoit nHpopmarmu. C Apyroi CTOPOHBI JOTIOTHSAET 3Ty
4acTh MpoOIEeMaTHKN MHEHHE O HEJJOCTaTOYHOH () (peKTHB-
HOCTH BBE/ICHHS U30BITOYHOCTH 1 pe3epBupoBanus [13].

B knure [14] n qutipyeMsIx B Heif paboTax IIpH paccMo-
TPEHUH BOIPOCOB O KJIACCU(HUKAIINH U TPUYHHAX MTOSBICHHS
MIPOrpaMMHBIX OIIMOOK, YTO CaAMO IO ce0e SIBIISETCS YaCThIO
npobiemarnkn Hagexnoctu [1C, 3aTrparuBaercs emie oaHa
Ba)kKHAsI TEMa — BIIMSIHUE YEIOBEYECKOTo (hakTopa Ha Ha-
nexuoctb [1C, Tounee, mpobiiemMa OeHKH STOTO BIUSHUS 1
CBOMCTB IporpaMMHcTa (MIIH KOJUIEKTHBA TPOTPaMMHCTOB).
HexoTopsle acrieKThl JaHHOW 00:1aCTH ITPOOJIEMaTHKH TaKKe
oOcyxnarotcs B padorax [3, 5, 9, 12, 15].

Ocoboe 3naueHne B npobdnemarnke HajaexHoctu [1C
npruodpeTaeT HeoOXOIMMOCTh ITOCTPOCHUS MOJIETICH HCclle-
JIyeMBIX CUCTEM U IPOLIECCOB BBUAY UX CiI0kHOCTH. Cy1iie-
CTBEHHYIO POJIb UTPAIOT JOMYIIEHUS [2], B paMKaX KOTOPBIX
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CTPOATCS MaTeMaTH4IeCKIe MozieTH. BaxxHo, 9To Bpemsi, Kak
rmapaMeTp MaTeMaTHIeCKUX MOJIEIIeH, He IMEEeT TOTO 3HaJe-
HUSI, KOTOPOE TIPUCYIIIE UCCIICTOBAHUSIM HAICKHOCTH JIPY-
TUX TEXHHYECKUX CHCTEM [5], 3a UCKITIOUEHUEM, BOBMOYKHO,
[1C peanphoro Bpemenu [2, 8, 10]. B kagecTBe HEIOCTATKOB,
JTOTIONHSTOIINX TTPOOIeMaTuKy Mozenei Hagexxaoctu [1C, B
[8] ormMeueHo, 9TO MOZIETIH TPOTHO3UPOBAHNUS HA/IS)KHOCTH,
MTOCTPOCHHBIC C MPUMEHEHHEM KIIACCHYCCKUX ITOIXOOB,
MOTYT OKa3aThCsI TPUTOIHBI TOJIEKO B YCIOBHUAX OOIBIIOTO
YHCIIa OTKA30B, a MOMBITKA WX MPUMEHEHHS K XOPOIIIO OT-
JIaKEHHBIM M BRICOKOHAIeKHBIM [1C He TaroT mpreMIIeMbIxX
pe3yasTaToB. B nmureparype mpuBeIeHo ommicaHie OOIBIIIOro
YHcIa pa3pabOoTaHHBIX IS HCCIIenoBaHus HanexxkHoctr [10
MaTeMaTHYeCKUX MOJIETeH, KIACCHPHUINPYEMBIX 10 pa3-
JIUIHBIM OCHOBaHUsM [6, 11, 13].

Baxwxyro uacTs mpoOneMaTHKN HaIe)KHOCTH COCTABIISIFIOT
cMexHbIe Bompockl kadecTBa I1C. [leficTByromue B Ha-
CTOsIIIIee BPEMSI CTaHIapTHI B ATON 00JIACTH, OTIPEICTISIOIIIE
HA/IKHOCTH KaK OJTHY U3 XapaKTEPHUCTHK Ka9eCcTBa, MOTYT
cUnTaThCs ycTapeBmUMH. CHenuamucTsl o0pamarTes K
Ooiee COBPEMEHHBIM PENAKIIUAM MEKIYHAPOIHBIX CTaH-
JTAPTOB HMITM aKKypPaTHO OOXOJISAT 3TH BOIIPOCHI CTOPOHOM. B
T0O0M cITydae BOIPOCH KaueCcTBa — 3TO TeMa JUTSI OT/IEINb-
HOW paboTsl. [TockoNbKy 37€ch 3aada aHaIM3a KadecTBa
HE SBIACTCS OCHOBHOM, Jajiee KOPOTKO OyIyT OTMEYEHBI
HECKOJIBKO OoJiee 00X BOMPOCOB, KOTOPHIE MOTYT OBITH
BayKHBI IS TaJbHEHIIINX UCCIIEIOBAHUMN.

HanexxHocTh paccMaTpiBaeTcsi CIISIHATACTaMH KakK OJHA
n3 xapakTepuctuk kagectsa [1C [8, 10, 14]. [IpobnemaTrka
KadecTBa, KaK M MpodJieMaTHKa HaJIe)KHOCTH, MOYKET BKITIO-
4aTh BOIIPOCHI, CBSI3aHHBIC C OIPEICIICHNEeM MoKa3aTeneit
KadecTBa W COOTBETCTBYIOIINM ympaBieHHeM. B [4] ¢
kagecTBoM [IC cBs3BIBaeTCS PsAIl BOIPOCOB, KACAIOIITIXCS
CIIOHOCTH HX CTPYKTYpBI. PaccmarpuBaroTcst crieninaibHbIe
mokazarenu cinokHocTd [1C U OTAenbHBIX KOMITOHEHTOB.
B [9] x mpoGrnemaTnke HaaeKHOCTH HOOABISETCS 3amada
aHaJm3a CTPYKTYPHBIX 0cOOeHHOCTeH porpamM. [Ipodiema
oneHkn cnoxHOCTH [1C 1 B3aMMOCBSA3H CIIOKHOCTH C Ha-
JISKHOCTHIO OITMCaHa B [5], T/Ie, B YaCTHOCTH, YKa3bIBACTCS
Ha 3aBUCHMOCTH OIIMOOK HE OT 0OBEMOB MPOTPAMMHOTO
Koma, a oT cTpykTypsl IIC, uckiodaeTcs BO3MOKHOCTD
00001IIeHNS pe3YITBTaTOB NCCICIOBAHMUS OITHOOK, B TOM YHC-
JIe ¥ TIPH COXPaHEHHH ITOCTOSTHHBIX YCIOBUH pa3paboTKH,
MIPEATIONaraeTCs MHINBUTYa IbHBIH ITOIXO0 B 9TOM BOTIPOCE
K Kakmoi BHOBH co3maBaemoit [1C. B [14] ompenenenue
KauecTBa CBA3BIBACTCS C TIOJIE3HOCTHIO TPOTPaMM, UTO CO-
TJIaCyeTCsl C TOW BBIIICONMUCAHHON YacThIO MPOOIEMATHKI
HaIe)KHOCTH U KadecTBa [1C, B KOTOpO paccMaTpHBarOTCS
MpOrpaMMHBIE OITUOKH M OTKa3bl (PYHKIMOHWPOBAHUS B
KOHTEKCTE TIOTb30BaTEIbCKUX OKUIAHUH.

3akaHumBask POPMUPOBAHUE IPOOIEMATHKH, HEOOXOAUMO
BEPHYTHCA K BBIICYTIOMSHYTOMY BOIIPOCY COBEPIIICHCTBO-
BaHU CTAHIApPTOB B 00NACTH HAAEKHOCTH 1 KadecTsa [1C
[8, 10]. Bo3amoxHO, pemieHne JaHHBIX TPOOJIeM HaXOIUTCS
B OJIHOM TTOCKOCTH C OOIMIMMH MpoOIeMaMH CTaHIapTa B
00acTH HA/IGKHOCTH, ONMMCAHHBIMHE B [ 16]. BaxkneHmumu
npobiaeMamMu T HaJe)KHOCTH MTPOTPAMMHBIX CHCTEM SIB-
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TSAFOTCS CTaHAapTH3anus TepmuHonorui [ 10] (ocobeHHO B
OTHOIIICHUN 0a30BBIX MOHATHI — OTKa3a, paboTOCIIOCO0-
Horo coctostaus [1C u 1. 11.), hopmanmzarus mokaszareneit
HAJISKHOCTH U Ka4eCTBa, COBEPIIICHCTBOBAHNE TEXHOIOTHU
CO3/IaHUsSI U COMTPOBOXKICHHS. BOMPOCH! CTaHIapTOB 3/1€Ch
TOAPOOHO PacCMaTPUBATHCS HE OYIIyT, HOCKOIBKY 3TO OOITh-
11ast Tema Jyist OTJACIbHOM PabOTHI.

OOGcyXxaeHue n BbiIBOAbI

DopmMrpoBaHue MPOOIEMAaTHKH — 3TO TOJBKO HAYaIo
B aHaJM3e NpobaemMHon obnactu. Ha ganHO# cTaaum ere
paHO JenaTh OKOHYATEeNIbHBIC BBIBOABI M IMPUHUMATH pe-
[ICHUSI, HO MOYKHO CJIeaTh HEKOTOPBIC MPEIITOIOKCHUS
OTHOCHTEIIBHO JaJTHHEUIIIETO HAIPABICHUS YCHIITHH HCCe-
JoBaresei, paboTarommx B 3TOH 00IacTH 3HAHHIA.

Hanpumep, MOXKXHO yTBEP)KAATH, YTO IS KOMITJICKCHOTO
M3YYCHHS M PEUICHHs TIEPEUNCISHHBIX POooieM Heo0Xo-
MO TIPUMEHATH CHCTEMHOAHATTUTHYECKUE METOABI. DTO
BBICKA3bIBAHUE HMEET CIIEAYIOINE OCHOBAaHH. Bo-TiepBhIX,
OTMEYAIOTCS CIOKHOCTH B MPUMEHEHHUU TPaJULIHOHHBIX
(hopMaTBHBIX METOAOB, YTO BBHI3BAHO OYCBHUIHBIMU TPYA-
HOCTSIMH (pOpPMaJIM3alliN PacCMaTPHUBAEMBIX IMPOIECCOB,
TPOMO3JKOCTBIO OTTMCAHNS 00BEKTOB, MHOTOKPHTEPHUAIEHO-
CTBIO 33189 MPUHATHSA PELICHUI U T. 1. BO-BTOPBIX, YacTHBIC
3a[1a4M, TMTOyYCHHBIC B PE3YIbTaTe JEKOMITO3UIINH 00
MpOoOIEMBI, XapaKTePU3YIOTCS MEHBIICH HEOIpeaeeHHO-
CTBIO ¥, BEPOSITHO, MOTYT OBITH pPEIIaeMbl C Y4eTOM HEeo0-
XOIUMOCTH UX TaJbHEHIIEro 00beINHEHNS A5 IOy ICHUS
OOIIIECHCTEMHBIX PE3yIbTaTOB.

MOXHO OTMETHUTH, YTO BBINIOJHEHHBIC 3/1€Ch B MPO-
CTeIeM BUIe KITacCU(pHUKANNS U YIIOPAI0dIeHHE TPodIeM
HE SBJISIOTCS IWHCTBEHHBIMH. [IpakTHKa cHCTeMHOaHa-
JUTUYECKOTO MCCIENOBAaHUA MPEANOoaracT paccMoTpe-
HHE Pa3INYHBIX CIIOCOOOB TMepepadOTKH MPOOIEeMaTHKH.
Bo3M0oXHO, OTMH U3 BAPHAHTOB JIyYIe APYTHX TO3BOIUT
MPUOTU3UTECS K BBIICONMCAHHOMY ITOXOAY B TOTy9ICHUH
KOMIUIEKCHOTO PEIICHUS.

Paccmotpenne nmoutu Kaxaou OTJEIbHOM U3 mepednc-
JICHHBIX B JIAaHHOW paboTe mpoOiaeM MOXKET MPUBECTH K
MTeCCUMHUCTHYECKUM BBIBOJAM O TOM, YTO YHUBEPCATIHHOTO
pelIeHns He CyIIeCTBYeT. DTO CTAHOBUTCS SICHO, HATIPUMED,
B TOT MOMEHT, KOT/Ia BO3HUKAeT HEOOXOAMMOCTh MPUHSATH
pemienne 00 uccienoBanny HagaexHoctu 110 kak cocras-
HOHM YacTH NMPOTPAMMHO-ANNAPATHBIX KOMIUIEKCOB HIIH
KaK CaMOCTOSITETFHOTO 00BhEKTa. AHAIOTUYIHO 3aTPYIHEHO
MIPUHATHE PEIICHUI ¥ TI0 MHOTHM JIPYTHM KITFOUEBBIM BO-
npocaM. BeposTHO, yiydIlieHre B JAHHOM BOIIPOCE MOJKET
OBITh TOCTUTHYTO Yepe3 pa3BUTHE CAMOCTOSTEIBHON Teo-
prn HanesxxHoctu [1C mpu paccMOTpeHNH BCero KOMIIEKCa
pobaeM METoIaMH CHCTEMHOTO aHaN3a.

Eme ogHIM BO3MOXXHBIM HAIpaBICHHEM B PEIICHUHU
pobJeM HaJe)KHOCTH sABJsieTcs n3ydenue kagectsa [1C. C
OJTHOH CTOPOHBI, KAYECTBO XapaKTEPHU3yeTCs depes MmoKasa-
TEJIN HaJIS)KHOCTH, a C APYTOf — Ha/Ie)KHOE (PyHKIIMOHUPO-
BaHUE BO3MOYKHO TOJBKO B CITydae TOCTHIKCHHUS BBICOKOTO
KadecTBa MPOSKTUPOBAHUS, PEATU3AIIIH U COTTPOBOKICHHS



NMPOBJIEMATUKA B OBJIACTU HAAEXKHOCTU NPOrPAMMHbBIX CUCTEM

IIC. Ocoboe BHMMaHHUE HCCIIENOBATENEH TOKHO OBITH
YAEIEHO BOIPOCaM, CBSI3aHHBIM C YUETOM YEJI0BEUECKOrO
(axropa, mockonbKy paspadorka [IC — sto TpyaHo dop-
MaJIM3yeMbI TBOPUECKUI MPOLECC.

O0001mas BBILICH3I0KEHHOE, OTMETUM, YTO B JAHHOH
00JIacTH HCCIIeIOBaHMs, BO3MOXKHO, HEOOXOIMMO paspa-
0aTpIBaTh CaMOCTOSATEIILHYIO TEOPHUIO, & HE ONMPAThCs Ha
TPAJULUOHHYIO TEOPHIO HAIEKHOCTU TEXHUUECKHX CUCTEM.
3Ot0 00ycnosieno crierudukoii [1C, ycnoxusomei n3yye-
HUE UX HAJIEKHOCTHU YePe3 PACCMOTPEHNE HAIEKHOCTH OT-
JIETTbHBIX KOMIIOHEHT. 37IeCh )K€ 100aBUM, YTO METOIOJIOTHs
CUCTEMHOTO aHaJIN3a PENOoNaraeT y4acTHe B U3yUEHUH U
pElIeHNH TOCTABIEHHBIX 33134 CIIEUAIUCTOB U3 Pa3HBIX
oOnacrei 3HaHUH. ITOMY CIIOCOOCTBYET MOSBIICHHE TIEUAT-
HBIX paboT, B TOM 4mcie 0000MalomuX, HalpaBIeHHbIX HA
CUCTEMATHU3ALUI0 3HAHWUH, CTUMYJIUPYIOIIUX JajbHeHIee
MIPOJBMKEHNE B JAHHOM HCCIIEI0OBaHUH. BO3MOXKHO, B 9TOM
HaIpaBJICHUH MOXKET ObITh HAlJICH MOJIXO/ K PEIICHHUIO YIIO-
MSIHYTBIX B [17] Ha cTp. 4 HHXKEHEPHBIX 3a]1a4.
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Functional reliability. The theory and practice

Potapov . V.

ISSUES OF SOFTWARE SYSTEMS DEPENDABILITY

The article addresses the key problems, tasks and solutions within the system analysis methodology of
software systems dependability. The author presents opinions regarding the solution of software systems
dependability problems. The problems in question are classified and organized.

Keywords: dependability, software tool, software system.
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Introduction

As early as the end of the last century there was a visible trend of significant redistribu-
tion of the global IT market in favor of software. As of today, computer technology is used
everywhere. Due to that fact software systems users and developers alike are interested in the
development of quality software products compliant with current global standards. Let us not
dwell upon the general matters while noting one important detail: in those cases when higher
quality requirements are imposed on computer-assisted systems, such properties as software
dependability and safety are often involved. The article specifically deals with the depend-
ability as it is understood in engineering, and not other properties defined with similar terms
like precision, authenticity, plausibility, etc.

System analysis methods are widely used in software systems development for description,
analysis and design. This method can be used in the software systems dependability studies.
Problem definition is one of the key stages of system analysis [1]. The author tentatively summa-
rizes the problems and tasks the users and developers of dependable software systems face. The
constraints of a journal publication call for a certain transformation of the information acquired
in the process of problem definition and originally represented in a “knot” of problems. This
transformation can be considered as an adaptation of the input data supplied by the involved
parties. System analysis literature recommends classifying and structuring problems, which
is what this article aims to do. Referenced are the fundamental works that reflect major ideas
and trends that characterize the problems of software systems dependability. Many problems
and tasks that today’s researchers, developers and users face are fundamental to this field of
knowledge, therefore the authors and publications referenced in this article, including the very
earliest ones, can quite be considered as the foundation for problems definition. This article
also aims to classify and analyze publications on software systems dependability.

Problems definition

Experts often point out the fact that software systems (e.g. in [2]) are complex as it is un-
derstood by system theory and system analysis researchers. That fact largely defines the key
problems and tasks of dependable software systems development, most notably the design,
debugging and errors diagnostics, individual components and whole system fault detection.
In [3], the complexity is considered to be one of the key factors that define software system
undependability. In [4], the authors point out the correlation between the complexity and
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the software system quality, while managing those factors
represents an additional dependability problem. According
to the authors of [5], the problems of the software systems
dependability theory rely on the matters relating to complex
software systems dependability research.

One of the important software systems dependability
problems is the software errors research [3, 5, 6], as their
presence is a key reasons of software systems failures. The
very definition of the terms “error” and “failure” of a soft-
ware system is a problem of its own.

In [2], the author analyses the concepts of program cor-
rectness and program errors. The problems may include the
development of correctness and absence of errors evaluation
method. Apart stand the problems of precise definition of
the error for their reliable identification and cause isolation,
as well as the development of methods for their detection,
as the presence of errors is largely determined by the user’s
expectation and is not always strictly formalized [2, 3, 7].
Taking user’s expectation into consideration in the design
of software systems [3] can be regarded as a significant
part of the dependability agenda. The same book dwells
upon the problems related to the introduction of errors into
software and their manifestation in the form of software
system failure. [2] points out the importance of classification,
identification of characteristics and error statistics analysis,
as well as statistical determination of the total number of
errors in a program. This problem along with a number of
solutions is discussed in [8, 9]. The authors share their expe-
rience of methodology development and practical execution
of software errors classification and statistical processing.
Organizing data collection for error analysis and classifica-
tion is a significant problem as well [7, 9].

This aspect should also include the matters of program
code analysis for identification of statistical characteristics
that would allow for a tentative evaluation of software
system properties including dependability [4]. It can be as-
sumed that using appropriate structural model generation
methods would allow revealing the patterns of program
errors introduction.

Identifying what is a random value, random process, etc.
is one of important problems that define the applicability of
conventional methods of the dependability theory. It should
be noted that software errors themselves are not random val-
ues. Experts point out that random events are manifestations
of errors occurring during the software systems operation [2,
8, 10, 11]. The random nature of the events is explained by
the fact that in order for the error to manifest itself, a specific
situation must occur (a combination of a certain condition of
the system and an input action). As such combinations are
fairly rare and hardly predictable the moment of software
error can be deemed a random value. In other words, within
the software dependability problem field it is possible to
consider the characteristics of input action flows.

Among the error problems are the matters related to the
requirement to reduce the number of software system design
errors [2, 10]. In [8], the author stresses the requirement
to prevent errors and manage the dependability during the

design, development and modification of software systems,
as well as to use functional failure protection systems dur-
ing the operation. [7] defines and specifies the problems of
software system dependability requirements justification,
as well as organization of system design with the required
level of dependability. The paper also sets forth a detailed
classification of factors that define the software system
dependability problematics.

A number of issues of software system functional safety
that are studied using the same methods are an important part
of the dependability problematics. Ony of the key differences
that requires a terminological delimitation of these concepts
consists in the fact that an analysis of software system opera-
tion does not include all failures as in the dependability theory,
but only those that entail safety-specific consequences [10].
Paper [7] details the dependability of software measured in
terms of losses incurred by the user due to design and opera-
tion flaws. The same paper defines an important part of the
dependability problematics, the requirement to take into con-
sideration the software system operational environment.

One of the central problems of software system depend-
ability is the significant difference between a computer pro-
gram and a technical device. Dependability requirements are
defined by experts who are guided by conventional concepts
of the dependability theory and the current standard devel-
oped for engineering systems. At the same time, software
systems differ from technical system so significantly that
conventional approaches may turn out to be completely or
partially inapplicable. For example, in [8] it is clearly stated
that the research of software system dependability should
primarily focus on real-time systems. The author notes the
impossibility to calculate software system dependability
using conventional methods (that statement is somewhat
attenuated in the sense that the conventional approaches
are limitedly applicable only to real-time systems). The
difficulties of analytical calculation of software system
dependability and functional safety are also noted in [10].
That allows extending the problematics indicating the
requirement to define appropriate concepts, dependability
indicators and approaches to analytical, statistical and ex-
perimental studies of software system dependability. At the
same time, it is highly important to clearly understand the
differences between software systems and other types of
technical equipment in terms of dependability. Those are
detailed in several fundamental papers, of which we should
note [3, 5, 8, 10, 12-14]. Those differences largely define
and compliment the respective aspects of the problematics.
Special methods of software system dependability studies
must be developed. A particular attention should be given
to the design stage, definitions and terms application criteria
must be made clear. For instance, it is very important [3, 5,
12] to define the terms “error”, “dependability»”, etc.

In [2, 10], the authors look at two varieties of software
systems, the first of which is characterized by the fact that
the developers can give less attention to the matters of
dependability, as the quality of the software system mostly
matters only to the developers themselves. The author points
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out that the matter of dependability is mostly relevant to
software systems of the second type that are more similar
to other industrial products.

In[2, 8, 10], technical systems dependability indicators are
covered. It is suggested to regard time to failure and avail-
ability factor as usable for the purpose of software system
analysis. The classification of models for software system
dependability indicators calculation, as well as a discussion
of the related problems is given in [5]. For example, there is a
well-known problem of software system dependability indica-
tors identification that is due to the fact that some important
quality characteristics (number of software errors, etc.) are
not perfectly suited for dependability evaluation. This part
of the problematics includes the requirement to take into
consideration the specific features of software as compared
to other engineering products. In [12], for instance some de-
pendability indicators are covered that take into consideration
the specificity of software system failure.

There are several ways to evaluate the dependability
of software as part of information systems [7, 14]. On the
one hand, software is an extremely important component
and its dependability must be evaluated separately. On the
other hand, when information systems are considered, it is
assumed that computer systems and software failures are
interconnected, which means that the dependability of such
systems must be evaluated as a whole.

Software systems failures may occur upon introduction of
data that was not taken into consideration during debugging
and testing [2, 6]. There is a problem of failure recording
during software system dependability testing that is due
to their relatively rare occurrence, the high labor cost of
software testing and significant expenditures, especially in
case of functional safety research [7, 8, 10].

It may become necessary to ensure classification of failures
and faults according to recovery time, as that affects the soft-
ware system malfunctions registration. In order to improve
dependability it is required to properly organize the procedure
of system recovery after failures. In some cases subject to time
parameters the recovery allows transforming failures into less
severe faults. Those ideas and concepts are covered in [2, 10].
Those papers, beside the classification of failures and faults,
specify and detail software system recovery and utilization
of various types of redundancy for that purpose.

The matters of applicability of redundancy in software,
as well as software system data and operating processes
have been discussed by many authors, namely [2, 4, 13]. In
most cases, the definitions subject matter terms complies
with dependability theory conventions. The main focus is
on software (algorithmic), information and time redundancy.
In this context, we must deal with the traditional issues of
optimization problem definition [2], i.e. the problematics
are extended with the management of redundant resources
management. At the same time, it is not completely clear
how to quantify the software system dependability subject to
expenditures. Based on [4], it can be suggested to consider
this problem along with a group of questions regarding the
collection and analysis of statistical information. The opinion
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regarding the insufficient efficiency of redundancy is also
part of the problematics [13].

In [14] and papers referred in it, the authors, while examin-
ing the matters of classifications and causes of software errors
(which in turn is part of the software system dependability
problematics), touch upon another important issue, the influ-
ence of the human factor on software systems dependability
or rather the problem of evaluating this influence and the
properties of the programmer (or team of programmers). Some
of the related issues are covered in [3, 5,9, 12, 15].

The requirement to develop models of the studied systems
and processes due to their complexity becomes an increas-
ingly important part of software systems dependability
problematics. A significant role is played by the tolerances
and assumptions [2] used in the development of mathemati-
cal models. Note that time as a parameter of a mathematical
model does not have the meaning typical to dependability
studies of other engineering systems [5], excluding perhaps
real-time software systems [2, 8, 10]. Among the disadvan-
tages that complement the problematics of software system
dependability models [8] notes, that dependability prediction
models designed using conventional methods may be usable
only if the number of failures is high, while attempts to ap-
ply them to well debugged and highly dependable software
systems do not yield acceptable results. In literature, we
can find a great number of mathematical models developed
for software dependability research that are classified by
different criteria [6, 11, 13].

Related matters of software system quality constitute an
important part of the problematics. Current standards in this
area that define dependability as a quality characteristic can
be considered obsolete. Experts turn to more recent versions
of international standards or gently avoid those matters. In any
case, the matters of quality are a topic apart. As quality analysis
is not the focus of this paper, below will be covered a number
more general issues that may be relevant to further research.

Experts regard dependability as one of the quality char-
acteristics of software systems [8, 10, 14]. Both quality and
dependability problematics may include matters related to
quality evaluation and management. In [4], software system
quality is associated to some aspects of structural complex-
ity. Special complexity factors of software systems and
components are analyzed. In [9], dependability problematics
includes the analysis of the structural features of software.
The problem of software system complexity evaluation
and correlation between complexity and dependability is
described in [5], where, among other things, the authors
point out the dependence of the errors on not the size of
program code, but on the software system structure, rule out
the possibility of generalizing the error research results even
in case of constant development environment and suggest
an individual approach to each particular newly developed
software system. In [14], certain qualities are associated with
program usability, which corresponds with the above part of
the software system dependability and quality problematics,
where software errors and functional failures are considered
in the context of user expectations.
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While finalizing the problematics we need to return to the
above question of improvement of the standards of software
system dependability and quality [8, 10]. Probably, the
solution to those problems is closely related to the general
dependability issues of the standard, as described in [16].
The main problems in software system dependability are
the standardization of terminology [10] (especially the basic
concepts of failure, operational condition, etc.), formaliza-
tion of dependability and quality indicators, improvement of
design and maintenance processes. Standardization will not
be covered here, as it is a major topic of a separate paper.

Discussion and conclusions

The development of the problematics is only the begin-
ning of a problem domain analysis. At this stage it is too
early to make the final conclusions and take decisions, but
we can make some assumptions regarding the further efforts
of the researchers in this area of knowledge.

For instance, it can be said that a comprehensive study
and solution of the problems described above requires the
use of system analysis methods. That statement is based
on the following. First, there are difficulties in applying
conventional formal methods due to obvious problems of
formalization of the processes in question, awkwardness of
object descriptions, multicriteriality of the decision-making
tasks, etc. Second, the specific tasks resulting from the de-
composition of the general task have less uncertainty and
can probably be solved subject to their further integration
for the purpose of obtaining system-wide results.

It can be noted that the simple classification and arrange-
ment of problems given in this paper are not the only ones
possible. The practice of system analysis research involves
considering various ways of problematics elaboration. One
of the solutions rather than all the others would probably
allow implementing the above method in obtaining the
comprehensive solution.

Examining almost each individual problem covered in this
paper may yield a disappointing conclusion that a universal
solution does not exist. That becomes clear when, for example,
it is required to take the decision to study the dependability of
a software system as a component of a hardware and software
system or an independent object. Many of the other key mat-
ters have the same decision-making problems. Improvements
can probably be achieved by developing an independent
software system dependability theory and examination of the
totality of problems by means of system analysis.

Software system quality research can also hold the solu-
tion to the dependability problems. On the one hand, quality
is characterized by dependability indicators, on the other
hand, dependable operation is possible only if the quality
of design, implementation and maintenance is high. The
researcher should pay a special attention to the human fac-
tor, as software systems development is a creative process
that is not easily formalized.

In conclusion we should note that this area of research
requires an independent theory that is not based on the

conventional technology dependability theory. That is due
to the special features of software systems that complicate
the study of their dependability by means of individual
components dependability examination. It should be added
that the system analysis methodology involves experts in
various areas of knowledge participating in the study and
solution of tasks. That is simplified by the publication of
papers that, among other things, summarize and systemize
the knowledge that promotes further research in this area.
Perhaps that would help find the solution to the engineering
tasks referred to in [17] on page 4.
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¢’yHKLW|OHaJ1bHaﬂ HaaeXHoCTb. Teopus U NnpakTuka

AnyawiBunun A.H.

NOBbILLWEHUE HAOAEXXHOCTU YNPABJIEHUA
NMEPCOHAJIOM HA OCHOBE OBbEKTBHOW
NCUXOANATHOCTUKHA

B npeanaraemovi ctarbe onvucaH Meton 06beKTUBHOM NCUxoamnarHoOCTUKU, OCHOBaHHbIV Ha BOJIHOBOV MoAe-
7 MO3ra v QYHKLIMOHAIbHOV acuMmMeTpun noayluapuvii. OnpeneseHne rncyuxoaorndeckomn XxapakTepucTukim
JINYHOCTU OCYLLECTB/ISETCS NyTeM U3MEPEHUsT IOMUHUPOBAHVST OJHOI0 U3 MoJ1yLLIapuvi U COriaCoBaHHOCTU
MeXay HUMUW. Yka3aHHble rnapamMeTpbl OrnpeaesisioTcs ABYMS Criocobamu: 3MepeHneM 3J1eKTPOMarHUTHO-
ro nu3Jsyd4yeHust rnosyLuapui B paanoBOJIHOBOM Auarna3oHe u nsMepeHnem ¢al3oBoro rnopTperta avla nccre-
AYeMOro 4esi0Beka, Ha KOTOPOM OTPaxaroTCsi MCKOMbIe rnapamMeTpbl Mo3ra. Pa3paboTaHHbie arnnaparHo-
rporpamMmMHbIe KOMIMIEKChI MPUMEHSIIOTCST B 0310P0BUTE/IbHON MEeANLNHE U YripaB/IeHVsT NepCOHaIOM, 4TO
npuBOAUT K MOBbLILLEHUIO HaLEXHOCTU ONpeaesIeHUs NCyUxXos10rM4eCcKori XapakTepucTuky 4es0BeKka.

Knro4deBsblie cnioBa: yripaBJsieHvie NepCcoHasioM, npopeccuoHasibHast HaAeXHOCTb, BUAEO-KOMMbIOTePHas rncu-
XoamarHocTuka, paanoBOJIHOBas NcuUxoamarHoCcTuka, BoJHOBasi MoAeslb Mo3ra, arnnaparHo-rporpamMMHbIN
KoMrisieke, rnpogeccruoHaibHasi CK/IOHHOCTb, MCUX0JI0rMYEeCKui KOM@OPT.

BeBepneHue

YnpaBieHne nmepcoHalioM MOApasyMeBaeT MoJ00p, pacCTaHOBKY M POTAIUIO KaapOB,
(bopMupoBaHue KOMaH]| C YU9ETOM MPO(ECCHOHATBHBIX CKIOHHOCTEH M MCHXOIOTHYECKON
COBMECTUMOCTH.

CymecTByIoIIe METOIBI PEIICHHS 3a/1a4 YIIPaBICHUS IEPCOHAIOM OCHOBAHBI HA TTPUME-
HEHHH TICUXOJIOTHYECKUX OTPOCHHUKOB M, B HEKOTOPBIX CITydasiX, IETEKTOpa JIKH.

[cuxonmorudeckne ONpOCHUKH COJEPKaT COTHH BOIIPOCOB, Ha KOTOPBIE JOJKEH OTBETUTD
nccieayeMblid 4eoBek. [109ToMy pe3ynbTar 3aBUCHT OT CyObEKTHBHOTO MHEHHS HCCIIEIye-
MOTO 4eJloBeKa o cede.

JleTexTop KM OnpesiersieT Ciryvaii MpaBmIbHOTO OTBETA HA MOCTaBIEHHbIH Boripoc. Habop
TaKUX CJIydaeB JlaJIee UCHONIB3YeTCs CIICIUAINCTOM, YTOOBI ONPE/ICIUTh CBOWCTBA HCCIIEye-
MOTO YeJIOBEKa, UTO SIBISICTCS] NCKITIOUNTEIBHO TPYIHOH 3a1auei.

[Ipennaraemsrii MeTon 1 anmaparypa 00bEKTHBHOH IICHXOINATHOCTHKHI HAa OCHOBE OTpeie-
JICHWS TOMUHHPOBAHUS OJHOTO W3 TIONYIIApUil M KOTEPEHTHOCTH MEXKAY HOIYIIAPHSIMHU
TI03BOJISIET HETIOCPEICTBEHHO OIIPEAEIINTH CBOMCTBA MCCIIEyeMOro uesioBeka. MeTox peanu-
30BaH B JIByX BapHaHTaxX: Ha OCHOBE PAIMOBOJIHOBBIX JaTYNKOB U BUJICO TATIUKOB. [Ipn aTOM
BapuaHT peasM3alii Ha OCHOBE BU/ICO JATUYMKOB MO3BOJISIET IIPOBOANTH IICHXOIHNATHOCTUKY
JMICTAHIIMOHHO 1 ONIEPAaTHUBHO.

B pe3synbrare ncuxoanarHoCTHKHY arapaTHO-TIPOT PAMMHBIH KOMILTIEKC BBIIACT CIISYIOIIHE
XapaKTePUCTUKH, HEOOXOIMMBIE /TS PELICHHS 33/1a9 YIPaBJICHNUS TIEPCOHAIIOM:

- mpodecCHOHATIBHBIE CKIIOHHOCTH M TICHXOJIOTNYecKasi KOM(OPTHOCTD MPH BHIITOIHEHUN
pas3Horo poja padoT;
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- POTHO3 TIOBE/ICHUS B SKCTPEMAIIEHOW CUTYallNH;

- BEPOSITHOCTB TPOSIBIICHUS COLMAIEHO HEOMOOPSIEMBIX
CBOWCTB;

- BEPOATHOCTH TIEPEXO/a COIHMAIBHO HEOTOOPSICMBIX
CBOMCTB B COIMAIBLHO OMACHBIC CBOMCTBRA;

- BEPOSITHOCTH MPOSIBIICHUS CBOMCTBA JDKUBOCTH U TIPHU-
YUHEI JDKUBOCTH;

- BEPOSITHOCTB MPOSIBIICHUS CBOICTBA OOBHHATH APYTHX
WM OOBUHSTE ceOsl.

1. HayyHo-meTOmONOrMYeckas oCHoBa
00BbEeKTUBHOMN NCUXOAMNArHOCTUKN HA
OCHOBE€ BOJIHOBOM MOAesiu Mo3ra

Maremariueckoe ONMCaHUE BOJIHOBOH MOIEIH MO3ra
TIPUBOIUTCS B cTaThe [1].

HW3BEeCTHO, YTO YEIOBEUYSCKHI MO3T T€HEPUPYET BOJIHBI
(xomebanmst). B wacTHOCTH, MO3T HM3Iy4YaeT 3JIEKTPOMAr-
HHUTHBIC BOJIHBL, U 9TO SBICHUE HCIOIb3YETCS B AICKTPO-
sHIeanorpadum.

B npeiaraeMoii MozeIny 1Ba 0Ty IApHsi FTOJIOBHOTO MO3-
ra YeJOBeKa PacCMaTPUBAIOTCS KaK J[BAa CAMOCTOSTEIIBHBIX
reHeparopa KoleOaTelIbHbIX POLIECCOB (BOJH), H3TyYCHHS
KOTOPBIX IIepecekaroTcsi B nmpocrpanctse. C ¢usnueckoit
TOYKH 3PEHHUS, TIPH NIEPECCUCHNH BYX KOI€PEHTHBIX KOJIe-
OaHUiT BOSHUKAIOT, TaK HA3bIBAEMbIE, CTOSTYME BOJTHBI HHTCH-
CHBHOCTH. DTH BOJIHBI IPEACTABISIOT COOOI yCTOHYHMBYIO
MPOCTPAaHCTBEHHYO HHTEP(EPEHLIOHHYIO CTPYKTYPY, €CITU
KoleOaHMs B HUX COIVIACOBAHBI 110 BPEMEHH, T.€. KOTCPEHT-
Hbl. CTeneHb KOTePeHTHOCTH COOTBETCTBYET YCTOHYHBOCTH
TICUXMYECKHX IPOLIECCOB, TI03BOJIIIONINX YEIOBEKY Je1aTh
aJICKBaTHBIN MPOTHO3 OyTyIIEro ¥ CTPOUTD PEaUCTHICSCKHE
CTpaTeruyecKye IUIaHsbl, T.¢. ObITh yrpaslieHeM. [Ipu Ha-
PYLICHUH KOTePEHTHOCTH IMOJIYIIAPHIl YeJIOBEK CTAHOBHTCS
UMITYJbCHBHBIM. OH HMITYJIbCHBHO pearnpyer Ha pasjpa-
JKUTENU U HE CIIOCOOCH MBICIHTD U JISHCTBOBATh CTPATEIU-
YECKH, HO IIPY 3TOM Y HETr0 Pa3BUBAIOTCS UCIIOJHUTEIIBCKHE
CIIOCOOHOCTH, U OH MOXKET IIPEYCIETh B UCIIOIHUTEIBCKOM
MAacTepCTBE MM UPPALIOHATIBHOM HCKYCCTBE, B 3aBUCHMO-
CTH OT JOMHHHPOBAHUS MTONYIIAPHA.

CreneHb KOTepeHTHOCTH KoJieOaTeIbHBIX MPOLECCOB B
TOJTYLIAPHSIX OIPEeNeIsIeTCs KaK CpeHee 3HAYCHHE HHTCH-
CHUBHOCTH YKa3aHHOH MHTEp()EPEHIMOHHOIN CTPYKTYpPBI
(KorepeHTHasi KOMITIOHEHTA).
|

C:? [ 446" dt], (1)

t
o

B (1) T ectb Bpems ycpemHeHHs, 3HAYCHHE KOTOPOTO
COOTBETCTBYET BPEMEHH HKCIIO3ULIUH (BpeMeHH (hOPMHUPO-
BaHMS HHTEP(PEPEHIIMOHHOHN CTPYKTYPBI B UyBCTBUTEIBHON
cpene). T0 — navansHOE Bpemsi, Ar 1 A/ aMIUTATY/IBI BOJHBI
MIPABOTO M JIEBOTO IMOJdymapuil. Ap — pasHocTh (a3 aByx
KOJIe0aTeIbHBIX MTPOIIECCOB.

Ecim B mponecce GpopmupoBanusi HHTEPHEPEHINOHHON
CTPYKTYpBHI (3a BpeMsi ycpeaHeHust T) mapaMmeTpsl ABYX
KoJIeOaTeNbHBIX MPOIECCOB HE MEHSIIOTCSI M pa3sHOCTh (a3
SIBTSIETCSI IOCTOSTHHON BENMMIUHON — A = const, TO cperHee

3HAYCHUEC NHTCHCUBHOCTHU (KOFGpeHTHafI KOMHOHGHTa) 6yI[€T
PaBHATHCSA €€ MTHOBCHHOMY 3HAYCHUIO, 6}72[6’1" MaKCHMaJIbHOM
(,Z[J'IH JAHHOI'0O 3HAaYCHUA pa3HOCTU (1)33) M ITIOCTOSTHHOIA:

C

const

= A4,A4.e"° = const,

Ecnm ke mapameTpsl IByX KoyieOaTelIbHBIX MPOLECCOB
MeHstoTes 3a BpeMs ycpennenus (T), To xorepeHTHas
KOMIIOHEHTa OynieT ymenbIarses. Hampumep, eciu dass
KOJIe0aTEeIIFHBIX IIPOIIECCOB B JIEBOM U IIPABOM TTOJTYIAPUSIX
MEHSIIOTCS CTy4aifHoO, TO pa3HOCTh (a3 Toxe Oy/eT caydaii-
HOW BETMYHMHOIL.

OTO 00CTOATENECTBO MOXKET MPUBECTH K CIy4aitHOMY
3HAKONIEPEMEHHOMY HM3MEHEHHIO BBIXOJHOTO CUTHAlA U
KorepeHTHast KoMnoHeHTa — C Oy/IeT CTPEMHTBCS K HYJIIO.

B crarbe [ 1] npuBeneH BbIBO MaTeMaTHIecKOH (hopMy-
JIbI, OTPAXKAIOIEH XapaKTep YMEHBIIEHUsI KOT€PEHTHOCTH
(C) B 3aBHCHMOCTH OT U3MEHEHUS Pa3HOCTH (ha3 ONOPHON
Y IPEMETHON BOJH 3a BpeMsl akcno3unuu. Kak cnenyer u3
yYKa3aHHOH CTaThH, KOTEPEHTHAs KOMIIOHEHTA B PE3YIIbTATE
M3MEHEHHs pa3HOCTH (pa3 OyJeT YMEHBIIATHCS OT CBOETO
CTaOMIIBHOTO 3HAYCHUS JI0 3HAUYCHUH, OJIM3KUX K HYIIO TI0
CHHYCOUJAILHOMY 3aKOHY:

. 2
C = Coonst %(i(p) :

W3meneHne pa3HOCTH (a3, COMTACHO TAHHOH MOJCIIH,
CBSI3aHO C JIBHYKCHUECM MCTOYHHKA KOJICOAHWI BHYTpPH I10-
nymapus. MakcumanpHOoe 3HaueHHe C U cTaOUIBHOCTH
pasHoCTH (a3 IMEET MECTO B TOM CITydae, KOTJa HCTOYHUKU
KoJeOaHMi 000UX TOMYIIAPHIA PACTIONOKCHBI CTaOMIBHO.
W3 cBOEro MCXOMHOTO MOJOKECHHSI UCTOYHUK KOJeOaHUi
MOXKET HaJaTh JBIKeHHue. [Ipu 3ToM pasHOCTE (a3 OymeT
MEHSAThCS 1 3HaueHUe C YMEHBITUTCS BCIICICTBIE HApYIIIe-
HUS KOTEPEHTHOCTH KOJICOAHUH B ABYX MONTYIIAPHSIX.

JloMuHMpOBaHHUE OTHOTO U3 IMONYIMIApPUNA MOXET OBITh
OTIPE/ICIICHO BETMIMHON IMepeMeIIeHUs ICTOYHHKA KoreOa-
HUH 32 BpeMsl SKCIO3HIINHU WU ITPOMOPIIHOHAIFHON BEITH-
YHHOM — Pa3HOCTHIO aMILTUTY/] KOJIeOaTEeITHHBIX MTPOIICCCOB,
MIPOUCXOMAIINX B TONYIAPHIX (B 00IacTH (hOPMHUPOBAHUS
CTOSTYMX BOJIH HHTCHCHBHOCTH):

Ad=A-A.

Takum 00pa3oM, B BOITHOBOM MOZEITH MO3Ta BBIICIISIFOTCS
JIBa OCHOBHBIX ITapaMeTpa:

JloMuHHpOBaHUE OJHOTO W3 MONymapuii (pasHOCTh
AMILTUTY),

CornacoBaHHOCTh MEXKIY HOTyIIapUsSMU (KOTCPEHT-
HOCTB).

2. Mopenb NCUXUKU YenoBeka

B nicuxuke gesnoBeka BbIICISIOTCS TPH OCHOBHBIC YaCTH:
CO3HaHME, CBEPXCO3HAHME, Mofco3Hanue. [Ipn 3Tom co3Ha-
HHUE OTHOCHUTCS K OCO3HAHHOMY TICHXHYECKOMY, & CBEPXCO-
3HAHME U TI0JICO3HAHNE — HEOCO3HAHHOMY TICUXHUECKOMY.
BeimonHenue 3TuX QyHKINI CBA3aHO ¢ (DYHKIIMOHAIBHON
ACHMMETpPHEH TOJIOBHOTO MO3Ta.

63



NOBbILEHUE HAOEXXHOCTU YMNPABJIEHUA MEPCOHAJIOM HA OCHOBE OEbEKTUBHOI MCUXOAUATHOCTUKU

Kaxk m3BecTHO, /1Ba MOJTyIIapys TOJIOBHOTO MO3Ta YeIIo-
BEKa BBITTOJTHSIOT pa3an4Hble QyHKIMH. JIeBoe momymiapue
OTBEYAET 3a CO3HAHME, JIOTHKY, B OCHOBHOM 33 OCO3HAHHYIO
TICHXUYECKYIO JiesiTeNbHOCT. [IpaBoe nosymapue orBedaet
3a CBEPXCO3HAHHE, NHTYHINIO, B OCHOBHOM 3a HEOCO3HAH-
HYIO TICHXHYECKYIO IS TEIBHOCTb.

Jloruka ¥ MHTYWINS SIBISIOTCS CIIOCOOaMH BOCIIPHSTHS
MH(OPMALMH 13 BHEIITHETO MUPa. DTO — 00I1Iee MEX/Ty HIMH.
Pazniuma 3akimrodaercs B cinegyronieM. Jlornka ects croco0-
HOCTb BOCTIPHATHSI HHPOPMAIIMHU U3 BHEIITHETO MUPA ITyTEM
aHaJIM3a JeTaleil okpyxkaromero Mupa. MaTynnms ectsb
CIOCOOHOCTB BOCHIPHUATHS HHPOPMAIIMH 13 BHEITHETO MUPA
B IIeJI0M, 0€3 aHaJIM3a JeTalied OKPY KaloIero MUpa.

Bornee moapoOHO 101 JIOTHKOH TOHUMAETCsl 0CO3HAHHOE
TICUXUYECKOE, TPAKTHYCCKUN YM, KOHKPETHOE MBIIIJICHHUE,
CIOCOOHOCTB BOCTIPHATHS MH()OPMAIIH TOMUMO LIEH3YPBI
CBEPXCO3HAHUSI, TIO3BOJISIIONIECH OBICTPO 1 JIETKO PAacIo3Ha-
BaTh KOJHYCCTBEHHBIC XapaKTCPUCTUKH H JICTATH OKpY-
JKAFoIIETo MUpPa, MpoBecTH TuddepeHnpoBaHHbII aHaIN3
CHUTYaINH{, NTPOSIBUTH N3OLIPEHHOCTH, N300pETaTEIbHOCTh
1 U3BOPOTIIMBOCTH (CBSI3b C 3KcTpaBepcueii). Kpome Toro,
JIOTHKA MO3BOJISIET YEJIOBEKY OCO3HATh HHTYUTHBHO BOCITPH-
HATBIC 00pa3bl U ONICATh WX HA MIOHSITHOM JPYTHM JIFOISIM
s3bIKe. JIorrKa orpesensieT BEhKHBaeMOCTb YeIIOBeKa B (pu-
3UYECKOH Cpejie, TOATOMY €€ YCIOBHO MOYKHO HAa3BATh YMOM,
co3HaHueM. Jloruka, yM, IpakTHYECKHE HABBIKH MOTYT
CTaTh MICUXOJIOTMYECKUM aBTOMATH3MOM M YaCTHYHO MOTYT
OBITH BBITECHEHBI B ITOJICO3HAHKIE U TOT/IA OHU CTAHOBSITCS
HEOCO3HAHHBIM TICUXMYeCKMM. Ha ocHOBe mncuxomorude-
CKOTO aBTOMATH3Ma YEeJIOBEK CIIOCOOEH BOCTIPHHSTH IETaIN
OKPY’KaIOIIEro MUpa U MPOBECTH AN PEPeHIINPOBAHHBIN
AHAJIM3 CUTYAINH C O4Y€Hb OOJIBIION CKOPOCTBIO, TPAKTHYC-
CK{ MTHOBEHHO PACIIO3HATh HY)KHBIN €My TIPU3HAK H COBEP-
IINTH COOTBETCTBYIOMIHE AeiicTBIA. [1oaTOMY 3TO CBOIiCTBO
OmMMOOYHO NPHITUCHIBAIOT K MHTYHINH, TaK KaK BHEIIHE
OHO BBIIIATUT KaK MHTyUIHs. Ha camMoM jene WHTYUIHS
ABJSIETCS (DYHKIMEH CBEPXCO3HAHUSI, a TICUXOJIOTHYECKHUN
aBTOMATH3M — (PyHKIIHEH TI0ICO3HAHUSI.

Bonee mogpoOHO Mo MHTYHIIMEH TOHNMAETCs! 4acTh HEO-
CO3HAHHOTO IcXUYeckoro. OHa MPOSIBIISIETCST KaK CBEPXCO-
3HaHKE, 00pa3HOE MBIIUICHHE, a TAKIKE — KaK CIIOCOOHOCTh
pacro3HaBaHUs CUTYall{ B II€JIOM 0€3 aHaim3a JeTanei,
CIOCOOHOCTH PACIIO3HABAHMS Ka9€CTBA OKPYIKAIOIIETO MUpa
0e3 muddepeHIMpPOBaHHOTO aHAIIN3a, Yepe3 ceOs (CBS3h C
HHTpOBepcueii). MHTYyUIus ompenenseT BELKHBACMOCTD
YeJloBeKa B MOPaJIbHOW (IyXOBHOH) cpene, MOITOMY ee
YCIIOBHO MOXKHO Ha3BaTbh JyXoM. MHTyunus (MHTYUTHBHO
BOCIIPHHSITBIE 00pa3bl) YaCTUYHO MOXKET OBITh OCO3HAaHA
YEJIOBEKOM CBOCH JIOTMKOHM M TOTa OHAa CTAaHOBUTCSI OCO-
3HAHHBIM NICHUXWYECKUM. TaKMM OCO3HAHHEM YEJIOBEK
BOCIIPUHUMAET KaueCTBEHHYIO HH(OPMAITHIO OT BHEIIHETO
MHpa, 3aKOHOMEPHOT0 Hayasa npupozsl. MHaTynnns acco-
IIUUPYETCS C 4YyBCTBOM, COOCTBEHHOH amorneil. Ha ocnose
MHTYWIMH Yy YeJIOBEKa BOZHUKAIOT YyBCTBA U YMOIINH, CBSI-
3aHHBIC CO CBEPXCO3HAHMEM. IHTYHIIMIO MHOT/IA Ty TalOT C
YYBCTBHTEIBHOCTBIO K PA3APAKUTEIISM, IMITYIIb.CHBHOCTBIO.
YyBCTBUTENBHOCTh HE €CTh AMOIMOHAIBLHOCTh. UyBCTBH-
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TENBHOCTD K Pa3paKUTENSIM M UMITYJIbCUBHOCTh BO3HH-
KaeT NP HapyIICHUH COIIACOBAHHOCTH KOJIeOaTeIbHBIX
MIPOIIECCOB B MONYMIAPUSX (AecTaOMIN3annuy IICUXUKH), a
SMOIMOHAIBHOCTH (1yBCTBa, SMOIIMH, HHTYHUIIHS, CBEPXCO-
3HAHME) €CTh CBOICTBO MPAaBOTO MOMYIIAPHs H BO3PACTACT
TIPY €TO IOMUHUPOBAHHH.

[Tozco3Hanue OTHOCUTCS K HEOCO3HAHHOMY TICUXHYECKO-
My U siBJIseTcsl pyHKIMeH obonx nomymrapuii. [Tloncoznanue
pasrpy’kaeT CO3HaHUE U SBISIETCS XPAaHUIIUIIIEM HEHYXHOH
1 HeBBIHOCHMOH nHpopmaluy. B nogco3nannm Haxomures
TO, 94TO OBIJIO paHee 0CO3HAHHBIM M ITPEBPATHUIIOCH B IICHXO-
JIOTHYECKUI aBTOMATH3M — HaBBIKH, pE(IIEKCHI, a TAKXKE TO,
YTO CTaJIO HEBBIHOCHMBIM IS IICUXUKH M OBLIO BEITECHEHO
B nojco3Hanue. [lcuxudyeckre TpaBMbl, BEITECHEHHBIC B
MIOJICO3HAHNE, MPEJCTABISAIOT CO0OH CKpBIThIE YyBCTBA,
CTpaxH, KOTOpbIC YEIOBEK HE MEPEIKMBACT B CBOUX HEIIO-
CPEICTBEHHBIX OIIYIICHUSX, HO B OKCTPEMAIIbHON CHTYAITHN
MMEHHO OHH YIPAaBIISIOT MOBEICHUEM UYelloBeKa (BMECTE ¢
WHCTUHKTAMH, peQIeKcamH).

JloMrHMpOBaHME OTHOTO U3 ToNTymapuii (AA) 1 CTerieHb
KOTEPEHTHOCTH (COINIACOBAaHHOCTH) KOJEOATENBHBIX MPO-
nieccos B nosymapusix (C) onpeaesstor CTeneHb TapMOHAN
mrmaHoctn (H). CreneHbp rapMOHHU JIMYHOCTH SIBISETCS
(yHKIMeH yKa3aHHBIX JIBYX IIEPEMEHHBIX 1 Oy/IeT MEHSATHCS
TaK¥kKe [0 CUHYCOUJAILHOMY 3aKOHY [6].

Hwxe npuBoautest popmyna (2), koropast orodpaskaet
XapakTep M3MEHEHUs CTEIICHN TapMOHHHM JINYHOCTH B 3a-
BHCHMOCTH OT JOMHUHHMPOBAHUS OJHOTO U3 IMOIyIIApuil 1
CTaOMIIBHOCTH CBSI3U MEXKTY TIOJYIIapHIMH.

2
LY
Sin| —m
H=_Si ¢ 1+ ¢ 2)
2 AA ’
—T
C

rie:

H — cTenens rapMOHUY THIHOCTH.

AA — pa3HOCTH aMIUTUTY/ KOJeOaTeIbHBIX MPOIIECCOB B
JIBYX IOy IIAPHUSIX TOJIOBHOTO MO3Ta (OIPEIeIIIeT JOMUHH-
POBaHUE OTHOTO 3 IMOTyIIAPUIA).

C — cTeneHb COrTacoBaHHOCTH (KOTEPEHTHOCTH) Kolreha-
TEJBHBIX MPOIECCOB B JIBYX MONYIIAPUAX (CTAaOMIBLHOCTH
CBSI3U MEKAY MOTYIIAPUSMHU).

B (2) pa3HOCTD aMIUTUTY U CTENCHh KOTCPEHTHOCTH
AMEIOT YCIIOBHYIO pa3MEPHOCTb.

Cel[-n,n],
AMe[-n,n]

Heo6xoanMo 0TMETHTB, 4TO KOT€PEHTHOCTH (COrIaco-
BAaHHOCTB) KoJieOaTesbHBIX MporneccoB B noiymapusx (C)
COOTBETCTBYET CTaOMJIBHOCTH MCHXMYECKUX IMPOIECCOB.
JloMHHHMpOBaHNE TPABOTO TOJYIIAPUs COOTBETCTBYET
MIPEUMYILECTBEHHOMY Pa3BUTHIO MHTYHIINH, a JIEBOTO T10-
nmymapusi — JOoruKkH. CTerneHb TapMOHUM JTMYHOCTH COOT-
BETCTBYET a/ICKBaTHOCTH YEJIOBEKA.
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Kak BupHO M3 pucyHKa 1., U3 AByX MapaMeTpoB, OT
KOTOPBIX 3aBHCHUT CTETICHb TAPMOHUH JTMYHOCTH, TJIABHBIM
SIBJISICTCS COTNIACOBAHHOCTH ITPOIIECCOB B MOTYIIAPHSX (CTa-
OMIBFHOCTH CBS3M MeXIy monymapusmu — C). IMeHHO oT
3TOTO MapaMeTpa B CHIIbHOM CTENEHN N3MEHSIETCS TapMOHHMS
mmaHoct (1o ocu — C). Bropo#i mapamerp — JOMHHHPO-
BaHME OJJHOTO M3 TOJyIIAPUI SBISETCS MEHEE 3HAYMMBIM
JUTSl TApPMOHUY JINYHOCTH. OT TOMUHUPOBAHUS TOTYIIIAPHS
TapMOHHS IMTYHOCTH U3MEHSETCS B MEHBILIEH CTETICHH, A TIPH
CpesHel CTaOMIBHOCTH HE MEHSIETCS] COBCEM.

Cremyer OTMETHTb, UTO JIO CHX HOP AJISI OLIEHKH TICHXO-
JIOTHUYIECKOTO COCTOSTHHS YETIOBEKA YUUTHIBAIN TOJIBKO J10-
MHHHPOBAaHHUE MOJTYIIAPHSL, @ COTIACOBAHHOCTb ITPOLIECCOB B
TOJTYIIAPHSIX HE yUUTHIBAIACH, YTO HE TIO3BOJIIIO IIOCTPOUTH
JIOTHUYECKU TOJIHYIO U OHO3HAYHYIO CUCTEMY THITOJIOTHH.
[TosToMy, moryueHHast MaTeMaTHYeCcKast 3aBUCHMOCTb JUIs
OLICHKH CTETIEHN TAapMOHNH JINYHOCTH UMEET 3HaYCHUE IS
g hepeHITHaII ICHXOIOTHIECKIX TUTIOB U Pa3padOTKH
OTHO3HAYHOU M 0OBEKTUBHON CHCTEMBI OTIPE/ICIICHUS TICH-
XOJIOTHYIECKOTO COCTOSTHHS YEJIOBEKA.

3. O6beKkTUBHAs8 NcuxognarHocTmka
Ha OCHOBe onpeaeneHna AByx
napameTpoB MO3ra — 4OMUHUPOBaHUSA
O4HOro U3 nosyLwapum

N KOrepeHTHOCTU Mexay
nonywapmamm

[IpenyioxkeH MeTOA AMArHOCTUKH, 3aKIIOYAIOIIMICS B
TOM, YTO U3MEPSIOT JOMUHHUPOBAHIE OJJHOTO U3 MOTyIIApUit
U COTTIAaCOBAHHOCTH KOJIEOATENBHBIX IPOIECCOB MEXIY
MOYIIAPHSIMHA TOJIOBHOTO MO3Ta MCCIIETyeMOTrO YeIOBEeKa
U TI0 U3MEPEHHBIM 3HAYCHUSM OIPECIISIOT €ro MCHX0I0-
THYECKYIO XapaKTePHCTHUKY.

PazpaboTansl 1Ba crioco0a TEXHUYECKOW peaTu3ainu
MIPEIOKESHHOTO METO/Ia B PAINO M OITUYECCKOM THAIIA30HE
ANIEKTPOMATHUTHBIX BOJIH.

[lepBrIii crioco0, peann3yeMblil B paguoaAnana3oHe, oT-
JUYAeTCsI TEM, 9TO TOMUHHPOBAHUE OHOTO U3 IOy IIapuit
OTIPENIeNAIOT IIyTEM MU3MEPEHUS PA3HOCTH aMILTUTYI dJICK-
TPOMAarHUTHOTO M3ITyYCHHS JICBOTO H PABOTO MONYIIAPHH,
a COTIaCOBAaHHOCTH KOJIeOaTeIbHBIH MTPOIIECCOB ONPEISIIIOT
ITyTeM U3MEPEHHUS yPOBHSA KOTEPEHTHOCTH EKTPOMArHUT-
HBIX KOJICOAHUH MEX Ty MOTYIIAPHSIMH.

[Ipu 3TOM IPUHATO, YTO TOMUHHPOBAHHUE IPABOTO ITOITY-
IIapys TPOMOPLIHOHATIBFHO MOJIOKUTEIIFHOMY 3HAUCHHUIO pa3-
HOCTH aMIUTUTY JUTS IPABOTO MOTyIIApHsl, TOMHHAPOBAHUE
JICBOTO TIOJTyIIAPUs TPOTIOPIHOHATBHO MOIOKHUTEIHPHOMY
3HAYCHUIO PA3HOCTH AMIUTUTY/ IS JICBOTO TONyIIAPHS,
a COITIaCOBAaHHOCTH KOJIEOATEIBHBIX MPOIECCOB MEXKIY
MONTyIIAPUSAMHU TPOTIOPIIHOHATEHA KOTE€PEHTHOCTH ATUX
KOJIeOaTeTHbHBIX MPOIIECCOB.

Hmxe Ha puc. 2 IPUBOIUTCS CXeMa peann3aluil Ipea-
JI0KEHHOTO METO/Ia B paino Anamna3oHe BoyH. C IOMOIIBI0
JIBYX NaTyukoB Ha dactore 60I'Tm mpuHUMaroTCs paguo-
BOJIHBI, U3JIy4aeMble IBYMs HOJNYHIAPHSIMHU TOJOBHOTO

MO3Tra HMCCIIelyeMoro 4enoBeka. Jlajgee MpUHATHIC BOJHBI
10 BOJTHOBOJAM ITOCTYTIAIOT B (Pa30BEIi cMecuTeh. Ha BI-
xo7ie (pa30BOTO CMECHTEIIS MOSBIISCTCS CUTHAJI, BETMUMHA
KOTOPOTO 3aBHCHUT OT Pa3HOCTU (a3 ABYX KOIeOATEIHHBIX
nporeccoB. KorepeHTHOCTh MEX /Iy TOITyIIApUsIMHU OTIpesie-
JSIETCS CPETHUM 3HAYEHNE 3TOTO CUTHANA. JlOMUHIPOBaHNE
OZIHOTO M3 MOJTYIIApHi OTIPEAEIAETCS IO PA3HOCTH CPEIHUX
aMITINTYJl CUTHAJIOB OT YKa3aHHBIX JIBYX JATYUKOB. BEI-
YUCIIETCS TaKXKe CTeTNeHb TapMoHnu nuaHoctd (H) mo
HapyIIEHUIO KOTePEHTHOCTH.

Bropoii cmocod, peannzyeMblii B ONTHYECKOM JIHa-
Ma30HE, OTIANYAETCS TEM, UTO JIOMHHHPOBAHUE OJHOTO U3
TIOTyIIAPH ¥ COTIIACOBAHHOCTH KOJIeOAaTEIbHBIX MPOIIECCOB
MEX]y MONyIIapusMH ONPEICISIOT MyTeM BBIYMCICHUS
Pa3HOCTH YIJIOB M CPEAHUX YIIIOB MEX/Ly YepTaMH1 MPABOH
1 JIE€BOW IOJIOBHMH JIMIIA MCCIEIyEeMOTo uenoBeka (Tas,
HOCOTYOHOU ckimanku u ry0). [Ipu 3TOM TpHUHSATO, 9TO
JOMMHHPOBAHHUE TPABOTO MOJIYIIAPHs MPOMOPIIMOHATBEHO
MOJIOKUTENBHBIM YITIaM Pa3HOCTH Ha MPaBOil TTOJIOBHHE
JIuIa, TOMUHUPOBAHUE JEBOTO IMOJyIMIapus MpOIOp-
LMOHAJIBHO TIOJIOKHUTENBHBIM yIiIaM Pa3HOCTH Ha JICBOH
TIOJIOBHHE JINIA, & COMIACOBAHHOCTH KOJICOATENBHBIX MTPO-
LIECCOB MEK/Ty MOTYIIAPUSIMHU TIPOTIOPIIMOHAIFHA BETHINHE
CPEeIHHX YIJIOB MEKIY YePTaMH MTPABOH M JIEBOH MOJIOBUH
auna. AnmapaTHO-TIPOTPAMMHOE CPEJCTBO JUIS pealn3a-
MU JAHHOTO BapHaHTa TEXHWYECKOH peanm3anuu (puc.2)
COCTOHT M3 MPUEMHHUKA N300paKeHNUS, BEIYUCINTEIBHOTO
OJ0Ka /171t aHANM3a H300paYKEHI U peaTn3alliy aJropuTMa
OIIPEEIIEHNsI PA3HOCTH YIJIOB M CPEAHUX YINIOB HAKJIOHA
I71a3, HOCOTYOHOH CKIaIKy U Ty0 Ha M300paXCHUH JIEBOI
¥ TIPaBOM TTOJIOBHH JIMIIAa YeJIOBeKa, O10Ka (OPMHUPOBAHUS
JIBYX CHHTE3MPOBAHHBIX MOPTPETOB JIUIA HCCIEAYEMOTO
YEJI0BEKa, COCTABIEHHBIX U3 IBYX ITPABBIX 1 U3 IBYX JIEBBIX
TTOJIOBUH N300payKEHHS €ro JIHUIIA M SKPaHa, 0TOOPayKaroIIiM
yKa3aHHbBIE /IBA MTOPTPETA U UATOTOBOE OKHO IPOTPAMM-
HOTO 00€eCIIeUeHHs IS BBEICHUS CIIEHAIINCTOM HEOOXO-
JIMMBIX 0003HAYEHU.

4. OnpegeneHune npodeccnoHasibHOMN
HaAeXHOCTU Ha OCHOBE OObLEKTUBHOM
ncuxoamarHOCTUKHU

Onpenenenne MpodhecCHOHATBHON HAJSKHOCTH Yelo-
BEKa BO3MOYKHO Ha OCHOBE JOMUHHPOBAHUS TONyIIApUi 1
COITIACOBAHHOCTH MEXXY MOTYIIAPHSIMH, YTO B CBOIO O4e-
PeIb MOKHO OTIPE/ICIUTD C IIOMOIIBIO BU/IC0-KOMIIBIOTEPHOM
CHCTEMBI TICHXOIHarHOCTHKH.

ITox mpodeccHoHanbHOM HAaJACKHOCTHIO TOHUMACTCS
MICUXOJIOTHYECKasi KOM(POPTHOCTh YeJIOBEKa IPHU BBIIOJ-
HEHHUH CBOEHl paboTHI. 31eCch He UMEIOTCS B BHLY CIIOCO0-
HOCTH 4enoBeka. [lompasymeBaercs, 9To CIIOCOOHOCTH y
9TOTO YeJIOBEKa €CTh, M MOITOMY OH padoTaeT Mo JaHHOM
npodeccun. OHAKO HATUIKUE CITIOCOOHOCTEH HEe O3HAYaeT
koMpopTHOCTE. Ecin pabora koMmpopTHAs, TO YEIOBEK HE
yTomisieTcs. Ecnm ke denoBeK MCIBITHIBAET TICHXOJIOTH-
YeCKUH TUCKOM(OPT MpH BBIOJHEHUH CBOUX IMpodec-
CHOHAJIBHBIX 0053aHHOCTEH, TO OH OyAeT yToMIIAThCs. Uem
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F, = 4. caot+9,)
Fi = 4, (oit+d)

Hatauk 1

JaTtunk 2

N |

— A A, &/A? (KorepenTHas KOMIIOHEHTa)

A 4 A 4

Da30BBI CMECUTEIH
= Al el(w1t+¢[) * Ar e_i(wrt+¢r) =

A 4 A 4

A
KorepeHTHOCTH (COrIIacOBAHHOCTD

Brok KOJIE6ATENLHBIX ITPOLIECCOB )
PasHOCTE Brruurtanus 1 ¢ +T
_ iAg
AMILTATY/T crraron C = T 0 ArAre dt
A = A - Ay

Onpenenenne ncuxonorundeckoro Tuma 1o A4 uC (170 S 60)
Y CTENEeHU rapMOHHH JIMYHOCTH - H (110 HapyIIeHNnI0 KOTEePEHTHOCTH )

2
Sin [ﬂﬂ j
| C

Puc. 1. biok-cxema YCTpOﬁCTBa JJI ONTpEeACICHUS JOMUHHUPOBAHUA OAHOI'O U3 nonymapnﬁ 1 COMTaCOBAHHOCTH MCKIY I10-
JIymapuaMu myTeM U3MEpCHUS JICKTPOMArHUTHOTO U3JIYYCHUS IBYX nonymapnﬁ TOJIOBHOT'O MO3Ta U BBIYUCJIICHUS YCPEI-
HCHHBIX BO BpEMCHU Pa3HOCTU aMIUIUTY/ (HOMI/IHI/IpOBaHI/IH) 1 KOTCPCHTHOCTU (COI‘J’I&COB&HHOCTI/I) MCIKAY MOJyIIapussMu.

Bupeo kamepa o
A P BbluucnutenbHbIN

Bson . 1 — onok
[NcuxoanarHocTnka Ha OCHoOBE

n3obpaxeHus o
AOMWHMPOBaHWS NonyLuapun

/ / .\ 1 KOTEPEHTHOCTM MO3ra

nyTEM U3MEPEHNS
¢hasoBoro noprpera uua

v

dopmupoBaHune

obpasoB
dopmmpoBaHue 2-x HOBbIX
n306paxxeHnin nuua,
oTobpaxarLux CoCTossHUe
2-X nonyLapuin rorioBHOro Mo3sra

3pVITeJ'IbHa$|
obpaTHas cBs3b

Uccnegyembin
YenoBek

ﬂwcnnem

Puc. 2. Cxema annaparHo-nporpammuoro komiiekca «[IOPTPET» ans peanu3anuu npeiokeHHOT0 MeTos1a
O0OBEKTHBHOM IICUXOIUArHOCTHKN

HIDKE KOM(OPTHOCTB, TeM 0oJblle yToMisieMocTh. Ecin
4eJI0BEK BCE BpeMs YTOMIIAETCS Ha CBOEU pabore, TO ero
npodeccuoHaNbHas HaJe)KHOCTD Ma/1aeT.

[podeccuonanbhas HaJEKHOCTb ONPEAENACTCS BEPO-
STHOCTBIO TICHXOJIOTHYECKOH KOM(OPTHOCTH TPH BBIIIOJ-
HEHHUHU Pa3IMYHOro poja pador.
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Hike (puc. 3) npuBoauTCS ICHXONOTUecKasi KoM(OPTHOCTh
TIPH BBIIOJIHEHUH PA3JIMYHOTO pojia padoT Jist 4-X OCHOBHBIX
TICUXOJIOTMYECKUX COCTOSIHHIT B 3aBUCHMOCTH OT JIOMHHHPOBA-
HUS! TIOJTYIIAPHS K KOTEPEHTHOCTH MEXKTY TOJTYILAPUSIMU.

B kaxmoil stuerike TaOIMIBI MIEPEUNCIICHBI BUBI Jes-
TENILHOCTH, KOTOpPBIe KOM(OPTHBI JUIsi COOTBETCTBYIOIIETO
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CornacoBaHHOCTb
Mexay nonywapusmu
LS Bbicokasi S IS
Nornyeckni 4 WHTYUTUBHbIN

YyCTONYNBbI YCTONYNBDI

CTPATET
Crpareruueckoe InjiaHUpOBaHNE
U yIIpaBJIcHHE

TAKTHK

TakTrueckoe IaHpPOBaHNE
U yIpaBJIeHHe

Bynet uyBcTBOBaTL CE6S KOMPOPTHO
ecnu 6yneT reHepupoBaTh HOBbIE U
peanbHble uaen, NposiBNsTh YyNopcTBO U
HACTOMYMBOCTb B UX peanuaayuu,
aHanuaupoBaTh npowneie CobbITUS U
Ha UX OCHOBE AenaTb peanucTUyeckuit
nporHo3 Gypyuwero

ByneT yyBcTBOBaTL CE65 KOMPOPTHO
ecnu 6yneT ynpaBnaTb Aenamiu v
npoueccamin ¢ nonyyeHnem
pesynbTatoB B 0603pumoe Gyayuiee,
6bICTPO 1 ajeKBaTHO pearnposaTb Ha
W3MEHEeHNe cutyauun, y4nTtbolBaTb

[lOMMHMpOBakUe | OAHOBPEMEHHO MHOXECTBO (akTopos, [loMUHUpOBaH e
NEBOro <l 21anu3nposats Hactosuue cobbiTus > NpPaBoro
nonywapna L HNCIHOJHUTEJIb ®D®AHTA3EP nonywapus |
Hcnonaurenbsckoe HCKYCCTBO I/IppauHOHaJILHoe HCKYCCTBO U
1 MacTE€pPCTBO MacTepPCTBO

Bypet yyscTBOBaTHL Ce65 KOMDOPTHO
€CNN HYXHO NposBNATbL BbICTPOTY
npaKTU4eckoro yma, M3BOpoTNUBOCTD,

Bynet yyscTBoBaThH cebs KOMDOPTHO
ecnu 6yneTt reHepupoBaTb HEOBbIYHbIE
o6pasbl U uaeu, kotopsie MOTyT 6bITb

4ep30CTb, BOCMPUMMYMBOCTb K AeTansm
OKpyXaloLero Mupa, HaxoAUTbCS cpeau
MHOTUX N0 Aeil, BCe 3ameyaTb BOKpYT,
BbICTPO pearupoBaTh Ha
LD npoucxoasi e coGbiTUS U TOYHO
WCMONHATD UHCTPYKLUIO

Jlornyeckun

HepeanbHbIMU, HO MOTYT HABECTN APYIUX
noaei Ha peanbHble U NOMesHbie Uaen,
COCPefoTOYMBATLCS HA NPOLW Nble
coBbITUS, AenaTh HEOXMAAHHbIE AOTafKN
W MOMOraTh B pacnyTbiBaHWUN CTPaHHbIX ID

cobbITHi

VHTYUTUBHBIN

UMNYNbCUBHBI

v
CornacoBaHHOCTb

WUMNYNbCUBHbI

Mexay nonywapusmu
Huskaa D
Puc. 3. Tabnuna ncuxosnornueckoi KoM(GOPTHOCTH MPH BHIIOIIHEHUH PAa3IMYHBIX TPO(ECCHOHANBHBIX 00S3aHHOCTEN
JJIs1 4-X OCHOBHBIX IICUXOJIOTHUYECCKUX TUIIOB

(OmrKalIero) NCUXOJIOTMYECKOTO TUITA M, COOTBETCTBEHHO,
TIPY BBITIOJIHEHUH KOTOPBIX €0 Mpo(ecCHOHATbHAS HaIeXK-
HOCTb BBICOKAsl.

Heo0xoauMo OTMETHTh, YTO, COIIACHO MPHUHSTOH MO-
JIeNId, CTPYKTypa NMCUXUKU 4eJIOBEKAa COCTOUT U3 OAMHAKO-
BBIX COCTAaBHBIX YacTel, TOIbKO Beca pasHble. [loaTomy B
KaXJIOM 4€JI0BEKE €CTh Bce 4 OCHOBHBIE CKJIOHHOCTH, HO B
Pa3HBIX IPOMNOPIUX.

Hwxe B Tabmuie NpuBOANUTCS TICUXOJIOTHYECKAs KOM-
(OPTHOCTB B ITPOLICHTAX, IIPH BBIMOJIHEHUH CIIETYIOMNX 4-X
OCHOBHBIX IIPO(eCCHOHAIIBHBIX 00513aHHOCTEH /IS TICUXO0JI0-
rudeckoro tuna « MHTynTuBHBIN UMIynbcUBHBIN [80D70»:

Crparerude-
CKoe Tu1aHupo- | TakThueckoe Wpparwio Hcnonuu-
BaHUE U YIIPaB- | IUIAHUPOBA- pp TEJIBCKOE UC-
HaJIbHOE
JICHWE, pea- |HHUE U yIpaB- KyCCTBO
HCKYCCTBO
JUCTUYECKOE | JICHUE J1eNa- Hcnoann-
danTazep
TBOpuecTBO | MU TakTHK TeNb
Crparer
55 % 25 % 75 % 45 %

DTOMY YeoBeKy OOJIbIIE MOAXOAUT MPOdeCcCHOHATbHBIN
tun «®aHTazep» ¢ BEPOSTHOCTBHIO TICHXOJIOTHYECKOH CO-
BMecTUMOCTH — 75%. DT0 —Ipodeccul CBsI3aHHBIE C Uppa-
LIMOHAIBHBIM HCKYCCTBOM, H/IMBU/TyaJIbHBIM TBOPYECTBOM

a0CTPaKTHOTO, WLTIO30PHOT0, HEMPAKTHYHOTO XapaKTepa.
B 3THX ciydasx oH Oy/IeT MPOSBISITH YIPIMCTBO U OPUTH-
HaJbHOCTb, TAaK KaK JJIsl HETO BaYKHO CJIeNIaTh BCE IIO-CBOEMY,
HEOOBIYHO KPAaCcHBO, IaXKe B yIIepO JIOTMYHOCTH, 3APaBOTO
CMBICJIA, PAMOHAILHOCTH U MPAKTUUECKO MOJIb3BI.

B menbieli crenenu — BEposSTHOCTBIO 55% MOAXOAST
eMy npodeccroHanbHbIi THI «CTpaTer». D10 — cTpare-
TUYECKOE TUIAHUPOBAHUE U YIPABIECHUE, PEATHCTUYECKOE
TBOPYECTBO (HAayYyHOE U XYJO)KECTBEHHOE).

E1ie B MeHbI1Ieii cTeneHu — BeposiTHOCThIO 45% moaxoaur
eMy nipoeccronabHbIN THIT « M cnomHuTe B, 310 1podec-
CHH, JUTsl KOTOPBIX TpeOyeTcst ObICTPOTa yMa, N30IIPEHHOCTb,
MOABUKHOCTb, B COUETAaHUU C U3BOPOTIIUBOCTHIO, IEP30CTHIO
W MIMITPOBH3AIUCH B OOIIECTBCHHBIX MECTaX.

Memsbli1e 1pyTrux — BEpOATHOCTBIO 25% MOAXOAUT HPO-
(heccuonanbHbI THIT « TAKTHK» W COOTBETCTBYIOIIUI POJI
JIeSITeNIbHOCTU: YIIPaBJICHUE, MEHE/DKMEHT B PallOHAIbHOM
cdepe, TAKTUUECKOE TUTAHUPOBAHNE U YIIPABIICHHE.

5. CoBmecTHOE NpMEHeHne
annapaTtHO-NporpamMmMHOro KomMrJsiekca
«[lopTpeT» n getekropa Jixxu
«Monurpad»

Ecnn, Buneo-xomnbioTepHyto ncuxonuarnoctuky (BKIT)
B Buze AIIK «Iloprper» npumensts BMecte ¢ «Iloaurpa-
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(hom» (1eTeKTOPOM JIKH ), TO MOXKET OBITh TTOJIOKNUTEIBHBIN
addexkr. [lerexrop joxn onpexensier cirydaid, a BKII - cBoii-
ctBO. HyXHO U TO, 1 pyTOE.

Bo3MoxeH Takoi BapHaHT, KOT/ia IPH OITPOCe Ha JIETEKTO-
€ JDKH UCCIIeTyeMbIH YeJIOBEK HE IacT IIPABUIILHOTO OTBETA
Ha JIaHHBIH KOHKPETHBIH BOIPOC, T.K. OH IPOCTO HE XOUET
JlaBaTh MH(MOPMAIMIO HA JAHHYIO TEMY, KOTOpas MOXKET 1
HE UMETh NPSIMOTO OTHOMLIEHUS K Aeiy. Ho emy aToT oTBET
3aCYUTAIOT KaK JDKMBOCTH. XOTS B IIEJIOM OH MOXET OBbITh
HEJDKMBBIM YEJIOBEKOM U B OIPE/ICIICHHBIX YCIOBHAX JIETKO
MOXKET MOWTH Ha COIIAILICHHUE.

B T0 ke Bpemst BO3MOXKEH APYroil BapUaHT, KOrJa 4eso-
BEK MOXKET JaBaTh OOJILIINHCTBO NMPABUIBHBIX OTBETOB, HO
CKPBITh CaMO€ ITTaBHOE, T.K. OH B II€JIOM JDKHBBIH YEJIOBEK
U HE TIOM/IET Ha CoTNIaleHne, Oy/IeT YKIOHAThCS 10 KOHIA
WJIN JTACT TIPU3HAHKE, @ TIOTOM OTKaXETCS.

[ToaToMy 11€51€C000pa3HO COBMECTHOE NMPHUMEHEHNE
BHU/I€0-KOMITBIOTEepHON nicuxoanarnoctuku («Iloprper») n
nerexropa Joku («Ilomurpady).

Heo0xonnmMo OTMETHTH, YTO TaKoe NMPHUMEHEHHUE YXKe
MIPOHUCXO/IUT B HEKOTOPBIX TOCCITYKOaX M YaCTHBIX OpraHH-
3amsix. Hammprmep, B OO0 «¥Opunndaeckast 0e301macHOCTEY
(http://www.poligraf35.ru/pricelist.html), mpumenstot «I1o-
murpad» u «IlopTper» cOBMECTHO JUIst TPOBEPKH ITEPCOHA-
Ja, peUIeHus! CIy>KeOHBIX KOH(IIMKTOB M (pOpMHUPOBaHMS
KOMaH/I.

3aknyeHue

[TpuBeeHHBII BBIILIE METO/ IIPEJHA3HAYCH B OCHOBHOM
JUISL TI0100pa BBICIIMX YIPABICHYECKHX KaJpOB, & TaKikKe
KaJ{pOB, KOTOPBIM IIPUXOJUTCS pab0TaTh B IKCTPEMaIbHBIX
YCJIOBHSIX, HA BAXKHBIX O0BEKTAX, I7I¢ MPO(eCcCHOHANIBHAS 1
YeJI0BEeYSCKask HAJISKHOCTh HIPACT PEILAFOLIYIO POJIb.

PaspaboTanHas KOMIIBIOTEpHAs MPOrpaMma IO3BOJISET
110 M300paKCHUIO JINTIA YesIoBeKa (T10 poTorpadun) 3a OTHYy
MHHYTY BBIJATh ITOJHYIO JUYHOCTHYIO XapaKTePUCTHKY,
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MOTHUBALMIO U MPOTHO3BI €r0 MOBEACHUS B PA3IUUYHBIX
CUTyalusix. OTa mporpaMma Mo3BOJISAET: MPOU3BOAUTE TOU-
HYIO IMArHOCTHKY, UCKITIOYaTh IPyObIe OIMOKH, 00JIETYUTh
MIPOLECC AUATHOCTUKH, IPOU3BECTU JUATHOCTUKY IOMUMO
49 0OBIYHBIX TICUXOTHIIOB elle 14 CBEepXTHUIIOB — HEOOBIY-
HBIX JItofie. JIsl MpaBUIbHON AUArHOCTUKH CIIELHAITUCTY
TpeOyeTcst MEHbIIIe TPEHUPOBKH, HABBHIKOB U OOyUYCHHS,
4eM paHblIe. DTO MPOUCXOAMT 3a CUET aBTOMAaTHUYECKOIO
YCpPEIHEHUsI JaHHBIX, BBOAUMBIX CHEIIMATICTOM.

Jlutepartypa

1. AnyamBuau A.H. BonHoBas monenb mMo3ra Ha
OCHOBE KorepeHTHoctu nonymapuil. Xypuan «Hayka u
OuzHec: myTH pa3BuThs». Pasnen: Maremarndaeckie MeTo/bI
u mozenn, Ne 8(26), 2013, c. 45-49.

2. AnyamBuiu A.H., Kykuna U.M. Anroputm rncuxo-
JMAarHOCTUKH 10 acuMMmeTpun auua. JKypaan: «Ilepcnek-
TUBBI HayKm», Ne 8 (47), 2013, c. 17-20.

3. AuyamBuiu A.H. AnnaparHo-iporpaMMHbINA KOM-
TUIeKC OOHAPYKEHHUSI MAJIO3aMETHBIX MO/IBHKHBIX OOBEKTOB
Ha OCHOBE KOT€PEHTHOTO IIPHEMa U3ITyIeHHNS HETIOABIKHOTO
¢ona. XKXypran: «71006ampHBIN HAYIHBIH TOTCHINAI, Pa3-
JIeTT: ANIEKTPOHNKA, U3MEPUTENbHAs TEXHUKA, PaIHOTEXHUKA
" cBs3b, Ne§, 2013, ¢.77-81.

4. AuyamBuiu A.H. Marematuueckoe onvcaHue npo-
LIECCOB KOT€PEHTHOTO MpHEMa M3Iy4YCHUs, OTPaKCHHOTO
OT HETIOABIKHOTO (hOHA AJIs1 OOHAPYKEHUS MAaT03aMETHBIX
MOABMXHBIX 00bekToB. JXKypHan: VIHHOBaIMyM 1 WHBECTH-
un, Ne6, 2013, c. 142-145.

5. AnyamBuiu A.H. Crioco6 onpeneneHus IICuXoI0Tu-
yeckoro tuna. Ilarent PO Ne 2201131, 2003, npuopurer
2001.

6. AnyamBuau A.H. OO0beKkTHBHAS IICUXOJIOTHS Ha
OCHOBE BOJIHOBOW monenu mo3ra. M., DxoH-UH)OpM,
2008, c.292



Functional reliability. The theory and practice

ENHANCEMENT OF RELIABILITY OF HUMAN
RESOURCE MANAGEMENT BASED ON OBJECTIVE
PSYCHODIAGNOSTICS

The offered paper describes a method of objective psychodiagnostics based on a wave model of brain and
functional asymmetry of cerebral hemisphere. The definition of an individual psychological characteristic
is carried out by measuring the domination of one of the hemispheres and coordination between them.
The stated parameters are defined by two methods: measurement of electromagnetic radiation of cerebral
hemispheres in a radio-wave range and measurement of a face phase portrait of the researched individual,
in which required brain parameters are reflected. The developed hardware-software complexes are applied
in health-improving medicine and human resource management, which leads to increase of reliability in
definition of an individual psychological characteristic.

Keywords: human resource management, occupational reliability, wave model of brain, radio wave psy-
chodiagnostics, video-computer psychodiagnostics, hardware-software complex, occupational inclination,
psychological comfort.

Introduction

Human resource management means selection, arrangement and staff rotation, formation
of teams in view of occupational inclination and psychological compatibility.

Existing methods for solving problems of human resource management are based on ap-
plication of psychological questionnaires and, in some cases, on a lie detector.

Psychological questionnaires contain hundreds questions, which should be answered by an
individual. Therefore, the result depends on a subjective opinion of the researched individual
about himself.

A lie detector defines the case of the correct answer on the formulated question. The col-
lection of such cases is further used by an expert to define the behavior of the researched
individual that is an extremely difficult problem.

The offered method and the equipment of objective psychodiagnostics based on the definition
of domination of one of the brain hemispheres and coherence between the hemispheres allows
defining behaviors of the researched individual directly. The method is realized in two versions:
on the basis of radio-wave gauges and video sensor. At the same time the version realization
based on video sensors allows carrying out psychodiagnostics remotely and efficiently.

As a result of psychodiagnostics, the hardware-software complex gives out the following
characteristics, necessary for the solution of human resource management tasks:

- Occupational inclinations and psychological comfort at performance of different sorts
of works;

- Behavior prediction in extreme situations;

- Probability of socially disapproved behavior demonstration;
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- Probability of transition of socially disapproved behavior
into socially dangerous behavior;

- Probability of deceit demonstration and reasons of deceit;

- Probability of behavior demonstration to accuse others
or to accuse himself.

1. Scientific and methodological basis
of objective psychodiagnostics based
on the brain wave model

The mathematical description of the brain wave model
is presented in [1]. It is known that the human brain gen-
erates waves (oscillations). In particular, brain radiates
electromagnetic waves, and this phenomenon is used in
electroencephalography.

The offered model considers two brain hemispheres of
an individual as two independent generators of oscillatory
processes (waves) whose radiations intersect in space. From
the physical point of view, at intersection of two coherent
oscillations so-called intensity standing waves arise. These
waves represent steady spatial interference structure if
oscillations in them are coordinated in time, i.e. coherent.
The coherence degree corresponds to stability of mental
processes allowing an individual to make the adequate pre-
diction of the future and to create realistic strategic plans,
i.e. to be a manager. At violation of hemispheres’ coherence
the individual becomes impulsive. He impulsively reacts to
irritants and is not able to think and operate strategically,
but at the same time he develops masterly performance and
executive ability and can succeed in mastery or irrational
art, depending on hemispheres’ dominance.

The coherence degree of oscillating processes in hemi-
spheres is defined as intensity average value of stated inter-
ference structure (coherent component).

C:%| [T 4,4, dtl (1

In expression (1) 7 is the time of averaging whose value
corresponds to the time of an exposition (time of interfer-
ence structure generation in sensitive environment). 7 is
the initial time; Ar and A/ are wave amplitudes in the right
and left hemispheres. Ay is the difference of phases of two
oscillating processes.

If during interferences structure generation (during aver-
aging T) parameters of two oscillating processes do not vary
and the difference of phases is a constant (A = const), then
the average value of intensity (coherent component) will be
equal to its instant value and will be maximal (for the given
value of phases’ difference) and constant:

C,. =A4A4e™ =const

If parameters of two oscillatory processes vary during
averaging time (T), then the coherent component will de-
crease. For example, if phases of oscillatory processes in
left and right hemispheres vary casually, the difference of
phases will be a random variable too.
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This circumstance can lead to casual sign-variable
integrand change in (4) and coherent component C will
vanish.

The paper [1] has presented the mathematical formula
derivation reflecting nature character of coherence (C) reduc-
tion depending on change of phases’ difference in reference
and subject waves during the exposition. As it follows from
mentioned paper, coherent component as a result of phases’
difference change will decrease from its stable value up to
the values close to zero under the sine wave law:

. 2
C = Ccansl (Sln(A(p)J :
Ag

Change of phases’ difference, according to the given
model, is connected to movement of oscillation source inside
a hemisphere. The maximal value C and stability of phases’
difference takes place in that case when oscillation sources
of both hemispheres are located invariably. From the starting
position the oscillation source is able to begin movement. At
the same time the phases’ difference will change also and
the value C will decrease as a result of oscillation coherence
disturbance in two hemispheres.

Domination of one of the hemispheres can be determined
by the value of oscillation source moving during exposition
or by the proportional value, which is the difference of am-
plitudes of oscillation processes occurring in hemispheres
(in the field of generation of intensity standing waves):

Ad=A-A.

Thus, in the brain wave model two key parameters are
distinguished:

1) Domination of one of the hemispheres (difference of
amplitudes),

2) Coordination between the hemispheres (coherence).

2. Model of human mentality

Three basic parts are distinguished in an individual’s men-
tality: consciousness, superconsciousness, subconsciousness.
Wherein consciousness relates to conscious mental activity
and superconsciousness and subconsciousness relates to un-
conscious mental activity. Performance of these functions is
connected with the functional asymmetry of the brain.

As is known, two brain hemispheres of an individual
carry out various functions. The left hemisphere is respon-
sible for consciousness, logic, basically for the conscious
mental activity. The right hemisphere is responsible for
superconsciousness, intuition, basically for unconscious
mental activity.

The logic and the intuition are ways of information
perception from an external world. This is what is common
between them. The difference consists in the following.
The logic is the ability of information perception from an
external world by the analysis of surrounding world details.
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The intuition is the ability of information perception from
an external world as a whole, without the analysis of sur-
rounding world details.

In more detail the logic is understood as conscious
mentality, as practical mind, concrete thinking, ability of
information perception without the censorship of supercon-
sciousness allowing quickly and easily distinguishing the
quantitative characteristic and details of surrounding world,
carrying out of the differentiated analysis of a situation, re-
vealing sophistication, inventive power and resourcefulness
(connection with extraversion). In addition to that, the logic
allows the individual to be aware of intuitively perceived
images and describe them in the language understandable to
other people. The logic governs the survival rate of an indi-
vidual in the physical environment, therefore conditionally
it can be named as mind or consciousness. The logic, mind,
practical skills can become psychological automatism and
can be in part superseded into subconsciousness and then
they become unconscious mental abilities.

On the basis of the psychological automatism the in-
dividual is able to perceive details of surrounding world
and conduct the differentiated analysis of a situation with
very high speed, practically instantly to distinguish the at-
tribute necessary to him and to make corresponding actions.
Therefore, this behavior is wrongly attributed to intuition
as externally it looks like intuition. Actually, the intuition is
superconsciousness function, and psychological automatism
is a function of subconsciousness.

In more detail the intuition is understood as part of
unconscious mentality. It is manifested as superconscious-
ness, imaginative thinking, and also as ability of a situation
recognition as a whole, without the analysis of details,
ability of surrounding world quality recognition without
the differentiated analysis, through itself (connection with
introversion). The intuition defines the survival rate of an
individual in the moral (spiritual) environment; therefore it
can be named as spirit. The intuition (intuitively perceived
images) can be in part recognized by the individual with the
help of his logic and then it becomes conscious mentality.
By such awareness the individual perceives the qualitative
information from an external world, the normal beginning
of the nature. The intuition associates with feeling, own
emotion. Based on intuition the individual has feelings and
emotions connected to superconsciousness. Intuition some-
times is confused with sensitivity to irritants, impulsiveness.
Sensitivity not is emotionality. Sensitivity to irritants and
impulsiveness arises at violation of oscillation processes’
coordination in the hemispheres (destabilization of mental-
ity), and emotionality (feelings, emotions, intuition, super-
consciousness) is the behavior of the right hemisphere and
it increases at its domination.

Subconsciousness relates to unconscious mental state
and it is a function of both hemispheres. Subconsciousness
relieves consciousness and it is a storehouse of the un-
necessary and unbearable information. Subconsciousness
contains what was conscious earlier and has turned into
psychological automatism — skills, reflexes, and also what

has become unbearable for mentality and has been forced out
into subconsciousness. The mental traumas forced out into
subconsciousness represent the latent feelings, fears, which
the individual does not experience in direct sensations, but
in an extreme situation they influence the behavior of an
individual (together with instincts, reflexes).

The domination of one of the hemispheres (AA) and the
coherence degree of oscillation processes in the hemispheres
(C) define the degree of an individual harmony (H). The
degree of an individual harmony is a function of the above
two variables and the degree will vary also under the sine
wave law [6].

Below you can see formula (2), which reflects an indi-
vidual harmony degree nature depending on the domination
of one of the hemispheres and the stability of connection
between the hemispheres.

2
Sin(AAn)
H=sin[ S| 14] —C @)
2 A ’
— T
c

where:

H is the degree of an individual harmony.

AA is the difference of oscillation processes’” amplitudes
in two hemispheres of the brain (defines domination of one
of the hemispheres).

C is the degree of coordination (coherence) of oscilla-
tion processes in two hemispheres (stability of connection
between the hemispheres).

In expression (2) the difference of amplitudes and coher-
ence degree have conditional dimension.

It should be noted that coherence (coordination) of oscil-
lation processes in the hemispheres (C) relates to the stability
of mental processes. The domination of the right hemisphere
corresponds to primary development of intuition, and the left
hemisphere corresponds to logic. The degree of an individual
harmony corresponds to the individual adequacy.

From fig. 1 it is apparent that from two parameters on
which the individual harmony degree depends, the main
thing is the coordination of processes in the hemispheres
(stability of connection between the hemispheres — C). An
individual harmony changes exactly considerably due to
this parameter (along axis C). The second parameter, the
domination of one of the hemispheres is less significant for
an individual harmony. An individual harmony changes to
a lesser degree due to hemisphere domination, and in case
of average stability it does not change at all.

It should be noted that till now only hemisphere domina-
tion has been taken into account for estimation of an indi-
vidual psychological state, and the coordination of processes
in the hemispheres has not been taken into account, what
has not allowed constructing a logically full and unambigu-
ous typology system. Therefore, the obtained mathematical
dependence for estimation of an individual harmony degree
matters for differentiation of psychological types and devel-
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opment of unambiguous and objective system for definition
of an individual psychological state.

3. Objective psychodiagnostics
based on the definition of two brain
parameters that is domination of
one of hemispheres and coherence
between hemispheres

The paper offers the method of diagnostics consisting
in the fact that it is necessary to measure the domination of
one of the hemispheres and the coordination of oscillation
processes between the brain hemispheres of the investigated
individual and on the measured values to define his psycho-
logical characteristics.

Two methods of technical implementa-
tion of the offered method are developed in
radio and optical range of electromagnetic
waves.

The first method implemented in radio
range differs by the fact that the domina-
tion of one of the hemispheres is defined by
difference measurement of electromagnetic
radiation amplitudes of the left and right
hemispheres, and oscillation processes’
coordination is defined by measurement
of coherence level in electromagnetic os-
cillations between the hemispheres. At the
same time it is accepted that the domination
of the right hemisphere is proportional to
positive value of amplitudes’ difference for
the right hemisphere, while the domination

Investigated
individual

Fo = 4, o)

Image input

= /\

Visual feedback

of the left hemisphere is proportional to positive value of
amplitudes’ difference for the left hemisphere, and the co-
ordination of oscillation processes between hemispheres is
proportional to coherence of these oscillation processes.
Fig. 2 below presents the diagram of the offered method
implementation in radio frequency band. With the help of
two sensors, radio waves radiated by two hemispheres of
the brain of the investigated individual are received at the
frequency of 60 GHz. Further the received waves arrive
into the phase mixer via wave conductor. On the phase
mixer output there is a signal whose size depends on the
difference of phases of two oscillation processes. Coherence
between the hemispheres is defined by the average value
of this signal. Domination of one of hemispheres is defined

Video input camera . A
P Computing unit

° l/ Psychodiagnostics based on
o

the domination of the
hemispheres and brain
coherence by measuring a
face phase portrait

l

Generation of images
Generation of two images of

‘ a face mapping the state of

! EErrwr

Display
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Fig. 2. The block-diagram of hardware-software complex «PORTRAIT»
for implementation of the offered method in objective psychodiagnostics
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two sensors. The degree of the individual

] . Coherence (coordination) of oscillation
Unit of signal processes
/ \ Difference of subtraction 1 rtotT iAg
~~  amplitudes C = 7 ) A1d,e dt
a
AA = Ar - Ar l

Phase mixer
I.= A ot +9,;) * 4, o Had+d,) _

Y (Coherence component)
= A Are

l

Definition of psychological type according to AA and C (170 S 60)
and degree of an individual harmony H (on violation of coherence)

2
Sin (A—An ]
_\Cc

Fig. 1. The block diagram of the device for domination definition of one of the
hemispheres and the coordination between the hemispheres by measurement
of electromagnetic radiation of two hemispheres of the brain and calculation of
amplitudes’ difference averaged in time (domination) and coherence (coordina-
tion) between the hemispheres
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harmony (H) is calculated also according
to the coherence violation.

The second way implemented in the
optical range, differs by the fact that
domination of one of hemispheres and
a coordination of oscillation processes
between hemispheres is defined by cal-
culation of angles’ difference and average
angles between face features of the right
and left half of the investigated individual
(eye, nasolabial folds and lips). At the
same time it is accepted that domination
of the right hemisphere is proportional to
positive angles of difference on the right
face half, domination of the left hemi-
sphere is proportional to positive angles
of difference on the left face half, and
the coordination of oscillation processes
between hemispheres is proportional to
the value of average angles between face
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features of the right and left half of individual. Hardware-
software means for execution of the given version in the
offered method (Fig. 2) consist of the image receiver, the
computing unit for the analysis of images and algorithm
realization for definition of angles’ difference and average
angles of inclination of eyes, nasolabial folds and lips on
the image of the left and right half of an individual face,
the unit for generation of two synthesized portraits of the
investigated individual face, made of two right and from two
left half of image of his face, and the screen, displaying the
specified two portraits and a software dialogue window for
introduction of necessary designations by an expert.

4. Definition of occupational reliability
based on objective psychodiagnostics

Definition of an individual’s occupational reliability is
possible on the basis of the domination of the hemispheres
and the coordination between the hemispheres, which in turn
are possible to define with the help of a psychodiagnostics
video — computer system.

Occupational reliability is understood as psychological
comfort of an individual at work performance. Here we
do not mean abilities of an individual. It is meant that the
individual has abilities and consequently works in the given
occupation. However, presence of abilities does not mean

comfort. If work is comfortable, the individual is not tired.
If the individual experiences psychological discomfort at
performance of the occupational duties he will be tired.
The lower comfort there is, the more fatigue there is. If the
individual is tired all the time performing the work, his oc-
cupational reliability decreases.

Occupational reliability is defined by probability of
psychological comfort at performance of various sorts of
works.

Fig. 3 below shows psychological comfort at performance
of various sort of works for 4 basic psychological condi-
tions depending on hemisphere domination and coherence
between the hemispheres.

Each cell of the table lists the kinds of activity, which are
comfortable for a corresponding (nearest) psychological type
and, accordingly, at whose performance his occupational
reliability is high.

It is necessary to note that, according to the accepted
model, the structure of mentality of the individual consists
of identical components, and only weighting coefficients are
different. Therefore, in each individual there is all 4 basic
inclinations, but in different proportions.

Psychological comfort in percentage of the individual is
presented below in the table at performance of the follow-
ing 4 basic occupational duties of the psychological type
“Intuitive impulsive I80D70”

Coordination

between hemispheres

LS High S IS
Logic 4 Intuitive
stable . e . stable
Tactician Strategist
Tactic planning and Strategic planning
management and management
He will fill himself comfortable He will fill himself comfortable if
if control business processes with generates new and real ideas, show
receiving results in the foreseeable per§|§tence and perseverance in
future, quickly and adequately their implementation, analyze past
response to situation change, events and make realistic prediction
take into account simultaneously for the future
Domination multitude of factors and analyze Domination
of the left < surent events »of the right

hemisphere L Executive

Executive arts and skills

He will fill himself comfortable if there
is a need to show quickness

of practical mind, receptivity to
surrounding world details, to be
among many peoples, to note

to current events and accurately
perform instruction

everything around, quickly to response

Dreamer hemisphere I

He will fill himself comfortable

if generates unusual images and ideas,
which can be unreal, but they are able
to lead other people to real and useful
ideas, focuses on the past events,
makes unexpected guesswork and
helps to unscramble strange events

LD ID

Logic Intuitive
imoulsi . .
impulsive CoorHination impulsive

between hemispheres
Low D

Fig. 3. The table of psychological comfort at performance of various occupational duties for 4 basic psychological types
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Strategic planning | Tactical plan-

and management, | ning and busi-

realistic creativity | ness manage-
Strategist ment Tactician

Irrational | Perform-
art ing art
Dreamer | Executive

55 % 25 % 75 % 45 %

This individual is more suited to occupational type
«Dreamery» with probability of psychological compatibility
—75 %. These are occupations connected to irrational skill,
individual creativity of abstract, illusory and impractical na-
ture. In these cases it will show stubbornness and originality
as for him it is important to make everything in own way,
unusually and beautifully, even to the detriment of logicality,
common sense, rationality and practical benefit.

To a lesser degree with the probability 55 % he is suited
to occupational type “Strategist”. It is strategic planning
and management, realistic creativity (scientific and art).

Still to a lesser degree with the probability 45 % he is
suited to occupational type “Executive”. These are oc-
cupations which require quickness of mind, sophistication,
mobility in with resourcefulness, impudence and improvisa-
tion in public places.

It is less than others, with the probability 25 % he is
suited to occupational type “Tactician” and a corresponding
variety of activity: control, management in rational sphere,
tactical planning and administration.

5. Joint application of the hardware-
software complex “Portrait” and a lie
detector “Polygraph”

If video-computer psychodiagnostics (VCP) is applied in
the form of hardware-software complex (HSC) “Portrait”
together with “Polygraph” (lie detector), there can be a
positive effect. The lie detector defines a case, and VCP —
behavior.

There is a possibility to have such a situation when during
interrogation on a lie detector the investigated individual
does not give the correct answer on the given specific ques-
tion since he simply does not want to give information on
the given subject, which may not have the direct relation
to the issue. But this answer will be considered as his lie.
Though as a whole he may be not a lying individual and in
the certain conditions can easily go to agreement.

At the same time the other alternative is possible when
the individual can give correct answers to majority of ques-
tions, but hide the most important issue since he as a whole
is the lying individual and will not go to agreement, will
digress the issue up to the end or will give a confession,
and then refuse.
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Therefore, it is reasonable to apply jointly video-
computer psychodiagnostics (“Portrait”) and a lie detector
(“Polygraph”).

It is necessary to note that such application already occurs
in some civil services and private organizations. For example,
Ltd “Legal Safety” (http://www.poligraf35.ru/pricelist.html)
applies “Polygraph” u “Portrait” jointly for testing individuals,
solving service quarrelling and forming teams.

Conclusion

The above mentioned method is intended basically for selec-
tion of top administrative staff as well as the staff who should
work in extreme conditions, at important facilities, where oc-
cupational and human reliability plays a crucial role.

The developed computer program makes it possible to
produce in one minute the full individual characteristic,
motivation and forecasts of his behavior in various situations
with the help of an individual’s face (photo). This program
gives a possibility to make exact diagnostics, to exclude
rough blunders, to facilitate process of diagnostics, to make
diagnostics of 14 more super types of unusual people in ad-
dition to 49 ordinary psychological types. An expert requires
less training, skills and teaching for correct diagnostics, than
it has been earlier. It takes place due to automatic averaging
of data entered by an expert.
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(DyHKIJ,I/IOHaﬂbHaﬂ 6e30nacHOCTb. Teopwus u NnpakTuka

Ul

KonunH A.®P., MuxeeB H.B.

APXUTEKTYPA NPOrPAMMHOIO OBECINEYEHUA
CUCTEMbI, CBA3AHHOW C BE3OMNACHOCTbIO

B ctatbe npeactaBsieHbl Pe3ybTaTbl aHam3a apxXUTeKTyp nporpaMmMHOro obecrnedyeHunss 4as CUCTEM, CBSI-
3aHHbIX C 6630I'laCHOCTblO,' BblAeJieHbl OCHOBHbIe KOMIMOHEHTbI apPXUTEeKTypbl W MNpensio>xkeHo oripenejieHne
apPXUTEeKTYPbI rNporpamMmmMHOro obecrne4yeHus CUucrtemM, CBsA3aHHbIX C 6e3OI'IaCHOCTblO,' rnpensioXxXeHsbl Kpurepnn
KadecTtBa v rnpoBengeHo cpaBHeHWe BbieJ/IeHHbIX KOMIMOHEeHTOB 10 AaHHbIM KPUTepUsM. B paéore npeng-
cTaBJieHbl pe3yJ/ibTarbl CPaBHEHUS TMPUMEeHUMbIX CTPYKTYP U CTMﬂeﬁ, KOTOpPpsbIe rpensaraetcs uvcriosib30-
BaTb npu pa3paboTke rnporpaMMHOro obecrie4eHus, yaoBAETBOPSIOLLEro TPeboBaHUSIM QYHKLIMOHAIbHOM
6e3onacHocTu, 3agaHHbiM B TOCT P M3K 61508.

KnoyeBble cnoBa: HaAexHOCTb, QyHKUMOHaIbHass 6e30MacHOCTb, apxXUTEKTypa, NporpamMvHoe obecrie-
YeHue.

BeBepneHue

CoBpeMeHHas TEHICHIIUS 0 O0JIee CTPOTOMY BBIITOTHEHUIO TPEOOBaHU OE30MTaCHOCTH K
OITaCHBIM TEXHHYCCKUM CHCTEMaM IpHBENa K MPUMEHEHHUIO Mep 0 odecIieueHmo Oe3omac-
HOCTH HE TOJIBKO JIOCTaTOYHBIX, HO U ICHCTBUTENFHO HEOOXOMMMBIX. OIHAKO /IS TOTO Tpe-
OyeTcst HEKOTOpasi YHCICHHAS OLIEHKA MCIIOB3YEMBIX Mep TI0 00eCIeUeHUI0 0e301MacHOCTH,
KOTOPYIO MOKHO M HYKHO 33/1aBaTh J0 Hadaja CO3MAHHS TAKUX CHCTEM.

J1JIs OTICHKY armmapaTHBIX CPEICTB CHCTEM 0e30ITacHOCTH HUCTIONB3YIOTCS B OCHOBHOM CTa-
TUCTHYCCKUE METOBI, IIO3BOJISIONINE TOTYIHTh YHCICHHYIO OIICHKY HA/IC)KHOCTH armapar-
HBIX cpencTB. [ mporpaMMHOTO oOecIieueH sl MOJOOHBIC METOIbI HEMPUMEHHUMEI, TaK Kak
OIMOKH, BO3HUKAIOIIHE B IPOrPAMMHOM OOECIICUCHHUH TIPU €T0 CO3TaHUH U IKCIUTyaTallnH,
SIBIISTEOTCS] CHCTEMAaTHISCKUMHU.

OmHUM U3 TIOAXO/IOB, O0BEINHSIOMINX METO/BI OICHKH HA/IC)KHOCTH KaK JUIS allliapaTHBIX
CPEACTB, TaK | IS IPOTPAMMHOTO 00€CIICUCHUS, SIBISICTCS METOONOTHS (D)YHKIIMOHATBHOMN
6e3omacHocTH, npeacraBienHas B [OCT P MOK 61508 [1]. JlaHHBII cTaHAapT OXBAaTHIBACT
pa3paboTKy OTHOCHTEIBEHO MPOCTHIX CHCTEM, 00SCTICUMBAIONIIX BBHITIOTHEHUE, KaK TIPaBHUIIO,
OIHOH (HYHKINHU — QYHKIIUN O€30MaCHOCTH — W HA3BIBAIOIINXCS «CHCTEMaMH, CBI3aHHBIMHU
¢ 0e301TacHOCTHIOY.

OHUM 13 KITIOYEBBIX TAINIOB B CO3IaHUU IIPOTPAMMHOTO 00ECIICUCHHUS CUCTEM, CBSI3aHHBIX
¢ 6e30IMacHOCTBIO, ABISIETCS pa3padoTKa apXUTEKTYPHI IPOorpaMMHOTo obecniedeHns. Ho nc-
YepIBIBAIOIINE PYKOBOJCTBA ITO pa3padOTKe apXUTEKTYP MPOTPaMMHBIX CHCTEM B HACTOSIIICE
BpeMst oTcyTcTByeT. CymecTByromue padoThl paCCMATPUBAIOT WIIH OIPEICIICHHBIN TTOABH/T
APXUTEKTYP, WIH OOIIHEe METOIBI TPOCKTUPOBaHMs. OIHONW U3 IPUIHH, TOPMO3SIIIIX CHCTe-
MaTH3alH{I0 3HAHUH B TaHHOU 00JaCTH, SBISIETCS OTCYTCTBUE OOIICTIPHHATOTO OTPEICICHIUS
APXUTEKTYPHI IPOTPAMMHOTO 00eCIICUeHS.

B HacTosmieit craThe mpecTaBICHBI pe3yNbTaThl aHAIN3a APXUTEKTYP IPOrpaMMHOTO 00e-
CTICYCHHUS U UX Pa3paOOTKH ISl CHCTEM, CBSI3aHHBIX C 0€30ITaCHOCTEIO, BBIICTICHBI OCHOBHEIC
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KOMIIOHEHTBI apXUTEKTYPbI M MPEJIOKEHO OIIpe/eliCHHE
APXUTEKTYPHI IPOTPAMMHOTO 00ECIIEUEHHSI CHCTEM, CBSI3aH-
HBIX C 0€30MaCHOCTHIO, TIPEIIOKEHBI KPUTEPUHN KauyecTBa
U TIPOBEJICHO CPABHEHME BBIJICJICHHBIX KOMIOHEHTOB IO
JITaHHBIM KpUTEpUsIM. B paboTe npeacraBieHsl pe3yabTarsl
CPaBHEHUSI MPUMEHUMBIX CTPYKTYp M CTHJIEH, KOTOpBIE
MIpe/IIaraeTcsi UCIOJIb30BaTh MPU Pa3padOTKe MporpamMM-
HOTO oOecredyeHus], yAOBICTBOPSIONIET0 TPeOOBAHUSIM
(hyHKIIMOHATBHON O€301TaCHOCTH.

1. Cuctema, cBa3aHHas
c 6e30nacHOCTbIO

1.1. CTpyKkTypa CUCTEMbI

JlocTaroyHO JUTENBHBIN ONBIT Pa3pabOTKH U MpH-
MEHEHHSI CHCTEM, CBSI3aHHBIX C 0€30MacHOCTHIO, B pas-
JIMYHBIX 00JIaCTSIX TO3BOJISET YTBEP)KAATh, YTO CTPYKTYpa
TaKOW CHUCTEMBI YK€ YyCTOSIACh U COCTOUT U3 CIEAYIOLINX
KOMIIOHEHT:

1. IlporpaMmMupyemast 3J1€eKTpOHHKA!

a) KOHTPOJUIEP, BBITTOIHSIOIIUH JJOTUKY M OCYIIECTBIISIO-
IIUH B3aUMOAEHCTBUE MEX/Ty KOMIOHEHTAMU;

0) mporpaMmMHOe oOecrieueHne, peaan3yomiee JOTHKY.

2. BxoiHbIe/BBIXOIHBIE YCTPOICTBA U BCTIOMOTaTeIbHbIC
CpencTBa:

a) IaTYUKH U IPOYUE YCTPOUCTBA BBOAA;

0) UCTIOTHUTENBHBIE YCTPOMCTBA U IPOYNE YCTPOHCTBA
BBIBOJIA;
B) NCTOYHMKH MTUTAHUS, CPEICTBA KOMMYHUKALIUH U 1.

1.2. TpeGoBaHusa K cucteme

CoryacHO MOJIEJH KM3HEHHOT'O IIMKJIA CUCTEMbI, CBSI3aH-
HOI ¢ 6e3omacHOCThIO [ 1], K Hauay mporiecca CO3aHus ee
APXUTEKTYPHI IPOrPaMMHOT0 00eCTIeueHUs pa3padoTaH yxe
601110} 00BEM TOKyMEHTOB, OITUCHIBAIOIINX YIIPABIIEMOE
obopynoBanue, GyHKIMK O€30MaCHOCTH U pa3iniHbIe TPeOo-
BaHU K CUCTEME ITPOrpaMMHOTO o6ecnequI/1${, BBISIBJICHHBIC
Ha MPEeABIAYIINX CTaauax. MHorHe TpeOOBaHMS SABISIOTCS
TUIIMYHBIMHA JI51 OOJIBIITMHCTBA pa3pa6aTLIBaeMHx CUCTEM,
CBSI3aHHBIX € O€30MaCHOCTHIO. AHAIH3 TPEOOBAHUI K OTIHMCAH-
HOI1 BBIIIE CTPYKTYpE MMO3BOJIMII BBIACIUTD CICYIOLIHE Cy-
MICCTBCHHBIC IJIA IIPOTPaMMHOIO obecrneueHus Tpe6OBaHI/I${
U OTPaHUYCHUSI K CUCTEME, CBSI3aHHOMN C OE30I1aCHOCTHIO:

1. Crporo 3amaHHOE€ MaKCHMaJbHOE BPEeMs OTKJIHMKa
CHCTCMBEI.

2. Pa3pabarbsiBacMoe POrpaMMHOE 00eCIIeuCHIE TIPe/I-
Ha3HA4YEHO JJIs1 paOO0ThI HA TIPOTPAMMHUPYEMBIX KOHTPOJIIe-
pax ¢ OrpaHUYEHHBIMHU PECYPCAMH.

3. IIporpamMHOe obecrnedeHne CHIBHO CBSI3aHO C
OoJiee HU3KOYPOBHEBBIMH 3ajia4aMu (Harpumep, BBOIOM-
BBIBOJIOM), TIOATOMY CTPOTO MPHUBSA3aHO K ONEPALMOHHON
cucTeMe (MM JIaKe pean3yer ee QyHKINH).

Tabmuma 1.IIpenMytiecTBa 1 HEJOCTATKH CTPYKTYP MPOTPaMM

CrpykTypa IIpenmymecTBa

Henocrarku

IIpocToit mukn

IIpoctora
YTpaBICHUS

Xyzamree BpeMs peakiiuy paBHO CyMME BPEMEH
BBIMOJTHEHHS BCEX MO3a1a4 ! .

[Tpn noGaBIEHNH HOBBIX YCTPOMCTB MM JIOTION-
HUTEJIBHON 00paOOTKH yBEININBACTCS XyAIIee
BpEMsI peaKknu

Cucrema, ympas-
JsieMast pepbiBa-
HUSAMH

I1o3BOJISAET CYLIECTBEHHO YBEIIMYUTh BPEMs PEaKLUU
JUIS1 BBICOKOIIPMOPUTETHBIX 110J3a1a4 110 CPABHEHUIO
C IIPOCTBIM LIUKJIOM YIIPABJICHUSL.

SBnsiercs pa3BUTHEM UAEH IIPOCTOIO LIUKIIA yIIpaBIie-
HUS1, HO OCTA€TCsI JOCTATOUHO NPOCTHIM

[IpoGiiema paznenbHON maMsITH, TOCKOIbKY KOT-
Jla TIOABJIACTCS NPEPhIBAHUC, OCHOBHOM ITOTOK
MOXET OCTaHOBUTHCA Ha CEPEIUHE BI)I‘IPICJ'IGHI/IIZ,
B TO BpEMs KaK KO, BBITIOJTHSIEMBIH 110 mpepbiBa-
HUIO MOXXCT UBMCHUTL JJAHHYIO IAMATh

CoBmecTHas
MHOT03a/1a4-
HOCTH

OtcyrcTBHE HEOOXOMMOCTH 3AIHIIATH BCE pas/ie-
JISIEMBIE CTPYKTYPBI TAHHBIX.

VYrporiiaeT mpoiiecc nepeHoca 0JHOMOTOYHOTO KO/a B
MHOTOITOTOUHYIO CPETY.

JlocTatouHo MpocToe paciimpeHne GyHKInoHaIA
(yTem 100aBIIeHUsI OAPOTPAMMEBI B 04€PEeb BbI-
TTOJTHEHUT )

HpI/I cboe OAHOT'O IMOTOKA OTKA3bIBAIOT BCC ITPO-
HYHnC, MOCKOJIbKY HC BBI3BIBACTCA OnCpanusa «OT-
JaTb IMIPOHECCOPHOC BPEMS»

Bricokast c10kHOCTD pcaiaunszanuu MHOTOII0TO4Y-
HOT'O BBOJa-BbIBOJIa

BrrTecHsro-mas
MHOI03a/1a4-
Hocth / RTOS

B03MOXHOCTH MOJTHOIICHHOM peann3aiii MHOTOIO-
TOYHOTO BBOJIa-BBIBOJIA.

B03MOXHOCTH HCIIOTB30BAHMSI MHOTOITPOIIECCOPHBIX
CHCTEM.

OpnHa oTKa3aBIIas IporpaMMa He OKa-3bIBaeT BIUS-
HUS Ha APYTHe MPOTPaMMBI.

B ciy4ae oTcyTcTBHS MCIIOIB30BaHUS O0IIEH MamMsTH
MIPOTPAMMHUCT MOXKET pa3-pabaThIBaTh MPOrpaMmy
KaK OJIHOMIOTOYHYIO — BCIO pabOTY BBIMOJIHSET Olepa-
IIHOHHAs CHCTeMa

Haxkmnagasie pecypchbl Ha BBIITOJTHEHHUE 3a/1a4 ca-
MOH ONIEPAIIMOHHOW CUCTEMOM.

CunbpHOE YCIIOKHEHHE CHUCTEMBI B 11€JIOM.
[IpoGnema paznenbHON TaMsITH
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Ta0nuna 2. CpaBHeHHe paccMaTpPHBaeMbIX CTPYKTYP HPOrpaMMbl M0 KPHUTEPHsIM KadecTBa

«+» - KpUTEpHil IPUMEHSETCS;
«-» - KpUTEPUH HE MPUMEHSIETCSI.
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HUSMHA
Bagaercs
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porpam- - - - _ + _ _ )

ro3aJa4HoCTh
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BriTecHstomas

MHOT03a1a4HOCTh + + + - + + _ + +

/ RTOS

O003HaYeHNs

4. OTcyTcTBUE HEOOXOJUMOCTH XpaHEHHs OOJIBIINX
00bEMOB JTAaHHBIX.

5. OTcyTcTBUE CIOXKHON OWM3HEC-JIOTUKH, MOCKOIb-
Ky B OOJBIIMHCTBE CIIy4aeB KpaliHe HE PEKOMEHIyeTCs
pea30BBIBaTh Ha KOHTpoJuIepe (DYHKIMU, HE CBSI3aHHBIC
¢ 0Ee30MacCHOCTBIO .

6. B3aumogeiicTBue ¢ monp3oBareseM MHHHUMAIBHO,
paboTa B OCHOBHOM aBTOHOMHa.

1.3. TpeGoBaHNA K apXUTEKType
nporpaMmMHOro oéecne4yeHus

MO’KHO BBIICIIUTH TPH IPYIIIBI TPEOOBAHUI K apXUTEK-
Type nporpammHoro odecneyenus|1]:

1. TpeOoBaHusi ypOBHSI MMOJHOTHI O€30MACHOCTH K ap-
XHUTEKType MPOrpaMMHOI0 00ECIIeUeHUSI 1 MHCTPYMEHTaM
MIPOCKTUPOBAHHUSI.

2. O01ye TpeboBaHMUs CO CTOPOHBI CUCTEMBbI, CBSI3aHHOW
¢ 6e3onacHOCTHIO. JlaHHbIe TPeOOBaHMSI IIPSIMO I KOCBEH-
HO MOTYT BIIUATH HA ApXUTEKTYPY.

3. HacTHble TpeOOBaHUSI K TPOrPAMMHOMY OOECIICUSHHUIO
CO CTOPOHBI APXUTEKTYPBI alllapaTHOro 00ecreueHusl.

[lepBast rpymnma BkiIo4aeT B ceOs pa3indHbie TpeOoBa-
HUsI, HAIIPUMED, K JOKYMEHTAJIILHOMY O(OPMIICHHIO MPO-
1ecca, MPOCIeKNBAEMOCTH U T.I. Taxke HaHHAs rpymma
BKJIFOYAET METO/bI Pa3pabOTKH apXUTEKTYpbI, TpeOyeMbie

' B [1] et kakux-nu60 orpaHuueHni Ha pa3MepPbI WK CIIOKHOCTh
MPOTpaMM, OJIHAKO C MOBBIIEHUEM TPEOOBAHHUH K OTKA30y CTOHYMBOCTH
K CHCTEME, YCIOXKHSIOTCS METOJIbI 00eCIIeYeHHUS €€ YPOBHEH ITOTHOTHI
0€30IacHOCTH, TI03TOMY PEKOMEH/IYEeTCsI pEeaJIn30BhIBATh O0JIee Mpo-
cThie (KaK BapHaHT — PEaM30BbIBaTh YaCTHYHO) (QyHKIMK Oe3omac-
HOCTH Ha OT/ICJIbHOM CHCTEeME, CBSI3aHHOM ¢ 0€30I1aCHOCTBIO.

JUISl KOHKPETHOTO IPUMEHEHNUS B 3aBUCHMOCTH OT YPOBHS
HOJIHOTBI 0€30IaCHOCTH.

Bropas rpynmna BkitoyaeTr B ceOst OrpaHHYEHUsS MO pe-
cypcam, pasmepam, uHTepdeiicaMm BBOJa-BbIBOJA U T. 1.,
KOTOPBIE 3aBHUCAT OT KOHKPETHOH 3a1ayn. OHAKO MOXKHO
YTBEPXKJIaTh, YTO JJaHHBIC TPEOOBAHMSI B OCHOBHOM OTIPaHU-
YUBAIOT PECYPCOEMKOCTh apXUTEKTYPHI [2].

VICTOYHUKOM TpeThel TpymIbl MOXKET OBITH BHJ pa3-
pa0oTKH, HarpUMep, ecii HEOOXOAMMO HaJICTPOUTH pa3-
pabarbIBaeMyI0 CHCTEMY HaJl IMEIOLIEHCsI OCHOBOM, IPeo-
CTaBJISIEMOH ITPOM3BOIUTENEM KOHTposiepa. Kpome Toro,
OHH MOTYT OBITH CBSI3aHbI C 0COOCHHOCTSIMH aNIapaTHOTO
obecrieueHts, KOria BIOpaHHBIH KOHTPOJIEP peain3yer
CIICIMAIBHYO TEXHOJIOTHIO, ONTUMU3UPOBAHHYIO JUIS OTIpe-
JITICHHON apXUTEKTYpPbl IPOIPaMMHOTO 00€CTICUCHHSI.

[IpoexTupoBanue MPOrpaMMHOTO 00eCIIeUeHNsT OOBITHO
BEZIETCSI TpeMsl pa3HbIMH criocobamu [3]:

a) PazpaboTka HOBOTO MporpaMMHOTO o0OecriedeHus Ha
OCHOBE ClIeIIH(DUKALIUH.

6) PazpaboTka nmporpaMMHOro obecreyeHus Ui HHTe-
rpalyy B CyLIECTBYIOIIYyIO miardopmy. JlaHHbIH nporece
OoJbllle OPHEHTHPOBAH HE HA MPOCKTUPOBAHUE M pa3pa-
OOTKy IpOrpaMMHOTO obecIieueHusl, a Ha 0TOOpaKeHHe
TpeOyemoro (yHKIMOHaJIa Ha 3aAaHHBIA MTPOTPaMMHBIN
kapkac (framework).

B) JlopaboTKa CYIIeCTBYOMIETO MPOrPaMMHOT0 00ecIIe-
yeHust. JJaHHBIH polecc He paccMaTpUBAETCs B HACTOSIIIEH
paboTe, TOCKOJIBKY JAEHCTBUS 10 JOPabOTKE CYIIECTBEHHO
3aBUCST OT JOPa0ATHIBAEMON CHCTEMBI.

Kak BapuaHT (), Tak 1 BapuanT (0) SBISIOTCS NPHEM-
JEMBIMHU TIPU CO3JaHUH NPOTPAMMHOTO 00ECIICUSHHUS ISl
HOBOM CHCTEMBI, TOCKOJILKY HHTETPALUs B CYIIECTBYIOIIYIO
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Taonauna 3. IlpenMymecTBa U HeJOCTATKH CTHJIEH apXUTEKTyp

ApxuTeKTypa IIpeumymecrBa

Henocrarku

JIeNTbHBIX (PUIIBTPOB.

[ToBTOpHOE HCIONB30BaHUE (QUIBTPOB.
Koneiieps! u
(ubTpBbI

MIPOIYCKHOM CIIOCOOHOCTH.

Bo03MOXXHOCTB TIpE/ICTaBIICHHST BCETO TIOBECHUS
[IPOrpaMMBbI KaK IPOCTO# MOCIIeI0BATEILHOCTH OT- |3a4acTyto TpeOyeTcsl opraHu3aius nakeTHoOH 00-

[Tpocroe nobaBiieHne HOBOTO (PYHKIIMOHAIIA ITyTEM |[IPOCKTHPOBIINKY HPUXOIUTCS CYUTATh, YTO JaH-
Jobapienust GuiIbTpa B ouepesib 00paboTKH.
Bo03MOKHO MpoBeieHHe ClIEHUANIbHBIX IIPOBEPOK,  |(GHIbTpOM. B yacTHOCTH, MOXKET MOTpeOOBaTHCS

TaKMX KaK aHaJIM3 Ha B3aUMHbIE OJOKMPOBKH WIIM  |KXKIbI pa3 NPUBOAUTD JaHHbBIC K OOLIEMY BUAY U

IToTeHnMaIpHO MPOCTOE pacnapasieTnBaHHe Koaa

paboTKH.
BBuay TpeboBaHus HE3aBUCUMOCTH (HIBTPOB,

HBIC ITOJIHOCTBIO Hepepa6aTI>IBaIOTC$[ KaXXIbIM

B KOKI0M (HIBTPE OTJEIBHO UX Pa3ouparh

AOcTpakuus naH- |CTBHHA IS KIIHESHTOB.

OpTaHU3aIUs
CTBYIOIINX MEXIY COOOH CYITHOCTEH

B03MOXHOCTE U3MEHEHUS pcajmn3zanuun 0e3 nociaen-

HBIX 1 00beKTHO- |OObeanHEeHNE TaHHBIX U (DYHKIMH, KOTOPbIE UX
OpHEHTHPOBaHHAs |(00pabaThIBAIOT, TIO3BOJISIET TPOCKTHPOBIIUKAM
JIEKOMIIO3UPOBATh 331a4y 10 Habopa B3auMojieH-

BBuny criennuky npomneaypHbIX BBI30BOB, BBI3BI-
BAIOIIMH OOBEKT JOJDKEH UMETh SBHBIH TOCTYH K
BBI3BIBAEMOMY, B OTJIMYHE OT KOHBEHEPOB MU CO-
ObITHitHOM cucTeMbl. Kak cieacTBue — npu n3me-
HEHHUH UICHTH(HUKATOpPa 00beKTa TpeOyeTcs sIBHO
OIIOBECTHTH BCE BBI3BIBAIOINE OOBEKTHI.
BosMoxHO Hammune cropoHHUX 3¢ dexro (Ha-
puMep, ecii 00beKT A ucnonbzyeT B u 00bekT
C Taxoke ucronb3yer B, To m3MeHeHust 00bekTa

B o6bexToM C BBINISAAT KaKk CTOPOHHHE 3P HEKTHI
JUist 00beKTa A, 1 Ha00OPOT)

cTeMa, HesSIBHBIH  |paboT4rKa COOBITHH.

BornpIme BO3MOKHOCTH 110 TIOBTOPHOMY HCHONb-  |JISKUT HE HA KOMIIOHEHTaX MPOrpaMMHOro obecre-
30BaHMIO: B CHCTEMY MOXET ObITh J0OABJICH HOBBIH |4EHUS, a HA CUCTEME.
CoObITHIiHAs CH- |KOMITOHEHT ITyTeM IPOCTOH perucrpanuu kak 00- |Her rapanTun peakiuy Ha coObITHE

BBI30B HesBHBII BBI30B yIPOIIACT Pa3sBUTHE CHCTEMBI:
J10001 KOMITOHEHT MOJKET OBITh Mepe/ieNiaH UM 3a- [BOAUTHCS SIBHO.
MeHeH 0e3 BIMSHUSI Ha [TPOYHe KOMIIOHEHTBI

KOHTpOJ'IB HaJl TPOBOAVUMBIMU BBIYUCIICHUAMU

Kak crneactBue npenpiIyniero nonoKeHus, Ioa-
TBEPIKJICHUE PEAKLIUH HA COOBITHE JIOJDKHO ITPOM3-

CnoXHbIE MTPOICIYPhl 0OOMEHA OOJIBIINMHU 00beMa-
MU JAHHBIX

Jlerxoe HapamuBaHue adCTpaKIN.

Bas) CUCTeMa

[Inpokne BO3MOKHOCTH TOBTOPHOT'O HCIIOIb30Ba-
YposHeBast (cioe- [HUsL, TTOJ0OHO a0CTPAKTHBIM THIIAM JaHHBIX.
B03MOXKHOCTD peann3aiyu OTJAEIbHBIX YPOBHEH
PasHBIMHU CIIOCO0AMM ITyTEM JICKIapaIliy HHTep-
(eiicoB B3aUMOIECHCTBHS MEXLy YPOBHIMU

He Bce 3a1a41 MOXKHO I0CTATOYHO ITPOCTO PaA3II0-
JKUTh Ha YPOBHEBYIO CTPYKTYPY.

JlocTaTtouHO CIIOKHO OIPEACINTD MOAXO SN
YpOBEHb a0CTPAKIHH.

Hannane nononmHUTENbHBIX HAKJIaIHBIX PACXOI0B
BBUJIy IIEPEBO/IAa A0OCTPAKIIUK C OTHOTO YPOBHS Ha
JIpyroit

wiaTGopMy paccMaTpUBAETCs KaK HCIOIb30BAaHHE BHOBb
yKe CYIIECTBYIOIIET0 MPOrPaMMHOTIO OOECIIeUeHH s, a He
ero mopadboTka.

2. NMpoeKkTUpoBaHNE apXUTEKTYpPbl
nporpamMmMHoOro oéecne4yeHus

2.1. OnpepgeneHne apxuTeKTypbl
nporpaMmMHoro oéecne4yeHus

Cpenu pa3pabOTUHKOB pa3IMuHbIX CHCTEM CYIIECTBYET
oO1ee MOHUMAHUE BaXKHOCTU apXUTCKTYPHOTO YpPOBHS
co3naBaeMoil cuctembl. OHAKO MOKA eIlle He MOSIBUIOCH
HUKAKOI'0 YCTOSIBLIETOCS COIVIACHs 110 TOYHOMY OIIpelelie-
HUIO apXUTEKTYPbI CUCTEMbI BOOOIIIE.

BrinonaHeHHbI aHanu3 oKasall, 4YTo apXUTEKTypy Mpo-
rpaMMHOT0 OOecIrieueH sl CHCTEM, CBSI3aHHBIX ¢ Oe3orac-
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HOCTBIO, MOXKHO TIPEIICTABUTD U OMUCATH C MTOMOIIBIO Clie-
JYIOIIMX TPEX NHBAPHAHTHBIX COCTABHBIX YacTel (KOTOPBIC
WHOI/IA HA3bIBAIOT WUAOIOHAMU APXUTNEKNTYPbL):

1. Cmpyxmypa npoepammoer [4] OIHCBIBAET CITOCOOBI
opraHusanuu 0a30BbIX (DYHKIMH, TAKHX KaK yIPaBICHHE
MaMSTBIO, YIIPABICHHE TOTOKAMH H T.II.

2. Cmuns apxumexmypwi [ 5] OMUCHIBAET CIIOCOO JTOTHYEC-
CKOTO JICJICHUS] CUCTEMBI, KOTOPOE Peaji3yeTcs Ha OCHOBE
CTPYKTYPBI CUCTEMBI.

3. Pewenue 3a0auu, ONACHIBAEMOE B TEPMUHAX CTPYK-
TYPBI IPOTPAMMBI U CTUJISI APXUTEKTYPBI.

Taxum 00pa3oM, B HACTOSIIIEH CTaThe MO APXUTEKTYPOI
MIPOrPaMMHOTO 0OCCIICUCHHUSI CHCTEM, CBSI3aHHBIX C O30ITacHO-
CTBIO, OyZIeM MOHUMATh HA0OP MPEICTABICHUI U OITUCAHUI:

- CTPYKTYPBI IPOTPaMMBI;

- CTWJISL QPXHUTEKTYPEI;
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Tab0nuna 4. CpaBHeHHe CTHJICH APXUTEKTYPBI

Mpocrora Honnep:xuBae- | IloBropHoe uc- | [Ipouspoaurens- | Macumradupye- |Ilepenocu-
P MOCTh 10JIb30BaHHe HOCTh MOCTh MOCTh
. -
Her B3aumMocBsizu
[o3Boster no-
. + Mexay unsrpamu -
Kongeiiepsl u OUTBCS Pa3HBIX
+ Jlerko 3ameHUTH (Henp3st nepenarp |+ He nepe-
(bUIBTPBI s¢dexToB 3a
bubTp yIpaBJIeHUE U3 HOCHUMO
CUYET CMEHBI 110-
OJIHOTO (UIIBTPA K
psiika
JIpyromy)
+
MHOKECTBO NPUH-
AbcTpakuus 1aH-
HBIX U O0BEKTHO HHIIOB, TO3BOIIAIO”
+ IIUX YBEIWYIHUTH ab- |+ + + +
OpPHEHTHPOBaHHAs
CTPaKIHUIO (MHKATI-
OpTaHMU3ALHS
CYISILWSA, UHBEPCHS
YIpaBJICHUS | T.I1.)
+ +
KommonenTs - Kommnonen-
. Huorna no- MoryT BO3HUKATh
CoObITHiiHAs CH- 3aMeHUTH WIN MOTYT OBITH KomroneHTs! He TBI MOTYT
. |BeneHue He- cTOpoHHHE (-
cTeMa, HesIBHBIN yOpaTh KOMIIOHEHT [3apETHCTPUPO- |[MMEIOT BO3MOXK- pearupo-
npeJcKasye- (hekTsI, eciu 1Ba
BBI30B MOXKHO 0€3 BJISI-  [BaHbI B CHCTEME |HOCTH YIPABIISATH BaTh Ha
MO, CJIO)KHO KOMITOHEHTa UC-
HUSI Ha JIpyTrye Juist 00paOOTKH  |BBIYMCIICHUSIMH . |7ro0BIe co-
YIPaBIsITh . MOJIB3YIOT TPETHH
JIFOOBIX COOBITHI OBITHSI
+
+
M3menenune ogHOrO
YpoBHeBas (croe- . He 3aBucsr ot Mosxet OBITH
+ YPOBHS BO31EH-
Basi) CHCTEMa BBIIIIEIIEKATITIX 00BEIIHEH C Jpy-
CTBYET TOJIBKO Ha o
YpOBHEH THMH CTHIISIMH
JIBA COCEIHUX
O06o03HaueHusI:
«+» — KpUTEpUH IPUMEHSIETCS;
«-» — KpUTEPH HE IPUMEHSIETCSI;
«&» — KpUTEpUil IPUMEHSIETCsl YaCTUYHO.

- BBINOJIHSAEMOM (YHKIMH O€30MacCHOCTH B TEPMUHAX
CTPYKTYPbI IPOTPAMMBI U CTHJISI aDXUTEKTYPBI.

2.2. CtpyKkTypa nporpamMmbl

CucTeMsl, CBSI3aHHBIE C 0€30TTaCHOCTEIO, 110 CYTH, SBIIS-
0TCSI TIOJKJIACCOM BCTPANBAEMBIX CHCTEM, TIO3TOMY BapHaH-
TBI OPraHU3AINH CTPYKTYPBI IPOTPAMMBI JJOBOJIBHO CXOXKH
C BApHAHTAMH, IPUMEHIEMBIMHI B OOBIYHBIX BCTPAUBAEMBIX
cucremax. [ peanuzanuy MporpaMMHOTO 0OeCTIeueHHs
CHCTEM, CBS3aHHBIX C 0€30MTaCHOCTBIO, MOKHO HMCHOJB30-
BaTh CIEAYIOIINE CTPYKTYPBI IporpaMM [6]:

1. IIpocToit nukn ynpasienus (simple control loop).

2. Cucrema, ympaBiseMasl mpepblBaHUsAMHU (interrupt
controlled system).

3. CoBMecTHas WM KOOTIEPaTUBHASI MHOT033JaYHOCTh
(cooperative multitasking).

4. BeITecHSOMAss MHOT033aJa9HOCTh (preemptive
multitasking) mmm MEHOTOTOTOYHOCTH (Multi-threading).

5. Ilpoune BapuaHThI ONIEPALMOHHBIX CUCTEM PEAJILHOTO
BPEMEHH.

B tabmune 1 mpencraBieHsl OMyYeHHBIE B PE3YIIbTaTe
aHaJIN3a MPEUMYIIECTBA W HEAOCTATKH TEPEUHCICHHBIX

CTPYKTYp IIPH CO3/IaHHM CHUCTEM, CBS3aHHBIX C Oe3omac-
HOCTBIO, YTO IMO3BOJIMJIO BBIACINUTD CICAYIOUMINE KPUTEPUN
CpaBHEHHMS PACCMATPUBAEMBIX CTPYKTYD.

1. BO3BMOXXHOCTh YCTAaHOBKH IPHUOPUTETOB y TOATIPO-
rpamM.

2. He3aBUCHMOCTH Xy/IIEr0 BPEMEHU PEaKInu:

a) OT KOJIMYECTBA MOATIPOrPaMM;

6) OT U3MEHEHUS MTOAIPOTPAMMBL.

3. O06mIast mpoCcTOoTa peaan3aui CUCTEMBI.

4. IIpocToTa peanu3aiy MoAIPOrpaMm.

5. IIpocTora 1o6GaBIeHUs TOAIPOTPAMM.

6. OTCyTCTBHE HAKJIQAHBIX PACXOAOB, HE CBSI3aHHBIX C
OCHOBHOM JIOTMKOH pelaeMoit 3a/1a4u.

7. BO3MOXHOCTb HallUCAHUSI «OJHOIIOTOYHOI'0» KOAA.

8. He3aBHCHMOCTBH MOAMPOTpaMM.

B Tabnuiie 2 paccMOTpeHHbIE CTPYKTYPbI CPaBHHBAIOTCS
IO BBIACJICHHBIM KPpUTCPUAM.

2.3. Ctnb apxuTeKTypbl

CymiecTByeT MHOXKECTBO Pa3IMYHBIX apXUTEKTYPHBIX
KOHCTPYKIIHH, 9aCTO Ha3bIBAEMBIX IIA0JIOHAMH apPXUTEKTYPBHI,
KOTOpBIE MPE/ICTABIISIOT COOOH pEIIeHNs! B paMKaxX HEKOTOPO-
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Taoauna 5. Bo3moxkHbIe cOUeTAHUSA CTPYKTYPbI U CTHJS ApPXUTEKTYPhI

Kowngeiiepsr u
(UITBTPEI

. Cucrema,
Ipocroii muka ynpas- CoBMecTHasi MHOTO3a- | BpITecHsIomasi MHOT03a1a4-
ynpasJjisiemast
JIeHUsI Ja4YHOCTh HocTh / RTOS
TIpepLIBAHUSIMHA
CymecTByIoT pazpadoT-
KM, TTOKa3bIBAIOIINE BO3-
MOXKHOCTB 3(h(heKTHBHO
o0OpabareiBaTh TaHHEIE |B 00mem Konsetiepbl 1 GUIBTPEI

B Taxkoi KoH(purypa-
II1H, OTHAKO OCHOBHAS
00acTh MpUMEHEHHS

CJIy4qac Takoc
COYCTaHUC HE
IPUMCHSCTCSA

MOXHO pacCMaTpuBaThb
KaK BaApUaHT COBMECT-
HOM MHOI03a1JadHOCTHU

CoueraHre BO3MOKHO

JTAaHHOTO COYETAaHUS TeX-
HOJIOTHUI{ — yTIpaBieHue
CeTeBBIM TpadukoM [17]

AbcTpakuus naH-
HBIX U 0OBEKTHO-

OpPUCHTUPOBAHHAS
OopraHu3aIus

CouyeTanne BO3MOKHO
MOYKHO

CoueTanue BO3-
CouyeTanne BO3MOXKHO

CoueTanne BO3MOKHO

CoOsITHIIHAS CH-
cTeMa, HeSIBHBIN
BBI3OB

Hecosmectumo
MOKHO

CoueTranue BO3-
Coueranne BO3MOXKHO

ITo cytu, RTOS sBnsiercs onepa-
IIMOHHOH CHCTeMe, OCHOBAaHHOU
Ha coObITHAX. Kak MUHIMYM, 3TO
OITMH U3 OCHOBHBIX HHCTPYMEHTOB,
TTO3BOJISFOIINI Ha3HAYATh IPUOPH-
TETHI OT/ICTBHEIM IIporieccaM. Tak-
e, TIePEChITKA COOBITHUS SIBIISICTCS
CaMBIM TIPOCTHIM CITOCOOOM B3am-
MOJICHCTBHUS MEKAY TIOTOKAMH.

YpoBHeBast (cioe-

CoueraHre BO3MOXKHO
Bas) CUCTEMaA

MOXHO

Coueranue BO3-
CouyeTanne BO3MOXKHO

CoueTanre BO3MOKHO

'O IOBTOPSIOIIErocs KOHTEKCTa. Ha ceronusainmil J1eHb HeT
KaKOTO-TO EIHOTO CIHCKA ITOJ00HBIX MA0IOHOB, HIIH Jaxe
€IMHOTO MHEHUSI 110 MTOBOAY TOTO, HACKOJIBKO OHH JIOJKHBI
OBITH a0CTPAKTHBIMH, OTHAKO B PaMKax 3a/1a4dH, pacCMaTpH-
BaeMOii B HaCTOSIIEH paboTe, MOYKHO BBIJICTIUTH CIICIYTOIIIHHA
Habop MabaoHOB (MiH cTUIIEH) apxuTekTyp! [3]:

1. Konseiiepsr u unsTpsl (pipes and filters).

2. AbcTpakuus JaHHBIX U 00BEKTHO-OPUEHTHPOBAHHAS
opranmsanus (Data Abstraction and Object-Oriented
Organization).

3. CoOwITHIiHAs cCTeMa, HesIBHBIH BbI30B (Event-based,
Implicit Invocation).

4. YposHeBas (cmoeBas) cuctema (Layered system).

B tabmurie 3 paccMOTpeHBI TPeUMyIIecTBa U HEIOCTaTKH
MEPEYHNCIIEHHBIX CTHIIEH IPOrpaMM MPU CO3JaHNHU CHCTEM,
CBSI3aHHBIX C 0€30TTACHOCTHIO.

B pabote mist cpaBHEHHS CTHICH apXHUTEKTypbl ObLTH
MCTIONB30BaHbI CICTYIONINe KPUTSPUH KadecTna [7]:

1. TTogepk1Ba€MOCTb — CTENEHb MIPOCTOTHI BHECEHMS
n3MeHeHnH (no0aBIeHe HOBBIX 00paOOTIYHKOB, yIaleHHEe
CTapbIX, MOTU(HUKANNS CYIIECTBYIOMINX H T.I1.).

2. IToBTOpHAs! UCTIONB3yEMOCTh — CTETIEHb MPUMEHH-
MOCTH COCTaBHBIX YacTeH CyIIECTBYIONIIMX TPOTPAMM IIPU
CO3/IAHUH HOBBIX.

! Besycii0BHO, BO3MOXXHbI KaK M KOMOMHALIMH YKa3aHHBIX apXUTEK-
TYP, TaK U COBEPIIECHHO HOBbIE
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3. [Tpon3BOANTETBHOCTD.

4. IlpocToTa — NOHATHOCTH CHCTEMBI Ul HOBBIX pa3-
PpaboTYNKOB, BOZMOXKHOCTH OBICTPO pa3o0paThcs B CyIIe-
CTBYIOILIMX MOJYJISIX.

5. MacmrrabupyeMocCTb.

6. IlepeHOCUMOCTD — OTCYTCTBHE NPHBSA3KU K OIpese-
JICHHBIM HHCTPYMEHTaM (Cpejie pa3paboTKH, ONIepariioOHHON
CHCTEME, KOMITUIIATOPY H T.IL.).

B Tabmurme 4 paccMOTpeHHBIE CTHIIA CPABHUBAIOTCS TIO
NIePEUNCIICHHBIM KPUTEPHSIM.

be3ycnoBHo, He Bce CTHIIM MOKHO PUMEHATH IIPH pea-
JIM3alMU PACCMOTPEHHBIX CTPYKTYp nporpamm. B Tabnuie
5 npezncTaBiIeHbl BCE BO3MOXKHBIE COYETaHUS PACCMOTPEH-
HBIX BBIIIE CTPYKTYp W cTHiel nporpamm. [Ipumenenue
JaHHOW TaONUIBI O3BOJIUT MOBBICHTH KOPPEKTHOCTH U
3¢ PEKTHBHOCTH pa3padOTKH MPOTPaMMHOTO 0OeCIIeueHHs
CHCTEM, CBSI3aHHBIX ¢ 0E30IMIaCHOCTHIO, Ha dTaHE BHIOOPA
ApXUTEKTYPbI IPOrPAMMHOTO 00ECIICUCHHSL.

2.4. PeweHue 3apaun

Kak crienyer n3 onpeneneHus, npu JOpMUPOBAHHH apXH-
TEKTYPBI HCIIOIb3YETCS BHICOKOYPOBHEBOE IPE/ICTABICHHE
(byHKIHI 6e30MacHOCTH, a HE e¢ CIIeII(HUKanus, CHopMu-
pOBaHHAasI HA COOTBETCTBYFOLICH CTaIUH )KU3HCHHOTO LIUKJIA
CHCTEMBI, CBSI3aHHOHN ¢ Oe3onacHoCThI0. Heobxonnmast
JleTanu3alus BEIOUpaeTcsi HCX0s U3 TpeOOBaHUil K pas-
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pabaTpIBaeMOil cucTeMe, CBSI3aHHOW ¢ Oe30macHOCThIo. B
YaCTHOCTH, JUISl apXUTEKTYPBI IPOrPAMMHOTO 00eCTIeueHHS
JIOJDKHO OBITH ONHCAHO CIIEyIONIee:

1. OcHOBHBIE KOMITOHEHTHI CHCTEMBI, UX MHTEP(EHCHI,
KOMITOHOBKA U CIIOCOOBI B3aMMOAEHCTBUS IPYT C IPYTOM.

ApXHUTEKTypa JOJKHA OTPaKaTh BBICOKOYPOBHEBOE
MIPEJICTaBICHIE KOMITOHEHTOB CHCTEMBI (IIOJICUCTEM), HaH-
Gornee BaXKHBIX C TOUKH 3PCHHUS OONBIIMHCTBA YIaCTHHKOB
pa3paboTKH MPOTPAMMHOTO O0ECIIEYEeHHsI, TIOCKOIBKY HX
TpeOyeTcsl yIUTHIBATh TIPH Pa3pad0TKe OOIBITHHCTBA IPOYHX
KOMITOHEHTOB cHCTeMbl. OHHU MOICUCTEMbI TPEOYIOTCS TS
paboTHI OONBITMHCTBA KOMITIOHEHTOB (HAIIpUMeE, TIOZICHCTEMa
BBOJIa-BBIBO/IA, MHKAICYIUpYIOMmas (GU3MIECKUN YPOBEHb
B3aNMOJICHCTBHS C KaHAJIAMH CBSI3N). J{pyTHe — SIBISIOTCS HC-
TOYHHKAMH COOBITHH IS IPOYNX KOMIIOHEHTOB (HampuMep,
CTOpOXKeBO#i TaiiMep). TpeTbn KOMIOHEHTHI MOTYT OBITH Hau-
6oree pecypCoOeMKIMH W/MITH KPUTUIHBIMHU JJI5 BHITTOTTHEHHS
OCHOBHOM (DYHKITHH CUCTEMBI — (PyHKIINH OE30TTaCHOCTH.

2. KittoueBple maboHbI MPOSKTHPOBAHUS U TEXHOIIOTHH,
MIPUMEHSIEMBIC B TIPOEKTE.

[TockonbKy omnpesieneHHbIe MAOIOHBI MOTYT BIUSTH Ha
MporpaMMy B IIeJIOM (HarlpuMep, Myl COSTUHEHUH), TO UX
TpeOyeTcst onrcaTh Ha ypOBHE apXUTEKTyphl. B Tom uncre,
MaTTepHBI, KOTOPBIE AOIYCTHMO HCIOJIB30BaTh Ha Ooiee
HU3KUX YPOBHSX.

3. NaTepdeiichl B3anMOICHCTBHS ¢ BHEITHIMH CUCTE-
MaMH.

4. CepBuchl, odbecneunBaioNIne MOAACPKKY pPabOTHI
OCHOBHOTO (pyHKITHOHANA (BEACHUE KYPHAJIOB, XpAHEHHE
JIAaHHBIX | T.IT.)

3akniodyeHue

B pabore nipezcTaBieHbl pe3yibTaThl aHAIN3a apXUTEeK-
Typ TPOTPAMMHOTO 00ECTIeYeHHUS M UX pa3pabOTKH IS

CHCTEM, CBSI3aHHBIX C 0€30IIaCHOCTBIO, a TAKXKE OTIPEIeIICHBI
OCHOBHBIE KOMITOHEHTBI aPXHTEKTYPBI.

[penmnoxeHo onpeeneHue apXUTEKTypbl IPOrPaMMHOTO
00€eCIIeueHNS CUCTEM, CBSI3aHHBIX C 0E30MaCHOCTBIO.

B pabote mpencTaBieHBI pe3ylbTaThl CPABHEHUS MPH-
MEHHMBIX CTPYKTYp M CTHJICH, KOTOpBIC MpPEAaraeTcs
HCIIOB30BaTh MpH pa3paboTke MporpaMMHOTO obecrieue-
HUS, YIOBIETBOPSIOIIETO TPEOOBAHMAM (yHKIIMOHAIBHON
6e3omacHocTH [1].

Vcnonp30BaHue pacCMOTPEHHOTO IMOJX0/a MO3BOJIUT
TTOBBICUTH KOPPEKTHOCTh U 3()p(PEeKTHUBHOCTH pa3paboTKu
MIPOTPaMMHOTO 00ECTICICHHSI CHCTEM, CBSI3aHHBIX ¢ Oe30mac-
HOCTBIO, Ha ATale BHIOOPA apXUTEKTyphl IPOrPAMMHOIO
obecrieueHusI.
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Functional safety. The theory and practice
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ARCHITECTURE OF SAFETY RELATED SYSTEM SOFTWARE

The paper presents the results of analysis of architectures for safety related system software. The basic
components of architecture are defined, and the definition of safety related system software architecture is
offered. Quality criteria are proposed, and comparison of defined components by the criteria is carried out.
The paper offers results of comparison of applicable structures and styles that are proposed for application
in software development to satisfy to the functional safety requirements specified in GOST R IEC 61508.
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Introduction

The modern trend to place stricter safety requirements for hazardous technical systems has
led to application of not only sufficient but also indeed necessary safety measures. However
it requires some quantitative estimation of applied safety measures, which is possible and
necessary to specify prior to the development of such systems.

For estimation of safety related system hardware, one generally uses statistical methods
which allow us to obtain quantative estimation of hardware dependability. Similar methods
are inapplicable for software, as errors arising in software during its development and opera-
tion are systematic.

One of the approaches integrating methods of dependability estimation both for hardware
and software is the methodology of functional safety presented in GOST R IEC 61508 [1]. The
given standard covers the development of relatively simple systems ensuring the performance,
as a rule, of one function, i.e. safety function, and referring to as “safety related systems.”

One of the key stages in software development for safety related systems is the development of
software architecture. However, comprehensive guides on development of software architecture
are not available at present. Existing studies consider either particular subtypes of architecture,
or general methods of designing. One of the reasons hampering knowledge systematization in
the area is absence of the generally accepted definition of software architecture.

This paper presents the results of analysis of architectures for safety related system software.
The basic components of architecture are defined, and the definition of safety related system
software architecture is offered. Quality criteria are proposed, and comparison of defined
components by the criteria is carried out. The paper offers results of comparison of applicable
structures and styles that are proposed for application in software development to satisfy to
the functional safety requirements.

1. Safety related system

1.1. System structure

Sufficiently long experience of development and application of safety related sys-
tems in various areas allow us to assert that the structure of such system has already
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Table 1. Advantages and disadvantages of program structures

Structure Advantages

Disadvantages

Simple control

Joop Simplicity

The worse time of reaction is equal to the
sum of execution times of all subtasks.
When adding new devices or supplemen-
tary processing, the worse time of reaction
increases

Interrupt con-
trolled system
mains sufficiently simple

Allows essentially increasing the time of reaction for high-
priority subtasks in comparison with a simple control loop.
It is development of idea of simple control loop, but it still re-

The problem of split memory, as when
there is an interruption, the basic stream
can stop in the middle of calculations
while the code carried out on interruption
can change the given memory

There is no necessity to protect all shared data structures.
Simplifies process of one-thread code transition into multi-

In case of failure of a single thread, all
others also fail as the operation “to give

eration is executed by an operating system

ri?l?gfar:ﬁli\:g threaded environment.. . . .  [processor time.” is not cal.led. .
Simple enough expansion of functionality (by subroutine addi- [High complexity of multithreaded input-
tion in execution queue) output
The possibility of adequate realization of multithreaded input-
output. Overhead resources for execution tasks by

Preemptive  |The possibility of multiprocessing systems use. operating system itself.

multitasking / |A single failed program does not affect other programs. Strong complication of a system as a

RTOS In case of absence of shared memory use, a programmer can  [whole.

develop the software as one- thread program — the whole op-

A problem of shared memory

become well-established and consists of the following
elements:

1. Programmable electronics:

a) controller, which is executing the logic and realizing
the interaction between components;

0) software executing the logic.

2. Input /output devices and auxiliary means:

a) sensors and other input devices;

0) executive devices and other output devices;

B) power supplies, communication medium, etc.

1.2. System requirements

According to the life cycle model of a safety related
system [1], by the start of the development process of
its software architecture, a great volume of documents
describing the controlled equipment, safety functions and
various requirements for software system identified at
previous stages is developed. Many requirements are typi-
cal for the majority of developed safety related systems.
The analysis of requirements for the structure described
above has allowed us to identify the following require-
ments and restrictions for a safety related system essential
for software:

1. Strictly specified maximal time of system response.

2. Software under development is intended for execution
on programmable controllers with limited resources.

3. Software is strongly connected with lower level tasks
(for example, input/output), therefore it is strictly tied to the
operating system (or even implements its functions).

4. Absence of necessity for storage of great volumes of
data.

5. Absence of a complex business logic, as in most cases it
is strictly not recommended to implement non-safety related
functions on a controller!.

6. Interaction with a user should be minimal, operation
is basically autonomous.

1.3. Requirements to software architecture

It is possible to distinguish three groups of software
architecture requirements [1]:

1. Requirements of safety integrity level (SIL) for soft-
ware architecture and designing tools.

2. General requirements stipulated by a safety related
system. These requirements can influence architecture
directly or indirectly.

3. Special requirements for software stipulated by hard-
ware architecture.

The first group includes various requirements, for exam-
ple, for documentary registration of process, traceability,
etc. The given group also includes methods of architecture
development required for specific application depending on
a safety integrity level.

The second group includes restrictions for resources, sizes,
interfaces of input-output, etc., which depend on a specific
task. However, it is possible to state that the given require-
ments basically limit architecture resource demand [2].

The source of the third group can be a type of devel-
opment, for example, if it is necessary to build a system

I'In [1] there are no restrictions as for the size or complexity of
programs, however with increase of requirements for system fault
tolerance, methods of its SIL ensuring become more complicated,
therefore it is recommended to realize more simple (or to realize in
part) safety functions on a separate safety related system.
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Table 2. Comparison of considered program structures by quality criteria
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Simple control
P - - + + + + + -
loop
Interrupt con-
p - - - + - + + - -
trolled system
. Itis setb
Cooperative Y
. the pro- - - - - + - - -
multitasking
grammer
Preemptive mul-
_reetnp + + + - + + - + +
titasking / RTOS
Designations: “+” — criterion is applied; “-” — criterion is not applied.
Table 3. Advantages and disadvantages of style architectures
Architecture Advantages Disadvantages

Conveyors and
filters

The possibility of representation of the program
whole behavior as a simple sequence of separate
filters.

A reuse of filters.

Simple addition of new functionality by adding
a filter to a processing queue.

It is possible to carrying out special checks,
such as the analysis of mutual blocking or filter
capacity.

Potentially simple multisequencing of a code

The organization of batch processing is frequently
required.

In view of filters’ independence requirement, the
designer should believe that the data are complete-
ly processed by each filter. In particular, it can be
demanded each time to reduce data to a common
view and to assort them separately in each filter

Data abstraction
and object-oriented
organization

The possibility of implementation change with-
out consequences for clients.

Combination of data and functions which proc-
ess them allows designers to decompose the
task down to a set of entities cooperating among
themselves

In view of specificity of the procedural calls, the
calling object should have explicit access to the
called object, as opposed to conveyors or to event-
trigger system. As a consequence, when changing
an object identifier, it is required to explicitly no-
tify all calling objects.

Presence of outside effects is possible (for exam-
ple, if an object A uses an object B and an C also
uses the object B, then the changing of the object
B by the object C look as a outside effect for the
object A and vice-versa)

Event-trigger
system, implicit call

Ample possibilities for system reuse: the system
can be extended by a new component by simple
registration as events’ handler.

The implicit call simplifies system development:
any component can be altered or replaced with-

out influence on other components

The control over executed calculations belongs not
to software components but to a system.

There is no guarantee of reaction to an event.

As consequence of the previous statement, con-
firmation of reaction to the event should be made
explicitly.

Complex procedures of mass data exchange

Level-sensitive
(layer-wise) system

Easy escalating abstraction. Ample opportunities
of reuse, similarly to abstract types of data. The
opportunity of realization of separate levels in
different ways by the declaration of interfaces of

interaction between levels

Not all tasks can be decomposed simply enough
down to a level structure. It is difficult enough to
define a suitable level of abstraction. Presence of
an additional overhead charge in view of transla-
tion of abstraction from one level to another
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Table 4. Comparison of architecture styles

Simplicity | Supportability Design reuse Efficiency Scalability Portability
+ There is no inter-
+ Allows achieving |relation between
Conveyors . . . -
+ Itis easy tore- |different effects due |[filters (it is impos- +
and filters . Not portable
place a filter to change of the sible to transfer
order control from one
filter to another
+
t of principl
Data abstrac- Seto  principies,
tion and ob allowing increas-
. . + ing abstraction + + + +
ject-oriented .
. (encapsulation,
organization . .
inversion of con-
trol and so on)
_ + N -
. Sometimes It is possible - Outside effects +
Event-trigger o Components can be .
. the behavior is |to replace or . . Components have |can arise if two |Components
system, im- . registered in a sys- o g
licit call unpredictable, |remove a compo- tem for processing no possibility to  [components can react to any
p it is difficult to |nent without in- control calculations [use the third  |events
any events
control fluence on others one
- +
Level-sensi- Change of one + .
. ; Can be incor-
tive (layer- + level influences |Do not depend on + orated with
wise) system only two neigh- |overlying levels P
. other styles
boring levels

Designations: “+”— criterion is applied; “-” — criterion is not applied; “+”— criterion is applied partially.

under development above the available base provided by
a controller manufacturer. Besides, it can be connected to
features of hardware when a chosen controller implements
special technology optimized for the certain architecture
of software.

Software is usually developed using three different
ways [3]:

a) Development of new software based on a specifica-
tion.

b) Software development for integration into an existing
platform. This process is focused not on software designing
and development, but rather on mapping required functions
on the given program framework.

¢) Existing software improvement. The given process
is not considered in this study as actions on improvement
substantially depend on an updated system.

Both alternatives (a) and (b) are acceptable for develop-
ment of software for a new system, as integration into an
existing platform is considered as reuse of already existing
software, rather than its improvement.

2. Designing of software architecture

2.1. Definition of software architecture

Among developers of various systems, there is a general
understanding of the importance the architectural level of
a system under development. However, at present there is

none established consent on the exact definition of a system
architecture.

The analysis carried out so far has shown that software archi-
tecture of safety related systems can be presented and described
with the help of the following three invariant constituents
(which are named sometimes as architecture patterns):

1. Program structure [4] describes ways of organiza-
tion of base functions, such as memory management, flow
control, etc.

2. Architecture style [5] describes the method of logic
division of a system, which is realized on the basis of sys-
tem structure.

3. Task solution, described in terms of program structure
and architecture style.

Thus, in this paper as architecture of safety related sys-
tem software, we shall understand a set of conceptions and
descriptions of:

program structure;

architecture style;

executed safety function in terms of program structure
and architecture style.

2.2. Program structure

Safety related systems are in fact a subclass of embed-
ded systems, and therefore, versions of program structure
organization are rather similar to the versions used in
common embedded systems. For implementation of safety
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Table 5. Possible combinations of architecture structure and style

Interrupt con-

Simple control loop trolled system

Cooperative

multitasking Preemptive multitasking/ RTOS

There are developments
showing the possibility to
effectively process data in
Conveyors and such a configuration, how-
filters ever the basic scope of
the given combination of
technologies is a network
traffic control [7]

Generally such
combination is
not applied

Conveyors and
filters can be
considered as

a cooperative
multitasking al-
ternative

A combination is possible

Data abstraction
and object-oriented |A combination is possible
organization

A combination
is possible

A combination is

possible A combination is possible

Event-trigger sys-
tem, implicit call

As a matter of fact, RTOS (Real-Time
Operating System) is the operating sys-
tem based on events. At least, it is one
of the basic tools, allowing prioritizing
separate processes. Also, transfer of
event is the simplest way of interaction
between streams.

Level-sensitive
(layer-wise) sys- |A combination is possible
tem

A combination
is possible

A combination is

possible A combination is possible

related system software, it is possible to use the following
program structures [6]:

1. Simple control loop.

2. Interrupt controlled system.

3. Cooperative multitasking.

4. Preemptive multitasking or multi-threading.

5. Other versions of real time operating systems.

Table 1 shows the advantages and disadvantages of the
listed structures at development of safety related systems
identified as a result of the analysis, which allowed us to
define the following criteria of comparison of considered
structures.

1. Possibility of setting of subprograms priorities.

2. Independence of the worst time of reaction:

a) from the number of subprograms;

6) from subprogram change.

3. General simplicity of system realization.

4. Simplicity of subprogram realization.

5. Simplicity of subprogram addition.

6. Absence of overhead expenses not related to the basic
logic of the task under solution.

7. Opportunity of one-thread code writing.

8. Independence of subprogram s.

Table 2 presents comparison of the considered structures
by defined criteria.

2.3. Architecture style

There is a good deal of various architectural designs
frequently named as architecture patterns, which represent
solutions within the framework of some repeating context.
At present there is not any common list of similar patterns,
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or even a common opinion concerning their abstraction,
however within the framework of the problem considered
in the present study it is possible to identify the following
set of architecture patterns! (or styles) [3]:

1. Pipes and filters.

2. Data Abstraction and Object-Oriented Organization.

3. Event-based, Implicit Invocation.

4. Layered system.

Table 3 considers the advantages and disadvantages of
the listed program styles at development of safety related
systems.

The following criteria of quality [7] have been used in
this study for comparison of architecture styles:

1. Supportability — a degree of simplicity of change in-
troduction (addition of new handlers, removal of old ones,
updating existing ones, etc.).

2. Repeated usability — a degree of applicability of exist-
ing program constituents for creation of new ones.

3. Efficiency.

4. Simplicity — system understandability for new develop-
ers, possibility of quickly understanding existing modules.

5. Scalability.

6. Portability — absence of binding to certain tools (to
the development environment, operating system, compiler,
etc.).

Considered styles presented in Table 4 are compared by
the listed criteria.

Undoubtedly, not all styles can be applied at implementa-
tion of the considered programs’ structures. Table 5 shows

I Certainly, both the combinations of mentioned architectures and
completely new ones are possible.
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all possible combinations of the structures and program
styles considered above. Application of the given table will
allow enhancing correctness and efficiency of development
of safety related system software, when selecting software
architecture.

2.4. The task solution

As follows from the definition, when shaping architecture,
the high-level representation of safety functions is used, and
not its specification generated at the corresponding stage of
safety related system life cycle. Necessary detailed elabora-
tion is selected based on requirements for the safety related
system under development. In particular, for software archi-
tecture the following things should be described:

1. The basic system components, their interfaces, arrange-
ment and methods of interaction with each other.

The architecture should reflect a high-level representa-
tion of system (subsystem) components, the most important
ones from the point of view of the majority of software
development participants as they have to be taken into ac-
count during development of the majority of other system
components. Some subsystems are required for operation
of the majority of components (for example, input-output
subsystem encapsulating a physical level of interaction with
communication channels). Other subsystems are sources
of events for miscellaneous components (for example, a
watchdog timer). The third components can be the most
resource-intensive and/or critical for performance of the
system basic function — safety function.

2. Key patterns of designing and technologies used in
the project.

As certain patterns can influence the program as a whole
(for example, connections pool), they have to be described
at the architecture level. Including the patterns which are
allowable to use at lower levels.

3. Interfaces of interaction with external systems.

4 The services providing support for basic functional
operation (journalizing, data storage, etc.).

Conclusion

The paper presents the results of analysis of software ar-
chitectures and their development for safety related systems.
Also, the basic components of architecture are defined.

The definition of software architecture for safety related
is offered.

The paper offers results of comparison of applicable
structures and styles that are proposed for application in
software development to satisfy to the functional safety
requirements [1].

The application of the considered approach will allow
enhancing the correctness and efficiency of software devel-
opment for safety related systems at the stage of software
architecture selection.
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¢yHKuMOHaﬂbHaﬂ 6e30nacHOCTb. Teopusa u npakTukKa

Boukos A.B.,|Ywakos U.A.

PEWWEHUWE SAOAYUN PACNPEAEJIEHUA
PECYPCOB, NPEAHA3HA4YEHHbLIX AJ194 SALLANTDI
OBbEKTOB KPUTUHECKON UHOPACTPYKTYPbI
OT TEPPOPUCTUHECKUX ATAK HA OCHOBE
CYBBbEKTUBHbIX 3KCMEPTHbIX OLLEHOK

UccnenoBaH Ha yCTOMYMBOCTbL airOpUTM PELLUEHUS] 3a/a4n pacripenesieHs PecypcoB, rnpeaHas3Ha4eHHbIX
AJ15 3aLUnTbl 0OLEKTOB KPUTUHECKOU MHOPACTPYKTYpPbl OT TEPPOPUCTUHECKUX aTak Ha OCHOBE CYObEKTUB-
HbIX 3KCMEePTHbIX OLEHOK. BbINOSIHEHO CpaBHEHWE peaysibTata /s Pas3Horo Tura OLEHOK (OnNTUMUCTUYE-
ckue, yMepeHHble, neccummctudeckmne). NoaobHbIY aHanm3 gaet BO3MOXHOCTb YCTaHOBUTb, Kakne Mepbl
cnenyet npeanpuHsaThb A1 KaxXaoro TpebyemMoro ypOBHS 3almUTbl (UM AOMYyCTUMOro YPOBHSI YSI3BUMO-
CTU) U, BbIAENIEHHbIX HA 3TW MEPOrpPUSITUS, OrPaHUYEeHHbIX, KaK rpaBuio, PecypCcos.

Knio4yeBbie crnioBa: kputudeckass MHQPacTpykTypa, 3alymrta, OonTuMu3auuns, pacripenesieHne pecypcos,
OKCIepTHbIe OLeHKU.

1. BBegeHue

Pemenwne 3aga4n ONTUMANBHOTO PACIIpeie]ICHUsI PeCypcoB, IpeJHa3HAaYeHHBIX Ha o0e-
CHeYeHHE Mep 3alUThl 00BEKTOB KPUTHYECKOH MHPPACTPYKTYPBl OT BO3MOXKHBIX aTak
TEPPOPUCTOB, ECTECTBEHHBIM 00pa30M OCHOBAHO HA CYOBEKTUBHBIX OICHKAX, CICIAHHBIX
9KCIIEpPTaMHU B JaHHOH o0nacTu. B 3TOM ciIydae MCHONB30BaHHUE OLEHOK YKCIEPTOB HEU3-
0€KHO: HE CyMIECTBYeT HUKAKOH JPYTroil BO3MOXHOCTH IONYYUTh UCXOAHBIC JaHHBIC IS
CHUCTEMHOTO aHaJM3a KUBYYECTH OOBEKTOB. HeT Takoro sBIEHHS KaK «COOp peanbHBIX
JAHHBIX», KPOME TOTO, HET HUKAKUX «OJHOPOTHBIX 00pa3IoB» IS MOCIIEIOBATEIHHOTO
CTaTHCTUYECKOTO aHaJM3a HAaOMIOACHUH, TaK Kak JII00O0W ciydall yHUKaJIbHBIH U HEBOC-
MPON3BOANMBII. OTHAKO KOJIMYECTBECHHBIN aHAIN3 HEOOXOANMOTO YPOBHSI 3aIUTHI JOIDKEH
OBITH BBITIOJTHEH.

KaxoBBI MyHKTHI, HEOOXOIUMBIE IS TPOBEICHIS TAKOH 3KCIepTH3b1? Ha Hat B3MIs A, OHU
BKJTIOYAIOT B ce0s CiIeayromiee:

- BO3MOXXHOCTb TEPPOPUCTHYECKHUX aTaK HA HEKOTOPbI OOBEKT UIIU IPYIITY 00BEKTOB;

- BO3MOXKHOE BpeMsI TAKOTO HAIlaICHUS;

- OKHIaeMBbIe TIOCIIECTBHA HAMACHNS M BO3ZMOXKHEIE TTOTEPH;

- BO3MOXXHAsI Mepa 3aIIUTHI M CBA3aHHBIC C THM PACXOBI.

Tak Kak 9KCTIepPTHBIE OLICHKH TAaKUX CIIOKHBIX SBICHHUH, KaK IPAaBIIIO, HEYETKHE M3-3a HEMI0-
CTaTOYHOTO B3aMMOTIOHUMAHUS B TPYIIIIE SKCIIEPTOB B OTHOIICHUH TEX JKE€ CAMBIX eHCTBUH 1
MIPOTUBOJCHCTBHIA, BOSHUKAET BOMPOC: BO3MOKHO JIH BOOOIIE ClIeIaTh KaKOM-T100 pa3yMHbBIH
MIPOTHO3 M, KPOME TOTO, CKa3aTh 00 «ONTHMAJIBHOM PACIIPEACICHIN PECYPCOB 3aITUTHI» ?
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[Ipex e Bcero, Mbl JOMKHBI TOTYEPKHYTh, UTO TOHITHE
«ONTUMAJIBHOTO PELICHUSD) HUMEET OTHOIIEHUE TOIBKO K
MareMarnieckuM MojensM. Ha mpakTuke, HeHaa&KHbIC
(1 make HerIoCIeIOBATEIbHBIC) TAaHHBIC U HEM30eKHas 110-
TPENTHOCTD MOJIENH (TO €CTh pa3Inine MEX/IY MOJIEIBIO 1
JICHCTBUTEIILHOCTHIO) TIO3BOJISIFOT HAM TOBOPHUTH TOJIBKO O
«palMOHAIBHBIX PEIICHUSX» pacCMaTpUBAEMON 3a1auH.

OyiHaKo, TTOCKOJIBKY MpOOJIeMa CYIIECTBYET, B JTF000M
KOHKPETHOM CITydae OHa JIOJKHA OBITh PEIIeHa C UCTIONb-
30BaHHEM MaTeMaTH4YecKoil Mojiesu i Oe3 TakoBoit. Harra
IeJTb COCTOUT B TOM, YTOOBI IPOAHAIM3UPOBATH CTAOMIIb-
HOCTb PEIIEHUH ONTHUMANBHOIO PaclpeeIeHUs] PECypCOB
B PaMKax HEUETKUX OLIEHOK IKCIIEPTOB.

2. AHann3 cTabuJIbHOCTU peLUeHNs

Bo-niepBbIX, mpoaHanu3upyeM, Kak U3MEHEHHUE OICH-
KM PAacXoOB BIMSET HA pPEUICHHE MPOOJIeMbl Ha ypOBHE
€INHCTBEHHOTO 00BEKTa, KOTOPBIH HYKHO 3alIUTHUThH OT
BO3MOKHOM TEPPOPUCTUUECKOH aTaku. J{Jis mpo3payHoCTH
00BsICHEHNS MBI He OyJIeM paccMaTpUBATh BIMSTHHE 3aIIUTHI
Ha (heiepabHBIX U TOCYJapCTBEHHBIX YPOBHSIX.

PaccMmoTpuM HEKOTOPEIH yCITOBHEIH 00BeKT (O0BEKT-1),
KOTOPBIN MOJKET OBITH OOBEKTOM TEPPOPUCTUIECKOI ATaKH.
[TpenmonaraeTcs, 9TO MOXKET OBITh TPH Pa3IMYHBIX THIIA
neiictBuii Bpara ([eiictue-1, letictBue-2 u JlefictBue-3).
3aMmuUIIAroIAscsi CTOPOHA MOXKET BBIOPATH HECKOIBKO OIpe-
JICTICHHBIX MEp 3aIUTHI IPOTUB KaXKI0TO THUMA JEHCTBHS
{M(i, j)}, THEe i COOTBETCTBYET TUIY ICHCTBHS CTOPOHBI
HarlaJIeHusl, a /, COOTBETCTBEHHO, COOTBETCTBYET THITY IIpEI-
MIPUHSATOMN 3aIUTHON MEpBI.

IpeanomnoxiM, 9To y Hac €CTh TPY BapHUaHTa OLICHOK 3aTpar
Ha 3alLUTY: HIKHUHN, CPEHUI U BBICOKUH, KaK 3TO MIPEICTaB-
nieHo B Tabmmrax 1-3. boree HI3KHE OIEHKH TTIPHOIH3UTEIEHO
Ha 20 % HIDKE COOTBETCTBYIOIIUX CPEAHIX OLICHOK, & BHICOKUE
OLICHKY Taroke MpHONIm3uTenbHO Ha 20 % BhIIIIe.

CyIIecTBYIOT TPH I'PYIIIBI 9KCTIEPTHBIX OIIEHOK: «ONTH-
MUCTUYHBINY, «YMEPEHHBII» U «I1€CCUMUCTUUHBIINY. [1ep-
Basl TIPEJITIONIATACT, YTO YCIEX B KaXKIOW CHUTYaIllMH MOXET

OBITH JOCTUTHYT HU3KUMH PACXO/IaMH Ha 3aIIUTHBIC MEPHI;
TIOCIIETHSIS TPy TIa TpeOyeT OONBIINX PacX0OI0B IS 3AIUTHI
B TOM %K€ CaMOI CUTyallUH, a CPEIHSS IPyIIa JaeT CPeTHHIE
MOKa3aTelu.

Kak mHTepnpeTnpoBars npuBeAeHHBIC B Tabmumax 1-3
OLIEHKHU?

Paccmotrpum BosMoskHOCTB JleiicTBrSA- | IpOTHB 00BEKTA.
[Ipu oTHOM OTCYTCTBHM 3aIUTHI YI3BUMOCTH OOBEKTa PaB-
Ha | (i 100 %). Eciin Ml notparimu AE = 0.8 ycIoBHBIX
enunaAL cTonMoctH 3amuThl (YEC3) u npeanpuHsum mepy
M(1, 1), ys3BumocTs o0bekTa yMeHbImuTcs 10 0,25. Ecim
HAC HE yJOBJIETBOPSET TAKOW yPOBEHb 3aILUTHI, IPUMEHS-
eTcs caemytomas 3amuTHas mepa M(1, 2), 4To mpuBOIuUT K
YMEHBIIICHUIO YSI3BUMOCTH 00BbekTa oT 0,25 mo 0,3 u cTouT,
COOTBeTCTBEeHHO, 2 YEC3.

Tenepb paccMOTpUM JEHCTBUSL BCEX TPEX BO3MOXKHBIX
TEPPOPUCTUUECKHX aTaK. 3apaHEe HUKTO HE 3HAET, KaKOe
JelicTBre OyJeT MPeIIpHHATO POTHB KOHKPETHOTO 00b-
€KTa 3allUThI. B 3Toli cuTyanuu camas pa3yMHasi CTpaTerus
oOecrieurBaeT paBHbIC YPOBHH 3aIINUTHI IPOTHB BCEX MPO-
JYMaHHBIX TUIIOB TEPPOPUCTUYECKHX aTaK, HATPUMED, KaK
91O OBLTO TIpemtoxkeHo B [1, 3]. DTo o3HavaerT, 4To, eciu
HY’KHO TapaHTUPOBAaTh YPOBEHb 3AILUTHI, IPUPABHEHHBII
K Y, TOLAa HY?KHO PacCMaTpHBaTh TOJIBKO TaKUE MEPHI IIPO-
THB Ka)KIOTO JEHCTBHS, KOTOPBIE 00ECIICUNBAIOT YPOBEHb
ySI3BUMOCTH HE MeHblIIle, ueM y. Hampumep, B paccMmaTpu-
BaeMOM CIIyJae, €CJIM HeOOXOANMBII yPOBCHD YSI3BUMOCTH
JIOJDKEH OBLI OBITh HE BhIIIE, ueM 0.1, Hy)HO HCIOJIb30BaTh
OJJHOBPEMEHHO CIIETYIOIUE MEPBI 3alUThI OT BO3MOXHBIX
Teppopuctuueckux arak: M(1, 3), M(2, 3) u M(3, 4).

Mertox paBHOIT 3aIINTHI OT Pa3IMYHBIX THIIOB BPaXKaeO-
HBIX JIEHCTBHI, Ka)KeTCsA JOBOJIBHO €CTECTBEHHBIM. Mmest
JIENI0 C MPUPOIHBIMU UM JAPYTHMMHU HENPEAHAMEPEHHBIMU
BO3JCHCTBUSIMHU, MOYKHO TOBOPHTH O CyOBEKTUBHBIX BEPOSIT-
HOCTSIX BO3/ICHCTBHI HEKOTOPOTO 0COOOTO THIIA, OJTHAKO, B
Cllyyae HaMEepEeHHOTO HaIaJIeHHUs XOPOIIO HHPOPMHUPOBaH-
HOIO U MOATOTOBJIEHHOIO MPOTHBHUKA, TAKOM MOJIXOJ HE
noaXxoauT. GaKkT COCTOUT B TOM, UTO, KaK TOJIKO MPOTUBHUK
Y3HAET O BallIUX MPEINOT0KEHHIX O €r0 BO3MOXKHBIX JeH-

Taoauua 1. Taoauna 2. Tao6auna 3.
Ciyyaii OITUMHUCTHYHBIX OLIEHOK Cay4yaii yMepeHHBIX OLIEHOK Cay4yaii mecCHMHCTHYHBIX OLEHOK
OBBbEKT-1 i C OBBEKT -1 Y2 C OBBEKT -1 Y3 C
M(1, 1) 10.25 |0.8 M(1,1) 10.25 |1 M(1,1) |0.25 [1.2
JeiictBue-1 ﬁgti; 8? ;5 HeiictBue -1 ﬁg:% 8? §'5 Heiictue -1 ﬁg:g g? Z
M(1,4) |0.01 |3.8 M(1, 4) 10.01 |4 M(1,4) |0.01 |7.8
M(2,1) 0.2 1.6 M(2,1) 0.2 |2 M(2,1) 0.2 |24
. M(2,2) |0.16 |2.8 N M(2,2) |0.16 |3 . M(2,2) |0.16 [3.2
Hetiersue -2 1003 10.07 3.2 Jlefictsue -2 03 10.07 |4 Jlefictsue -2 103 10.07 |48
M(2,4) 10.02 |5.6 M(2,4) 10.02 |7 M(2,4) |0.02 [8.4
M(@3,1) |0.11 |0.4 M(@3,1) |0.11 |0.5 M@3,1) |0.11 |2
M(@3,2) |0.1 |2 M(@3,2) |0.1 2.5 M(@3,2) [0.1 |3
[Heiictue -3 |[M(3, 3) [0.05 [2.4 Hetictue -3 [M(3, 3) [0.05 |3 Hetictue -3 [M(3,3) [0.05 [3.6
M(3,4) 10.04 [3.6 M(3,4) |10.04 |5 M(3,4) |0.04 |6
M(3,5) |0.01 |5.6 M(3,5) |0.01 |7 M(3,5) [0.01 |8.4
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Tadauua 4. Ciaydaii ONTUMUCTHYHBIX OLEHOK

Oo0bexT 1

Hopsaxo-
BbIil HOMep

IpexnpuHuMaeMbie Mepbl

M TOrOoBBIi Y50

Cymmapnbie pacxoabl, Cogyecr

1

M(1, 1), M(2, 1), M(3, 1)

max {0.25, 0.2, 0.11}=0.25

0.8+1.6+0.4=2.8

M(1,2),M(2,1),M(3, 1)

max {0.2, 0.2, 0.11}=0.2

2+1.6+0.4=4

M(1, 3), M(2, 2), M(3, 1)

max {0.1,0.16,0.11}=0.16

2.5+2.8+0.4=5.7

M(1, 3), M(2, 3), M3, 1)

max {0.1, 0.07, 0.11}=0.11

2.5+3.24+0.4=6.1

M(1, 3), M(2, 3), M(3, 2)

max {0.1, 0.07, 0.1}=0.1

2.5+3.2+2=7.7

M(1, 4), M(2, 3), M(3, 3)

max {0.01, 0.07, 0.05}=0.07

3.8+3.2+2.4=9.4

M(1, 4), M(2, 4), M(3, 3)

max {0.01, 0.02, 0.05}=0.05

3.8+5.6+2.4=11.8

M(1,4), M(2,4), M3, 4)

max {0.01, 0.02, 0.04}=0.04

3.8+5.6+3.6=13

Nel ol ENRNe QLU o QUSRI NS

M(1, 4), M(2, 4), M(3, 5)

max {0.01, 0.02, 0.01}=0.02

3.8+5.6+5.6=15

Tao0nuna 5. Ciry4yail yMepeHHBIX OLECHOK

Oobexr 1
Bl::g) :ﬁ::;p IIpeanpuHuMaemMbie Mepbl HToroBblii g5, cpcr Cymmapnbie pacxonbl, Cg,er
1 M(1, 1), M(2, 1), M3, 1) max {0.25,0.2,0.11}=0.25 1+2+0.5=3.5
2 M(1, 2), M(2, 1), M3, 1) max {0.2,0.2,0.11}=0.2 2.5+2+0.5=5
3 M(1, 3), M(2,2), M3, 1) max {0.1,0.16, 0.11}=0.16 3+3+0.5=6.5
4 M(1, 3), M(2, 3), M3, 1) max {0.1,0.07,0.11}=0.11 3+4+0.5=7.5
5 M(1, 3), M(2, 3), M(3, 2) max {0.1, 0.07, 0.1}=0.1 3+4+2.5=9.5
6 M(1, 4), M(2, 3), M(3, 3) max {0.01, 0.07, 0.05}=0.07 4+4+3=11
7 M(1, 4), M(2,4), M(3, 3) max {0.01, 0.02, 0.05}=0.05 4+7+3=14
8 M(1,4), M(2,4), M3, 4) max {0.01, 0.02, 0.04}=0.04 4+7+5=16
9 M(1, 4), M(2,4), M(3, 5) max {0.01, 0.02, 0.01}=0.02 4+7+7=18

CTBUSIX, OH HCIIOJIB3YET 3TO 3HAHME B CBOMX MHTEpecax M
BbIOEpET NIefiCTBHE, KOTOPOE BBI O’KH/IaETE MEHBIIIE BCETO.
B paccMoTpeHHOM BBIIIIE IPUMEPE, €CIIN BRIOPAHBI MEPHI
M(1, 2) ¢ v,=0.2, M(2, 3) ¢ v,=0.07 u M(3, 4) c y;=0.04,
rapaHTHPOBAHHBIN YPOBEHb 3aIIUTHI 00bEKTa PaBEeH
Yosuerr = Max(Yq, Y2, ¥3) = max (0.2; 0.07; 0.04) = 0.2.
Jlst BBIOOpa TpebyeMoro (MM HeOOXOAUMOTO) YPOBHS
3alUThl 00BEKTa MOYKHO COCTABUTH (PYHKIHUIO, OTpaKaro-

A
Y
0.26
0.24 \
0.22
0.2

0.18 \
0.16

0.14
0.12

v

0.1 -
0.08 \
0.06 ~
0.04
0.02 c

0 1 23 456 7 8 91011121314 15
Puc. 1. 3aBUCUMOCTD YsI3BUMOCTH 00BEKTa OT 3aTpar Ha
MEPBI 3aLUTHI (A1 CIy4asi «KONTHUMHCTHYHBIX) OLIEHOK)
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IIYF0 3aBUCUMOCTbH YSI3BUMOCTH OT CTOMMOCTH 3aIlIUTHI.
I'paduik sT0it ByHKIMK HM300paxeH Ha puc. 1.
[IpuBenemM Aisl CpaBKM YUCICHHBIC PE3YJbTaThl pac-

YETOB ISl CIIy4aeB «YMEPEHHBIX» U «IIECCUMHCTHYHBIX

OIICHOK 0e3 MOAPOOHBIX Pa3bICHEHUH.

JlanHbpie Taba. 5 mpeACTaBlICHBI, COOTBETCTBEHHO, HA
puc. 2.

ITonoGHbII aHaMM3 1aeT BO3MOKHOCTh YCTaHOBHTH, Ka-
KHE MEpBI CIIeIyeT MPEANPHHSATD ISl KaXKI0r0o TpedyeMoro
YPOBHSI 3aLUTHI (MJIH JJOMYCTUMOTO YPOBHS YSI3BUMOCTH) U
JIAHHBIX OIPaHUYEHHBIX, KaK MPABHJIIO0, PECYPCOB.

A 'Yz

0.26
0.24 \
0.22 N\

0.2

0.18 N
0.16

0.14
0.12 \

0.1
0.08 N
0.06 -
0.04
0.02 c

g

-

0 1 23 456 78 91011121314 15161718 .
Puc. 2. 3aBHCHMOCTD yA3BUMOCTH 00BEKTa OT 3aTpar
Ha MepbI 3aIIUTHI (I CIIydasi «yMEPEHHBIX» OLICHOK)
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Ta6auua 6. Ciaydail necCUMUCTHYHBIX OLEHOK

Oobexr 1

1312101“:) :l;l]:;p IIpeqnpuHAMAaeMble MepPbI HTOroBbIi g, o Cymmaphbie pacxoabl, Cospercr

1 M(1, 1), M(2, 1), M(3, 1) max {0.25, 0.2, 0.11}=0.25 1.2+2.4+2=5.6

2 M(1, 2), M(2, 1), M(3, 1) max {0.2,0.2,0.11}=0.2 3+2.4+2=7.4

3 M(1, 3), M(2, 2), M(3, 1) max {0.1,0.16, 0.11}=0.16 3+3.2+2=8.2

4 M(1, 3), M(2, 3), M(3, 1) max {0.1,0.07,0.11}=0.11 3+4.8+2=9.8

5 M(1, 3), M(2, 3), M(3, 2) max {0.1,0.07, 0.1}=0.1 3+4.8+3=10.8

6 M(1, 4), M(2, 3), M(3, 3) max {0.01, 0.07, 0.05}=0.07 4+4.8+3.6=12.4

7 M(1, 4), M(2, 4), M(3, 3) max {0.01, 0.02, 0.05}=0.05 4+8.4+3.6=16

8 M(1, 4), M(2, 4), M(3, 4) max {0.01, 0.02, 0.04}=0.04 4+8.4+6=18.4

9 M(1, 4), M(2, 4), M(3, 5) max {0.01, 0.02, 0.01}=0.02 4+8.4+8.4=20.8

Y, Tabauua 7. CpaBHeHMe pellleHUIl Tpex THUIOB
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0.14 N CTUYHBIN M@, 2) M@, 5)
012
S8 T R R
ooe N Heccumn- | M(1, 3), M(2,3), | M(1,4), M2, 4),
o Y~ . CTHYHBIH M(@3,2) M(3, 5)
002 - ¢ HUE, IPUHSITOE JIJIs ONTUMUCTHYCCKOTO CIICHApUs, OyIeT
0 1 23 456 7 8 9 1011121314 15 16 17 18 19 20 21

Puc. 3. 3aBucHMOCTE ysA3BUMOCTH 00BEKTa OT 3aTpar Ha
MepbI 3aIIUTHI (UL CIIyYasi «IIeCCUMHUCTUYHBIX» OLIEHOK)

Koneunast «kpuBas» 3aBUCUMOCTH «Pacxo/sl B cpaBHe-
HUH C ySI3BUMOCTBIO» TIPECTABICHA HIKE, HA pHC. 4.

OnHako, Jinna, MPUHUMAIONINE PEIIeHHs, HHTepe-
CYIOTCSI TJIaBHBIM 00pPa30M NIPAaBMIBHOCTBIO NMPEATIPHU-
HATBIX MEp, a HE pa3IndnueM B aOCOJIOTHBIX BEIMYHMHAX
IIpeaIoIaraeMblX 3arpar Ha 3aluTy o0bekTa. Jpyrumn
CJIOBaMH, OH MHTEpECyeTcs TeM, KaK, HalpuMep, pemie-

COCTOSITEJIBHO B CiIy4ae, eciu (hakTHYecKasl CUTyalus
OKa)KETCSl JIydllIe, YeM 3TO ObUIO OIHCAHO B «IIE€CCHUMHU-
CTHYECKOM» CIICHapHUH.

Hcnonb3yst BbIIETIPUBEACHHBIE TAOIHIIBI, PACCMOTPUM
JIBa pEIeHMs] MPSIMOW 3aa4M ¢ TpeOyeMBbIMU YPOBHIMHU
ysi3Bumocty 0.1 u 0.02.

O4eBUHO, YTO, €CIIM L[eb COCTOMT B TOM, UTOOBI
JOCTUTHYTh HEKOTOPOTO JaHHOTO YPOBHS YSI3BUMOCTH
BEKTOp pemeHust (TO €CTh psiJ MPEANPUHITHIX Mep AJIs
TOTO, YTOOBI 3AIIUTUTH OOBEKT OT TEPPOPUCTUUYECKHUX

aTak) B paMKaX paccMaTpHBaeMbIX

A y0b'ect YCIIOBUH OyIET TEM K€ CaMbIM,

0.26 ! 8 N XOTsI IPUBEJIET K AJIbTEPHATUBHBIM

pacxonam.

(;i‘; \ ‘\ \ CpaBHeHue peneHuit st Tpedy-
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0.2 //‘ 4 He BbIie, ueM 0.1 u He BbIlIe, YeM

0.18 NN / 0.02 npuseneHo B TabI. 7.

0.16 NN \ Kax BunHo, peuieHus aiisi Bcex

0.14 \ \ / | | TpeX CIEHapUeB COBIAAAIOT IS

0.12 /\ \ X [Pess'm's“c] 000uX ypOBHEH 3alHTBl 00BEK-
) hY / ta! KoHeuHo, nmogoOHas curtyarus
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' C_ BEKTOP Ul BEPOSITHOTO KPHUTEPUs
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Puc. 4. CpaBHeHUe pelieHu sl TPEX THUIIOB OIIEHOK

1<ks<n
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PELLUEHUE 3A0AYU PACMNPEOEJIEHUA PECYPCOB, MPEOHA3HAYEHHbIX AJ19 3ALLUTbHI OBbEKTOB KPUTUYECKOM
WHOPACTPYKTYPbI OT TEPPOPUCTUYECKUX ATAK HA OCHOBE CYBbEKTUBHbIX 9KCMNEPTHbIX OLEHOK

3. BoiBOA

IIpencraBiieHHBIN BbILIE aHAJIN3 MOKAa3bIBAET, YTO
npenjaraemMas MOJelb ONTUMAJIbHOTO pacupeeaeHus
pecypcoB, mpeaHa3zHAaYeHHBIX JJIs 3alUThl 00HEKTOB
KPUTUYCCKOW MHPPACTPYKTYPhl OT BO3MOXKHBIX aTak
TEPPOPHUCTOB, pabOTAET TOCTATOYHO yCToiunBO. Bomee
MopoOHO, 3a71a4a UCCIICIOBAHUS YCTOHYMBOCTH PEIICHHUS
paccMmoTpena B [2].

BrruucnurenbHbie OKCIIEPUMEHTBI, BBIITIOJIHCHHBIC C
MTOMOIIBIO TTOJHOIEHHON KOMIBIOTEPHOW MOJIETHN MO3BO-
JIUT aHAJM3UPOBaTh 00JIEe PEATMCTHUCCKUE CHUTYyAllUH,
BKJTIOYAsl CITyYailHYI0 HECTAOMIBbHOCTh UCXOIHBIX TaHHBIX.
OnHako, MpeaCcTaBlIsieTCsl, YTO TaKMe «OJAHOCTOPOHHE
OCHOBAHHBIC» JKCIEPTHBIC OLEHKU MOTYT HNPUBOAUTH K
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Oonee CCPbC3HBIM OIHI/I6KaM, k= (2% CJ'Iy‘lafIHBIC N3MCHCHUA
nmapaMeTpoOB.
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Functional safety. The theory and practice

Bochkov A.V., Ushakov I.A.

SOLVING THE TASK OF RESOURCES ALLOCATION
FOR CRITICAL INFRASTRUCTURE PROTECTION
AGAINST TERRORIST ATTACKS BASED

ON SUBJECTIVE EXPERT ESTIMATES

The paper studies the stability of the algorithm for solving the problem of optimal resources allocation for
critical infrastructure protection against possible terrorist attacks based on subjective expert estimates.
The results for different types of estimates (optimistic, moderate, pessimistic ones) are compared. Such
analysis makes it possible to define what measures should be taken for each level of protection (or ac-
cepted level of vulnerability) and generally limited resources allocated for these measures.

Keywords: critical infrastructure, protection, optimization, resources allocation, expert estimates.

1. Introduction

The solution of the problem of optimal resources allocation for critical infrastructure pre-
vention against possible terrorist attacks is naturally based on subjective estimates made by
experts in the field. Relying on expert estimates is inevitable in this case: there is no other
possibility to get input data for the system resilience analysis. There is no such phenomenon
like “collecting real data,” as well as there are no “homogenous samples” for consistent sta-
tistical analysis of observations, since any case is unique and non-reproducible. Nevertheless,
a quantitative analysis of necessary level of protection has to be performed.

What are the bullets of such expertise? In our opinion they should include the following:

- possibility of terrorist attacks on some object or group of objects;

- possible time of such attack;

- expected consequences of an attack and possible losses;

- possible measure of protection and related expenses.

Since expert estimates of such complex things are generally fuzzy due to the lack of com-
mon understanding of the same actions and counter-actions within a group of experts, the
question arises: is it possible at all to make any reasonable prediction and, moreover, speak
about “optimal allocation of protection resources”?

First of all, we should underline that the concept of “optimal solution” relates only to
mathematical models. In practice, unreliable (and even inconsistent) data and inevitable inac-
curacy of the model (i.e. the difference between a model and reality) allow us to speak only
about “rational solutions”.

However, since the problem exists, in any particular case it has to be solved with or without
using mathematical models. Our objective is to analyze the stability of solutions of optimal
resources allocation under fuzziness of expert estimates.
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2. Analysis of solution stability

First, let us analyze how the variation of expenses estimat-
ing influences the solution of the problem on the level of a
single object, which has to be protected against a possible
terrorist attack. For the transparency of explanation, we
avoid to consider the protection influence on the Federal
and State levels.

Let us consider some nominal object (Object 1) which
can be subject to a terrorist attack. It is assumed that there
may be three different types of enemy’s actions (Act 1,
Act 2 and Act 3). The defending side can choose several
specific protection measures against each type of action
{M(i, j)}, where i corresponds to the type of action, and j
corresponds to the type of an undertaken protective measure
respectively.

Let us assume that we have three variants of estimates of
protection costs: the lower, the middle and the upper one as
presented in Table 1-3. The lower estimates are about 20%

Jky

0.26
0.24 \
0.22

0.2

0.18 \
0.16

0.14
0.12

v

0.1 -
0.08 \
0.06 ~
0.04
0.02 c

0 1 23 456 78 91011121314 15
Fig. 1. Dependence of object vulnerability on cost
of protection measures (for “optimistic” estimates)

lower than the corresponding middle estimates, and the up-
per ones are respectively about 20% higher.

There are three groups of expert estimates: “optimistic”,
“moderate” and “pessimistic.” The first one assumes that
success in each situation can be reached by lower expenses
for protective measures; the last group requires larger ex-
penses for protection in the same situation; and the middle
group shows expenses in between.

How should the data in Tables 1-3 be interpreted?

Let us consider the possibility of Act 1 against the object.
With no protection at all, the object’s vulnerability equals
to 1 (or 100%). If we spend AE = 0.8 of conditional units
of protection cost (c.u.p.c.) and undertake measure M(1,
1), the object’s vulnerability decreases to 0.25. If we are
not satisfied with such level of protection, we apply next
protective measure M(1, 2), which leads to decrease of the
object’s vulnerability from 0.25 to 0.3 and, respectively,
costs 2 c.u.p.c.

Now let us consider the actions of all the three possible
terrorist attacks. In advance no one knows what kind of ac-
tion will be undertaken against a particular object. In this

A
T,
0.26
0.24 \
0.22 N\
0.2

0.18 N
0.16

0.14
0.12 \

0.1
0.08 N
0.06 -
0.04
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0 1 23 456 7 8 9 1011121314 15 16 17 18
Fig. 2. Dependence of object vulnerability on cost

of protection measures (for “moderate” estimates)

Table 1. Table 2. Table 3.

Case of optimistic estimates Case of moderate estimates Case of pessimistic estimates

OBJECT-1 1 C OBJECT-1 Y2 C OBJECT-1 Y3 C
M(1, 1) |0.25 |0.8 M(1, 1) [0.25 |1 M(1, 1) [0.25 [1.2
M(1,2) |02 |2 M(1,2) [0.2 |2.5 M(1,2) [0.2 |3

Act1 M(1,3) 0.1 |25 Actl M(1,3) 0.1 3 Actl M(1,3) [0.1 |6
M(1, 4) |0.01 [3.8 M(1,4) |0.01 |4 M(1,4) [0.01 |7.8
M(2,1) 0.2 [1.6 M2,1) (0.2 |2 M2,1) (0.2 (2.4
M(2,2) |0.16 |2.8 M(2,2) [0.16 |3 M(2,2) [0.16 |3.2

Act2 M(2,3) |0.07 |3.2 Act2 M(2,3) [0.07 |4 Act2 M(2,3) [0.07 |48
M(2,4) |0.02 |5.6 M(2,4) |0.02 |7 M(2,4) [0.02 |8.4
M(3,1) |0.11 (0.4 M(3,1) [0.11 |0.5 M(3,1) [0.11 |2
M(@3,2) 0.1 |2 M(3,2) [0.1 |2.5 M(@3,2) [0.1 |3

Act3 M(3,3) |0.05 [2.4 Act3 M(3, 3) [0.05 |3 Act3 M(3,3) [0.05 (3.6
M(3,4) |0.04 |3.6 M(3,4) |0.04 |5 M(3,4) [0.04 |6
M(3,5) |0.01 |5.6 M(3,5) (0.01 |7 M(3,5) [0.01 (8.4
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Table 4. Case of optimistic estimates

Object 1
Item . Total
No. Undertaken measures Resulting Y,pject c08ts, Copject
1 [M(,1),M(2,1),M@3,1)| max {0.25,0.2,0.11}=0.25 | 0.8+1.6+0.4=2.8
2 [ M(1,2),M(2,1),M3,1)|] max {0.2,0.2,0.11}=0.2 2+1.6+0.4=4
3 [M(,3),M(2,2),M3,1)| max {0.1,0.16,0.11}=0.16 | 2.5+2.84+0.4=5.7
4 |M(1,3),M(2,3), M3, 1)| max {0.1,0.07,0.11}=0.11 | 2.5+3.2+0.4=6.1
5 [M(,3),M(2,3),M3,2)| max {0.1,0.07,0.1}=0.1 2.5+3.2+2=7.7
6 |M(1,4), M(2, 3), M(3, 3)| max {0.01, 0.07,0.05}=0.07 | 3.8+3.2+2.4=9.4
7 M, 4), M(2,4), M(3, 3)| max {0.01, 0.02, 0.05}=0.05 | 3.8+5.6+2.4=11.8
8 |[M(,4),M(2,4),M(3,4)| max {0.01,0.02, 0.04}=0.04 | 3.8+5.6+3.6=13
9 | M(1,4),M(2,4), M3, 5)| max {0.01, 0.02,0.01}=0.02 | 3.8+5.6+5.6=15
Table 5. Case of moderate estimates
Object 1
Item . Total
No. Undertaken measures Resulting y,pjece costs, Copject
1 | M, 1),M(2,1),M@3,1)| max {0.25,0.2,0.11}=0.25 1+2+0.5=3.5
2 |M(,2),M(2,1),M3,1)| max {0.2,0.2,0.11}=0.2 2.5+2+0.5=5
3 [ M(,3),M(2,2), M3, 1)| max {0.1,0.16,0.11}=0.16 3+3+0.5=6.5
4 | M(1, 3),M(2,3),M(3,1)| max {0.1,0.07,0.11}=0.11 3+4+0.5=7.5
5 |[M(,3),M(2,3),M@3,2)| max {0.1,0.07,0.1}=0.1 3+4+2.5=9.5
6 | M(1,4), M(2,3), M(3, 3) | max {0.01, 0.07, 0.05}=0.07 44+4+3=11
7 | M(1,4),M(2,4), M(3, 3) | max {0.01, 0.02, 0.05}=0.05 44+7+3=14
8 | M(1,4),M(2,4), M(3, 4) | max {0.01, 0.02, 0.04}=0.04 44+7+5=16
9 |M(,4), M(2,4), M(3, 5) | max {0.01, 0.02, 0.01}=0.02 4+7+7=18
Table 6. Case of pessimistic estimates
Object 1
Item . Total
No. Undertaken measures Resulting y,p;ect costs, Copiect
1 | M(1, 1), M2, 1),M@3, 1)| max {0.25,0.2,0.11}=0.25 1.2+2.4+2=5.6
2 | M(1,2),M(2,1),M@3, 1) max {0.2,0.2,0.11}=0.2 3+2.4+2=74
3 | M(1,3),M(2,2), M3, 1)| max {0.1,0.16,0.11}=0.16 3+3.2+2=8.2
4 | M(1, 3), M(2, 3), M3, 1) | max {0.1,0.07,0.11}=0.11 3+4.842=9.8
5 | M(1, 3), M(2, 3), M(3, 2) max {0.1,0.07,0.1}=0.1 3+4.8+3=10.8
6 | M(1,4), M(2,3),M(3,3)| max {0.01, 0.07,0.05}=0.07 | 4+4.8+3.6=12.4
7 | M(1,4), M(2,4), M(3, 3) | max {0.01, 0.02, 0.05}=0.05 | 4+8.4+3.6=16
8 | M(1,4), M(2,4), M(3,4) | max {0.01,0.02, 0.04}=0.04 | 4+8.4+6=18.4
9 |M(1,4), M(2,4), M(3,5) | max {0.01,0.02,0.01}=0.02 | 4+8.4+8.4=20.8
18
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Fig. 3. Dependence of object vulnerability on cost
of protection measures (for “pessimistic” estimates)

situation the most reasonable strat-
egy provides equal protection levels
against all considered types of terror-
ist attacks, for example as suggested
in [1,3]. It means that if one needs to
ensure a level of protection equal to
v, then one has to consider only such
measures against each action that
delivers vulnerability level not less
than y. For instance, as in the con-
sidered case, if the required level of
vulnerability has to be not higher than
0.1, one has to use simultaneously
the following measures of protection
against possible terrorist attacks:
M(1, 3), M(2, 3) and M(3, 4).

The method of equal protection
against various types of hostile at-
tacks appears to be rather natural.
While dealing with natural or other
unintended impacts, one can speak
about the subjective probabilities
of impacts of some particular type.
However, such approach is not ap-
propriate in the case of an intentional
attack from a well informed and
prepared enemy. The fact is that
as soon as the enemy learns about
your assumptions about his possible
actions, he takes advantage of this
knowledge and chooses the action
that you expect least of all.

In the example considered above,
if one chooses measures M(1, 2)
with v, =0.2, M(2, 3) with y,=0.07
and M(3, 4) with y; =0.04, the guar-
anteed level of the object protection
is equal to

Yobjeet = Max(y1, Y2, v3) = max (0.2;
0.07;0.04)=0.2.

For choosing a required (or need-
ed) level of object protection, one can

make up a function reflecting the dependence of vulnerability

This function graph is presented in fig. 1.
For information, we present calculation results without
detailed explanations for the cases of “moderate” and “pes-

Data of Table 5 are respectively presented in fig. 2.

Such analysis gives a possibility to find what measures
should be undertaken for each required level of protection
(or admissible level of vulnerability) and given, generally

The final “curve” of “Expenses vs. Vulnerability” relation

is presented below.

However, decision makers are interested mostly in the
correctness of undertaken measures, rather than in the dif-
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JL’Y

in the frame of considered conditions

Object will be the same, though it will lead
0.26 N Q. to alternative expenses.
0.24 \ \ \ The comparison of solutions for
0.22 N an object vulnerability required level
0.2 N /f Moderate ) of not higher than 0.1 and not higher
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Fig. 4. Comparison of solutions for three types of estimates

Table 7. Comparison of solutions
for three types of scenarios

Type of Undertaken protection measures
scenario Yobjeet < 0.1 Yobject < 0.02
Optimistic M(1°1\34)(’3 1\/12()2 3, | M, 1\‘/*[)(,3 1\/{5()2 4),
Moderate | M- 13[ )(’;,\/12()2’ 3), M(l, 1\‘/‘{)(:3 1’\/{5()2, 4),
Pessimistic M(l’l\i)él’vlz()z’ 3), I\/I(lal\‘/‘[)(a3 1’\45()1 4),

ference in absolute values of the estimated costs of object
protection. In other words, they are concerned about how
healthy, for example, the solution adopted for the optimistic
scenario, will be in case if the situation is in fact better than
it was described in the pessimistic scenario.

Using the tables above, consider two solutions of the
direct problem with required levels of vulnerability as 0.1
and 0.02.

It is obvious that if the goal is to reach some given level of
vulnerability, the vector of solution (i.e. a set of undertaken
measures for protecting the object against terrorist attacks)
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3. Conclusion

The presented analysis shows that
the offered model of optimal allocation of resources for
critical infrastructure protection against possible terrorist
attacks is rather stable. The problem of research of solution
stability is considered in more detail in [2].

Calculation experiments made with the help of an ap-
propriate computer model will give a possibility to analyze
more realistic situations, including random instability of
input data. However, it seems that such “biased” expert
estimates should lead to more serious errors than random
variations of the parameters.
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UIrOPb AJIEKCEEBUY YLLLAKOB

28 despans 2015 roma mocie Tsoxenoit 6ome3nn B r.Can — {uero (CIIA) ckon-
gancs Urops ArekceeBUY YIIIaKOB — KPYITHBIN yUCHBIH, TaJaHTINBBIA OpraHn3a-
Top Hayku. OH ObUT TAJIAHTIIMB BO BCEM — HAIMCAI MHOTO Hay4YHBIX CTaTeH, KHHUT,
Y4eOHHMKOB, CTHXOB, TPO3HI, TUTEPATYPHBIX 3cce. OH OYEHB JIFOOMIT KU3HB, OBLT
MHOTOTPaHEH, 00asTeNeH, OCTPOYMEH, IPYKHJI CO MHOTUMH, HPABUJICS KEHIIITHAM.
BBl 0ueHB MYKECTBEHEH, CTOIKO MEPEHOCHI MHOTOYHCIICHHbBIE OOJIC3HH.

Ipodeccop U. A. YmaxoB u Teopus HaASKHOCTH equHEL. C ero MMEeHEeM CBS-
3aHO HECKOJBKO JECATKOB JIET Pa3BUTHA TEOpHH HazaexkHocTH. OH co3jam u B
TEUCHNE MHOTHX JIET PyKOBOJIMJI CEMHHAPOM IO HaJEKHOCTH MPHU MOCKOBCKOM
[Monmurexandyeckom My3ee. [lox ero penakmmeit Bormen B 90-e romsl XX Beka 3Ha-
MeHNTHIH CITPaBOYHUK 1O HAJISKHOCTH, KOTOPBIM U B HACTOSIIIEE BPEMS OCTACTCA
HACTOJIEHBIM PYKOBOJICTBOM cIIeIanucToB. [Ipodeccopy M. A.YmakoBy npruHam-
JIe’KaT MHOTOYHCIICHHBIE MyONMKanuy B 00JIACTH TECOPUH HAJEKHOCTH CIOKHBIX
CHCTEM, ONITHMAJIHOTO PE3EPBUPOBAHNS, MOACINPOBAHUS HA/IC)KHOCTH CHCTEM C
MIOMOIIIBI0 MapKOBCKHX H IMTOTYMAPKOBCKHUX CIIy4aiHBIX IIPOIIECCOB, CTPYKTYpPHOTO
pe3epBUPOBAHMS U T.JI.

Ve U3 KU3HA )KU3HETI00, YEIOBEK, KOTOPHIH OyIydH TsKeI0 OOIBHBIM, CO3-
nan ['aenerxo — @opym, 00beAMHUBIINN YICHBIX PAa3HBIX CTPaH, KOTOPBINA CO3Ial
MEXIYHAPOJHBIN AIIEKTPOHHBIN KypHan B obiactu HamexHocTn «Reliability:
Theory & Applications», KOTOpBIH 0 MMOCIIEAHETO B3I0Xa paboTal, MUcAT U U3-
JlaBajl Hay4YHbIC KHUTH U CTaThH.

TakuM TPYKEHUKOM, €IMHOMBIIIUIEHHIKOM, TBOPIIOM W YYEHBIM C OOJBIIOH
OyKBBI OCTaHETCS B HarIel maMat npodeccop Urops AnekceeBUd YIIIakos.

Ipogeccop U.F. Illybunckuii
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IGOR ALEKSEEVICH USHAKOV

Igor Alekseevich Ushakov, who died on the 28th of February, 2015 after a
serious disease in San Diego (USA), was a prominent scientist and talented science
organizer. He was talented in everything: he authored a lot of scientific papers,
books, textbooks, verses, fiction, essays. He loved life, was a many-sided, charming,
smart, and friendly person, who was liked by women. He was manly and endured
many illnesses bravely.

Professor I.A. Ushakov and the reliability theory are united. His name
was associated with several decades of development of the reliability theory.
He established and for many years headed a reliability workshop at the Moscow
Polytechnic Museum. In the 90-s of the XX century he edited the renowned
Reliability Reference Book that still remains an everyday guide for experts. Professor
I.A. Ushakov is the author of many publications in the area of the reliability theory
of complex systems, optimum redundancy, systems reliability modelling with the
help of Markov and semi-Markov random processes, structural redundancy etc.

We have lost a man who appreciated life, who although being seriously ill created
the Gnedenko Forum that united scientists from various countries, who organized
an international electronic journal in the field of reliability “Reliability: Theory &
Applications”, who worked, wrote and published scientific books and articles till
his last breath.

Igor Alekseevich Ushakov will stay in our memory as an exhaustive toiler, like
mind, creator and real scientist.

Prof. I.B. Shubinsky
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