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CTpyKTypHas HafeXXHOCTb. Teopus n NpakTuka

MerywwnH C.J1., LUymnuxuH A.T.

UMCCNEOOBAHUE HAOEXXHOCTU CUCTEM
ABTOMATUSALUMNUN HEDPTENEPEPABATbIBAIOLLIUX
NPON3BOACTB HA OCHOBE AHAJIN3A EOUHOU
BA3bl MPOEKTHbIX U 3KCIMJIYATALUUOHHbIX
OAHHBIX ACYTN

HapgexHocTb opraHn3aunoHHbIX Y TEXHUYECKUX aBTOMATU3NPOBAHHbIX YrpaBJiSiiOLLMNX CUCTEM SIBJISIETCS
BaXxHOV COCTaB/ISIOLLEN VX Ka4ecTBa M HEoObXoanMbIM ycrioBueM obecriedeHnsi 6e30rnacHOCTH OrnacHbIX
rnpon3BoACTBEHHbIX 00bEKTOB HegTenepepaboTku. OueHka HaAeXHOCTU U PEeMOHTONpPUrogHoCT aB-
TOMaTn3npPOBaHHbIX CUCTEM YrpaBeHusl NpPeayCcCMOTPEHA HaLMOHAa/IbHbIMW U MEXAYHapOAHbIMU CTaH-
aapramv v ApyrumMmm HOPMatuBHbIMU LOKYMeHTamMu. Llesib Takov OLeHKM — MOJy4eHUNE KOJIMYEeCTBEHHOM
MHpOPMaLMU O CBOVICTBax CUCTEM, HEOOXOAMMOV AJ1s1 BbipabOTKU v peann3aumm 0O60CHOBaHHbIX, 3¢-
(PEKTUBHbBIX MPOEKTHbLIX W 3KCIyaTalMOHHbIX PeLleHni no obecrneyeHnio HaaexHocT u 6e30nacHoCTu
rpon3BoACTBEHHbIX OOBbEKTOB.

dopmmrpoBaHve eavHovi 6a3bl AaHHbIX CTaaui XU3HEHHOro LUMKIa aBTOMartu3vupoBaHHbIX CUCTEM, B TOM
4YUCsIe MPOEKTHbLIX N SKCIJ1yaTaLMOHHbIX AaHHbIX, Haripumep ACYTII, no otka3aM TEXHUYECKUX U MPOrpamMm-
HbIX CPEeACTB AaeT BO3MOXHOCTb ONpPeAesINTb PeasbHble MNoKalaresam HaaeXHOCTN COCTOSIHUSI SKCrilyatu-
pyemoro obopynoBaHuUsi C Y4ETOM [POEKTHbIX PELLUEHUI 1 0COBEHHOCTEV MOHTaxa.

KnodyeBblie cnoBa: HepTernepepaboTka, Npou3BOACTBEHHbIVI MPOLECC, aBTOMaTtu3npoOBaHHasi CUCTema
yripaBJieHvs, Haae>XHOCTb, MNMPU4YnHbI 1 1oCJ1IeCTBHS OTKa30B, aHalJlnga.

Pacuer nokasareneil HafeKHOCTH TpHU dKCILTyaTanuu obopynosanus [IA3 cnenyer BBIYMCIATH 10O
peanbHbIM CTaTUCTUYECKUM JAHHBIM.

K tunoBsim otkazam B nepuon sxcruryatanu KTC [TA3 MoKHO OTHECTH: 0TKa3 IIEKTPOHHUKH, OOpPHIB
JIMHUM CBSA3M, METPOJIOTMUECKHUI OTKa3, 3aKJIMHUBAHHUE IITOKA OTCEYHOI TPyOOIpOBOAHOM apMaryphl,
MOTEPIO MUTAHMSI INEKTPUUECKOTO U ITHEBMATUYECKOTO.

B tabnuue 1 npuBeneHs! TUIIOBBIE BU/IBI IPUYHMH OTKA30B AJIeMEHTOB cucteMsbl [1A3, npuBonsume K
UX OTKa3aM B NIEPUOJI IKCIUTyaTallUH.

CrpykrypHas Mojenb obecriedcHus Hanexxaoctu ACYTII npencrasiena Ha puc. 1.

BripaskeHus 1711 BEIYMCIICHUST BEPOSATHOCTEH OTKa3a M 0€30TKa3HON pa0OThI JUISl AJIEMEHTOB, MPEJI-
CTaBJICHHBIX B TaOIUIIE 1, MOIyYCHHBIC HA OCHOBE JIOTHYECKUX (DYHKITUI pabOTOCIIOCOOHOCTH (HAIEK-
HOCTH), OyAyT CIEIYIOIINMHU:



UCCNEAOBAHUE HAAEXXHOCTU CUCTEM ABTOMATU3ALUUN HEPTENEPEPABATbLIBAIOLLUX MPON3BOACTB
HA OCHOBE AHAJIM3A EOQUHOW BA3bl MPOEKTHbIX U 3KCMJTYATALLMOHHbIX AAHHBIX ACYTN

OTanbl XM3HEHHOTO unKna

l

C6op paHHbIX

!

Enutas 6a3a gaHHbIX

l

O6paboTka peanbHbIX AaHHbIX

l

Metoagnka FMEA

: , !

®opmuposaHue TpeboBaHNin y
dopmupoBaH1e U3MeHeH!
1 HOPM ANS NPOBeAeHNs lMnaHupoaHme u .
ANs NPOEKTHO
obenyxuBaHns u OpraHu3aums obcrnyKuBaHus
AOKyMeHTaLm
aKcnnyarayum

Puc. 1. CrpykrypHas Monens obecrieueHus HagexHoctd ACYTIT

Tabimna 1. Buasl npu4uH 0TKa30B dj1eMeHTOB cucteM I1A3

IMpuunnbl
0TKa3a Oo0pbiB | Metposoru- IHoreps di1ek-
OTKa3 iek- . 3aKkJIHHHBA-
JMHUH YeCKHH TPO- M IHEBMO-
TPOHUKH HHE IITOKA
JeMeHT CBSI3H oTKa3 NMUTAHUS
CHCTEMBI
JdaTyuk u3mepennst + + + +
bapsbep + + + +
Kaanan + + + + +
Moayab BBOA/BbIBOAA + + + +
Kountpoaiep + + + +
BJjok nurtanusa + +

1. Jlna naryuka:

Opama =4 T4, Y95 Y494 =419, — 4,95 — 4,94 — 9295 — 9294 — 9394 + 992,95 + 919294 + 9,939, +
+9,9:94 — 919,959+

P 1= Opomn == =0, =45 =4, 4,9, 4,95 + 4,94 + 4,95 + 4,94 Y 459, — 49,95 — 9,994 —
919594 — 92,9394 + 4192959 4>

TO€ ¢, 45, 45, 9, — BEPOITHOCTH OTKA30B AIEKTPOHUKH, JIMHUU CBSI3H, METPOJIIOTUYECKOTO, OTKa3a B
pe3ynbTaTe MOTepH MUTAHUSI COOTBETCTBEHHO, P — BEpPOSITHOCTh 0€30TKa3HOM paboThl, ) — BEPOATHOCTD
OTKa3a.



WCCNEOOBAHUE HAAEXHOCTU CUCTEM ABTOMATU3ALUN HEDTENEPEPABATbLIBAIOLLUX NPOU3BOACTB
HA OCHOBE AHAJIU3A EOUHOW BA3bl MPOEKTHbIX U 3KCMJTYATALLMOHHbIX AAHHBIX ACYTN

2. lns Gapbepa UCKPO3ALIUTHI:

Qﬁapbep =4, Y49, 7495 t49, — 419, — 9195 — 9194 — 49293 — 49294 — 49394 T 99293 T 919:94 T 419394 +
+49,9:9, — 919293945

By = I_Qﬁapbep =1-¢,-9, 9~ 9, ¥ 4.9, * 4,95 + 9,9, + 9,95 + 9294 + 4394 — 9,9:95 — 9,9:94 ~
—4,9394 — 4929394 T 9,9:9344>

rae ¢q,, 4,, 45, 4,- BEPOATHOCTH OTKA30B JJICKTPOHUKH, IMHHUH CBs3H, MECTPOJIOTHYCCKOTO, OTKAa3a B
pe3ysibTare NOTCpU NUTaHUA COOTBETCTBCHHO, P- BEPOATHOCTDH 0e30TKa3HOH pa6OTBI, Q — BCPOATHOCTDH
OTKasa.

3. Z[J'ISI OTCCYHOTI'O KJIallaHa € 3JICKTPOITHEBMATUYCCKUM IMO3ULITUOHCPOM:

Qoaran = VL VBV VY =4+ 919,195 =49, =495 — 4194 — 995 — 9293 — 9294 — 9295 —
—9394 — 9395 — 9495 Y 419,95 T 49,94 T 49295 T 9,939, Y 919595 T 9,9495 T 92939, T 929595 T 4,949 +
+ 959495 — 99,9594 — 91929595 — 91929495 + 91929:949>

Poanan =1 = Qranan =1 =01 =42 =03 =44 =45 + 019, + 4,945 + 4194 + 9,95 + 0,95 + 9,9, + G595 +
939, Y9595 Y9495 — 919295 — 9019294 — 419295 — 919395 — 919395 — 919495 — 929394 — 929595 — 929495 —
—459495 Y 99,9594 Y 99,9595 + 99,9495 — 919293949

TA€ ¢, 955 G5 44> 5 - BEPOATHOCTH OTKA30B JIEKTPOHUKH, INHUU CBSI3H, METPOJIIOTUYECKOI0, OTKa3a
B pe3yJbTare MOoTepy MUTAHUs, 3aKIMHUBAHUS IITOKA COOTBETCTBEHHO, P — BEPOATHOCTh O€30TKa3HOM
paboThl, O — BEpOSTHOCTH OTKAa3a.

4. JIns Mmomysisi BBOJa/BBIBOIA:

Oo=4+9, Y9 +9, — 919, — 9,95 — 9194 — 9,95 — 9294 — 9394 + 49,95 + 49,94 + 94,9394 +
149,994 —9,9,9594

Po=1-0,0=1-9"9,-9 =9, Y 4,9, + 4,9: + 4,94 + 9295 + 4,9, + 4:9, — 9,995 — 99294 —
—419:94 — 49,9394 T 919,959,

rne q,. 4, ., 45, 4, - BEPOITHOCTHU OTKA30B 3JICKTPOHUKH, JINHNUH CBA3H, MCTPOJIOTMYCCKOI0, OTKAa3a B PE3YJIb-
Tare NNOTCPU INTaHUSA COOTBECTCTBCHHO, P— BCPOATHOCTD 0e30TKa3HOM pa6OTBI, Q — BEPOATHOCTDL OTKa3a.

5. Jlnst koHTposiepa:

QKonpomep =474, 43749, — 919, — 9195 — 9194 — 49295 — 9294 — 49394 T 919295 T 919,94 T 919394 T
+49,9:94 — 919293445
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P mponier =1 Qrommponiey =1 =0 =42 =45 =94 Y 419, ¥ 495 + 4,94 + 9295 + 9,9, + 4395 — 49,95 —
— 419,94, — 9,939, — 49,9394 + 49,959,

TA€ ¢,, 45, 45, §, - BEPOATHOCTH OTKA30B NIEKTPOHUKH, TUHUH CBA3U, METPOJIOIMYECKOTO, OTKa3a B
pe3ysbTaTe MOTepHu MUTAHUS COOTBETCTBEHHO, P — BEpOSITHOCTH 0€30TKa3HO# paboThl, O — BEpOSTHOCTD
OTKa3a.

6. Jlns Gnoka mUTaHMS:
Qnumanue = ql + q2 - qqu;

])numanue = 1 - Qnumanue = 1 - ql - q2 + qqu >

TI€ ¢, , ¢, — BEPOSITHOCTH OTKA30B IEKTPOHUKH, OTKA3a B pe3yJIbTaTe MOTEPU MUTAHUS COOTBETCTBEH-
HO, P — BepOsATHOCTh 0€30TKa3HOI paboThl, O — BEpOATHOCTH OTKa3a.

J1J1s OLIeHKU HAJEKHOCTH IO CTaTUCTUYECKUM JIAHHBIM OTHOCHUTEJIbHAS YaCTOTa OTKA30B 3a KaXKIbIN
MecsIIT ONpeAeIsieTcs 1o cheayromiei ¢gopmyae [1]:

q, =

3

nl
N

IAe n, — KOJUYCCTBO OTKA3aBIIUX JJICMCHTOB I10 l—My BHOY OTKa30B, N — O6H.[€C KOJIMYCCTBO 3KC-
IUIYaTUPYCMbIX Ha YCTAHOBKC 3JICMCHTOB.

BCPOHTHOCTB OTKa3a 3JICMCHTOB 34 1o, MOXHO OLICHHUTBb Ha OCHOBC cneny}omeﬁ (bOpMy.]'IBI JJI UHTCH-
CHBHOCTHU OTKA30B:

rae N, — KOJIM4ecTBO paboTAIOLINX HIEMEHTOB B MOMEHT BPEMEHH ¢, , N, — KOJTMYECTBO pabOTaIOINX
DIIEMEHTOB B MOMEHT BPEMEHH 1, , Af =t —1,, N, — CpellHEe KONMIECTBO PAOOTAIOLINX JIIEMEHTOB, I —
WHJICKC, COOTBETCTBYIOLUI THUITY 3JIEMEHTA.

BorunicnenHas MHHTEHCUBHOCTh OTKa30B MO3BOJISIET BMECTE C MHTEHCUBHOCTHIO BOCCTAHOBJICHUH TLIa-
HUPOBATh TEXHUYECKOE OOCTY)KHBaHHE aBTOMaTHUeCKuX cuctem [1A3 [2].

BepositHocTh 0oTKa3a Beex aneMeHToB KTC MoxkHO HalTH 110 popMyJie TIOJTHON BEPOSATHOCTH:

Q(A)=ZQ(HK)-Q(A|HK),

rne H,,H,,...,H, —nonnas rpynna runore3, Q(H) —BepoarHocTh oTka3a anementa KTC (rumnoressr).
CrnenoBarenbHO, €CJIM CHCTEMA BKIIIOYAET B ce0sl TaTUMK U3MEPEeHUs, Oapbep HCKPO3alIUThI, KJIaaH MO-
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WCCNEOOBAHUE HAAEXHOCTU CUCTEM ABTOMATU3ALUN HEDTENEPEPABATbLIBAIOLLUX NPOU3BOACTB
HA OCHOBE AHAJIU3A EOUHOW BA3bl MPOEKTHbIX U 3KCMJTYATALLMOHHbIX AAHHBIX ACYTN

Ily7Tb BBOZAA/BBIBO/IA, KOHTPOJLIEP, OJIOK MUTAHUA, TO GOpMYIIa MOJTHOM BEPOSATHOCTH MIPH YCIOBUU TOTO,
YTO BCE JIEMEHTHI MOTYT OTKa3aTh PaBHOBEPOSITHO, Oy/IeT UMETh BHI:

1 1
g ’ Qﬁapbep + g

1 1

1
’ Qmanan + g ’ Ql /0 + g ’ Ql«mmpomep + g ’ Qnumanue;

1
Q - g ’ Q()amuuk +
BepositHoCcTh 6€30TKa3HOM pabOTHI B 3TOM citydae paBHa P =1-0.
B Tabnune 2 B kauecTBe nmpuMepa npuMeHeHus eauHon 6a3e1 nanabix ACY TII npencrasnen gparMeHT

pacuera HajmexxHOCTH cucTeMbl [TA3 ycranoBku 37-10 HedTenepepabaTsIBaroero Nporu3BoacTBa 3a 12
Mecstes 2010 1. ¢ ucToap30BaHUEM JIAHHBIX 110 0TKa3aM 00OPY/JIOBaHHS CUCTEMBI.

Taoaunma 2. Pacuer moka3zareseii HagesKHOCTH cucrembl ITA3

e « «’E n’g
= ) « ®
Q = K = = @ = =™ lap)
2| 2 c2 123 |8 |28 |g35=<| &=
Bzl o = o8 | o g E 5 8 S €= B =
= = ¢ = 2 S o 1 =)
¥ =E| s = e Q rcé S 2z Z
S Z| ¥ E = 2 3| 28| g ® D = 2
= 5 = S 2 | S Bl EQ|l 823wl & 9 59
HaumenoBaunue S8 e8| ZE |25/ 88|=E3| =~5 g5
e o 3 £ LA 9 D 2 4
odopynoBaHusl 2 S g&| ES |EES|EE|E8E| EEE = 5
o = 2 = S = S 9 A S| ¢ 5 2 S W
S o B = == = S = EEE = S = S @
] 2 = [>) v QO o
g2 2.8 S o= =i 2 & = E 2 2
© = e 0 o Q S QL O m QO = o 20]
© o =5 © S & S = et == S & & gg
=) = E o |E S = = @ 3w = E
= = /& =2 2 = 2 g =
O~ |02 = C ] =
2 & &
-’ N’
ATYUKH U3MEPEHUS
A p 14| 0 0 1 0
JIaBJICHHS
ATYHUKH U3MEPEHUS
A p 2 | 0 0 1 0
pacxona 0 1 0
3aropHO-peryinupyoLme 2 0 0 ) 0
KJIaIIaHbl ¥ OTCEKATEIN

W3 nanHbIX TaOMUIIBI 2 CIIEAYET, YTO 0TKa3bl cucTeMbl IIA3 B TeueHne Mecsiiia OTCYyTCTBYIOT, 4YTO MOXKHO
OOBSCHUTH JJOCTAaTOUHOCTHIO TEXHUUECKOTO 00CITyKUBAHHUS.

Jist popMHUpOBaHUS PEKOMEH AN U HOPM 10 00CITYKHBAHUIO CHCTEM aBTOMAaTHU3aLUH MOXHO
BOCIIO0JIb30BaThCsl MeTogoiorueit FMEA (ananu3 npu4yuH U mociencTBUi oTka3oB). Ha ocHoBe
tabaun FMEA oneHuBaioTCst peiTHHTY YaCTOT BOSHUKHOBEHHUS OTKA30B M MX OOHAPYKEHHS, pa3-
pabaThIBAIOTCS HOPMBI IO OOCTY)KMBAHHUIO CUCTEM aBTOMAaTHU3ALMH, MO3BOJISIONINE MOBBICHTH MX
HAJEKHOCTb.

B xayectBe nmpumepa B Tabnuiax 3 u 4 mpuBeIeHbI pe3yNbTaThl onpeaeneHus no merogonoruu FMEA
PEUTHHTOB YaCTOTH BO3HUKHOBEHUS OTKA30B U BEPOSITHOCTEN UX OOHApYKeHus AJisi cucteMbl [1A3 neun
MOJIOrPEBA SKCTPAKTHOTO PACTBOPA YCTAHOBKH CEJIEKTUBHOM ouncTKU Macen 37-10.



NCCNEOOBAHUE HALEXXHOCTU CUCTEM ABTOMATU3ALUN HEDTENEPEPABATbLIBAIOLLUX NPOU3BOACTB
HA OCHOBE AHAJIU3A EOVUHOM BA3bl MPOEKTHbIX U 9KCMJTYATALLMOHHbIX AHHbLIX ACYTI

Tadanma 3. PeliTUHT 4acTOTHI BOSHUKHOBEHUSI OTKA30B

Peii- Yacrora HNurepBaia mexay Kpurepnii
THHL | BO3HHKHOBEHUSI 0TKa3aMH, Yac.
10 ITouru Bcerma Memnee 2
9 OueHb BbICOKast 2-10
8 Bricokas 11 -100 IIpocToii Oosee 8 vac.
7 | JlocTaTOuHO BBICOKASI 101 — 400 [IpocToii 6onee 4 yac.
6 | CpenHssi BEpOSITHOCTh 401 — 1000 IIpocroii 1 — 4 yac.
5 | Hu3skas BEpOSATHOCTb 1001 — 2000 IIpocroii 0,5 — 1 yac.
4 Penko 2001 — 3000 [IpocToii menee 30 muH. be3 morepu npoayKIuu
3 Ouenb penko 2001 —3000 [Tpouecc TpeOyeT perynupoBaHus
) EiiHuaHbIe cydan 3001 — 6000 [Ipouiecc HaxoaUTCS MOA KOHTpOJIeM, HO TpeOyeT-
Csl HEKOTOpasi perylnpoBKa
1 oy Huxorza 6001 — 10000 [Iponecc HaxoaUTCS MO KOHTPOJIEM
HE BO3HHUKAIOT
Ta6auna 4. PeliTHHT BepOSITHOCTH O0OHAPY’KEHUSI 0TKA30B
Peii- .
— BepositHOCTH 00HApYXKeHUS Kputepnii
10 [IpakTruecku [TnanoBo-npeaynpeautenbHoe oocayxuBanue (I1I10)
HE 00HAPYKMBAECTCS HE MO3BOJISIET BBISIBUTH MOTEHITMATLHBIC MPUYHUHBI OTKa3a
9 OueHb penko Huuroxusl mancel, uro 1110 mo3BonuT BEISIBUTH
oOHapyKHBaeTCs MIPUYMHBI OTKa3a
UpesBbIuaitHO Masibl anckl oOHapyskenus mpu [1I10
8 Penxo obHapyxuBaeTcs
MIPUYXH OTKa3a
7 Ouenb Majasi BEpOSITHOCTD Ouenb MaJibl IAHCHI OOHapyskeHus otkasa mnpu [1110
6 Mauiasi BEpOSITHOCTb Maubl maHcel oOHapykeHus oTkasa rpu 1110
5 YMepeHHasi BEpOsITHOCTh YMepeHHble maHchl 00Hapy)eHus oTkaza mpu [1I10
4 Cpennsisi BEpOSITHOCTh Cpennue 1ancel o0Hapy)eHus otkasa mpu [1I10
3 Bricokasi BEpOsSITHOCTh Bbonwimme mancel o0HapyskeHus otkasa npu [1110
2 | OueHb BBICOKAsI BEPOSITHOCTh Ouenb OombIMe IIAHCH OOHApYskeHus oTkasa npu [1110
1 [IpakTudecku Bceraa oOHApY- [ITO mo3BoJisieT MPaKTUYECKHU BCET/Ia BBISIBUTD
YKUBACTCS OTKa3 MOTEHI[MAIbHBIC IPUYMHBI OTKA3a

Taxkum 00pa3om, B cTaThbe MOKa3aHa 11eJ1€CO00pPa3sHOCTh CO3AaHMsI €UHON 0a3bl MPOEKTHBIX U IKC-
IJTyaTallMOHHBIX JAHHBIX IO OTKa3aM TEXHUYECKUX CPEACTB CUCTEM YIIPABJICHUS U IPUMEHEHUS €€ IS
aHaJIM3a MPUYMH U TIOCIEACTBUI OTKa30B U BHIPAOOTKH MEPONPUATUH MO UX MPELyIPERKACHUIO.
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Structural reliability. The theory and practice

Pegushin S.L., Shumikhin A.G.

ASSESSMENT OF RELIABILITY, CAUSES AND
CONSEQUENCES OF FAILURES OF REFINERY AUTOMATED
SYSTEMS BASED ON APPLICATION OF ACOMMON
DESIGNING AND OPERATIONAL DATA BASE

OF INDUSTRIAL CONTROL SYSTEMS

The reliability of management and technical control systems is an important constituent of their quality and
indispensable condition of safety ensurance of hazardous production facilities of oil refining. Assessment
of reliability and maintainability of automated control systems are provided for by national and international
standards and other regulations. The purpose of this assessment is to obtain quantitative information about
the properties of systems required to develop and implement well-grounded, effective design and opera-
tional decisions to ensure the dependability and safety of industrial facilities.

Construction of a common database of life cycle stages of automated control systems, including design
and operational data, e.g. of ICS, as regards hardware and software failures, allows us to define real de-
pendability indices of equipment in operation in view of design solutions and installation peculiarities.

Keywords: oil refining, production process, automated control system, reliability, causes and consequenc-
es of failures, analysis.

Reliability parameters in operation of safety instrumented systems (SIS) for refineries should be com-
puted using actual statistics.

Typical failures during the operation of SIS technical facilities include failures of electronics, commu-
nication line breaks, metrological failure, jamming of rods of cutoff pipeline accessories, loss of electrical
and pneumatic power supply.

Table 1 shows typical kinds of failure causes of SIS components leading to their failures during operation.

The structural model of ensuring the reliability of ICS is shown in Fig. 1.

Expressions for calculating the probabilities of failure and failure-free operation for the components pre-
sented in Table 1, obtained on the basis of logical functions of availability (reliability), are as follows:

1. For measuring sensor:

Ouonsr = T4+ 45+ 9 — 09 — 9195 — 495 — 9295 — 9294 — B394 + 99:95 + 419294 + 4939, +
+ 9,939, — 919:9:445



ASSESSMENT OF RELIABILITY, CAUSES AND CONSEQUENCES OF FAILURES OF REFINERY AUTOMATED SYSTEMS BASED
ON APPLICATION OF ACOMMON DESIGNING AND OPERATIONAL DATA BASE OF INDUSTRIAL CONTROL SYSTEMS

Psor =17 O =1=41 =4 =43 =44 + 419, + 4,95 + 4194 + 4295 + 429, + 494 — 49295 — 99294 —
~ 99394 — 929394 t 41929394

where ¢,, ¢q,, q,, q, are probabilities of failures of electronics, communication lines, metrology,
and failure as a result of power loss, respectively, P is the probability of failure-free operation, Q is the
probability of failure.

2. For spark protection barrier:

Oparir =41 Y4, Y4579, =919, — 4195 — 4,94 — 9295 — 9294 — 9394 T 4.9,95 Y 4,9,9, + 4,959, +
+9,9:9, —9,19,9:94>

Life cycle stages

!

Data acquisition

}

Common database

!

Real data processing

l

FMEA

l A 4 l

Preparation of requirements
and norms for maintenance
and operation

Service planning Preparation of changes
and maintenance for design specifications

Fig. 1. The structural model of ensuring the reliability of ICS

Table 1. Types of SIS components’ failure causes

Failure Loss of elec
causes | Electronics| Communica- | Metrological | Rod jam- .
. c . . . tric and pneu-
System failure | tion line break failure ming .
matic power
component

Measuring sensor + + + +
Barrier + + + +
Valve + + + + +
Input/output unit + + + +
Controller + + + +
Power supply unit + +
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Bier =17 Opir =1 =1 =4, — 45— 44 + 4,9, + 4,95 + 419, + 4,95 + 4294 + 4394 — 49295 — 99,94 —

~ 919394 — 929394 T 49,9594

where ¢q,, ¢,, q,, g, are probabilities of failures of electronics, communication lines, metrology,

and failure as a result of power loss, respectively, P is the probability of failure-free operation, Q is the
probability of failure.

3. For cutoff valve with electro-pneumatic positioner:

Qe =V VAV VG =4+, 45+ 4, + 45— 409, — 495 — 4194 — 495 — 9295 — 9294 — 4295 —
—939: = 9395 — 9495 T 49295 T 99294 T 019295 + 419394 + 419395 T 919495 T 929394 + 429595 T 929495 +
+ 939495 — 999394 — 4929595 — 91929495 t 9192939495»

where q,, q,, ¢;, q,, g5 are probabilities of failures of electronics, communication lines, metrology,

and failure as a result of power loss and rod jamming, respectively, P is the probability of failure-free
operation, Q is the probability of failure.

4. For 1/O unit;

Qo= +9,+t0G+9,— 449, — 495 — 41494 — 9295 — 9294 — 994 + 4993 + 49,94 + 49394 +
+ 9,994 — 99,9595

Po=1-0,0=1-q,-9, =4 =4, + 9,9, + 4,95 + 4,94 + 9,95 + 4,94 + 4394 — 4,9:95 — 9,9:94 —
419394 — 49,9594 T 9,9,9:94»

where ¢q,, q,, ¢,, g, are probabilities of failures of electronics, communication lines, metrology,

and failure as a result of power loss, respectively, P is the probability of failure-free operation, Q is the
probability of failure.

5. For controller:

anntroller =q, +q2 +Q3 +q4 419, =993 9194 — 49295 = 49294 — 4394 +Q1q2q3 +C]1(]2(]4 +C]1Q3Q4 +
49,959, — 99,9594

P rotier =1=Qoomrotier =1=41 =42 =45 =94+ 9,19, ¥ 9,95 ¥ 4,9, 4,95 + 4,9, 4394 —4,9,95 —

919294 — 919594 — 929394 Y 9,929594,

where ¢q,, q,, q;, q, g, are probabilities of failures of electronics, communication lines, metrology,

and failure as a result of power loss, respectively, P is the probability of failure-free operation, Q is the
probability of failure.
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6. For power supply unit:

Qpawer = ql + QZ - quZ;
Ppower zl_onwer = 1 _QI _% +q1Q2’

where ¢, , g, are probabilities of failures of electronics, and failure as a result of power loss, respec-
tively, P is the probability of failure-free operation, Q is the probability of failure.

For reliability assessment by using statistical data, the relative failure rate per month is determined by
the following formula [1]:

q;, =

9

i
N

where n, is the number of failed components due to the i-th type of failures, N is the total number of
operating components of the installation.

The probability of components’ failure per year can be estimated based on the following formula for
a failure rate:

where N, is the number of components operating at the time point #,, NV, is the number of components
operating at the time point 7,, Ar=#, —t,, N, is the average number of operating components, i is the
index corresponding to the component type.

The calculated failure rate allows together with the recovery rate planning maintenance of SIS auto-
mated systems [2].

The probability of failure of all the components of technical equipment can be determined by the for-
mula of a total probability:

Q(A)=Z,Q(HK)'Q(A|HK),

where H,,H,,..., H . are the complete set of hypotheses, Q(H) is the probability of technical equipment
component failure (hypotheses). Therefore, if the system includes a measuring sensor, spark protection
barrier, valve, I/O unit, controller, power supply unit, then the total probability formula, provided that all
components may fail with an equal probability, will have the following form:

1 1 1

1
g ’ Qvalve + g ’ QI /0 + g ’ Qcontroller + g ’ Qp()wer sup ply 5

In this case, the probability of failure-free operation is equal to P =1-Q.

1 1
Q = g ' Q transducer T g ’ Qharrier +
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Table 2, as an example of the application of ICS common database, shows a fragment of calculation
of the reliability of SIS 37-10 installation system of oil refining per 12 months in 2010, using data from
equipment failures of the system.

Table 2. Calculation of SIS reliability indices
‘S S =<3 S = S
sl a (B2 |E2E e 222 |E288 °
D S = :g :go b= :’E;CIJ 2 ~°7 @
L | =~2 S| oFv oE Y E = S E = |8&8«<| &
Name ES | FTS|CTEEITELE o TE= |TE LS °| fw
. SE(2E2E|lvoc S|l gl E v2 g | vE2T 2| eF
of equipment ss|lEQ elzasSE|laS8Se S 2 288 |z'esel s
—_ = B R E|lELe=w|EL =23 = s 2 = S a2 =2 =
= = = < © < © = < < O = SR e =2 | =
ac‘Z& < = T)""E‘ = < =5 T)’-%’-‘“
= ° S |xS& gSE g a8 =
Pressure measurin
&l 14 0 0 1 0
Sensors
Flow measurin
&1 2 0 0 1 0
SEensors 0 1 0
Shutdown valves 2 0 0 1 0
and cutoff devices

The data in Table 2 show that SIS failures during a month are unavailable, which can be explained by
sufficiency of maintenance.

To develop recommendations and standards for maintenance of automation systems, it is possible to
apply the methodology of FMEA (failure mode and effect analysis). Table-based FMEA is applied for
assessment of ratings of failure frequencies and their detection, as well as for development of regulations
for maintenance of automation systems that enhance their dependability.

As an example, Table 3 and Table 4 show the results of FMEA application for construction of ratings
of failure frequency and the probability of failure detection for SIS of a furnace for heating of extractive
solution of the 37-10 installation for selective oil cleaning.

Table 3. Rating of failure frequency

Rat- | Frequency of oc- |Interval between oo .
ing currence failures, hour Criterion
10 Almost always Under 2
9 Very high 2-10
8 High 11-100 Downtime is over 8 h.
7 Sufficiently high 101 — 400 Downtime is over 4 h.
6 | Average probability 401 - 1000 Downtime is 1 —4 h.
5 Low probability 1001 — 2000 Downtime is 0,5 — 1 h.
4 Rare 2001 — 3000 Downtime is under 30 min. Without product loss
3 Very rare 2001 - 3000 The process needs to be adjusted
2 Single instances 3001 — 6000 The process is under control, but needs some adjustment
1 | Almost never occur | 6001 — 10000 The process is under control
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ON APPLICATION OF ACOMMON DESIGNING AND OPERATIONAL DATA BASE OF INDUSTRIAL CONTROL SYSTEMS

Table 4. Rating of the probability of failure detection

. The probability -
Rating of detecting Criterion
10 Virtually undetectable Preventive malntenapce (PM) does .not allow detecting
potential causes of failures
9 Detected very rarely Negligible chances that PM w111. allow detecting potential
causes of failures
Extremely small chances of failure cause detection when
8 Detected rarely .
carrying out PM
. Very small chances of failure cause detection
7 Very small probability when carrying out PM
6 Small probability Small chances of failure detection when carrying out PM
5 Moderate probability Moderate chances of failure detection when carrying out PM
4 Average probability Average chances of failure detection when carrying out PM
3 High probability High chances of failure detection when carrying out PM
2 Very high probability Very high chances of failure detection when carrying out PM
| Failure is practically PM allows practically always detecting potential
always detected causes of failure

Thus, the paper shows the expedience of building up a common database of design and operational
data as regards failures of control systems’ equipment and its application for the analysis of failure cause

and consequences and the development of measures to prevent them.
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CTpyKTypHas HafeXXHOCTb. Teopus n NpakTuka

Meansenes A. M.

MEYATHbIE NJIATbl. PUSUYECKAH HAOAEXXHOCTDb
ME)XXCOEAUHEHUN

YcroriumBocTh MeTanm3aumy OTBEPCTUN K TEPMOMEXAHNYECKUM HAMPSKEHUSIM 00ecrneqYnBaeTcs npoYyHo-
CTbIO U MJ1aCTUYHOCTBIO rajlbBaHU4YECKM OcaxaaemMov Mmeau.

Pasznun4yns B KO3 uLmeHTax TersioBOro pPacLuupeHuss Meau v Au3J1eKTPUKa OCHOBaHWU rnedYaTtHbIX
rnaar co3[arT MOLHbIe TePMOMEXaHu4yeckme @GakTopbl paspbiBa MeTannau3auumy OTBepPCTUl, pas-
PyLUEHNSI BHYTPEHHUX MEXCOEANHEHWI B MHOIOCJ/IOMHbIX CTPYKTypax nedyarHbix raar. CtaHgapTHbIe
HOPMbI TPebOBaHWI K TOALUMHE MeTasin3auun OTBEPCTUM, ee MNPOYHOCTU U MAaCTUYHOCTU Meau,
YyCTaHOBU/IUCh B MpoLecce rnpon3BoACTBa OPANHAPHbBIX NMeYaTHbIX raart nPuMeHUTE/IbHO K UCMOJ/1b30-
BaHWIO TPAAULMOHHbBIX TEXHOJIOIMM Nnaviku 0JI0BSIHHO-CBUHLIOBbIMU NPUnosiMy. Bo3Bpar Kk paccMoTpe-
HUIO NpPobaeMbl M1acTUYHOCTU Meau 0ByC/I0BJ/IEH B MEPBYIO OYepenb nepexonomM Ha 6eCcCBUHLIOBbIE
npunoun, KOTopble OTINYAKTCS BbICOKOM TEMNepaTypori namku, UHULMWPOBAHHbIM 0OLLeeBpOonerickom
anpektuBoni RoHS [1]. bBonee Bbicokne Temneparypbl co3aalnT 60iblune gepopmauny MeTaainida-
unn OTBEPCTUM, 4YTO 3aCTaB/SeT NepecMoTpeTb TpeboBaHus K niacTudyHoOCTU mean. Bmecte ¢ Tewm,
MOBCEMECTHO HaboAaeTcss TEHAEHUNS K YMEHbLUEHWIO AnaMeTpa MeTaslsIn3npPOBaHHbIX OTBEPCTUM,
a 3HauYnT U YMEHbLUEHUIO rJioLLaan rnonepeyHoro ce4eHuss metaaimnlaumn. MeHbLine ce4eHuss UMerT
MeHbLIee CornpoTuBeHne paspbiBy. [T03TOMYy Hapsiay ¢ XOPOLUEH Mni1acTuYHOCTbIO, MeTalin3aLus oT-
BEepCTui neyaTrHblx raat AoJIXKHa obecrnedymnBaTtb n Oosiee BbICOKYIO MPOYHOCTb HaA pal3pbiB. B cBs3u ¢
aTum bbina nccnegoBaHa aepopmaumns MeTannn3aunm OTBEPCTUI Npy Harpese 40 TeMmreparyp nani-
kn. Lenb nccnenoBaHuii — nepecmMoTp HOPM Ha MJ1acTu4YHOCTb MeAu B OTBEPCTUSIX MedaTHbIX rar.
[loka3aHo, 4TO MIaCTUYHOCTb MEAHbIX OCaXAEHWV B OTBEPCTUSIX COBPEMEHHbIX MNeyaTHbIX rniar He
A0JIkKHa 6biTb MeHee 6% [2]. CoBpeMeHHbIe 371EKTPOINTLI MEAHEHMNS MO3BOJISIIOT MOJYYUTh M1aCThy-
HocTb mean 12-18% [3].

KnrouyeBble cnoBa: rieyatHble r1atbl, MEXCOEAUHEHUS, MIaCTUYHOCTb Meau.

CyuwecTtBO Npob6siemMbl

DJeMEHTbI MEXKCOEMHEHNN TOJIBEPTal0TCs BO3IEHCTBUIO TEPMUUECKUX HArpy30K B IPOLIECCE U3TO0-
TOBJICHUS, MOHTa)Ka ¥ LUKIIMYECKUX U3MEHEHUHN TEMIIEpaTyp B MPOLIECCE DKCIUTyaTalluy aIllapaTyphl.
Paznuuus B TemneparypHbix ko3ddunmenrax aunerinoro pacmupenus (TKJIP) npoBoasmumx cTpykryp
U IUDJIEKTPUKA BBI3BIBAIOT B JJIEMEHTAX JIEKTPUYECKUX COCAUHEHUN TEPMOMEXAHNYECKUE HAIPSKEHUS
Pa3JIMYHOM MHTEHCUBHOCTH. B IPOIOJIBHBIX UCIIPABICHUSAX, DMUPOBAHHBIX CTEKIOTKAHbIO, Pa3JIMYUs
B TKJIP HacTONbKO HE3HAYUTEIBHBI, YTO OHU HE CKA3bIBAKOTCS HA IIPOYHOCTH COCIMHEHUN MTPOIOIBHOM

CTPYKTYPBL.
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MEYATHbIE MJIATbl. PUBUYECKASI HAOEXXHOCTb MEXXCOEAOUHEHUIA

B TpancBepcanbHOM HanpaBlIeHUH, IEPIEHANKYISIPHOM IIJIOCKOCTH ApPMUPOBAHMS, pa3JIMYUs B IMHEH-
HOM pacIIMPEHUH HACTONIBKO 3HAUNTENbHBI (1710 -6 g menm 1 (100...400)-10 6 s JIARJIEKTPUYECKOTO
OCHOBaHUS), YTO BO3HHKAIOLIUE MPU TEMIIEPATyPHBIX HArpy3Kax TEPMOMEXaHUYECKHUE HAMpsKEeHUs
CIIOCOOHBI Pa3pyIIUTh MEKCIOMHBIE COSIUHEHHUS.

N3BecTHO, 4YTO yCTONYMBOCTh METAJUIM3UPOBAHHBIX OTBEPCTUM K TEPMOMEXAHUUYECKUM Harpy3kam
obecrieynBaeTCs TOJNMIMHON U MIACTHYHOCTHIO MeTalu3anuu. CrangapTHeie HOPMBI TpeOOBaHUM
K METaJUTU3alUM 110 ’TUM KPUTEPHUSIM KauecTBa yCTAHOBHIIMCH B MIPOLIECCE MHOTOJIETHEN PAKTUKHU
M3TOTOBJIEHUS U AKCILTyaTalluy AJIEKTPOHHOM anmapaTypbl ¢ I€YaTHBIM MOHTAKOM C OTHOILIEHUEM
TOJIIMHBI TJIAThl K AMaMeTpy oTBepcTus ot /:1 go 3:1. Ilpu pazmepe CKBO3HBIX OTBEPCTUI MEHEE
0,3 MM 3TO OTHOLLIEHUE MOXKET JOCTUTraTh cOOTHOMEHUH /0:1...20: 1. B TaKUX KOHCTPYKLUSIX MHOTO-
cioiinbIx nedarHbix miat (MIIIT) oTHoLIeHKE )KeCTKOCTeH CeueHni MeTalIu3aluu OTBEPCTHH U OKPY-
JKAIOLIEro UX Marepuasga OCHOBAaHMS ILIAThl CKJIA/IbIBAETCS HE B MOJIb3y METAJUIM3ALUH: B YCIOBUAX
TeMIEPaTypPHbIX BO3ICHCTBU 3HAYUTEILHO YBEIHUYUBAETCs e opMalns MeTauIn3alui OTBEPCTUIM
(puc. 1). 310 ABNEHUE YCYTYONISIeTCS YMEHBIICHUEM TUIACTUYHOCTH METHOW METAIITU3AIUU C POCTOM
TeMIIepaTypbl MANKH.

€ Eo(T)

4%

2%

-
Tke = 345°
Puc. 1. YxecroueHue TpeOOBaHUHN K TNIACTHYHOCTH METAJLTH3AIMA
10 MEPE YMEHBIIICHUSI TUAMETPa CKBO3HOTO OTBEPCTHS

CrarrcTHKa NOKa3bIBAET, YTO 0COOCHHO OOJIBIION ITOTOK OTKA30B MEKCIIOWHBIX COSTMHEHHI HaOIoaeT-
4 B anmnaparype, CMCTEMaTUUYECKH MOABEPTaOILIECs BO3ACHCTBUIO LIUKINYECKUX U3MEHEHUI TEMITEPATyp
(TepmoninkiioB). 1o 1aHHBIM JUIMTEIBHON SKCIUTYaTallud OJHOTO U3 aBUALIMOHHBIX KOMIUIEKCOB OTKa3bl
MEYaTHOTO MOHTAXKa PACTIPEACIISIOTCS CIASAYIONIMM 00pa3oM: METaNIM3UPOBaHHBIE OTBEpCTHS — 24 %,
BHYTpPEHHUE coeuHEHUs — 72 Y%, nedaTHble MPOBOJHUKH BHYTpeHHUX cioeB — 0,1%, nzomsuust — 2 %,
naku — 2,5 %, o0psiBbl poBo0B — 0,3 %, ocranbHoe — 0,6 %. ConocTaBieHUs] KOJIMYECTBA OTKA30B
MIIII B cranyoHapHO# anmaparype, SKCIUTyaTUPYIOIIEHCs B YCIOBUAX OTHOCUTEIBHOIO IOCTOSHCTBA
TEeMIIeparyp, U CaMOJIETHOM, TTOKA3bIBAIOT PA3HUILY TIOYTH B TPU MOPAIKA, YTO YOSKAAET HAC B TOM, UTO,
€CJIM YPOBEHb NEPEMEHHBIX TEPMOMEXAHUUECKUX HAIPSDKEHUN IPEBOCXOIUT OINPENEICHHBIN Ipeaer,
UJET MPOLECcC NOCTENIEHHOTO HAKOIIEHUS TIOBPEXKICHUMN, KOTOPBIN 3aBEpIIAaeTCsl yCTATIOCTHBIMU pas3-
PYLICHUSMU COCIUHEHUM.
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MEYATHbIE NJATbI. ®PUSUYECKAS HAOEXXHOCTb MEXXCOEAUHEHUNA

Mopaenb TepMOMexXaHU4YeCKUX Harpy>XeHun

TepMoMexaHUYeCKHE HATPSHKSHUS TIPU HArpeBe MPUBOMAT K PACTSHKCHUIO METAJUTM3AIUHN BIOJb OCH
oTBepCTHs (OCEBBIC HAMPSHKEHUS ) U M3TU0Y KOHTAKTHBIX IIONIAI0K, HAUOOJIbIIIas KOHIIEHTPAIHSI KOTO-
pPOTO COCPEIOTAuNBACTCS HA CTHIKE ¢ METAJLUTMYECKUM IIWJIMHAPOM OTBEPCTHUS (HANpsDKCHHUE U3rH0a).
TunudHoe nckakeHue GopMbI OTBEPCTHS TIPU HATPEBE CXeMAaTHYHO MTOKa3aHo Ha puc. 2 1 Ha poTorpadun
MUKponumda — puc. 3.

5

T

& §

\
o S | /% ﬂ
g } T é 2
/ 2 M/ B
% — % 4
a) 5)

Puc. 3. Mukponuiud MeTauTM3HPOBAHHOTO OTBEPCTHS MOCIIC TEPMOyaapa

B o0mem cirydae oTHOCHTENbHAS AeOpMalyst ¢, METAIUTM3ALMH TIPU TEMIIEPATYPHBIX BO3ICHCTBUSX
MOXET OBITh NPEICTABIEHA KaK CyMMa YIIPYTOM &, M TEMIIEPATYPHOH &, neopmannii. Yupyras aedop-
Manus &y, = oF (E — monyns ynpyroctu). Temneparypras nepopmanns &, = o(1-T,). Orcrona Trepmome-
xann4eckue nanpsokenust o = E[(o, — a(7-T,)]. TepMOMEXaHUIECKHUE YCUIIHA B KAXKIOM M3 SJIEMEHTOB
METaJNIN3UPOBAHHOTO OTBEPCTHUS:

F=E[(0,— o(T-T,)] h dZ.
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MEYATHbIE MJATbl. ®DUSUYECKASA HAOEXXHOCTb MEXXCOEAUHEHUNA

Jl51 otipeniesieHust TEpMOMEXaHHMUECKUX XapaKTePUCTHK JiehopMalliy MEeTaJUTU3aI|H 3allUuIIeM ypaB-
HEHUE PaBHOBECHS U3 YCIIOBUS, YTO CyMMa BCEX TEPMOMEXAHUUYECKUX YCUIIUH, BOZHUKAIOIIUX B KOMIIO-
HEHTaX CUCTEMbI «METAJIU3AIUs — CTEHKH OTBEPCTHSI», TOJKHA ObITh paBHA HYIMIO (pHC. 4):

fEM[(sz —o.,, (T =T,)lhdZ +ng[(82 ~0, (T ~Ty)]hdZ =0

hq

[Tocne uHTerpupoBaHus U Mpeodpa3oBaHUs MOKHO MOKa3aTh, YTO AepopMalusi MeIu B TpaHCBep-
CaJIbHOM HamlpaBJI€HUU Z paBHA:

£Z=(ocﬂ—ocM) (r-1,)U +JM/JJ)'], (D)
TIe Ol M Oy, TKIIP, J,, u J /7~ YCIIOBHBIE JKECTKOCTH MEJIN M JIMIJICKTPHKA.
Ecnu ¢, npeBpIIaeT npeen miacTHYHOCTH MEIHOTO 0Ca/IKa B OTBEPCTHH (WU O, > O ), IPOUCXOIUT

KOJIBIIEBOM pa3phIB METaJUTU3aIIUH.

T
=

GM('\TH

[agATH
by

£

——

L

Al [alo |a|Mc Me M-
AT F

F F
Puc. 4. Mozaenb 0CeBbIX TEPMOMEXAHUYECKUX HAMPSKEHUI

Ecnu cuiiel cuerieHuss MeTauIM3alii CO CTAaHKaMH OTBEPCTHS Majibl, HANpsDKEHUS! CIBUra MOTYT
peanu30BaThCs B pa3pblBE BHYTPEHHEro coeauHeHus. HanpsbkeHue ciBura, o4eBUAHO, JODKHO yBe-
JIMYUBATHCS 110 MEpE YBEJIMYEHUS! PACCTOSHUS CThIKa OT HeTpaybHOW ocu 0--0 (puc. 5). PacctosHue
C/ABMTa, ecyid Obl OH MIPOU3OILIEIT, MOXKHO ONPEAETUTh, UCXOAS U3 00LIHMX MpeacTaBaeHuid. Ho ecnu cuibl
CLEIUICHUs yACPKUBAIOT METAJUIM3ALUI0 Ha CTBIKAX OTBEPCTHUSA, TO Pa3BUBAIOLICECS MPU MOBBILICHUN
TEMIIEPATy bl HAIPSKEHHUE CJIBUIA PABHO 0, = G0, — o 1)AT. 3Ha4enne pa3pymarOIero HaPsKEHHs
CIBUIa OIPENEISIIOT UCXOAS U3 SKCIIEPUMEHTAJIBHBIX 3HAUEHUI yCUIIUS BbIPbIBA METAJUIM3ALMH U3 OT-

Bepcrus. Ha puc. 6 mokazana otorpadus paspyuieHus BHyTPEHHETO COSTUHEHUS B pe3yNbTare CABUTa
METaJUIN3aLUNA OTHOCUTEIIBHO CTEHOK OTBEPCTHSL.

_ P27 7777
== oo | HZ
A , H“‘(IMAT},,:‘E 0
" —kd A —.—.L.
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=
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Puc. 5. CnBur MeTaimm3anny ¢ TOPIOB KOHTAKTHBIX IUIONIAIOK BHYTPEHHHX CIIOEB
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MEYATHbIE MJIATbl. DUBUYECKASI HALEXXHOCTb MEXXCOEOUHEHUIA

Puc. 6. ®ororpadus Mukponumda pa3pylieHHOTO BHyTPEHHETO COSTMHEHHS

Ha puc. 7 mokazana quarpamMma TeMIepaTypHoi AeopManuy CBOOOIHO pACIIUPSIONIMXCS [IHITUHIPOB
MeJ1, TTOJIMMEPHBIX KOMITO3UITMOHHBIX TUJICKTPUKOB U PE3YIBTUPYIOIIEH TEMIIEpaTypHO e opmMannu
WX COBOKYITHOCTH, a Ha pucC. § — quarpamma aedopmarus — Hanpsbkenue. Kpuas TemmeparypHoro pac-
HIUPEHUS TUAIEKTPUYECKOTO OCHOBAHMSI UMEET MEepPeioM Ha TeMIIeparype cTekjaoBanust 7g. 30Ha yrpyrou
ne(opMaluy MU OrpaHMYEHa 3HAYECHUEM &y, .

6%

6%
4

4
2

2

. N
7 4 MB&U 7
R A A 5_ d

A\
0 ] * | i 1 r .
20 57 100 7} 150 200 250 Joq ¢

Puc. 7. Inarpamma temmeparypHoi nedhopManny MeTauIu3alii OTBEPCTHS,
noJy4eHHas rpad0aHaIuTHICCKIM METOIOM
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MEYATHbIE MJIATbl. PUBUYECKASI HAOEXXHOCTb MEXXCOEAOUHEHUIA
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Puc. 8. lmarpamma nedopmarus-HanpsHKeHNIE

Ha yuactke (-1 Momaynb ciBUra Meau COOTBETCTBYET YYacTKy YIPYTrOCTH, T.e. ©UMeeT 3HaueHue G, ,
MOJYJTb CIIBUTA AUAJICKTPUKA paBeH G bt Pacnipenenenue nedopmariuii AMAIEKTPUKA U METU TTOTIUHSAETCS
COOTHOIIEHHUIO: Ol ﬂ/oc v=Gy SM/ G b S p TE S, 7~ TLIOLIA K MONIEPEYHOTO CeYCHHS HarPyKEHHs MeJl-
HOTO IIWJIMHJIPA U TUDJICKTPUKA BOKPYT HETO, BOCIIPHHUMABIIETO Harpy3Kky. Korna B Touke / nedopmarus
ME/IM TIEPEXOIUT Ha YIaCTOK TEKyUeCTH (y4acTokK /-2), €€ MOy Ib YMEHBIIIACTCS, TOATOMY METaJUTA3AIIHS
OoTBepCTHs Ae(hOPMHUPYETCS ITOUTH BCIIE 32 CBOOOIHBIM paclIupeHreM qudiekTpuka. [Ipu remmeparype
CTEKJIOBaHUs 7¢ TUAIEKTPUIECKOE OCHOBAHUE TEPSET CBOIO KECTKOCTh, 32 CUET TOTO MEAHBIN IMIIHH]IP
pasrpyxaetcs. Ero nedopmarus npruHIMaeT 3HaU€HHUE, COOTBETCTBYoMee Touke 3. [Ipu mepexone 3a
TEeMITepaTypy CTEKJIOBaHUS 1¢ MUANCKTPUK HAYMHAET MHTEHCUBHO pacupsaThes. OTHAKO HAa HAYAIbHOM
ATare 3TO He IPUBOIUT K OOJIBIIIOMY PACIIMPEHUIO ME/TH, TTOKa e 1eopMaIivs He BBIXOIUT 3a MPEACITbI

ynpyrocTH (ydactok 3-4). CooTHouieHue nedopMauii AUAIeKTpUKa U MeId Ha 3TOM y4acTKe:
ocﬂ/ocMZ G,/ S,/ G Sy (2)

Kpussie 5-6-7-8-5 u 9-10-11-12-9 1eMOHCTPUPYIOT U3MEHEHHUS JTUHEUHBIX pa3MEpPOB METAIITU3UPO-
BaHHOTO OTBEPCTHSI IPU OXJIAKACHUU U TIOBTOPHOM LIMKIIE HATPEB—OXJIKICHHUE I TeMIepaTyp naiku
260°C u 290°C coorBeTcTBeHHO. Hanmmuue rucrepesnca B TeMIEpaTypHOU nuarpamme aedopmariuit
CBUJIETENILCTBYET O HAIMYUU ONPEACTICHHON J10JIM MIaCTHYeCKO aeopMaluy Meau — IpeBECTHUIIBI
YCTAJIOCTHBIX pa3pylIeHUN NPy MUKINYECKUX TEMIIEPATYPHBIX Harpy3Kax.

MeToaouka akcnepMeHTasibHbIX UCCNle0BaHUN

M3BeCTHBI OCHOBHBIC MMPUHITUITBI UCCIAEAOBAHNN HAMPSHKEHUN B METAJUTM3AIMU CKBO3HBIX OTBEPCTUI
Ha OCHOBE HMCIIOJIb30BaHUsI MUKPOMETPHUYECCKUX JTATIYMKOB MIEPEMEIIIEHUH, PETUCTPUPYIOLTUX MPUPAILICHUE
TOJIIUHBI AUJIEKTPUYECKOTO OCHOBAHUS M METAJUITMUECKOTO IIMJIMH/PA CKBO3HOTO OTBEPCTHS 11O MEpe
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MEYATHbIE MJIATbl. DUBUYECKASI HALEXXHOCTb MEXXCOEOUHEHUIA

narpea MIIII. TloBeiieHre TOYHOCTH U3MEPEHUH B ITUPOKOM TEMITEPATYpPHOM JAHara3oHe 00ecTeun-
BaeTCsI UCTIOJIb30BAaHMEM KBAPIIEBBIX JeprKaTesiei 00pasioB U CTEPIKHEH nepeadn nepeMenieHnid. beumm
MOTIBITKY UCIIONIb30BAaHUS HAKIIQAHBIX TEH30METPUUECKUX MUKPOJATUHUKOB JJIsl U3MEPEHUS MAJIbIX YU~
HEHU (IKCTEH30METPOB) JIJ1s UCCIieIoBaHMsI 1ehopMaIii METaJUIU3alU1 CKBO3HBIX OTBEPCTUI BO BpeMsI
naiiku. ConocTaBlieHHE Pe3yIbTaTOB U3MEPEHHSI TEMIIEPATyPHbIX PAaCIIUPEHHUM 3TUMHU IBYMSI METOJJaMH,
MOJTy4YE€HHBIMU Pa3HBIMU aBTOPaMHU, IEMOHCTPUPYET UX HEOAHO3HAYHOCTh U3-3a HEOIIPeIeJICHHOCTH 0a3
OTCYETa B TIEPBOM CJIy4ae U cJiaboi 4yBCTBUTEIBHOCTH TEH30METPUHU AJIs1 MAJIOpPa3MEpPHBIX 00pa3IioB, K
KakuM oTHocsTcs otBepetusi MIIIT — Bo BTOpom cityuae.

ABTOpP BOCIOJIB30BAJICS COOCTBEHHOW METOIMKON MCCIIEIOBAHMS TEPMOMEXaHNUECKUX HATIPSHKCHHM,
10 KOTOPOH CaMO UCCIIeAyeMOe METAJUTU3UPOBAHHOE OTBEPCTHE NCIIOIB3YETCA B KaueCTBE TEH30/IaTunKa
JUTSI ©3MEPEHUS €ro TeMIepaTypHbIX fedopMaruii. J{is 3Toro oH HCXOIUIT U3 CIIEAYIOLIUX MPEANOCHIIOK.
CBs13b U3MEHEHHUSI OMUUYECKOTO CONPOTHBIICHHUS ¢ Aedopmarnueii: AR/R = ke, tae k — TEeH304yBCTBUTEIb-
HOCTB 2JIeMeHTa (B JaHHOM CJIy4ae — CaMOTO METaJUTM3upoBaHHOTO oTBepcTHs). [lockonbky R = pH/S,
muddepennmansaas popma Beipaxenust AR/R umeer Bun dR/R = dp/p + dH/H — dS/S, tne p — ynensHOe
AIIEKTPUUECKOE COMTPOTUBIICHUE METAITN3alnu, [ — TONIIMHA TUIaThl (AJTMHA METaJUTU3UPOBAHHOTO ITH-
JIMH/Ipa CKBO3HOTO OTBEPCTHS ), S — IUIOMIA b TOTIEPEUHOT0 CEYSHHS METAJIIIM3aI[Ui OTBEPCTHS B IIEpIICH-
JTUKYJISIPHOM HaIlpaBJIEHUU OTHOCUTENIBHO ero ocu. [Ipu ManoM oTHOCUTENbHOM yiiuHeHuu de= dH/H
OTHOCHTENIbHOE M3MEeHEeHne Tuiomaau ceuenus dS/S = — 2u(dH/H). Tloatomy dR/R = dp/p + & + 2ep, Tae
p — ko3 dunuent [lyaccona. Torna TeH304yBCTBUTENLHOCTD 3JIEMEHTA — METAJUTH3AIUN OTBEPCTHUSA:

k= (dR/R) &1 = (1 + 2w) + (dp/p)°". 3)

Bripaxenue (3) cOCTOHUT U3 ABYX YaCTEH: TEOMETPUICCKON YaCTH, 3aBUCAIIEH OT P U OTOOpaXKaroIIeH
W3MEHEHHE JJIEKTPUYECKOTO COMPOTHBICHUS TOJBKO 33 CYET M3MEHEHUS Pa3MEpPOB METAJUTHYECKOTO
IWIMH/IpA BCIIEACTBUE €T0 POIOIBHOM AedopMmariu, U GU3NIECKON 9acTH, CBI3aHHON ¢ N3MEHECHHEM
YIAEIBHOTO COTIPOTUBJICHUSI METAUIU3AIUY TIPU YIJuHEeHUU dp/p = B dV/V n oTpaxaromieit TuHeHHY10
3aBHCUMOCTh MEX]y H3MEHEHHEM YACTHHOTO COMPOTHUBIICHHUS U OTHOCHTEIBHBIM H3MEHEHHEM 00beMa
dV/V, B — xoadumment bpumkmena. B ciydae oqHOOCHOTO HarpyXKeHHs, BOZHUKAIOIIETO B METAJUTN-
3alli¥ OTBEPCTHS MIPU HArpeBe,

dp/p =B (1 -2 ) e. 4
O6benunss (3) u (4), moyvyaem:
k=1+2u+ B(I-2p). %)

HenocpencrBenHoe BiausiHUE TEMITEPATypbl HA K3MEHEHHE COMTPOTUBIICHUS METAJUTU3ALIUU YUUTHIBAETCS
MCXOJIS M3 U3BECTHOTO cooTHOmeHus: AR/R = (T + 234)!. lna uucroit meau B = 1, mo kpaiineii mepe,
1u1st remneparypHoro auamna3zona ot 0 1o 300°C. Orcrona 1o (5) YucIeHHOE BBIPAKEHUE TEH30UyBCTBH-
TEJIbHOCTU METAJIIIM3alMd OTBEPCTUN paBHO 2. T.e. OTHOCHUTENBHOE YIJIMHEHUE MeTan3anuu Ha 1%
MPUBOAMT K U3MEHEHUIO CONPOTHUBIICHUSI METaNTM3alnu oTBepcTHs Ha 2%. J{ns uccnenoBanuii nedop-
Manuii B npezaenax 6% c pasnnuumoctsio B 0,1% HeoOxoanMas TOUHOCTh U3MEPEHHSI CONTPOTUBIICHUIM
MIPAKTUYECKU 00eCTIeYNBAIaCh YETHIPEX30HI0BBIM METOJIOM C ITPUOOpaMHU IEPBOTO Klacca TOYHOCTH. Jist
oOecrieuyeHns KOHTAaKTUPOBAHUS YEThIPEX 30HO0B MPOBO/Ia K KOHTAKTHBIM IJIOIIAJAKaM MPUIaNBAINCh
XOJIOTHBIMM TaJUTUEBBIMU MPUTIOSAMHU, KOTOPBIE MTOCIE 00pa30BaHUs TBEPBIX PACTBOPOB BbIIECPKUBAIOT
0e3 pa3pymenus temrepatypsl 10 800°C (puc. 9).
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MEYATHbIE MJIATbl. PUBUYECKASI HAOEXXHOCTb MEXXCOEAOUHEHUIA

I U
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Puc.9. Cxema N3MCEPECHHA CONIPOTUBJICHUA METAJIJIU3AllUU OTBEPCTHUA YCTBIPEX30HAO0BBIM METOAOM

Pe3ynbTaTtbl 3KCNEepUMEHTalNbHbIX UCCNieaoBaHnn aedopmauum

Pesynbrarel uamepenuil qeopManui MeTaTM3UPOBaHHOTO oTBepeTHst Auamerpom 0,8 MM B MITIT
TonmuHON 1,6 MM, moka3aHHble Ha puc.10, 1alT Xopolee COBMAJCHUE C pe3yibraraMu rpadoaHaim-
TUYECKOTO aHaJIM3a, MPOBEIEHHOr0 Ha 0a3e HEIMHEHHOW MOJENH TepMOMEXaHMUYECKUX Jedopmanuit
CKBO3HBIX METAJJIM3UPOBAHHBIX OTBEPCTUM.
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Puc. 10. DxcriepuMeHTaIBHO MTOyYeHHbBIE AUAarpaMMBbl TEMIIEpaTypHOH JedopManum

MCTAJIU3UPOBAHHOTO OTBECPCTHUA: lu3 - AuarpaMmbl CBO6OL[H01"O pacHiupeHUs JUIJICKTPUKA U MCIOH,
2 - OKCIICpUMCEHTAJIbHAas AuarpaMmma I[e(i)OpMaHI/II/I MCTAJNIU3UPOBAHHOTO OTBEPCTU

Coueranue 60abIMX Je(opMalii METAJUTU3ALUK OTBEPCTHI TIPH TEMIIepaTypHbIX Harpy3Kax U yMEHb-
LICHUE IJIACTUYHOCTU MEIU MOXKET IIPU OIIPECIICHHBIX YCIOBUAX IIPUBOAUTD K PA3phIBy METAJUIM3ALIUU OT-
BEPCTUN WM CABUTY METAJUIU3ALMYA OTHOCUTEIIBHO CTEHOK OTBEPCTHUM, €CIIU HE IIPUHATH MEP JUIS YBEIIMYECHUS
IUTACTUYHOCTY T'aJIbBAHUYECKUX OCAKICHUN IIPU TEMIIEpaTrypax, COOTBETCTBYIOIIUX BO3MOKHOMY HarpeBy
MIIII. B ta6:n.1 npuBeneHs! OpOroBbie 3HaY€HUU TEMIIepaTyp paspyieHus Mmexcoeaunenuii B MIII1.

Ta6auna 1. IToporosasi Temneparypa Hayaja pa3pylieHuUil

OtHomenne Toamunbl MIITT 2.1 3:1 5:1 10:1 20:1
K pa3mepy orBepctus, H/d
[TnacTnyHOCTH MeTaUIM3AIUH, %o IToporosast remneparypa, °C
4 290 250 220 210 190
6 320 290 260 240 220
8 380 350 320 280 260

[Tpu Gonpmux TemmepaTypHbIX AehOopManusIX, HETOCTATOYHON MJIACTUYHOCTH METAJTU3allud U He-
MIPOYHOM CIEIJIEHUH METAJIM3AallMU CO CTEHKaMu CKBO3HBIX oTBepcTril MIIIT BO3MOkHO pazpylieHne
BHYTPEHHHX COETMHEHUHN. [1J1s BBIABIICHUS TAKOTO IePeKTa JOCTATOUHO MOCTE TEpMOyIapa (OTUIaBICHNs )
CIIPOBOIMPOBATH OKHUCIIEHHE (BJ1ara + TEII0) COMPUKACAIOIINXCS MOBEPXHOCTEN (PU3NUECKOr0 KOHTAaKTa
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MEYATHbIE MJIATbl. DUBUYECKASI HALEXXHOCTb MEXXCOEOUHEHUIA

MeTaJTU3allii OTBEPCTUI C TOPIIAMHU BHYTPEHHUX KOHTAKTHBIX IJIOLIA/I0K U [0 pe3yJabTaTaM U3MEpeHUn
CONPOTHUBIJICHUS BHYTPEHHUX COCAUHEHHUI TMAarHOCTUPOBATh HajieskHOCTH MIIIL.

YcranocTHble MaTOUKIIOBBIE Pa3pyILIEHUS BOZMOXKHBI TOJIBKO IPH NEpexo/ie B 001aCTh MIACTHYECKUX
nedopmartuii. M uem rimyOrke TemreparypHble ne(opMaliy yXoasT B 00JacTh IIIACTHUECKHUX AehopMaIiuii,
TEM paHbllIe HAYMHAIOTCS OTKa3bl COEAMHEHUH B IIpolecce dKcIutyaTauu. [IpeiokeHHbIMU cpeicTBaMU
KOHTpOJIs cocTosinus coeauHenuid B MIII nHagano minactudeckux aedopManuii 00HAPYKUBAETCS KaK
MOSIBIIEHUE TUCTEPE3HCa B TUarpaMMme memnepamypa — conpomusieHue 31eMenta uenu. [IposeneHusie
UCCJIEIOBAHUS MTO3BOJIAIOT KOJTUYECTBEHHO OLIEHUTH BIMSHUE TOJNIIMHBI METaJUIM3allMi CKBO3HBIX OT-
BEpPCTUI HA TEMIIEPATypPy, COOTBETCTBYIONTYIO Hadally miacTuueckux nedopmaruii (Tabdm.2).

Tadnuna 2. Hayana niacruyeckoil nedpopmanuu npu Harpese

OtHomenne Tonmunsl MIIII k nnamerpy
Tormuna CKBO3HOI0 MeTAJLJIM3UPOBAHHOTO oTBepcTus (H/d)
MeTaJLJIN3alun
B orBepcTun MIIIL, MM 2:1 3:1 5:1
Temneparypa HayaJsa miacTudeckoi xepopmanuu, °C
10 75 60 50
15 85 73 55
20 95 80 60
25 100 85 65
30 110 90 70

JlokanbHbIe Ae(heKThI, 0COOCHHO B BHIE KOJIBIIEBBIX YTOHEHHIA, 3HAYUTEITLHO YMEHBIIAIOT YCTOWYNBOCTh
METAJUTH3AIMN OTBEPCTHH K UKIMYECKOMY BO3/ICHCTBHIO TEMIIEpaTyp.

JlaHHBIE KCCIIeIOBAHMI IEMOHCTPHPYIOT OSCIIONIE3HOCTH MPOBEICHHUS TEPMOITKITMPOBAHNS IS pa30PaKOBKU
MOHTaYKHBIX M3/ICITHH ITyTEM BBISIBIICHHS OCIIa0JICHHBIX 2IEMEHTOB COSIMHEHHI: IIMKITMYECKIE HAarpy3KH pas3py-
I1atoT Ae(DEKTHBIE AIEMEHTBI ¥ CO3/IA0T YCTAJIOCTHBIC OCTIA0IeHNsI COSTMHEHUH, ONTM3KHE K TPAHUIIE PA3TAIHs
KaueCTBEHHBIX U Je(DEKTHBIX AIEMEHTOB. DTO OOYCIIOBJICHO €IIIE ¥ TEM, YTO TPaHMIIA Ka4eCTBA MEXKTY Te(DEKT-
HBIMH 1 KA9€CTBEHHBIMH YIEMEHTaMH Pa3MbITa. Me Ty HIMH BCEr/ia CYIIECTBYIOT IIPOMEKY TOUHBIC COCTOSTHUS,
KOTOpBIE XapaKTePU3YFOT BO3MOXKHOCTh OTKAa30B COSIMHEHHH, BEI3BAHHBIX YCTATOCTHBIMH SIBIICHUSIMIL.

3akn4yeHue

HanexxHocTs MexcoeAMHEHNH B COBPEMEHHOM AIEKTPOHHOM anmnapaType TEXHOJIOTHYEeCKH o0ecedn-
BAETCs 32 CUET BBICOKOTO YPOBHS IJIACTUYHOCTH METAJIM3AIMH IIEYATHBIX IUIAT, yCTOMYUBON K MAJIOLU-
KJIOBBIM YCTQJIOCTHBIM Pa3pyLIEHUsIM, CIPOBOLIMPOBAHHBIM I'PYIIIOBBIM HArPEBOM [P MHOTOKACKaTHON
MaliKe ¥ HaJIaJJOYHOM PEMOHTE II€YaTHBIX y3JI0B.
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Structural reliability. The theory and practice

Medvedev A. M.

PRINTED CIRCUIT BOARDS.
RELIABILITY OF INTERCONNECTIONS

Stability of metallization of holes to thermomechanical pressure is provided with durability and plasticity of
electrodeposited copper.

Distinctions in factors of thermal expansion of copper and dielectric of bases of printed circuit boards
create powerful thermomechanical factors of rupture of metallization of apertures, destructions of inter-
nal interconnections in multilayered structures of printed-circuit boards. Standard norms of requirements
for the depth of metallization of apertures, its durability and plasticity of copper were established in the
course of manufacture of ordinary printed-circuit boards with reference to use of traditional technologies
of soldering by tin-lead solders. Return to consideration of the copper plasticity problem has been caused
first of all by transition to lead-free solders initiated by the all-European Directive RoHS [1], featuring a
high temperature of soldering. Higher temperatures create large deformations of metallization of holes,
which forces us to reconsider the requirements for plasticity of copper. At the same time, there is a gen-
eral tendency to reduction of the diameter of metalized holes, and consequently to reduction of the area
of metallization cross-section. Smaller sections have smaller resistance to rupture. Therefore, along with
good plasticity, metallization of holes of printed-circuit boards should provide higher resilience to rupture
as well. In this reference, deformation of metallization of holes when heating to soldering temperatures
has been studied. The purpose of researches is to revise norms as regards plasticity of copper in holes
of printed-circuit boards. It has been shown that the plasticity of copper deposition in holes of modern
printed-circuit boards should not be less than 6% [2]. Current copper plating electrolytes allow us to reach
plasticity of copper of 12-18% [3].

Keywords: printed circuit boards, interconnection, plasticity of copper.

The gist of the problem

The elements of interconnections are exposed to thermal loads in the process of manufacturing, assem-
bling and cyclic changes in temperature during operation of the equipment. Differences in temperature
coefficients of linear expansion (TCLR) of conductive structures and dielectric create thermo-mechanical
tensions of various intensity in electrical connections. In longitudinal directions reinforced by fiberglass
patches, differences in TCLR are so small that they do not affect the strength of connections of the lon-
gitudinal structure.

In the transversal direction perpendicular to the plane of the reinforcement, the differences are so
significant in linear expansion (17-10 for copper and (100...400)-10 -6 for dielectric basis) that thermo-
mechanical tensions occurring due to temperature loads can break interlayer connections.
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PRINTED CIRCUIT BOARDS. RELIABILITY OF INTERCONNECTIONS

It is known that the resistance of metalized holes to thermo-mechanical loads is ensured by the depth
and plasticity of metallization. Standard requirements for metallization on these quality criteria have been
established during the years of practice in manufacturing and maintenance of electronic devices with
printed assemblage with a thickness of boards in relation to the diameter of a hole from 7:7 to 3:7. With
the size of through holes less than 0.3 mm this ratio can be as high as /0:7...20: 1. In such constructions
of multilayer printed circuit boards (MPCB), the ration of rigidity of apertures’ metallization and their sur-
rounding material of the bottom board is not in favor of metallization, since in conditions of thermal effects
the deformation of metallization of holes substantially increases (Fig. 1). This phenomenon is aggravated
by the decline in copper metallization of plasticity with an increasing temperature of soldering.

E T
o d/r=1:5 \80\()
5% —
1:3
4%
3%
2%
g + : A
200 300 400 T,°C

Tip = 345°
Fig. 1. The toughening of requirements for the plasticity of metallization
with the diminution of the diameter of through holes

Statistics show that an especially big stream of failures in interlayer connections is observed equip-
ment systematically exposed to cyclic changes in temperature (thermo cycles). According to the data
of the long-term operation of one of aviation systems, printed circuit failures are distributed as follows:
metalized holes are 24%, inner connections are 72%, printed conductors of internal layers are 0.1%,
isolation is 2%, soldering is 2.5%, breaks of wires are 0.3%, others are 0.6%. Comparison of the number
of failures of MPCB in stationary equipment functioning in a relative constancy of temperatures and in
airborne equipment shows the difference in nearly three orders of magnitude, that making us believe that,
if the level of variable thermo-mechanical tensions exceeds a certain limit, there is a process of gradual
accumulation of damages, which ends in fatigue destructions of connections.

Model of thermo-mechanical stressing

Thermo-mechanical stress during heating causes the stretching of metallization along the axis of a
hole (axial tensions) and the curving of contact pads, with the largest concentration of which being on
the junction with the metal cylinder of a hole (curve tension). A typical distortion of the form of a hole
in case of heating is schematically shown in Fig. 2 and in the picture of microslice in Fig. 3.

25



PRINTED CIRCUIT BOARDS. RELIABILITY OF INTERCONNECTIONS

5

T~

5] 3

\
o S | /% ﬂ
ﬂ‘m__[g % 4
% % Y 4
1 | 1 S /
ala \'? 1|
/] 9
‘A’ /A
1 Y 17
/e m—
a) %)

Fig. 2. Distortion of metalized holes when heated

Fig. 3. Microslice of metalized holes after a thermo shock

In general, the relative deformation o, of metallization under temperature loads can be represented
as the sum of the elastic ¢, and temperature ¢, deformations. Elastic deformation is ¢, = oF (E is
module of elasticity). Temperature deformation is .= a(7-T,). Hence, the thermo-mechanical stress
iso =E [(6, — a(T-T,)]. Thermo-mechanical efforts in each of the elements of a metalized hole:

F=E[(o,-o(T-T)] hdZ
To determine the characteristics of thermo-mechanical deformation of metallization, let us write an

equation of equilibrium assuming that the sum of all thermo-mechanical efforts arising in components
of metallization-hole walls system has to be zero (Fig. 4):

TEM[(gZ —o.,, (T - T,)|hdZ +jEZZ [, —0, (T ~T,)]hdZ =0,
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After integration and transformation it can be shown that the deformation of copper in transversal
direction Z is:

e,=(op—ay) (T-T,) (1+J,/J,)", (1)
where o, and o, are TCLR, J,, and J, are relative rigidity of copper and dielectric.

If ¢, exceeds the limit of elasticity of copper deposit in a hole (or o, > 0}, ), ring rapture of metalliza-
tion occurs.
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Fig. 4. Model of axial thermo-mechanical stresses

If the forces of adhesion of metallization with walls of a hole are small, shift tensions can be realized in
rupture of internal connections. Shift stress should evidently increase with an increasing distance of junc-
tion from the neutral axis 0--0 (Fig. 5). The distance of shift, if it occurs, can be determined on the basis
of general views. But if the coupling forces hold metallization on junctures of a hole, then an increasing
tension of shift in the conditions of rising temperature stress is equal to o, = G(a, — o, )AT. The value
of destructive shift stress is determined based on the experimental values of pulling of metallization from
a hole. Figure 6 shows a picture of destruction of an internal connection resulting from shift of metalliza-
tion in relation to the walls of a hole.
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Fig. 5. Shift of metallization from ends of contact pads of inner layers

Fig. 7 shows a chart of temperature deformation of freely expanding cylinders of copper, poly-
meric composite dielectrics and the resulting temperature deformation of their aggregate, and Figure
8 shows a deformation-strain diagram. The curve of temperature expansion of dialectic basis has
a fracture at the temperature of glass transition 72. The zone of elastic deformation of copper is

limited to the value &y
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Fig. 6. Picture of the microslice of destructed internal connection
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Fig. 7. Graph of temperature deformation of metallization
of aperture received by graphical and analytical method

On 0-1 section, the shift module of copper corresponds to a section of elasticity, i.e. has a value G,
the module of dielectric is equal to G be The distribution of deformations of dielectric and copper yields
to the ratio: /), = G,, S,/ G, S;, where §,, and S, are squares of cross section of loading of a cop-
per cylinder and dielectric around it suffering from the load. When at point 1 the deformation of copper
moves to a section of fluidity (1-2), its module decreases, so metallization of a hole is deformed practi-
cally following the free expansion of dielectric. Under the temperature of glass transition 7g, dielectric
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Fig. 8. Chart of deformation-strain

basis loses its rigidity, and due to that a copper cylinder is unloaded. Its deformation takes on a value
that corresponds to point 3. When moving beyond the glass transition temperature 7g, dielectric begins
to grow intensively. However, initially this does not result in a large extension of copper till its deforma-
tion does not exceed the limits of elasticity (section 3-4). Correlation of deformations of dielectric and
copper on this section looks like:

aploy, = G,S,/ Gy S,. )

Curves 5-6-7-8-5 and 9-10-11-12-9 show the changes of the linear dimensions of a metalized hole in
case of cooling and a repeated cycle of heating-cooling for soldering temperatures 260°C and 290°C,
respectively. The presence of hysteresis in the diagram of temperature deformations reveals a certain
percentage of plastic deformation of copper, which is a harbinger of fatigue destruction under cyclic
temperature stress.

Methodology of experimental researches

One knows the basic principles of researching stresses in metallization of through holes using micro-
metrical sensors of shifting that register growth of thickness of the dielectric basis and metal cylinder
of a through hole as MPCB is heating. Increase of the accuracy of measurements in a wide temperature
range is ensured by using a quartz sample holders and shift passing rods. There have been attempts to use
attachable strain gauge microsensors for measuring small elongations (extensometers) to study deforma-
tions of metallization of through holes during soldering. Comparison of measurement results of thermal
expansions using these two methods obtained by different authors demonstrates their ambiguity due to
the uncertainty of a starting base in the first case and low sensitivity of strain measuring to small samples,
where MPCB belongs to, in the second case.

The author has used his own methodology to study thermo-mechanical stresses when the hole to
be analyzed itself is used as a stain gauge sensor to measure its temperature deformations. In this
case one uses the following assumptions. The relation of ohmic resistance change with deformation:
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AR/R = ke, where k is the tensosensitivity of an element (in this case of a metalized hole itself). Since
R = pH/S, the differential form of expression 4R/R looks like dR/R = d p/p + dH/H-dS/S, where p
is the electrical resistivity of metallization, H is the thickness of a board (length of the metalized
cylinder of a hole), § is the square of cross-section of hole metallization perpendicular to its axis. For
low relative lengthening de = dH/H, the relative change of cross-section square is dS/S =-2 u(dH/H).
So dR/R = dp/p + ¢ + 2¢, where u is Poisson’s coefficient. Then the tensosensitivity of an element,
i.e. the metallization of a hole is

k= (dR/R) &' = (1 + 2w) + (dp/p)°". 3)

Expression (3) consists of two parts: the geometrical part depending on p and reflecting electrical
resistance changes only by changes in the size of a metal cylinder due to its longitudinal deformation,
and the physical part linked with the change of total resistance of metallization when extending dp/p = B
dV/V and reflecting the linear dependence between the change in total resistance and the relative change
of volume dV/V. B is Bridgman’s coefficient. In the case of one-axial loading occurring in metallization
of a hole during heating,

dp/p =B (1 -2 ) e. 4
Combining (3) and (4), we get:
k=1+2u+ B(I-2p). %)

The direct effect of temperature on a change of metallization resistance is taken into account based on
a known relation: AR/R = (+ 234) ~!. For pure copper B = 1, at least for the temperature range from 0 to
300°C. Hence, according to (5), the numeric expression of tensosensitivity of hole metallization is equal
to 2. L.e. a relative elongation of metallization by 1% leads to a change of resistance of hole metalliza-
tion by 2%. For researches of deformation within 6% with the distinction of 0.1%, the required accuracy
of measurement of resistances was almost ensured by a four-probe method with instruments of the first
class precision. To make sure that four probes are contacted, wires to contact pads were soldered using
cold gallium soldering that after the formation of solid solutions can withstand temperatures up to 800°C
without rupture (Fig. 9).

Il
— o+
<

T U

Fig. 9. Scheme of measuring the resistance of hole metallization by four-probe method
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Results of experimental studies of deformation

Results of measurement of deformation of a metalized hole with a diameter of 0.8 mm in MPCB of
1.6 mm thick, shown in Fig. 10, are in good agreement with the results of the graphical and analytical
analysis based on a nonlinear model of thermo-mechanical deformation of through metalized holes.
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Fig. 10. Experimentally obtained diagrams of temperature deformation of metalized holes: 1 and 3 are charts
of free expansion of dielectric and copper; 2 is the experimental chart of deformation of metalized holes
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The combination of large deformations of metallization of holes under thermal loads and reduced
plasticity of copper may in certain circumstances lead to rupture of hole metallization or metallization
shift in relation to the walls of holes, if one does not take measures to increase the plasticity of galvanic
deposition for temperatures corresponding to MPCB possible heating. Table 1 shows the threshold tem-
perature values for destruction of interconnections in MPCB.

Table 1. Threshold temperature of the beginning of destruction

Ratio of MPCB thickness to diameter of a hole, H/d | 2:1 3:1 5:1 10:1 20:1
Plasticity of metallization, % Threshold temperature, °C

4 290 250 220 210 190

6 320 290 260 240 220

8 380 350 320 280 260

In case of high temperature deformations, insufficient plasticity of metallization and shaky coupling
of metallization with walls of MPCB through holes, destruction of internal connections may happen. To
identify such defect, it is enough after a thermal shock (reflowing) to provoke oxidation (humidity + heat)
of touching surfaces of physical contact of hole metallization with ends of internal contact pads, and using
the results of measuring the resistance of internal connections to diagnose the reliability of MPCB.

Fatigue low-cycle destructions are only possible when moving in the area of plastic deformation.
And the deeper the temperature deformation moves in the area of plastic deformation, the earlier
failures of connections begin during operation. The offered methods for monitoring the status of
connections in MPCB identify the start of plastic deformation as the emergence of hysteresis in the
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temperature-resistance graph of a circuit element. The studies made allow us to quantify the influ-
ence of thickness of metallization of through holes on the temperature corresponding to the start of
plastic deformation (Table 2).

Table 2. Start of plastic deformation during heating
Ratio of MPCB thickness to diameter of metalized through holes (H/d)

Depth of metallization 2:1 3:1 5:1
of MPCB hole, p
Temperature of plastic deformation start, °C
10 75 60 50
15 85 73 55
20 95 80 60
25 100 85 65
30 110 90 70

Local defects, particularly in the form of ring thinning, significantly reduce the resistance of the metal-
lization of holes to cyclic temperatures.

Studies show the futility of thermal cycling for grading assembled products by identifying the weak-
ened elements of connections: cyclic loads destroy defective items and create fatigue weakening of con-
nections, close to the border of distinction between quality items and defective items. This is also due
to the fact that the boundary of quality between good and defective and elements is blurred. There are
always intermediate states between them that characterize the possibility of failure for connections due
to fatigue phenomena.

Conclusion

Reliability of interconnections in modern electronic equipment is technologically provided by a high
level of plasticity of metallization of printed circuit boards resistant to low-cycle fatigue destructions
provoked by group heating in case of multistage soldering and troubleshooting repairs of printed circuit
boards.
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CTpyKTypHas HafeXXHOCTb. Teopus n NpakTuka

AamszeH B.A., Enuctpatos C.B.

UCCNEOOBAHUE HAOEXXHOCTHU
ABTOMOBWJIbHbLIX LUUH

PaCCManl/IBaIOTCFI OCHOBHBbIe TMPpUu4YnHbI, orpeaesisdrluine Hage>XHoCTb aBTOMOOUJIbHbIX LLUWH. Ha ocHoBaHun
CcTatncTndecknx AaHHbIX oripeaesieHbl 3Ha4eHss OCHOBHbIX Msmepmreneﬁ A0JIFOBEYHOCTU LLUWVH.

KnrodyeBble cnoBa: aBTOMOOWIIbHbBIE LUWHbLI, HAAEXHOCTb LLUNH, PECYPC aBTOMOOUIIbHBIX LUVH.

ABTOMOOWMIIb MTPEJICTABIIAET COOON CIOKHYIO CUCTEMY, COCTOSIILYIO U3 MHOYKECTBA 311eMEHTOB. Kax bt
M3 JIEMEHTOB BHOCHUT CBOU BKJIaJd B HAACKHOCTH BCEU CUCTEMBI. OI[HI/IM N3 TaKUX DJICMCHTOB SIBIIAOTCA
aBTOMOOWIBLHEIE ITUHEL. W XOTs MponeCC 3aMCHbBI HCUCITPABHOI'O 3JICMCHTA HA HCHpaBHLIﬁ HC NpCacTaB-
JISIET OOJIBIIINX TPYI[HOCTCI\/JI, aBTOMO6I/IJ'II) BBIXOIUT U3 CTPOsI. CJ'IGI[OBaTeJ'II)HO, MPOUCXOANUT CHUIKCHUC I10-
KazareJsiel HaJIeKHOCTH TPAHCTIOPTHOTO cpeAcTBa. [Ipu oTAeIbHOM pacCMOTPEHNH aBTOMOOMITBHBIX IITUH
K HUM TIPUMEHUMBI BCE CBOMCTBA HAIC)KHOCTH: 0€30TKa3HOCTh, JOJITOBEYHOCTH, PEMOHTOIIPUTOTHOCTD,
COXPaHSIEMOCTh. B OOJNBIIMHCTBE CTyyaeB HA/IEKHOCTH IITUH OIICHUBAIOT IO COBOKYITHOCTH ITOKa3aTeseH.
HOKaSaTeJ'ISIMI/I, OMpCaAC/IAIOINMU HAIC)KHOCTD INWUHBI, MOT'YT OBITH U3HOC IMPOTCKTOpa (I[O MHUHHUMAJIBHO
JIOTTYCTUMOW BEJIMIMHBI POTEKTOPA), TPOOOU U MOPE3bI, YCTAIOCTHBIC 1e(DEeKThl KapKaca UiIU BCE I0-
Kazarenu cpasy. Tak, B [1] nmpencraBieHbl (GyHKITUN BEPOSTHOCTH OE30TKa3HOUW paOOThI IPY30BBIX IIIHH
IO MEPCUNCICHHBIM ITOKA3aTCIIsIM. HpI/IMepI)I pacnpeaciiCcHusd nmapTu BOCCTAHOBJIICHHBIX IHWH, CHATBIX
C DKCIUTyaTaIliu 0 MPOOETy U ONPEACIICHUE 0’KHUIaeMOro Ipodera IIuH MPeACTaBICHBI B [2].

Ha ocHOBaHUM CTaTUCTUYECKUX JAHHBIX 110 OOpPALIEHUSM B HIMHOMOHTaKHYIO MacTEPCKYIO ITPOBe-
JICH aHaJIM3 HAJIeKHOCTH aBTOMOOWIJIBHBIX IIWH. B KadecTBe mokazaTerneil HaJe)KHOCTHU TpenyiaraeTcs
HCIIOJIb30BaTh BEPOATHOCTH O€30TKa3HOM pabOThI ILIMH, BEPOSITHOCTh OTKA30B, YACTOTY OTKA30B, HHTEH-
CUBHOCTb OTKa30B, FaMMa-MPOLEHTHbIN pecypc IINH, 3aKOH paclpeaesieHusl BbIX0Ja IIUH U3 CTPOs 110
npoOery. Takue cBOMCTBa HAJEKHOCTH, KAK PEMOHTOIPUTOHOCTh M COXPAHSAEMOCTh aBTOMOOMIBHBIX
IIIWH, B IaHHOM paboTe He paccMaTpuBaiuck. [Ipu cOope napopmanuu o pecypce muH GUKCUPOBATICS
(baxT CHATHS IIMH C KCIUTyaTalliH, 1 PEMOHTHBIE OTIEPAIIMU B CTATHCTUYECKHUX JAHHBIX HE OTPAYKAJIUCH.
B cooTBeTCcTBMYM C HOPMAaTUBHOMW JOKYMEHTAIMEH 3aBO/I-H3TOTOBUTENb aBTOMOOMIIBHBIX IIIMH TapaHTHPYET
UX COXPaHSIEMOCTb B T€UEHHUE 5 JIET C AAThl U3TOTOBIICHUSI.

ITo ucxomHBIM JaHHBIM OBLTO TPOBENECHO PACHPEACIICHHE IIKH IO MPOOETY CO CIETYIOIUMH MapamMe-
TpaMHu: KOJIMYECTBO MHTEPBAJIOB pa3oueHns m = 15; amuHa uaTepBanoB At = 11334 kM. B pesynsrare
MoJIy4eHa TUCTOTpaMMa YacTOT pacipeiesICHUsl OTKa30B IIUH 10 rnpobdery (puc. 1).
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Puc. 1. 'uctorpamma 9acToT pacrpeaeseHust 0TKa30B IIUH 10 TPOOery

B cootBercTBHM ¢ [3] BEPOATHOCTHIO OE30TKA3HOW pabOTHI HAa3bIBACTCS KOJMYECTBEHHAS Mepa TOTO,
YTO IPU ONPEENIEHHBIX YCIOBUSIX SKCIUTyaTalluy B 33JJaHHOM MHTEpBajie BpEMEHU WU B Mpesesax 3a-
JTaHHOW HapaOOTKH HE MPOU30MAET HU OJHOTO OTKa3a, U onpeaenseTcs no popmyse:

P(t) =N'T”(”, (1)

rae: N — 4nciIo UCIBITHIBAEMbIX 00BEKTOB; Nn(t) — YUCII0 OTKAa3aBIIMX AJIEMEHTOB 3a BpeMs t.

BeposTHOCTBIO 0TKa3a Ha3bIBAE€TCSA KOJUYECTBEHHAs. Mepa TOTO0, YTO MPHU ONPEAETECHHBIX YCIOBUIX
HKCIUTyaTalliy B 3aJJaHHOM HMHTEpBaJie BpEMEHHU BO3HUKAET XOTsI Obl oiuH 0TKa3. OTKa3 u O6e30TKazHas
paboTa SBISAIOTCS COOBITUSIMA HECOBMECTHBIMU M IIPOTUBOIONIOKHBIMU. Clie10BaTeIbHO, BEPOSTHOCTD
oTKa3a ompenensercs o popmyse [3]:

Q@ =1-P(). )
PacueTtnbie 3nauenus mo popmynam (1) u (2) mpeacrasieHsl B BUjae rpaduKoB Ha pHC. 2.

ITo rpaduky MOXXHO OnpeAeTuTh FraMMa-MPOLIEHTHBIN pecypc muH. OH onpeensercs Kak cyMMapHas
HapaloTKa, B TeUEHUE KOTOPO 0OBEKT HE TOCTUTHET MPEAEIEHOTO COCTOSHUS C BEPOSITHOCTBIO raMma,
BbIpakeHHOU B mpoueHTax [4]. Torna 90 % ramma-npouentHsIi pecypce coctaBut 23000 kM npobera,
YTO COOTBETCTBYET BEPOSTHOCTH 0€30TKa3HOM paboThl muH paBHOU 0,9. Kpome Toro, n3 anamusa uH-
TerpajgbHbIX QyHKUUN (puc. 2) BUgHO, 4T0 50 % BeposTHOCTH GE30TKa3HOW PadOTHI IIUH COCTABISAET
45000 kM mpobera.
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Puc. 2. UnTerpansabie pynxmmun 6e30TKa3HOI padboTsl P(t) n oTkazor Q(t)

YacrtoTa OTKa30B 10 CTAaTHCTUYECKHM JIaHHBIM — OTHOIIIEHUE YHCJIa OTKa3aBIINX JIEMEHTOB B €IH-
HUIYy BPEMEHH K IePBOHAYAIIEHOMY YHCITY Pa0OTAIOMINUX (MCIBITBIBAEMBIX ), KOTOPAs OMPEICIISETCS TI0
dbopmyne [3]:

_ n(Ar)
=220

rae: n(At) — 9MCIIO OTKa3aBIINUX JIEMEHTOB B MHTEpBajie BpeMeHu oT (t — At)/2 mo (t + At)/2.
VHTEeHCHBHOCTBIO OTKA30B 110 CTATUCTUYECKUM JAHHBIM HA3bIBACTCSl OTHOIICHUE YMCIIAa OTKA3aBIINX
U3ICTNI B €IUHUITY BPEMEHH K CPEAHEMY YUCITY M3/ICIHA, UCTIPAaBHO PabOTAaIONINX B JAHHBIH OTPE30K

BpemeHu[3]. n(AD)

N, At

€)

A1) = (4)

rae: N, — cpeHee 9HCII0 HCIPABHO paboTaronux u3nenuid B HHTepBaje At.

BenuuuHbl 4acTOThl ¥ MHTCHCUBHOCTH OTKA30B MMEIOT OJMHAKOBBIA MOPSIOK 3HAYCHHUN M pa3Mmep-
HOCTB, TO3TOMY MOTYT M300pakaThCsl B OIHUX KOOpIuHarax. Pe3ymbrarsl pacueToB mo ¢opmynam (3)
u (4) mpencraBieHbl Ha puc. 3.

Cpennee Bpems (mpoOer) 6e30TKa3HON paboThl BeIUMCHsAeTCs o Gopmyne [3]:

m

2 nz’ ) tcpi
T, = = (5)
N
rze: t,,; HAXOIUTCS 1o cnenymoen popmyre: tepi™ (t.,*Tt)2
rae: t. | — Bpems Havaja i-ro MHTEpBaja; t. — BpeMs KOHIA i-T0 HHTepBaa.
B pesynbrare pacueroB mo ¢opmyne (5) momydaeM, yTo cpeaHuid mpoder 6e30Tka3HON pabOThI MIUH
cocrasiseT T, = 50790 km.
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Puc. 3. I'paduk 3aBUCUMOCTH YacTOTHI f(t) M UHTEHCUBHOCTHU A(t) OTKa30B aBTOMOOMJIBHBIX IIMH OT Mpodera

B o0miem ciydae pe3ysbTarhl HaOMIOACHUN BBIXO/IA IIUH U3 CTPOs (pUC. 1) MOTYT MOAYUHSTHCS HE-
KOTOPOMY TEOPETHUECKOMY 3aKOHY pacnpenesneHus. [IpoBepka cOOTBETCTBUS TEOPETUUECKOTO pacipe-
JeJIeHHs Pe3y/IbraTaM HaOIIoNEHUN IPOBOAMUTCS C MOMOIIBIO KPUTEPHs COOTBETCTBHS 2. BhIOpaHHOE
TEOPETUUECKOE PACIIPEIETICHHUE MTOITBEPKIAETCS, €CIIU BBIIOIHAETCA yclloBue [S]:

A (6)

re: > — pacueTHOE 3HAUYCHHUE ApaMeTpa; X  — TEOPETHYECKOE 3HAYCHHE [TapaMeTpa.

Hnst 10 %-HOTo ypOoBHSI 3HAUUMOCTH M YMCJIAa CTETeHEel CBOOOAbI paBHOM 6, TaOIMYHOE 3HAYECHUE
v o = 10,645 [5]. Ilpu mogGopKe TEOPETUIECKUX PACTIPEIETEHUI MOTYYEHBI CIIEAYIOIHME PE3YIIBTATHI:

1. HopmansHoe pacnpenenenue — x> = 39,16

2. lamma-pacnpenencnue — x> = 14,97

3. JlorapuMudecku HOpMAILHOE pacipeaeaeHue — x> = 9,26

YenoBue (6) BBITONHSACTCS TOIBKO s JIorapu(MUUECKH HOPMAIBHOTO pacTIpeieIeHuUs:

9,26 <10,645.

CrnenoBaTenbHO, TIPU ONPEISICHUH HAESKHOCTHU IIWH MPUHUMAETCS JIOTapu(pMUIECKH HOPMaJIbHBIH
3aKOH pacnpenenenus. Ha puc. 4 mpeacraBieHbl KPUBbIE TEOPETUYECKOTO PACHPEACTICHUS U dKCIIEPH-
MCHTAJIBHBIX JAaHHBIX.

CooTBeTCTBHE KCIIEPUMEHTATBHBIX JAHHBIX JOrapH(PpMUIECKH HOPMATBHOMY 3aKOHY pacrpeesICHHsI
03HAYAET, YTO ClIydaliHas BeJIM4uHa (TIPOOET MIMHBI) 3aBUCUT OT OOJIBIIIOTO YKCIIa HE3aBUCUMBIX (hDaKTO-
poB [6]. [lelicTBUTENBbHO, HA HAIEKHOCTh aBTOMOOMIIBHBIX IITUH BIMSIOT MHOTHE (PaKTOPBI: KAYECTBO IIUH,
COCTOSIHUE JIOPOTH, CKOPOCTH aBTOMOOMJISI, MACTEPCTBO BOAUTEIIS, IaBICHUE B IIIMHAX, YIJIBI YCTAHOBKU
KOJIEC U IpyTHE.

Ha ocHOBaHNU IIpeCTaBIEHHBIX JaHHBIX MOXKHO CAEJIATh CIEAYIOUIMe BbIBO/IbI. CTaTUCTUYECKHUE 1aH-
HBIE 110 MPOOETY HIMH JIETKOBBIX aBTOMOOMIIEH COOTBETCTBYIOT JIOTAPH(PMHUUECKU HOPMAIBHOMY 3aKOHY
pacnpezeneHus cirydyailHoi BeanunHsl. [Ipu 3Tom TeopeTnueckuil mpoOer NIMH HECKOJIbKO HUKE pealb-
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Puc. 4. KpuBbie TEOPETHUESCKOTO PACIIPEICIICHHUS U SKCIICPUMCHTAIBHBIX JAHHBIX OTKA30B aBTOMOOMIBHBIX IITHH

Horo. B cooTBeTcTBIY C rcTOrpamMMoii (puc. 1) HanOoJbIee KOTMYECTBO HIWH, TPUMEPHO 42%, BEIXOISAT
U3 cTpos npu npoodere 45-56 ThICSY KUIIOMETPOB. A 110 TEOPETUUECKOMY 3aKOHY MAaKCUMYM BBIXOZIOB U3
ctpost muH (41,5 %) npuxoaurtcs Ha npooder 34-45 Teicay kunometpos (puc. 4). Torna Teopernyeckas
BEPOSITHOCTH 0€30TKa3HOM padoThl cocTanisieT 0,5-0,3, a skcniepuMeHTalbHasE BEPOSITHOCTH O€30TKa3HOM
pabotsl — 0,74-0,5. [lecaTumipolieHTHAas BEpOSITHOCTh OTKa3a IIMH HACTyTaeT rmpu rpodere 6osee 23000
KusioMeTpoB. B To ke BpeMs cpenHuil mpoder 6e30TkazHON paboTsl cocTaBisier 50790 kumoMeTpos.
HauGonpmmii nmpoder muH goxomut g0 170000 kwromerpos. Jlo mpobera 6omee 90000 kuimomeTpoB
«JIOXKHUBAIOT» JIUIIB 12 % IIWH U BEPOATHOCTh MX OTKa3za coctanisieT 0,9. OMHaKo 3TO MOKA3bIBAET, YTO
UMeeTCs BOSMOKHOCTD YBEITUUEHUS HAJIS)KHOCTH aBTOMOOMIIBHBIX IIMH B SKCIUTYaTaIlH 32 CUET ITOBBI-
IICHUS Ka4yecTBa (JaKTOPOB, OMPEIEIISIONINX HX PECypC.
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Structural reliability. The theory and practice

Damzen V.A., Yelistratov S.V.

RELIABILITY STUDY OF CAR TIRES

The paper analyzes the primary factors defining the reliability of car tires. Using statistical data, the values

of the key indicators of tire reliability have been identified.

Keywords: car tires, tire reliability, car tire life.

An automobile is a complex system composed of many elements. Each element contributes to the
reliability of the whole system. One of those elements is car tires. While replacing a failed element does
not cause significant difficulties, in the process the car goes out of order. That entails a reduction of the
vehicle’s reliability factors. Individually, car tires are analyzed based on the whole range of reliability
factors: fail-free operation, durability, maintainability, storability. In most cases the reliability of tires is
evaluated as per totality of the factors. Among the factors defining the reliability of tires are tread wear
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Fig. 1. Bar chart of tire failure frequency distribution depending on the distance run
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(down to the minimum allowed size), punctures and cuts, fatigue-related defects of tire carcass or all
factors simultaneously. Thus, [1] shows the probability function of dependable operation of truck tires as
per the above factors. Examples of distribution of recovered tires taken out of operation based on distance
run and identification of expected distance run are presented in [2].

Based on statistical data gathered by tire repair centers, an analysis of car tire reliability has been
conducted. We suggest using the following reliability factors: probability of tire dependable operation,
probability of failure, failure density, failure rate, gamma-percentile tire life, distribution law of tire failure
depending on distance run. Such reliability factors as maintainability and storability of car tires are not
considered in this paper. The tire life information gathered reflects the fact of tire decommissioning while
repair operations are not included in the statistical data. As provided in relevant regulatory documents,
the manufacturer of car tires guarantees their storability within 5 years from the date of manufacture.

Based on the input data, the tires were grouped according to the distance run with the following pa-
rameters: number of partition intervals m = 15; length of intervals At = 11334 km. As a result, a bar chart
of tire failure frequency distribution depending on the distance run was constructed (Fig. 1).

As per [3], the probability of dependable operation is the quantitative measure of non-occurrence of a
single failure under certain operational conditions within a given time interval or within a given operation
time and is determined from the formula:

(=210 (1)

where N is the number of tested units; n(t) is the number of units that failed within the time t.

The probability of failure is the quantitative measure of at least one failure occurring under certain
operational conditions within a given time interval. Failure and dependable operation are incompatible
and opposite events. Therefore, the probability of failure is determined from the formula [3]:
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Fig. 2. Integral functions of dependable operation P(t) and failures Q(t)
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Q@) = 1-P(). 2

Calculated values as per formulas (1) and (2) are represented in the form of graphs in Fig. 2.

The tire’s gamma-percentile life can be determined by the graph. It is defined as the total operation
time during which a unit does not reach a certain condition with a probability expressed as a percentage
[4]. Then a 90% gamma-percentile life will amount to 23000 km of distance run which corresponds to
the probability of tire dependable operation of 0,9. Furthermore, integral function analysis (Fig. 2) shows
that a 50% probability of tire dependable operation is 45000 km of distance run.

The failure density according to statistical data is the relation of the number of failed elements per unit
time to the initial number of operable (tested) ones and is determined from the formula [3]:

n(At)
N-At’

f@= 3)

where n(At) is the number of failed elements within the time interval from (t — At)/2 to (t + At)/2.
The failure rate according to statistical data is the relation of the number of failed units per unit time
to the average number of units operating dependably within a given time period [3]:

Af)
) = AD 4
® N, -At @

where N is the average number of operable units within the time interval At.

The values of failure density and failure rate are identical in order and degree, and therefore can be
expressed within the same coordinate space. Calculation data as per formulas (3) and (4) are represented
in Fig. 3.
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Fig. 3. Diagram of dependence of car tire failure density f(t) and rate A(t) from the distance run
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Average time (of operation) is calculated according to formula [3]:

T~ (5)

where tpi is determined according to the formula: topi™ (t,+t)/2.
where t._, is the time of the beginning of the i-interval; t. is the time of the end of the i-interval.

Calculations according to formula (5) show that the average fault-less distance run by a tire is T, =
50790 km.

In general, the results of tire failure monitoring (Fig. 1) may follow a certain theoretical law of distri-
bution. The verification of the theoretical distribution of monitoring results is performed using matching
criteria y2. The identified theoretical distribution is confirmed if the following condition is true [5]:

Xz < Xzaa (6)

where 2 is the calculated parameter value; 2 o 18 the theoretical parameter value.

For a 10-percent significance and the number of the degrees of freedom equal to 6, the tabulated point
v o = 10.645 [5]. The selection of theoretical distributions has provided the following results:

1. Normal distribution is % = 39.16.

2. Gamma distribution is 2 = 14.97.

3. Logarithmically normal distribution is 32 = 9.26.

The condition (6) is true only if the logarithmically normal distribution is 9.26<10.645.

Therefore, in order to identify the reliability of tires, the logarithmically normal distribution law is
applied. Fig. 4 shows the theoretical distribution and experimental data curves.
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The conformity of experimental data with the logarithmically normal distribution law means that a
random value (tire reliable operation) depends on a large number of unrelated factors [6]. In fact, a number
of factors affect the reliability of car tires: quality of tires, condition of the road, car speed, driver’s skill,
tire pressure, wheel alignment, etc.

Based on the presented data, the following conclusions can be made. Statistical data of car tire operation
match the logarithmically normal random distribution law. Furthermore, the theoretical operation time
is somewhat lower than the actual one. As shown in the chart (Fig. 1), most of the tires (about 42%) fail
at the 45-56 thousand kilometers of distance run. However, according to the theoretical law, most of the
tires (41.5%) fail within the 34-45 thousand kilometer interval (Fig. 4). Then, the theoretical probability
of reliable operation is 0.5-0.3, while the experimental probability of reliable operation is 0.74-0.5. The
10-percent probability of tire failure occurs after 23 thousand kilometers run. At the same time, the aver-
age reliable operation is 50790 kilometers. Maximum tire distance run reaches 170000 kilometers. Only
12% of tires reach distances run over 90000 kilometers, and their failure probability is 0.9. However, this
shows a potential for increased car tire reliability by means of improvement of the quality of the factors
that define their life.
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CTpyKTypHas HafeXXHOCTb. Teopus n NpakTuka

lMeperypna A.A.

MATEMATUYECKAA MOAEJ1Ib HAOEXKHOCTU USAEJINA,
NOABEPXXEHHOIO YOAPHbIM HATrPY3KAM

PaccmatpuBaeTtcs maremarudeckasi MoAesb HaAeXHOCTU, YYuTbiBaloLLasi KyMyassTUBHOE HaKor/ieHne Ha-
rpy3ku 3aesimem, BbiI3BaHHOE BO34ENCTBUEM UNKIINYECKUX YAapHbIX Harpy3oK. V3ydeHue ripouecca nepe-
CeYeHUs1 CIIyHariHOro YPOBHS MPOYHOCTY HaKOM/IEHHOM Harpy3Kou rpuv MHOMOKpParHOM BO34EVICTBUN yaap-
HbIX BO3MYLLEHWI MO3BOJIN/IO M0JIYYNTb MATeMaTn4ecKkyto MoLe b, KOTopasi 4aeT BO3MOXHOCTb BbIYUC/ISITb
riokasaresny HaaexXHoCTu v [0JIrOBe4YHOCTU. [10/1y4eHHbIe KOHEeYHble COOTHOLUEHUS [Jis1 rokas3aresei Ha-
AEXHOCTU UMEKOT rpPOCTOV BUL, YTO MO3BOJISIET UX UCIOJIb30BaTh MPU MNPaKTUYEeCKUX BbIYNCIIEHUSIX.

KnroueBbie csioBa: HakorieHe rnoBpeXaeHui, yaapHasi Harpy3ka, pacrpenesieHue CyMM CrlyyYariHbiX Besn-
4YYH, rokasartesib HaAeXHOCTU, [0JIFOBE4YHOCTb, OLIEHKA CPEAHEero 3Ha4yeHuvs, yaap, nepeceyeHms ypoBHSI.

BBepeHue

B npouecce skcrutyaranuy U3A€IMA 04 BO3IEHCTBUEM TaKuX (DAaKTOPOB KaK MOBBILIICHHBIE TEMIIE-
paTtypa U JaBieHUE, IUKINYECKUE HAarpy3Ku, HAIMYME KOPPO3UOHHOU Cpenbl, KOTOPBIE MPUBOAAT, Ha-
IIpUMEP, K POCTY TPELIUH YCTaJIOCTH, U IIPOUCXOIUT cTapeHue marepuana. K Hacrosmemy BpeMeHu B
MEXaHHMKE M3JI0Ma ¥ MEXaHHKE MaTEpUaAIOB XOPOIIO U3yUeHBl (PU3HUECKUE MPOLECCHI, IPUBOISAIINE K
OTKa3aM 00O0pyIOBaHHUS.

B [1] otmeuaeTcs, 4To K HaCTOSIIEMY BPEMEHM ITOBEAEHUE KOHCTPYKIMOHHBIX MAaTEpUAJIOB B 3KCILTya-
TAIMOHHBIX YCIOBUAX U3YYCHO HE HACTOJILKO XOPOIIO, YTOOBI CTaTh OCHOBOM JIJIs1 000CHOBaHMS MOJIEIH
KyMYJISITUBHBIX TIOBPEKACHUHN HA PyHIaMEHTAIBHBIX (PU3NYECKUX 3aKoHaX. OYEeBHIHO, YTO YKa3aHHBIC
3aJ]a9l MOTYT peliaThcs 0e3 OLEHKU KOJMUECTBEHHON XapaKTEPUCTHKU HaJIC)KHOCTH, UCTIONbB3YSI OIBIT
HKCIUTyaTallly NOAOOHBIX YCTPOUCTB B @aHAJIOTHYHBIX MJIM CXOIHBIX MPOHU3BoAcTBaX. OIHAKO TaKoe pe-
IIeHUE 3aJja4u 06e3 CTPOroro MareMaTu4ecKoro aHajIu3a MpoueccoB (GYHKIMOHUPOBAHUS M TOTYYECHUS
KOJINYECTBEHHBIX OLEHOK HAJICKHOCTU U JOJITOBEYHOCTH HU B KOEU MEpE HEJb3sl CUUTATh JOCTATOUYHO
00OCHOBAHHBIM.

PaccmarpuBaeMblii Hamu rporiecc (pyHKIMOHUPOBAHUS H3/IETIHs, Ha KOTOPOE BO3/ICHCTBYIOT yIapHbIE Ha-
Ipy3KHU, MOXKHO pacCMaTpUBATh KaK IPOLIECC CO cTapeHHeM. B [2] BBeieHO MOHATHE CTapeHUsl, OCHOBAaHHOE Ha
MIOBEJICHUH BO BpeMeHH (DYHKIIMM MHTEHCUBHOCTH OTKa30B. B yacTHOCTH, OBLIIM OIpe/iesieHb BO3PACTAIOIIAS
¢bynximsa natencuBHoctd BOU u yowiBatomas ¢ynkius nareHcuBHocTH YOU. Taroke ObLIO MMOKa3aHo,
9TO, €CJIM CHCTEMa COCTOMT U3 HE3aBUCHMBIX 3JIeMeHTOB ¢ BOU pacnpenencHreM BpeMeHU 0e30TKa3HOM
paboThI, TO BOSHUKAET pacIipe/ielieHHe C BO3pacTarollei B cpeHeM QyHKIue narencuBHocTH BCOU.
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YacTto MOXKHO MOITYYUTh CBEACHUS O HApACTAIOIIEM CTapeHUU YCTPOMCTB, paccMaTpuBasi AMHAMUKY
ONpeJIeJICHHBIX MapaMeTPOB. 3HAHKUE MOKa3areael Npouecca M3MEHEHUs MapaMeTpa Mo3BOJIIET HAaUTH
pacnpezeneHue HapaboTOK IO 0TKa3a YCTPOUCTBA, YTO, B CBOIO OUepelb, 1aeT BO3MOKHOCTD OMpeene-
HUSI CPOKOB OCTaHOBKH JKCILTyaTaIllH JI0 €r0 MOJHOTO pa3pyLIeHHs U MOCIEAYIONIEro BOCCTAHOBICHUS
CBOICTB ycTpoiicTBa. EcTecTBeHHO, UTO MPH IKCIUTyaTalliy TaKMX CHCTEM BO3HHKAIOT 3a/1aud OLEHKU
KOJTMYECTBEHHBIX 3HAUEHUH MOKa3aTeNel X HaJeKHOCTH U JOJITOBEYHOCTH, a 3aT€M U TUIAHUPOBAHUE
CPOKOB OCTaHOBKH 3KCIUTyaTaluu uzaenus [3].

K HacTosimeMy BpeMeHH yI0BIETBOPUTENHHO Pa3BUTHI MATEMAaTHUECKIE MOJIENN HA/IeKHOCTH H3IENUH,
K KOTOPBIM MPHIIOKEHA CTaTHUecKasl Harpy3ka M METOJbl TIOJYUYEHHUsS] COOTBETCTBYIOIINX MOKa3aTenen
[4, 5]. B cnyuae, korma KpoMe CTaTHUECKOM HArpy3KHU, K U3/IEJIHIO MIPUIIOKEHA Harpy3Ka, IMEoIas CIIy-
YaifHyI0 aMILTUTY/y ¥ CIIy4aiHbII Iepruo/l KoleOaHusl, MaTeMaTUYeCKUe MOJIETTH ONUCaHus PyHKIIMOHH-
POBaHUs TAKUX U3/IETHI CTAHOBSTCS BEChbMa I'POMO3IKHMH U MOJTyYEeHHUE U3 X aHaTN3a KOJTHUECTBEHHBIX
3HAYEeHUH JUII COOTBETCTBYIOIIMX TIOKa3aTesei HaIe)KHOCTHU U JJOJTOBEYHOCTH B O0IIIEM clIyyae He Mpe-
cTaBisieTcst BO3MOKHBIM. [Iporiece QyHKIIMOHUPOBaHUS TaKUX U3AENTUIN OMUCHIBACTCS CTOXAaCTUYECKUM
muddepeHInanbHbIM ypaBHeHHeM UTo ¢ AUCKpeTHOI cocTapistomieit [6]. B [7] paccMoTpen acumnTo-
TUYECKUI METOJI BBIYMCIICHHS TIOKa3aTeNel TOITOBEYHOCTH U3IENHS, K KOTOPOMY MPUIIararoTCsl yIapHbIe
Harpy3Kd U MOKa3aHo, YTO TAaKOH Mpolecc SIBISETCS MPOIECCOM C HE3aBUCUMBIMH MPUPALLICHUSMHU.

N3ydenue nporieccoB HAKOIJICHUS Harpy3Ky MIPUBECHO B [ 8], T/1€ KpOME STOTO PACCMOTPEHBI BOMPOCHI
ONTUMM3AIHIH MPOPUIAKTUIECKOTO OOCTY)KMBAHUS 110 KPUTEPUIO MUHIUMYMA OXKH1a€MOI CTOMMOCTH.

B nmannoii pabote OymeT u3yyarbcsi MaTeMaTudeckass MOJENb HaJeKHOCTH (YHKIIMOHUPOBAHUS U3-
JIeNus, Ha KOTOPO€ BO3ACUCTBYIOT yaapHbIe HATPY3KH MPH YCIOBUHU, YTO MMPOYHOCTD SIBISETCS BEEPHBIM
CITy4aiHBIM MPOIIECCOM.

OcTraHoBHUMCS cpa3y Ha MaTeMaTHYECKOM OCTAHOBKE 3a/1a4ul HAXOXKJICHU MTOKa3areael Hale)KHOCTU
U JOJITOBEYHOCTH, UCTIIOIB3YsSd MaTeMaTUYECKyI0 MOJIENIb SBOJIOLNU W3ENHsI, OCHOBAHHON Ha TEOpHUU
CITy4aiHBIX MPOLIECCOB HAKOTIJICHHSI.

MocTaHoBKa 3apaun

PaccmoTrpum usznenue, moaBep;keHHOE U3HOCY U3-3a MPUIIOKEHHOTO K HEMY PsiJla UMITYJIbCHBIX BO3/IEH-
CTBUH, 3TO MOTYT OBbITh: TOTYKH, yAAPHI, MYJIbCALIUN TEMIIEPATyphl U 1aBJIeHUs, BUOpauuu u Ap. B nanb-
HeHIIeM, He yTOUHSs U3NYECKYI0 IPUPOTY BO3IECHCTBUI Ha U3/enne, OyJeM UMITYJIbCHbIE BO3IEHCTBHUS
Ha3bIBaTh yAApHBIMU (LIUKJIWYECKUMHU) Harpy3kamu. [lycTs U3MeHeHne mapaMeTpoB U3ZeNusl BbI3BAaHO
yIApHBIMHU Harpy3kamu (yzapamu, TOTYKaMH UMIYIbCAMH), MPOSBISIOUIMMUICS B MOMEHTHI BPEMEHH
tos 4y tyyoey Ly 28, k21.00038auMMm T, =¢,,-t, , >0, {, =0, 10€ T, — Cily4aliHble BEJIMYUHBI U
COOTBETCTBYIOT JAJIMHAM HUHTEPBAJIOB BPEMEHU MEX]Ty COCEAHUMHU MPUIOKEHUSAMH K U3JIEIHIO YIAPHbIX
Bo3aencTBUN. Ciry4aiiHbIC BEJIMYMHEI T,, [ =2, 3,4, — HE3aBUCUMBI B COBOKYITHOCTH U PACIPEICICHBI

C OIIHOM U TOil ke QyHKuMel pacnpenenenus F(t),rae F (1) = P(T, <t).

3aMeTuM, €Clii CllydaliHas BEJIMYMHA paBHA T, = f,, TO BO3MOXHO, YTO Ul Hee OyJET BBINOIHATHCSA
F (t) # F(t)= P(t, <t), cienoBaTeibHO, BEIMUMHA T, paclpeieicHa HHaye, YeM BCE OCTAIbHbIE BENU-
4yuHbI T,. Takum 06pa3zoM, NOCIEN0BATENILHOCTh HEOTPHLIATEIBHBIX B3aUMHO HE3aBUCUMBIX CITy4alHbIX
BEJIMYUH {T,,i =1} MOIHOCTBIO XapaKkTepusyeTcs QyHKUMUAMU pacupenencHus F(t) n F ().

B MoMeHTBI BpeMeHH 7,0 =1 K M3[eaH0 NpUIaralTcs yaapHble BO3AeHcTBUs (yaapsl), U B 9TH ke
MOMEHTBI IPOUCXOIUT CKAYKOOOpa3HOE U3MEHEHHE MOBPEKACHHUSI, TPOSBISIONICECs B CKAYKOOOpa3HOM
pocte Harpy3ku. Kaxnoe Takoe u3sMeHeHne Harpy3ku OyneM 0003HayaTh uepes 0, — cilydaiiHyto HEOT-
pHUILIATEIbHYIO BEIHUNHY, PABHYIO PUPALIECHUIO (YBEIMUYEHUIO) 3HAYCHUS HATPY3KHU (M3HOCY U3JIENNs) B
pe3ynbTare BO3JAECHUCTBUSA [ — 0 YIapHOro Bo3MyleHus, i =1, 2, 3,---.
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OTHOCHTENBHO CITy4YaiHbIX BENMYMH 0; €CTECTBEHHO NPE/INOIArarh, 4YT0 OHU TAKKE HE3aBUCHMBI B CO-
BOKYITHOCTH, a TAKXKE TO, YTO OHH paclpeiesieHbI C OHOH U ToH e pyHkiuel pacnpenenenus G(y),
CIIEZIOBATENBHO, UL HUX OYyZIET BBINONHAThCA YCIOBUE G, (y) =G, (y)=---=G(y),tne G,(y)= PO, < y).
[Tonaraem, 4T0O B MPOMEKYTKE MEXKY IBYMSI COCEJHUMU YIAPHBIMU BO3JICHCTBUSMYU 3HAUCHHUE HATPY3-
KU, IPUIOKEHHON K M3/eNHI0, He OyneT u3MeHATbess. OTMETHM, 4TO BelUunHA O, He3aBHCHUMA OT II0-
CIIeJOBATEIBHOCTH CIIy4ailHbIX BeNMUUH {T,,i =1} . B [3] oTMeuaeTcs, 4TO ONMUCAHHBIN BBIIIE IPOIECC
byHKIMOHMpOBaHUs u3aenus onuckiBaeTcs BCOU-pacnpeneneHuem, KOTOPOE XapaKTepU3yeTCsl BO3-
pactaHueMm B cpeHeM (QYHKIIMU HHTEHCHUBHOCTH.

O603HauMM Teneps Yepe3 Yy, 3Ha4CHHE IPOYHOCTU B MOMEHT BpeMeHH ¢ . CltydaiiHbli npoliecc {Xt u3-

t20
MEHEHHS IPOYHOCTH Oy/IeM MPEICTaBIATh MOHOTOHHO YOBIBAIOILEH JIMHEIHOMN ciTyyaiiHOH (yHKUMel Buaa

Xt :XO_XH

rae {Xt}tZO — CTOXaCTHUECKUil mpouecc, obnagaromuii ceoiictBoM ¢ =0, ), — HaualbHOE 3HaYe-
HHE, KOTOPOE MOXKET OBbITh U HE ciydaiiHbM. [Ipeanonoxum, uro X, = Vt, V' — ckopoCTh U3MEHEHHUS
HNPOYHOCTH, TOIJ]a MaTEMAaTUUECKOe OXKUAAHUE U AUCIIEPCUs JIMHEHHOMU cityuyaiiHol (pyHKuuu ), Oyaer
OIPEAEIATHCS CIEAYIOIUM 00pa3oM

My, =M@, —tV)=My,—tMV , M(y,—My,)=0,
M (%, =My,)" =Dy, +*DV = 2My MV,
M(x, = My,) =M(x,—My,) +'M Y -MV)’,

e My,, MV, Dy,, DV —mareMaTnuecKue OXUAaHKs U TUCIIEPCUH HAa4aIbHOIO 3HAYEHHUs U CKO-
POCTH M3MEHEHUS MMPOYHOCTH COOTBETCTBEHHO. 371€Ch U jajnee OyaeM NpeArnoyiaraThb, 4YTo ciydaiHble
BEJIMUUHBI ), U V' He3aBucuMbl. OJHOMEPHYIO (DyHKLUIO pacrpeesieHus mpolecca {Xt}tzo Oynem
0003Ha4aTh

E (x)=P(x, <x).

OnucaHHBIN BbILIE CIy4YaiHbIN Mpoliecc Ha3bIBAETCS BEEPHBIM, U BCE €TI0 pean3allii UMEIOT O0IIYI0
ciyyaiinyro touky (My,,0) [9]. Otaocurensho ynkumu F,(y) Oyaem TpeboBarh, 4ToObI OHA YO~
BJIETBOPsJIa BCEM CBOMCTBAM (DYHKIIMHU pacpeeeHuUsI.

Ecnu paccMarpuBarh TpaJuIMOHHYIO MOJIENb HAJIS)KHOCTH “‘Harpy3Ka — IPOYHOCTh’, TO BEPOSITHOCTD
0e30TKa3HON pabOTHI U3/1EIHS HE 3aBUCUT OT BPEMEHH, T.K. IPENOoIaraeTcs, 4YTo n3zeue UCIbIThIBAeT
CTaTUYECKOE BO3/ICHUCTBHE B MIPOLIECCE IKCILTyaTalUH.

Hameii 3anadeii siBiseTcs mosiyd4eHue rnokasaresnei 0€30TKa3HOCTH M JO0JTOBEYHOCTH M3JENHs, K
KOTOPOMY MPHJIAraloTcs CaydaiHble BOSMYILEHHS B IIPOLIECCE €ro 3KCIUTyaTalluu, MpU CIIy4ailHOH ero
MPOYHOCTH.

Popmannszauuns n peLueHne 3agayu

JInHAMHKY OTIpeAeNIOIETo napaMmeTpa paboTocnocoOHOCTH U3Aenusl, PyHKINOHUPYIOIIETO B YCIIO-
BUSX BO3ICHCTBHS yIapHBIX HATPY30K, MOKHO MpeacTaBuTh rpaduuecku (puc. 1). [Ipenmnonaraercs, 4to
U3JIeNNe MpeKpalaeT paboTarb, Kak TOIbKO HAKOTUIEHHbIE TOBPEXKICHUS TPEBBICUIIN 3a/1aHHBIH YPOBEHb
IPOYHOCTH, 3HaYE€HHE KOTOPOTO OTPAHUYEHO CIydaiHOU QyHkuueit x, = x, — X, , (cM. puc. 1).
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My,

eN(t)

w

DD D
S

[
]
]
]
T, T, TN(Z)TN(t)H

Puc.1. I'paduueckoe npencrasnerne nponecca GyHKITHOHUPOBAHUS
B YCIIOBUSIX BO3IEHCTBHS YIApPHBIX HAaIPy30K

ViMenHO yueT ciy4aiiHbIX BO3/1€HCTBUI MTO3BOJISIET BBOAUTH B PACCMATPUBAEMYIO MOJIEIIb 3aBUCUMOCTh
OT BpeMeHH. B utore TpaauiimoHHas cTaTuyecKkas MoJieib HaJIC)KHOCTH “‘Harpy3ka — MpOYHOCTh CTAHO-
BUTCS JUHAMHYECKON MOJIEIIbIO.

HerpynHo yBuzaeTh, 4TO IMOCKOJIBKY K M3EIHIO IPUKIAABIBAECTCS BCE BO3pacTarollas Harpyska L ,
t 20, To ee MOXHO ONPEAEIIUTh PABEHCTBOM

N (1)

0., N (@®=12..
Lt: ; i 1() )

0, N()=0

(1

Bennunna L, MMeeT CMBICI HOJIHOTO HAKOIUIEHHOI'O MOBPEKACHUS U3/IEIHEM 3a BpeMsl (PyHKIIMOHH-
poBanus t. OnpeneeHHbI TaKUM CITIOCOOOM CTOXAaCTHYECKHUH MPOIIece {L, }t>0 Ha3bIBAIOT KyMYJISATHUB-
HbIM. CyMMUpOBaHUE 37€Ch BEJETCS MO0 BCEM YIapHBIM BO3JCHCTBUSAM, KOTOPBIE CIIYUYMIUCH O MOMEHTA
BPEMEHH ¢ BKIIOUUTENbHO. O003HauuM uepe3 N, (¢) = N, 4uciio BOCCTaHOBIIEHHH CUUTAIOILETO poLecca
BOCCTaHOBJICHHS {N1 (t)}»o COOTBETCTBYHOLLIETO mpoueccy My, =M (x,+tV)=My,+tMV . Cnenona-
TeNbHO, N, (t)= N, ecTb ciay4ailHOE YHCIIO yIapHBIX Bo3aeicTBHi 3a BpeMs (0, ] MM 4MCIIO LUKIIOB
BOCCTaHOBIIEHHs IIpoLiecca {T,, [ =1}, MaTeMaTH4ecKoe OKUAaHUE OT KOTOPOro e€CTh (PyHKIUS BOCCTaA-
HoBieHus H (t) = MN,(¢).

BBuay toro, uro mpouecc {L, }t>0 — CTYNEHYaTO BO3PACTAIOLIUI U €ro peain3ally — CTyleHYaTble
(GyHKIMU, TO 3a/1aBasl JOIyCTUMYIO I'paHully (IIPOYHOCTH), B HAIllEM cliydae X, = X, — X, , MOXHO BbI-
YHUCIIATH COOTBETCTBYIOLIUE MOKA3aTEIH HAJIE)KHOCTHU U JIOJITOBEYHOCTH.

He ocranaBnuBasick 60see Ha ONMMCAHUU MPOIIECCa IBOIIOIUH U3IEIHSI, TOJBEPKEHHOTO CITyYaiiHbIM
MEPUONUECKUM BO3ICUCTBUM, BBEJIEM JIOMIOJHUTENIbHBIE, HO HEOOXOIUMBIE JUIs JAJIbHEHIIIEro H3yYeHus
0003HauEHUs U OIIpeICICHHUS.

Bynem npennonarats, 4To ynapHble BOSMYIIEHUS UMEIOT CITy4allHbIH XapakTep, T.€. OHU MIPUJIaratoTcs
K U3JICJIUIO B CIy4ailHble MOMEHTBI BPEMEHH U MUMEIOT cily4aiiHyro aMmruintyny. Kaxioe Bo3MmyieHue
MPUBOAUT K YMEHBIIECHUIO MPOYHOCTH UM MOXKHO YTBEPXKIaTh, UTO Ka)KJ10€ BO3/ICHCTBUE MPUBOIUT K
YBEJIMUYEHUIO HATPY3KU Ha HEKOTOPYIO CIYHaiHYIO BEIHMUMHY, OMIMCHIBAEMYIO COOTBETCTBYIOIIEH (DyHK-
nuen pacnpeneneHus. Takum o0pa3oM, paccCMaTpPHUBACTCS CITyYalHBIN MPOIIECC HAKOIICHHUS, B KOTOPOM
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M3MEHEHHE HarPy3KHU SIBJISIETCS CTYTIEHYATO BO3PACTAIOIINM CTOXaCTUYECKUM MPOLIECCOM U OTKA3 U3JENUs
HACTYIIAeT, KaK TOJIBKO yKa3aHHBIM MpoIlecc mepeceyeT rpaHully (cM. puc. 1), Kotopas 3/1ech sIBISIeTCS
CITy4altHOU BETMYUHOMN U, O0JIee TOTO, CIIyYaitHBIM MPOIIECCOM (BEEPHBIM).

[Ipu BBIUMCIEHUH XapaKTEPUCTHK OE30TKa3HOCTHU M JIOJTOBEUHOCTH W3JeNHs OyleM HCIONIb30BaTh
pe3ynbTarhl, MOJTYYECHHBIE IJIs clydasi JETEPMUHUPOBAHHOMN TpouHocTH u3aenus [10].

B nanpHelinmem OyeM y4uThIBaTh TO, YTO mpouecc {L,},., €CTb IPOCTOH MPOLeCcC BOCCTAHOBIICHHH,
MOPOXAECHHBIM (QyHKUMAMU pacnpenenenus F(¢), F(t). O1o ynpolarouiee NpeaArnooKeHHe JIErKo
o0oO011aeTcst Ha Cily4aid 3ama3/bIBaoIlero npoiecca BoccTaHoBieHus. HetpynHo yoenuThes, 4yTo Ams
MOJTyYEHUs BEPOATHOCTH O€30TKa3HON paboThI U3/1eHsl 32 BpeMs f, MOXKET ObITh UCTIOIB30BAHO OJTHO U3
3alMCaHHBIX COOTHOWEHUH 11151 BepoaTtHocTu P(L, < x) [3]. Mcronb3ys ycinoBue oTkasa U3eNus, a TAKKe
(dbopMyITy OJTHOM BEPOITHOCTH BBIYUCIISIEM YCIOBHYIO BEPOSTHOCTD TOTO, YTO HAKOIIJICHHAS HATPY3Ka He
MPEBOCXOIUT BEIMUMHY MPOYHOCTHU U3ZENHs 32 BpeMsl GYHKIIMOHUPOBAHUS f, KOTOPYIO 3alMILIEM TaK

s PO =0 =3 W PV =h) =

;<X ;<X

i=1 i=1 i=1

i

P(Lt < .X): MJN](I) = i MJNl(t)
k=0 Yo

ZO-Sx

- i G P (x)P(N,(t) = k) = i GO @) (F 00 - F ().

[TockonpKy B paccMaTrpuBaeMoi MOJENIN MPOYHOCTh CllydaiiHas BEIMYMHA, TO UCIIONB3YS (OpMyIy
YCIOBHOTO MaT€MaTU4eCKOro OKUAAHMA OT ciiydaiHoW (yHkuuu P(L, < X), moiaydaeM BEpOSTHOCTb
0e30TKa3HOM paboThl u3nenus P(t) 3a Bpems ¢. Torma

P(t) = TP(L, <x)dF, (x)= Ti P(N,(t) = k)G (x)dF, (x)=

) ) ) ) 2)
=Y PN, = 0 GV (uF, (x)= Y POV, (1) = C(k) = 3 CRIP (1) "MC(N, (1),

rne C(k)= T G (x)dF, (x)=MG"®(y,).

OtmeTtuMm, 4TO COOTHOIIEHUE (2) —3T0 (DYHKIIMS pacnpeesieHrs] HaKOIICHHOM Harpy3KH 3a BpeMms £ .
AHaJOTMYHO BBEJEM BTOPOM MPOIECC BOCCTAHOBICHUS {Zx }x> »» CBSI3aHHBII CO BpeMeHeM (QyHKIHO-
HUpOBaHUS u3aenus hopmyioit (cm. puc. 1)

N (x)

;- Y 141, Ny(x)=1,2,--
x i=1

0, N,(x)=0

b
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rae Z_ — citydaiiHas HapaOOTKa IpH 3aJaHHON J0IyCTUMOM Harpyske x . 3aecb N,(x)=N_—uucio
LMKJIOB BOCCTAHOBJICHHUs 10 UCYEPIIAHM 3aI1aca IPOYHOCTH IIPOLECCOM HAKOILUIEHUs HArpys3ku. Mare-

MaTHYC€CKOC OXKNJAaHUEC OT CﬂyqaﬁHOﬁ BCIIMYNHBI N2 ()C) TaK¥XK€ €CThb (byHKI_[I/IH BOCCTAHOBJICHHUA, 0603Ha-
N, (x)

ynm e€ kak H,(x) = MN,(x). Bennuuna 2 T,+7T, — caydaiiHas HapaOOTKa U3JeIHsA 10 NepecedeHus
i=0

HAKOIUIEHHON Harpy3Koi ypoBeHs IPOYHOCTHU ), , IZie T, — 0OpaTHOE OCTaTOYHOE BPEMs, 3TO BpEMs B

TeYeHHEe KOTOPOro u3jenaue (pyHKIHMOHUPOBAIO UCIIPABHO MOCIE MOCIEAHETO YAapHOIO BO3JECHCTBUS.

VYcnoBHy10 (QyHKIUIO paclpe/ie]ieHus HapaOOTKH Ha OTKa3 M3JENus 3aluIleM, UCIOb3ys (GopMyry

IMOJIHOM BCPOATHOCTU

PESO=MIy =3 Mg |y [POG0)=H)=
k=0

z T;+T,<t 2 T;+T,<t

i=1 i=1

= (V00
=) Pl Y 1,+7,<t
k=0

i=1

N, (x)=k (Nz(x):k)ziE*F*(k)(l‘)P(Nz(x):k),

rae F(¢) — pyHKUMs pacnpeneneHus 0OpaTHOro 0CTaTOUYHOro BpeMeHu T, [3].

Brrunciasas mareMaTH4eCKOe OKMAAHHE OT 3allCAaHHOTIO BBIIIE COOTHOUICHU S, TTOJIyYacM (I)YHKI_[I/IIO
pacnpeaciicHuss BpEMEHU Hapa6OTKI/I Ha OTKa3 U34CJIus:

0) = [ Pz, <0dF, (1) = [ 3 F # FO @) PN, (x) = K)F, (x) =

) : (3)
=Y F+F Y0 (G0 (x)- G (x)dF, (x).

Oynkius Q(f) sBIAETCS BEPOITHOCTHIO OTKa3a M3AeHs 3a BpeMs (PyHKIIMOHUPOBAHUS ¢, CIE0Ba-
k+1

k
tenbHo Q(t)+ P(¢) = 1. IlogsaTerpansuoe Beipaxkenue (3) G (x)— G (x) = P 26[ <x< ZGi -

i=1 i=1

BCPOATHOCTH TOI'O, YTO OTKA3 IMIPOU3O0UICIT MCIKIY kuk+l-m YAapHbBIM BO3JICHICTBHEM.

HerpynHo yBuzeTh, uto cooTHomenus (3) u (2) ects cmech (yHKumii pacnpenenenus F X (¢) u
G P (x) cBecamu g,(x)=GV(x)-G*(x) u g,(t) = F*V(t)- F***"(¢) cootsercTBenHO. BaxubiM
SBIISIETCS TO, YTO paclpeneieHne HapaOoTku mpuHauiexkuT kinaccy BCOU npu mro6oi GpyHKImu pac-
npenenenus G(¢).

BunHo, uto nanpHeinue aHanuTUYeCcKue mpeodpa3oBanusi cooTHomeHus (2), (3) B obmeM Buie
HE TMPEACTABIAIOTCA BO3MOXKHBIMU. [Ipu pemieHuu 3aaa4, B KOTOPHIX HEOOXOAMMO BBIYUCISITH MHOTO-
YHCIIEHHBIC CBEPTKU (PYHKUUN, OOBIYHO HUCIIONB3YIOTCS MpeoOpa3oBanus Jlamnaca wiu npousBosIIue
(byHKIHH, a 3aTeM BO3HUKAET HEOOXOAMMOCTh 00paliaTs noidyuyeHHoe npeodpasoBanue. OTMETHM, YTO
3ajmaua oOpaieHus npeodpasoBanus Jlamnaca, kak mpaBUI0, UMEET TOT K€ MOPSIOK TPYIAHOCTH, UYTO U
pelieHne uCXOAHOH 3a1auu. TpyIHOCTh pelIeHNs UCXOTHOM 3a/1a41 3aKTF0YAETCs B TOM, UTO JJIsl [TOTyYe-
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HUS B yIOOHOM BHIe HEOOXOIMMBIX BEPOSTHOCTEH TpeOyeTCsl MOCIe0BaTeIbHO BEIYMCINTD: BO-TIEPBBIX,
MaTeMaTHYeCKOe OKUIaHUE OT | —KpaTHOU cBepTkH GyHKIMH G(x) uiu F'(¢) B 3aBUCUMOCTH OT paccMa-
TPUBAEMOM 33aJ]a4H, U BO-BTOPHIX, IOBTOPHO MaTeMaTHYECKOEe O’KUAAHUE OT MOJTyYSHHOTO Pe3yJIbTara.
PaccMoTpum wacTHBIH ciy4aii KyMyJISITHBHOTO ITpoIiecca — IPOIECC yAapHBIX HArPy30K, ISt 9TOTO Ipe/l-
MIOJIOXKHUM, YTO cnyqaﬁHHe BETMYMHBI T M ), = ), SKCIIOHEHIMANBHO pacipesienensl, T.e. F(¢) =1-e™

u F (x)=1-¢™", rie A — NHTEHCHBHOCTB MOTOKA yIAPHBIX HATPY30K, & V = %4 v MHTEHCUBHOCTD

U3MEHEHHs IPOYHOCTH. B TakoM IpeAnonokeHuy NoCIea0BaTeNbHOCTh CIIy4aiiHbIX BEIMYHH T, 00pa-
3yeT IyaCCOHOBCKH MOTOK COOBITHM, a U3 npeAnonokenus V' =0 ciemgyert, 4To nepecevyeHrne ypoBHs
MIPOYHOCTH OIPEAEIAIONINM MapaMeTPOM MPOUCXOAUT TOJIBKO B MOMEHTHI BO3JIEHCTBUS yIapHBIX Ha-
rpy30K. [ToCcKobKy CilydaiiHble TPOIIECCHI {L, }t>0, {Zx }DO OIHOBPEMEHHO MPETEPHEBAOT U3MEHECHUS
(cMm. puc. 1), TO 3TO MO3BOJSAET UX pacCCMaTPUBATh KaK CHHXPOHHBIE MPOIIECCHI.

[Tepenumiem (2) ¢ y4eToM clieTTaHHBIX TMPEINOIOKESHUA. Y YUTHIBAs, YTO MTOTOK YAAPHBIX BO3EHCTBUM

()

o0pa3syeT MyaCCOHOBCKHM Tpouecc, amst kotoporo P(N, =k) = Te*“ , AMEeM

P(f) = jP(L < x)dF, (x) = jZP(N )G (x)dF, (x)=

0 k=0

N (7“’) j G (x)dF, (x)=1- ie‘“ (7“’) I F,, (x)dG™ (x) =

k=0

:ie—m O\‘t) J ( )dG*(k)(x)

k=0

3ameuasi, YTO MHTETPaJl 3TOTO COOTHOLIEHUS CIIEAYyEeT paccMaTpUBaTh Kak rmpeodpazoBanue Jlamnaca—
~ _ | v~ _ ) *(k) r —p VX
Crunteeca G(V) = je G(x)dx =Me™ Qynxuun G ™ (x), HOCKOIBKY F, (X)=e " NpH 9KCIIOHCHIH-

0
AJIbHOM 3aKOHE€ PACIIpEeACIICHU CIIy9YanHOU BEJIMIUHEL ), , TO

P(l‘) 2 "y O\'t) J’ —deG*(k)( ) Z y (7L )(G( )) _

“4)
ie M (}\'tG(V)) M(I—Me’ve).
k=0 k!

AHaJI0TUYHO (2) BEIYUCIUM (PYHKLHUIO pacipe/iesieHns] HAKOTJIEHHON Harpy3KHy 3a BpeMsl f , UCTIONb3Ys
cooTHouIeHue (3) B IPEANOI0KEHUH, YTO Ipolece GyHKIIMOHUPOBAHUS U3/I€TIHS €CTh IMTPOLECC YAapHBIX
Harpy3ok. [Ipu o6mux npeanonoxeHusx QyHKUUs pacrpeeseHs] HAKOIUIEHHOM Harpy3KH 3a BpeMs ¢
OTIpe/IeTIsIeTCS TaK

P()= 3, F 5 0] (G (5) - G (M, (),

rae F(x) — gyHkuus pacrnpenenaeHuss 0OpaTHOro 0CTaTOYHOIO BPEMEHH T, .
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C nenbio aabHEHIIero yrnpoueHus MoJly4eHHOTo COOTHOLEeHUs 11 P(¢) nepenuiieM Gurypupyro-
U UHTErpaji B 3TOM COOTHOLIEHUH TaK

YuuThIBas, 4TO BEIMYMHA ¥, = ¥ SKCHOHCHIMAIBHO paclpe/iesieHa c napamMeTpom v, t.e. F (x) =1- e,

k k+1
W BBIYHCIISAS MpeoOpazoBanue Jlamnaca—Ctuntheca GyHKIIMHA P(Zei < xj - P(Z 0, < x] paccMarpu-
BAE€MbIIl HHTErpaj NEPENUIIEM €IlIEe Pa3: =l =l

T(G*("’ (x) = GV (0)dF, (x) =

k+1

. k
=[ea {P[ZG,. < x) - P(z 6, < x]} = Me™ —Me™ " = Me™ (1- Me™).
0 i=1 i=1

[TockonbKy mporiecc yaapHbIX BO3ACHCTBU siBIIsieTCs mporieccoM [Tyaccona, KoTopblii 001agaeT CBOM-
CTBOM OTCYTCTBHS NOCIIEACHCTBHSI, TO B CUJIIy 3TOTO 3aMe4aTeIbHOr0 CBOMCTBA CiydailHasl BelTWYHHA
T, UMEET TO K€ pacIpeieieHUe, YTO U BEIMYUHA T. YUUThIBas CBEPTKH QyHKUMN F'(¢), mepenuiiemMm
BEPOSITHOCTh P(¢) ciemyromumM o0pa3oMm:

t
P(t) =Y F“(t)Me™ (1- Me™).

k=0

Bremonasis npeo6pazoBanue Jlammaca—Crtunteeca QyHKIuu F(¢) , mepenuiiemM

_ (=M™ YF(s)

P = R e

JUJIS1 SKCIIOHEHIIMAJILHOTO 3aKOHA pacipeieIeHus ClTy4YaiiHOM

VuursiBasi, uto F(s) = Je""dF = A
0 A+s

BEJIMYMHBI T, P(s) nepenuiem Taxk

A
Ats _ MI-Me™)
s+A1-Me™)’

1-Me™)

A
At+s

P(s)=

1- Me™
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OrTcrona mosmyyaeM OKOHYATENIbHOE BhIpakKeHUeE /I PyHKLIUHU paclpeieleHHs HAKOTUIEHHOM Harpy3Ku
3a BpeMsl ¢, KOTOPOE 3alUIIeM, UCTIONb3Ys TEOPEMY O BbIUETax

Q(t) — 1_ e*lt(lfMefve) — 1_ e*kteltMefve ) (5)

v

A —
Ecmu npenmnonoxuts, uto pyuknus G(x)=1—e ™™, 10 Q(t)=1—-¢ "7 ,a P(t)=e "".
Berauciium Tereps Apyrue mokasaresii Hae)KHOCTH, HAlPUMEDP, MHTEHCHBHOCTD OTKAa30B HU3/ICIIHSL.

MHTEHCUMBHOCTb OTKA30B U3penus

Ucnone3yst (2), moryduM COOTHOIIEHHE AJI1 MHTEHCUBHOCTHU OTKa30B A(f) u3aenus, Ha KOTOpPOE BO3-
JIEHCTBYET MOCIEN0BAaTEIbHOCTh YIApHBIX Harpy3ok. M3 omnpeneneHuss ”HTEHCUBHOCTU OTKa30B A(f)
3aMuIIeM TaKk

i f*(k+l) (t)]i (G*(k) (x)- G (x))de (x)
Aty == 0 ’
> [ GO 0dF, ()F P ()= F* (1))

k=0

O —y 3

T/l TIIOTHOCTh pactpenenenus f “*V(f) ompenmenseTcs mocnenoBaTeNbHBIM HHTETPHPOBAHUEM

£ (0 = ff“"(t 0f @ e S0 =0,

BBuy Toro, uto nanpHeHIIMe aHATUTUYECKUE YIPOIIEHHUS 3alUCAHHOTO COOTHOIICHUSI MUHTEHCUBHOCTHU
0TKa30B A(f) HEBO3MOXHBI, TO OISTH MPEANOIaraeM, YT0 UMEET MECTO MPOIECC yAapHBIX HArpy30K,
JUIsl KOTOPOTO BEIMYUHBI T U ), = X SBJIAIOTCSA SKCIOHEHLMAIBHO PACHPEACICHHBIMY CIy4YaiHBIMU
BEJIMYMHAMU, TOT/IA

iy g AOE
f )(f)—kT

YVunThIBas c/ielaHHbIE NPEANOIOKEHHS U HOACTABIsAA IIOTHOCT pachpenenenus f - (f) B coor-
HOILIEHUE /111 THTEHCUBHOCTHU OTKa30B A(?) u3aenus, umeem

Zx(? #(GW)) (1-Gw)) )
INGEIC =M(1-G(V)). (6)

z (G( )) e (M)
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CootHortienue (6) MOXXHO MOTyYUTh HermocpeacTBeHHO u3 (5) u (4). Takum 06pa3om, MoTy4eH HECKOIBKO
HEOKMJJAHHBIN PEe3yJIbTaT — MHTEHCUBHOCTh OTKA30B «CTAPCIOIET0» U3/ICIHsI HE 3aBUCHT OT BPEMEHH.

[TockonbKy TpaeKTopuH Tporiecca GYHKIIMOHUPOBAHKS U3ACITHS — 3TO CTyINeH4YaTass QYHKIHUs, TO U
BpeMsI JI0 OTKa3a SBJISAETCS AUCKPETHOH CITydailHON BEJIMYMHOM, MO3TOMY JIJISl OLIEHKH WHTEHCUBHOCTH
OTKa30B M3JIEJIHs MOXKHO UCIIOJIb30BaTh e¢ MUCKpeTHBIN aHaior ([2] c. 35). Mcnonb3ys paHee moiaydeH-
HOE, IMEeM

MG*(k+1)(Xt) _ (G(V))k’rl (I_G(V)) _ (G(V))kﬂ

— , =~ i+l ~ g~ [+1:1_G(V)9
ZMG*(H”(Xr) Z(G(V)) (1-G(v)) Z(G(v))

7"k+1 =

rac }\’k+1 MMpEeACTABIIACT BEPOATHOCTD TOI'O, YTO U3ACIIUEC, UCIIPABHOC IOCJIC k -ro yaapa, OTKaXET MMOCJIC

A%
k+1-ro. B ciyuae, xorma G(x)=1-e™*, Torma A,,, =——, A,,, <1.
v+

Takum O6p2130M, MPEATIOJIOKCHUA 00 OKCIIOHCHIHUAJIBHBIX PACTIPCACIICHUAX ITOTOKA YAAPHBIX HAI'PY30K
1 BCJIMYUHBI ITIPOYHOCTH MO3BOJINIIN, UCXOAA U3 MaTeMaTU4YeCKOM MO HaJeKHOCTHU U3aCIIHA, CI)YHK—
HNUOHHUPYIOHICTO B YCIOBUAX MHOTOKPATHBIX BO3ACHCTBUHU YAapHBIX BO3My1]_[eHI/II71, INOJIY4YHUTb B ABHOM
BUAC KOJINMYCCTBCHHBIC ITOKA3aTCJIN HAACKHOCTHU U3ACIINA, HeO6XOI[I/IMBIe JJIA HH)KCHepHOP’I IIPaKTHUKH.
KoneuyHrple cOOTHOIIEHUS ITOKa3arene HAACKHOCTHU IPOCTHI, YTO ACIACT UX NPHUBJICKATCIbHBIMHA JIA
MPAKTHYCCKOT'O UCITIOJIb30BaHH.
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Structural reliability. The theory and practice

Pereguda A.l.

MATHEMATICAL MODEL OF THE RELIABILITY
OF A PRODUCT SUBJECT TO IMPACT STRESS

The paper considers a mathematical model of reliability in view of a product’s load accumulation caused by
cyclic impact loads. Study of the process when accumulated stress crosses a random level of endurance
under repeated impact disturbances allowed us to obtain a mathematical model that makes it possible to
calculate reliability and durability parameters. The obtained final relations for reliability parameters have a
simple form, which can be used in practical calculations.

Keywords: damage accumulation, impact load, distribution of sums of random variables, reliability param-
eter, durability, estimated mean, impact, crossings of the level.

Introduction

During the process of maintenance of products, aging of material occurs under the influence of factors
such as increased temperature and pressure, cyclic loads, presence of corrosive environment, which leads,
for example, to fatigue crack growth. By now, physical processes leading to equipment failure has been
well studied by fracture mechanics and mechanics of materials.

[1] states that so far the behavior of structural materials under operating conditions has not been
studied well enough to provide the basis for model justification of cumulative damages according
to the fundamental physical laws. Obviously, these problems can be solved without quantitative
assessment of reliability using the experience of maintenance of such devices in the same or simi-
lar production areas. However, such solution of the task without a rigorous mathematical analysis
of operation processes and quantitative estimates of reliability and durability by no means can be
considered well founded.

A product’s operation process in question, which is affected by impact loads, can be regarded as a
process with aging. [2] introduced the concept of aging based on time behavior of a failure rate function.
In particular, it identified an increasing rate function IRF and a decreasing rate function DRF. It was also
shown that if a system consists of independent elements with IRF time-to-failure distribution, then a
distribution emerges that has a rate function increasing in the mean RFIM.

Often one can get information about a growing aging of devices considering the dynamics of certain
parameters. Knowledge of indicators of the parameter changing process allows us to find the distribution
of a device’s MTBF, which in turn makes it possible to determine the time to stop a device’s maintenance
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until its complete destruction and recovery of its properties. Naturally, during operation of such systems,
the issues of quantitatively assessing reliability and durability parameters and afterwards the task of
scheduling the time to stop a product’s maintenance arise [3].

To date, mathematical models of the reliability of products, which are opposed to static loads, and
the methods of obtaining relevant indicators have been satisfactorily developed [4, 5]. If, in addition to
static loads, the product is opposed to the load, which has a random amplitude and random oscillation
period, mathematical models for describing the operation of such products are very cumbersome, and to
obtain quantitative values for corresponding reliability and durability parameters based on their analysis
is generally impossible. The process of operation of such products is described by Ito’s stochastic dif-
ferential equation with a discrete constituent [6]. [7] considered the asymptotic method for calculating
life indicators of a product, which is opposed to impact loads and showed that such process is a process
with independent increments.

Studies of processes of load accumulation are given in [8], where also the optimization of preventive
maintenance according to the criterion of minimum expected cost is analyzed.

This paper will study the mathematical model of operation reliability of a product, which is affected
by impact loads provided that endurance is a fan random process.

Let us immediately come to the definition of the mathematical problem of determining dependability
and durability parameters, using a mathematical model of a product’s evolution based on the theory of
random processes of accumulation.

Problem definition

We shall consider a product subject to wear due to a number of applied pulse impacts. These can be
jolts, shocks, temperature and pressure pulsations, vibrations, etc. From now on, without specifying the
physical nature of impacts on a product, we will call pulse actions as impact (cyclic) loads. Let the change
in parameters of a product be caused by impact loads (jolts, shocks, pulses), occurred at times ¢, ¢, t,,---,
t,,,2t, k=1.Denote T, =t,-t, ,i>0, ¢, =0, where T, is random variables equal to the length of
time intervals between successive impact applications to a product. Random variables t,, i=2,3,4,---
are independent and distributed with the same distribution function F(¢), where F(t)= P(t, <t).

It should be noted that if a random variable is equal tot, =1, it is possible that F(¢) # F'(¢) = P(T, <¢)
will be true for it, therefore, the quantity 7,y is distributed differently than all other valuest, . Thus, the
sequence of non-negative mutually independent random variables {t,,i =1} is completely characterized

by distribution functions F(¢) and F|(¢).

As at time points ¢,,7 =1 the product is opposed to shock effects (impacts), at the same moments there
is a stepwise change of damage manifested in the abrupt increase of load. Each such change will be de-
noted as 0,, a non-negative random variable equal to increment (increase) of load value (product wear)
as a result of the effect of the i-th impact disturbance, i =1, 2, 3,---.

As regards the random variables0, , it is natural to assume that they are also independent, as well as
they are distributed with the same distribution function G(»), and therefore, we have the following con-
dition for them G,(y) =G, (y)=---=G(y), where G,(y)= P(0, < y). We suppose that between times of
two successive shocks the value of the load applied to the product will not change. Note that the value
0, is independent on the sequence of random variables {t,,i 21} . The study [3] notes that the process
of product operation described above is defined by RFIM distribution, which is characterized by a rate
function increasing in the mean.
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Now let us denote the endurance value at time point ¢ as 7, . We shall represent the random process
{xt }t> , of endurance changing as a monotonically decreasing linear random function in the following
form

Xt:XO_Xt’

where {)(t }QO is a stochastic process with the property =0, Y, is the initial value, which may be
not random. Suppose that X, =Vt , V' is the speed of endurance changing, then the expectation and the
dispersion of a linear random function will be defined as follows

My, =M, —tV)=My,—tMV, M(y,—My,)=0,
M(x,—My,)’ =Dy, +’DV =2tM MV ,
MO, —My,) =M(x,— My, +MV -MV)’,

where My,, MV, Dy,, DV are expectations and dispersions of the initial value and the speed of
endurance changing, respectively. Hereafter, we will assume that the random variables are independent.
A one-dimensional distribution function of the process {xt }ZZ , Will be denoted as

F!(x)= P, < x).

The random process described above is called as a fan process, and all its implementations have a
common random point (M y,,0) [9]. Regarding the function F, (y), we shall require that it should meet
all of the properties of a distribution function.

If we consider the traditional model of reliability “load — endurance”, then the probability of failure-free
operation of a product is independent from time, since it is assumed that the product is subject to static
impacts in the process of operation.

Our objective is to obtain reliability and durability parameters of a product, which is opposed to random
disturbances during its operation, with its random endurance.

Formalization and solution of the problem

The dynamics of a key parameter of product availability operating under conditions of impact loads
can be represented graphically (Fig. 1). It is assumed that a product stops working as soon as the accu-
mulated damages exceed the specified level of endurance, the value of which is limited by the random
function x, = %, — X, , (see Fig. 1).
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Fig.1. Graphical representation of operation process under conditions of impact loads

It is the accounting of random actions that allows us to introduce time dependence in this model. As a
result, a traditional static model of reliability “load — endurance” becomes a dynamic model.

It is easy to see that since a product is opposed to an increasing load L, ¢ =0, it can be defined by the
following equality

N (1)

0., N (@®=12..
Lt: ; i 1() )

0, N()=0

(1

The value L, means the accumulated damage to a product during operation z. A stochastic process
defined in this way is called cumulative. Here, the summing is made for all impact loads, which have
occurred up to the time ¢ inclusive. We shall denote as N,(¢) = N, the number of renewals of recovery
counting process {N1 (t)}t>0 , corresponding to the process My, = M (y, +tV) =My, +tMV . Therefore,
N,(¢t) = N, is a random number of impact loads over time (0, #] or is the number of cycles of recovery
process {t,,i =1}, the expectation of which is a function of recovery H (¢) = MN,(¢).

In view of the fact that the process {Lt }t>0 1s stepwise increasing and its implementations are stepwise
functions, then specifying the acceptable limit (endurance), in our case ), = x, —X,, we can calculate
the appropriate reliability and durability indices.

Then we shall introduce additional, but necessary notations and definitions for a further study without
going over description of the evolution of a product subject to periodic random effects.

We shall assume that impact disturbances are random, i.e. they are applied to a product at random time
points and have random amplitude. Each disturbance leads to decrease in endurance, or it can be assumed
that every action leads to increase of load on some random value described by a relevant distribution func-
tion. Thus, the random process of accumulation, in which load change is a stepwise increasing stochastic
process, and a product’s failure occurs only when this process crosses the border (see Fig. 1), which is a
random variable, and moreover, a random process (fan shaped).

We shall use the results obtained for the case of deterministic endurance of a product in the calculation
of the characteristics of product reliability and durability [10].
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Further we shall consider that the process {L,},., is a simple process of recovery generated by distri-
bution functions F(¢), F,(¢). This simplifying assumption is easily generalized to the case of a delayed
recovery. It is easy to receive evidence that to obtain the probability of failure-free operation of a product
over time ¢, one of the recorded relations for the probability P(L, < x) can be used [3]. Using the condition
of a product failure, and the total probability formula we shall calculate the conditional probability that
the cumulative load does not exceed the endurance of the product during operation, which we write as

=

P(L<x)=MJ,, =Y Wy, o PVO=0=Y| M1, PV()=k) =

20 k=0 8;<x k=0 Zeiéx
r:] i=1

= 2 G (X)P(N,(t)=k)= i GO () (F O - F ().

Since the endurance is a random variable in the considered model, then using the formula of condi-
tional expectation of a random function P(L, < x), we obtain the probability of failure-free operation of
a product over time. Then

P(t)= J.P(L < x)dF, (x)= jZP(N ()= k)G M (x)dF, (x)=

] 2)
=3 PN, = B 6 (0F, (x) = 3 PN, (0= )C(HR) = 3. COOP(0) =MCN, 0,

where C(k) = _[G*(k)(x)det (x)=MG""(x,).
0

It should be noted that relation (2) is a distribution function of the accumulated load over time .
Similarly, we introduce the second recovery process {Z, } associated with the time function of a
product by the following formula (see Fig. 1)

Ny (x)

Zri+Tt’ N,(x)=12,
i=1
0, N,(x)=0

where Z is arandom time to failure for a given acceptable load x. Here N, (x) = N is the number of cycles
of recovery until the exhaustion of endurance resources by the process of load accumulatlon The expectation

of arandom variable N, (x) is also a function of recovery, which we denote as H,(x) = MN,(x). The quan-
Ny (x)

tity Z T,+7, is arandom mean time between failures of a product before crossing the endurance level
i=0

%, by accumulated load, where T, is the reverse residual time, that is the time during which a product

operates properly after the last impact. A conditional distribution function of a product’s MTBF can be

written using the formula of total probability
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P(Z sO)=MJ,., =3 |MJ,,
k=0

Z‘r+‘r<t

= (N
=y P X T 4TSI
k=0

vk [PV (x)=k)=

z T,+T,<t

Nz(x)k)P(Nz(x) k)= ZF*F*“‘)(z)P(N (x)=k).

where F(t) is the distribution function of the reverse residual time T, [3].

Calculating the expectation from a recorded above relation, we obtain the distribution function of a
product’s MTBF and the distribution of time to a first failure.

o) = j P(Z, <1)dF, (x) =TiF,*F*(")(r)P(Nz(x):k)de, (x) =
(3)

S+ FO() j (G (x) = G4 (x))dF, (x).

k=0

The function Q(¢) is the probability of a product’s failure during its operation time ¢, therefore,
k+1
O(t)+ P(t)=1. The integrand (3) G"® (x)- G (x) = P(ZO <x< )6, j is the probability that a
i=1 i=1
failure has occurred between the k-th and the k& +/-th impacts.

It is evident that (3) and (2) are a mixture of distribution functions F**(¢) and G"* (x) with weights
2,(x)=GP(x)-G"*(x) and g,(t) = F*®(t)— F"*“*"(¢), respectively. It is important that the distribu-
tion of MTBF belongs a class of RFIM with any distribution function G ().

It is evident that further analytical transformations of (2), (3) in general form are not possible. In solv-
ing problems, where it is necessary to calculate numerous convoluted functions, Laplace transforms or
generating functions are commonly used, and then there is a need to convert the resulting transformation.
It should be noted that the problem of the conversion of a Laplace transform, as a rule, is of the same
order of difficulty as the initial problem. The difficulty of solving the initial problem consists in the fact
that to get required probabilities in convenient form it is necessary to calculate successively: first, the
expectation of time of the i-th convolution function G(x) or F(¢), depending on the problem under
consideration, and second, the re-calculation of the expectation from the obtained result.

Let us consider the special case of the cumulative process, i.e. the process of impact loads. Let us as-
sume for this that the random variables T and ), =) are exponentially distributed, i.e. F(t)=1- e

and F, (x)=1—e"", where A is therate of impact loads, and v = %/[ % is the rate of endurance changes.

Under this assumption, the sequence of random variables forms a Poisson flow of events, and from the
assumption that /' =0 it follows that the crossing of the endurance level by the determining parameter
occurs only at moments of impact loads. Since the random processes {Lt },> 0? {Zx }x> , are changing si-
multaneously (see Fig. 1), it allows them to be considered as synchronous processes.

Now we rewrite (2) in view of the assumptions made. Taking into account that the rate of impact loads

(A"
k

forms a Poisson process, for which P(N, =k) = . we have
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P(f) = jP(L < x)dF, (x) = jZP(N )G (x)dF, (x)=

0 k=0

S (M) IG*(k)( )F, (x)=1- 2 ‘“(%)IFX, (X)dG™ (x) =

k=0

:i At O\‘t) J )dG*(k)(X).

Noting that the integral of this relationship should be considered as the Laplace-Stieltjes transform
G(v)= Je‘”G(x)dx = Me™ of the function G™*'(x), since F,, (x)=e™" for the exponential distribution

0
of the random variable y,, then we have

P(t):gelt (M')kj‘ e dGP ()= Y e (M) (G( )) _

0 kO

4)
N (ktG(V )) Az(l—Me’Ve)

2

Similarly to (2), let us calculate the distribution function of the cumulative load for the time 7 using rela-
tion (3), assuming that the process of a product’s operation is the process of impact loads. Under general
assumptions, the distribution function of cumulative load for the time ¢ is defined as follows

P()= 3 ' FO 0] (G ()~ G (x))dF, (x),

where F)(x) is the distribution function of the inverse residual time 7, .

To further simplify the obtained relation for P(¢), we shall rewrite the integral appearing in this equa-
tion as

oo oo k k+1
[0 ()= G (x)dF, (x) = | (P(Z 0, < x] - P(Z 0, < deFx (x)=
0 0 i=1 i=1
< k k+1
=[F, (x)d{P(Zei < xj - P(Z@i < xj}
0 i=1 i=1
Given that the quantity y, =y is exponentially distributed with the parameter v, i.e. F, (x)=1-¢™"
k k+1
and calculating the Laplace-Stieltjes transform of the function P[Z@i < xJ—P(Z 0, < xj , then the

i=1 i=1

integral under consideration can be rewritten again
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T(G*("’ (x) = GV (0)dF, (x) =

hod k k+1
=[ea {P[ZG,. < x) - P(z 6, < x]} = Me™ — Me™ " = Me™® (1- Me™).
0

i=1 i=1

Since the process of impacts is a Poisson process, which has the property of no-aftereffect, then in view
of this remarkable property the random variable T, has the same distribution as the variable T . Taking
into account the convolution functions F'(¢), we rewrite the probability as follows

t
P(t) =Y F“()Me™ (1- Me™).

k=0

Performing the Laplace-Stieltjes transform of the function F(¢), we shall rewrite

_(I-Me™)F(s)
O 1-F(s)Me™

P(s)

for the exponential law of random variable

Taking into consideration that F(s) = Je*‘"dF (t)=
0 A+s

distribution T , we can rewrite P(s) as

A
Ats _ A(1-Me™)
s+A1-Me™)

1-Me™)

A v
- Me™
A+s

P(s)=
1

Hence, we obtain the final expression for the distribution function of the cumulative load for the time
t, which we write, using the theorem of residues

Q(t) =1- e—?xt(l—Mefve) =1- e—?»tektMefve ) (5)

=y

A
If we assume that the function G(x)=1-¢e™", then Q(f)=1—e¢ "™ and P(t)=e "".

Now we shall calculate other indices of reliability, such as a failure rate of a product.

Failure rate of a product

Using (2), we obtain the relation for the failure rate A(¢) of a product, which is opposed to a sequence
of impact loads. A(¢) can be written according to the definition of a failure rate as
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MATHEMATICAL MODEL OF THE RELIABILITY OF APRODUCT SUBJECT TO IMPACT STRESS

oo

>/ E )] (G- G (N, (x)
INGEC ° :

o 0

) [ O @)aF, oF© @) - F 4 1)

(=}

where the density of distribution f***"(¢) is determined by successive integration of f“**V(f)=

- J.f*(k)(t x)f(x)dx, where f(t)= @

In view of the fact that further analytical simplifications of the written relation of the failure rate A(z)
are not possible, then again, we assume that there is a process of impact loads, for which the quantities
T and ), = are exponentially distributed random variables, then we have

k
f*(k+l) (f) — 7\, (7\]';') e—?»t

Considering these assumptions and substituting the density of distribution f“**"(¢) in relation to the
product failure rate A(¢), we have

S (7‘]3 e (GM)) 1-Gv)) )
A=t X —A(1=GW)). 6)

2 (G( )) oy (M)

Equation (6) can be obtained directly from (5) and (4). Thus, we obtain a somewhat unexpected result:
the failure rate of an “aging” product does not depend on time.

Since the trajectories of a product operation process is a stepwise function, then the time to failure is a
discrete random variable, so to estimate the failure rate of a product, you can use a discrete analog ([2],
p. 35). Using the above obtained, we have

MG (x,) (G(V))kﬂ(l—é(\’)) _ (G(V))k+1

=3

. = . i+1 ~ =\~ i+1:1_é(v)7
2MG() F(GW) (1-Gw) X (Gw)

7\’k+l =

where A, is the probability that the product is in good order after the k-th impact, but it fails after the

k+1-th impact. In case if G(x)=1-¢™", then A,,, = v s Ay, <1
v+

Thus, the assumptions about exponential distributions of rates of impact loads and magnitude of endur-
ance allowed us to obtain explicit quantitative indices of a product’s reliability necessary for engineer-
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ing practice, from the mathematical model of a product’s reliability, operating under multiple effects
of impact disturbance. Final relations of reliability indices are simple, which makes them attractive for
practical use.
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CTpyKTypHas HafeXXHOCTb. Teopus n NpakTuka

Bosnogapckuii B.A.

KBOMNPOCY TOHHOCTU SAAAHNA UHDOPMALIUA
nPn oNnTMUMNIALUU NPEAYNPEOUTEJIbHbIX SAMEH

lNpeanoxeH metoa nccnaenoBaHUs YCTONYNBOCTU M 4YBCTBUTEIbHOCTY MOZAEIEN ONTUMU3aUmMn npeayrnpe-
ANTEJIbHbIX 3aMeH, MO3BOJISOLLIMI 0O0CHOBATh TOYHOCTb 3a4aHusl UCXOAHOW 9KOHOMUYECKON MHGpOpMaLin.

KnioueBble cnoBa: mMogesb, onTuMmn3aLms, YCToM4YnBOCTb, YYBCTBUTEIbHOCTb, TOYHOCTb.

1. CocTosiHue BOnpoca

B HacTosiiee BpemMsi ONTUMU3ALMOHHbBIE PACUEThl TAPAMETPOB NpeaynpeauTenbHbix 3ameH (113) Tex-
Hu4ecKux ycrpoicts (TY) npoBoasTcs, Kak paBuilo, B MPEANOJIOKEHUU O CTPOTOi TOCTOBEPHOCTH U
OHO3HAYHOCTHU MCIOJIBb3YeMON MCXOAHOM MH(POPMAINH H, CIEIOBATEIBHO, O CTPOTOM OHO3HAYHOCTH
nojiy4aeMbIx pemeHuid. [Ipu pemennn npakTuyeckux 3a1ad ontumusanuu [13 Hensoexna Gombias win
MEHbILIAsi HEOTIPEIEIEHHOCTh UCXOIHOW MH(POPMAIINH, KOTOPast MPOSIBISETCS B HEJOCTOBEPHOM 3HAHUU
YHCJICHHBIX 3HAUEHUH MCXOIHBIX TOKa3aTeNeil MM UX BEepOATHOCTHOTO onucanus. Mcxonnyro uapop-
MaluIo B 3aja4ax onTuMu3anuu 113 MoxHO pa3aenuTs Ha TpU BUAA:

1) neTepMUHUPOBAHHYIO;

2) BepOSTHOCTHO-OIIPEACTICHHY0, KOT/Ia U3BECTHBI (DYHKIMH U TApaMeTPhI PacIpeieIeH s CITydYaiHbIX
BEJIMYUH;

3) BEpOSATHOCTHO-HEONPEACICHHYIO, Korna (DyHKIIMHM pacHpeAeNeHHs CIydallHbIX BEJIMYUH HE H3-
BECTHBI.

K nerepmunmnpoBanHoii oTHOCUTCS nHpopManus o croumoctu 113, cpeHee 3HaueHHE KOTOPOH OHO-
3HAYHO OIPEJEIIEHO HOPMAaTHUBHBIMH JOKyMeHTaMH. MHpoOpMaIuo o cTouMOCTH aBapuitHOTO BOCCTa-
HOBJICHUSI MO>KHO CUMTaTh BEPOSATHOCTHO-OIPEAEICHHOMN, TIOCKOJIbKY OHAa HE MOXKET OBITh OIpe/ieIeHa
OIHO3HAYHO M3-32 3aBUCHMOCTH OT PsiJia CIy4aiiHbIX (JaKTOPOB (BHE3AMHOCTh 0TKa30B TV, KBamu(uKanus
00CITy’KUBAIOIIIETO MEPCOHANA U T.I1.). B 3aBUCMMOCTH OT TOJHOTHI MCXOAHBIX JaHHBIX, HHPOPMAIUIO
00 ymiep6e u3-3a otkazoB TY B cuily ciy4aifHOTO, a HHOT/Ia HEIOCTAaTOYHO OIPEEICHHOTO XapakTepa,
MOKHO OTHECTH K BEPOSITHOCTHO-OIPEEICHHON NN BEPOSITHOCTHO-HEONPEAEIEHHOM.

Oco0ble TPyAHOCTH Ha MPAKTHKE BO3HUKAIOT NpU BbIOOpe (DYHKIMHU pacrpenesieHus] BEPOSITHOCTH
6e3o0TkazHoi padboTsl (BBP) n3-3a masioro o6bema craructTudeckoro Mmarepuania oo orkazax TY. Onpene-
JUTh (PyHKIMIO pacrlpeieieHusl CYyIIeCTBYIOIIUM METOIOM MaTeMaTHYeCKON CTaTUCTUKHU MOXKHO IPH
KOJIMYECTBE OTKa30B Ooinee cra. B aToMm ciydae nnpopmanus OyaeT BeposTHOCTHO-OIIPEICIIEHHOH, a B
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IIPOTUBHOM CJIy4a€ — BEPOSITHOCTHO-HEONPEAEIEHHON, TaK KaK IIPU 3TOM MO)KHO IOJYyYUTh HECKOJIBKO
BO3MOXKHBIX (DYHKIIUI pacrpeieneHusl.

HeonpeneneHHoCTh HCXOHON HH(POPMAIIMK TPUBOAUT K METOANYECKUM U IPAKTHYECKUM TPYIHOCTIM
ontumusanuu I13. I1pu 3T7oM 3HaUNTEIBHO MOBBIIAETCSA PAa3MEPHOCTD PEILIAEMOM 3a1auH, TaK KaK MOsB-
JsieTcs O0JBIIOE YUCIIO BO3MOXKHBIX COYETaHNH HH(pOopMaLUU O GyHKIMH pacpeaeIeHs BEPOSITHOCTH
0e30TKa3HO pabOThl U CTOMMOCTHBIX ITOKa3aTesIX. DTO NPUBOJUT K HEOJHO3HAYHOCTH PELICHUS ONTH-
MU3aLMOHHOH 3a/1a4H, TOCKOJIbKY Ka)kJ1asi IEPUOANYHOCTD 113 pu TeX niin MHBIX COYETAHUAX UCXOJHON
uHpopMaLuu OyJIeT yCIOBHO ONTUMAIBHOM.

IToaTomy npoGniema rccae10BaHus BIMSHUS TOYHOCTH OIPEeIeHHs HCXOHON HH(pOpMAaLUH O QyHK-
LUSIX pacIpeiesIeH sl BEpOSITHOCTH O€30TKa3HOM paboThl M CTOMMOCTHBIX ITOKA3aTelsAX MPU ONTUMH3ALIUU
I13 ocraercs BecbMa aKkTyaabHOM.

B crarsbe [1] aBTOpOM BriepBbIE IPUMEHUTEIBHO K MOJENIAM ONTUMU3ALMH PEAYIPEAUTEIbHBIX 3aMEH
BBEJICHBI [TOHSTHSI 2KOHOMUYECKON YCTOMUNBOCTH PELIEHUH U YyBCTBUTEIBHOCTHU K BApUALIUU MCXOIHBIX
JAHHBIX (PYHKIUH yAETbHBIX HKCILTyaTallMOHHBIX 3aTpar. [IpoBeneHbl nccieaoBaHus yCTOMYMBOCTH U
qyBCTBUTEIHHOCTH U3BECTHBIX B TEOPUHU HAJIE)KHOCTU Mojienelt ontumu3zanuu [13 no HapaboTtke u rpym-
NoBBIX 3aMeH [2]. [Ipu 3a1aHHON TOUHOCTH pacuyeTOB ONPEAEIEHBI 30HBI PABHOOKOHOMHUYHOMN NIEpUOINY-
HOCTH U OLICHEHBI JMAINa30Hbl JOIYCTUMBIX OTKJIIOHEHUH [TapaMeTPOB MOENIEH B 30HE DKOHOMUYECKON
ycroitunBoctu. Kak mponomkenue 3Toi paboThl, B ctaThe [3] ¢ 1eabt0 000CHOBAaHUS TOYHOCTH 33 JaHUs
MCXO/IHBIX SKOHOMHUYECKUX JIaHHBIX ITPOBEIECHBI aHATIOTUYHbIE UCCIEJOBAHUS (DYHKLUH YICIbHBIX dKC-
IUTyaTallMOHHBIX 3aTPAT U3BECTHOM B TEOPUHU HALEKHOCTU MOJENN onTuMH3auuu 113 ¢ MUHMManbHBIM
PEMOHTOM IpH OTKa3e 11 GyHKLUUH pacnpenenenus BeitOymna [2].

B cBsi3u ¢ akTyanbHOCTBIO, B lajibHENIIEM NMOSABUIICS Psii MyOauKanuii mo 3toil npodneme. Tak, B [4]
paccmarpuBaeTcs Cilydail, Korja yCTaHOBJIEH BUJ1 3aKOHA pacrpe/iesieHHs] BpeMeHU 0€30TKa3HON paboThI U
OLIEHEHBI 3HAUEHUsI €r0 MapaMeTpoB. 37€Ch UCCIIETyeTCs TONbKO BINUsSHUE OTKIOHEHHUH TapaMeTpoB pac-
npeieNeHust Ha BBIOOp Meproa Npo(uiIakTHUecKoro o0y kiuBaHus. B kauecTBe KpuTepus UCIOIb3YeTCs
MaKCHMaJbHOE 3HaueHue KO3((UIMEHTa TOTOBHOCTH, & CPEIHHUE JAIUTEIBHOCTH MPEAyIPEAUTEIbHbBIX
NpOoQHUIAKTHK U aBApUHHO-TIPOYUITAKTHIECKUX PAOOT IPU ATOM CUMTAIOTCS A€TepMUHUPOBaHHBIMU. He-
00X0TMMO OTMETUTb, YTO IPUBEACHHBII IPUMEp ONpeieNIeH s Teproa MPopUIAKTUKH ITPU SIKCTIOHEHIIH-
aJIbHOM 3aKOHE paclipe/IesIeHUs SIBIIETCS HEKOPPEKTHBIM. DTOT 3aKOH OIMCHIBAET OTKA3bl HECTAPEIOIINX
CHCTEM, JUIsl KOTOPBIX MPOBEACHUE NMPO(PUIAKTUYECKOTO 00CTyKMBaHUS HelenecooopasHo [2].

AHanorn4Ho B [5] npuBeaeHbI pe3y/bTaThl HCCIIEA0BAHUS BIUSHUS OTKIOHEHUHM OLIEHOUHBIX 3HAYECHUH
napametpa Gopmsl pactipenenenus BeliOymnia (mapamerp Maciutaba mpu 3TOM IPUHUMAETCS IeTEPMUHH-
POBaHHBIM) Ha ONTHUMAJIbHBIE 3HAYEHUS] CPOKOB 3aMEH U Ha ONTUMAJIbHbIE 3HAUCHUs HKCILUTYaTalluOHHBIX
3arpar npu crpareruu [13 no HapaboTke. 3nech GyHKIMS pacnpeieNeHHsl CAMTAeTCs ONPEIeIeHHOM, a UH-
(dopmalys 0 CTOUMOCTH MIPEAYNPETUTEIBHBIX U aBAPUIHBIX 3aMEH IPUHUMAETCS 1eTEPMUHUPOBAHHOM.

B crarbe [6] cnenana noneiTka 060CHOBaHUS TpeOOBaHUI K TOUHOCTH OLIEHOK MOKa3areneit 6e30TKa3-
HOCTH JJIsl peLLIeHHs 3a/1a4 ITPOIJICHHUs CpoKa Ciry:k0b1 POC. ABTOPBI CCHUTAIOTCS TOIBKO HA My OIHUKALIUIO
[1], XOTS MOTHOCTHIO UCTIONB3YIOT PE3yJIbTAThl PaHEee BBITOJHEHHBIX UCCIIE0BaHMH [3], 3aMEHHB TOJIBKO
o0o3HaveHus napamerpos popmyin. Eciu B [3] o pe3ynbratam uccieaoBaHUs yCTOHUMBOCTH U UyBCTBH-
TEJIBHOCTH SKCIUTyaTAallMOHHBIX 3aTpaT JlaHa OLEHKa JOMYCTUMON TOUHOCTH OMNpEAETIeHUs UCXOIHBIX
HKOHOMHUYECKHX JJaHHBIX, TO B MyOnuKkauu [6] pakTuuecku NOBTOpsieTCs HCCel0BaHue yCTOMUYUBOCTH
u3BecTHOU Mojienu 113 ¢ MUHMMaIbHBIM PEMOHTOM IpU OTKa3e Ui GyHKIMHU paciipeneneHus BeitOymna,
U HE JaeTCs pelIeHue MOCTaBIEHHOM B CTaThe 3aJauH.

Takum 00pazoM, U3 MPUBEJECHHOTO aHAIU3a MyOIUKalUil OYEBUIHO, YTO BOIIPOCHI UCCIIEIOBAHUS U
000CHOBaHMs TPEOOBaHUN K TOUHOCTH UCXOAHOM MH(OpMAIMK TPU ONTUMU3ALUHN TPEAYIPEAUTETbHBIX
3aMeH JI0 HAaCTOSIILIEr0 BPEMEHU OCTAIOTCsl HE3aBEePIIEHHBIMU.
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B npenpiaymeit myOnukanuu aBropa [7] mpencTaBieHbl pe3ylbTaThl BHIIOTHEHHBIX HCCIeI0BaHUMN
HKOHOMHUYECKON yCTOMUMBOCTH Mozesel onTuMuzanuu 113 B ycroBHUAX BEpOSTHOCTHO-HEOIPEIEIEHHON
uHpopmanuu o pyHkuuu pacnpenenenus BBP. B atom ciyuae npu orieHeHHOM 3HaYeHUU KO3 (PUIEeH-
Ta BapHalluM 33JaHO0 CEMENUCTBO (PYHKIIMI pacrpesieneHus U MoKa3aHa SKBUBAJEHTHOCTD MOJTy4aeMbIX
peleHHii B OTHOLIEHNUH OIpe/IeNIeH s Jruana3oHa ONTUMANIbHBIX 3HaYeHni nepruoandHocty [13.

Ilesb cTaThy — UCCIEIOBaHUS YCTOHUMBOCTHU M UyBCTBUTEIBLHOCTH MOJIEIEH ONTUMU3AIIMH ITPETyIpe-
JUTETBHBIX 3aMeH JUIsl 000CHOBAaHUS TOYHOCTH 3a/1aHUS UCXOJHOM SKOHOMUYECKON MH(OpMAIHH.

2. O6ocHOBaHUSA TOYHOCTU 3a4aHUA UCXOAHOW SKOHOMUYECKOM
nHpopmauumn

HpI/I OIITUMMU3AMKU NICPUOANIHOCTHU ITPOBCACHUA 113 Texanuecknx YCTpOﬁCTB, KakK IIpaBuJIO, OPHUCH-
THUPYIOTCA Ha CPpCAHNC 3HAYCHUA HUCXOAHBIX 9KOHOMHUYCCKHUX HAHHBIX. Ha IPAaKTHUKEC 4aCTO CTOUMOCTD
aBapHﬁHOFO PEMOHTA C YUCTOM ymep6a OT IIPOCTOsA YCTpOfICTB HUMCCT 3HAUUTCIIbHBIC OTKJIOHCHUA OT
Cp€aAHCIO 3HAYCHUS. HpI/I OTOM IIapaMCTpPbl MATCMATHYCCKUX Moz[eneﬁ HC MOI'yT OBITh 3aJaHbl OJHO3HAa4-
HO. B sTnx YCJIOBUAX ITPHU PCIICHUUA 3a1a9U KAXKAOMY COYCTAHUTO 3HAYCHUM mapaMeTpoOB COOTBETCTBYCT
CBOC OIITUMAJIbBHOC 3HAYCHUC IICPUOAUIHOCTH I13.

OcHOBBIBasICh Ha paHee MOJYYCHHBIX pe3yibrarax [1], 3amayy 000CHOBaHUS TOYHOCTH, C KOTOPOH
JTIOJDKHBI OTIPEACIIATHCS MCXOHBIC IaHHBIE, TPe/jIaraeTcs peniaTh B JBa dTara.

Bo-niepBbix, HEOOXOAMMO MTPOBECTH MCCIIEAOBAHNE YKOHOMHYECKON YCTOMYUBOCTH (DYHKITUH YACTbHBIX
AKCILTyaTallMOHHBIX 3aTpaT | MPH 33JJaHHON TOYHOCTH PACUYETOB OMPEICTUTh JOMyCTUMBIC OTKJIOHEHUS
nepuoanyHocTy [13 B 30HE ONTUMANIBHBIX 3HAYCHUH.

Bo-BTOpBIX, HEOOXOAMMO HMCCIIEI0BATh YyBCTBUTEILHOCTh (DYHKIIMH YASIBHBIX AKCILTyaTallHOHHBIX
3arpaT K U3MEHEHHIO0 €€ TapaMeTPOB M, HCTIOIb3YS IUAMTAa30H IOMyCTUMOTO OTKJIOHEHUS TEPUOTUIHOCTH
13, 060CcHOBATh TOYHOCTH OIPEACICHUS UCXOMHBIX IKOHOMUYCCKHUX JaHHBIX.

Pemenue 310i1 33124 MoKakeM Ha MPUMeEpPE CTPATETUU MPEAYIPETUTENbHBIX 3aMEH C MUHUMATbHBIM
PEMOHTOM MU OTKa3e, KOT/a yIeIbHbIE SKCIUTyaTallMOHHBIE 3aTPaThl (€cIu HapaboTKa MEXLy OTKa3aMHu
nMeet pacnpeneneHue BeiiOymnia) onpenensieTcs: coriacHo [2]

C(1) = [B+A(k, TTH° -], (1)

rae B — cTouMocCTh MpeaynpeauTeabHON 3aMeHbl; 4 — CTOUMOCTh aBapUIHOTO PEMOHTA MPH OTKa3e ¢
yudeTom yiepoa; b —napamerp hopmbl pacnipesenenus Beibyina; k, =11 -b!). 3neck I'— ramma-pyHKIHMS;
T - HapabOTKa Ha OTKa3; T - NEPUOTUIHOCTH [13.

Pa3znenus Beipakenue (1) Ha A/T, nmony4uM 3HaYeHHE OTHOCUTENBHBIX YIECNbHBIX 3aTpar B Oe3pas-
MEpHOM BUJIE

y =C@A! =nx1+kxb1, (2)
e 1 = B/A — xo>dduiment ctonumoctH; x = t/T — OTHOCHTENbHAS IEPUOJMYHOCTD PETY TPETUTEb-
HBIX 3aM€H B JIOJIAX HAPAOOTKU HA OTKA3.

OnTuManbHOE 3HAYEHHUE X, TPH MUHUMYME OTHOCHTEIBHBIX YEIbHBIX SKCIUTyaTallHOHHBIX 3aTpar y,
onpenensiercs u3 ycinopus dx/dy = 0 mo Gpopmynam:

X7k, ((b-1)"H"; 3)
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) .
4
1 = b=4
b=2
2

FW TS — ——
| l 1 | |
0.6 05 1.0 1.2 14 X,

Puc. 1. Pe3ynsrars! nccnenoBaHus SKOHOMHUYECKON YCTOHYUBOCTH

o= bhk,x . “4)
[Ipeobpazosas (2) uepes (3) u (4), MoIy4uM ypaBHEHUE BUA

¥, =0—1+x")(bx )", )

ey, = y/y, X = X/X,— OTHOCHTEIbHbIE OTKIOHEHHS, COOTBETCTBEHHO, YEIbHBIX OKCILTyaTallHOHHbIX
3aTpaT U NePUOAMYHOCTH MPEIYTPEIUTEILHBIX 3aMEH OT UX ONTHMAaJIbHBIX 3HAUCHHH.

VYpaguenue (5) HOCUT 000OIIEHHBIA XapakTep, HE 3aBUCHUT OT IIAPAMETPOB 1, X U K, MCXOIHOM Mare-
MaTHYeCKOM MoJieIH (2) ¥ IO3BOJISIET UCCIIEIOBATH SKOHOMUYECKYIO YCTOWIMBOCTD YCIBHBIX IKCILTya-
TAlMOHHBIX 3aTpaT. 3a1aBasCh 3HAYECHUEM y = 140, MOKHO OIPEIEIUTh TOMYCTUMBIC OTHOCHTEIBHEIE
OTKJIOHEHUS ONTHMAJIBHOM MEPHOIUIHOCTH MPEAYIPEIUTEIBHBIX 3aMEH, COOTBETCTBYIOIINE MTPUHSATON
TOYHOCTH PAcYeTOB OTHOCUTEIBHBIX YACTBHBIX IKCILTyaTallMOHHBIX 3aTpar.

I'paduky 3aBUCUMOCTH y, OT X IIPU Pa3sHbIX 3HAYEHMAX b IpeJCTaBIeHbl HA PUC.1, U3 KOTOPOro
BHIHO cienytomee. C poctom napamerpa ¢popmbl pacnpeneneHus Beitbynna b (ymMeHbIIeHHEM KO-
bunmeHTa BapuaIym) SJKOHOMUYECKask yCTOMUYNBOCTh PYHKIIMU YICTbHBIX SKCIUTYyaTaIllHOHHBIX 3aTpaT

Xy — b=2

Puc. 2. Pe3ynbrarsl nccine10BaHNs 4yBCTBUTEIBHOCTH
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camwkaercs. Ecnu 3amare, Hanpumep, 0 = 0,05 (cM. MyHKTUP Ha puC.1), TO MOTYyUIUM CIAEAYIOUINE J10-
IIyCTUMBIE OTKJIOHEHHUS IEPUOANYHOCTH IPENYIPEAUTEIbHBIX 3aMeH: TpH b=2 oT HuxkHero x, = 0,73

JI0 BEPXHETO Z =1,37; mpu b=4 — ot x_= 0,82 1o x_x=1,19. Torna ontumansHOE T, TOMYCTUMBIE

HUXKHEC TO " BCPXHEC TO SHAYCHUA ICPUOANIHOCTHU MPEAYIIPCAUTCIBHBIX 3aMCH OIIPCACIIAIOTCS KaK

=X L Ty =X,Tg, To= X, Ty

OnpeneneHre 4yBCTBUTEIBHOCTH (DYHKUMU YAEIbHBIX HKCIUTyaTallMOHHBIX 3aTpaT K M3MEHEHHUIO
K03(pUIMEeHTa CTOMMOCTH 1) IPOBOJUTCS € UCIIONb30BaHUEM ypaBHeHus (3). MccnenoBanue yyBCTBU-
TEIbHOCTU HE TpeOyeT 3HaHUS YUCIICHHBIX 3HaU€HUIN KO PUIIMEeHTa CTOUMOCTH, TaK KaK BBITIOJIHSIETCS
B OTHOCHMTENBHBIX €IMHULAX 1, = M/N_, rae N — 6a30Boe 3HaueHHE KOIPDUIMEHTA CTOUMOCTH, COOT-
BETCTBYIOIIEE ONTUMAIbHONW NEPUOAUYHOCTH MPENYPEAUTETbHBIX 3aMEH.

Pesynprarel uccnenoBaHus 4yBCTBUTEIBHOCTH MPECTABIECHbI HA PUC.2, U3 KOTOPOTO BHUJIHO, YTO C
YBEIMYEHUEM NTapameTpa GOpMbI b 4yBCTBUTENBHOCTD K M3MEHEHHIO 1), CHUKAETCS, U HCXOIHBIE SKOHO-
MUYECKUE JaHHbIE MOTYT ONPEAEIATHCSA ¢ O0MblIel norpemHocTbio. Hanpumep, B 30HE SKOHOMUYECKOM
YCTOMYMBOCTU (DYHKIIMH YAETbHBIX SKCIUTyaTallMOHHBIX 3aTpatT mpu 6=0,05 (cM. myHKTUp Ha puc. 2) 10-
MTyCTUMBI CJIETYIONTNE OTHOCUTEIbHBIC OTKIIOHEHUS KodddumuerTa croumocTh: ipu b=2 — ot 0,52 no
1,84, a mpu b=4 — ot 0,46 1o 2,0 ot ero 6a30BOTO 3HAYCHHUSI.

3akn4yeHue

B pesynbrare nccienoBanus 9yBCTBHTEIBHOCTH YCTAaHOBJICHO, YTO B 30HE IKOHOMHYECKOH YCTOMYNBO-
CTU (PYHKIIUH YACTBHBIX SKCILTyaTal[MOHHBIX 3aTPaT UCXOJHBIC YKOHOMUYECKUE TAHHBIC MOTYT OIpe/ie-
JSTHCS C OOJIBILION MOTPEITHOCTHIO0. Hanprmep, pu TOYHOCTH pacyeToB 5% yAebHBIX KCILTYaTalMOHHBIX
3aTpar B CJIydae CTPATeruy 3aMEH C MUHUMaJIbHBIM PEMOHTOM IIPH OTKa3aX JIOIyCTUMbBI OTHOCHTEIIbHBIC
OTKJIOHEHHS KOA((UIMEHTA CTOUMOCTH B CiIy4ae pacnpeaenenus BeitOymia ¢ koaddummertom Gpopmbl
paBHbIM 1ByM — OT 0,52 1o 1,84, a ¢ koadduumenTom Gopmsl paBHBIM YeTbipeM — oT 0,46 10 2,0 ot ero
0a30Boro 3HaucHus. B paccMarpuBaeMbIX Clydasix 3TH 3HaUCHHs MOTYT OBITh IPUHSTHI B KAYECTBE JI0-
MYCTHMOW TOYHOCTH OIIPEICICHHUS UCXOIAHBIX SKOHOMUYCCKHUX JTAHHBIX.
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Structural reliability. The theory and practice

Volodarsky V.A.

THE ISSUE OF ACCURACY OF INFORMATION ASSIGNMENT
FOR OPTIMIZATION OF PREVENTIVE REPLACEMENTS

The paper offers a method for researching the stability and sensitivity of models of preventive replacement
optimization that allows for justification of the accuracy of initial economic information assignment.

Keywords: model, optimization, replacement, stability, sensibility, accuracy.

1. State of the art

Currently, optimization calculations for parameters of preventive replacements (PR) of technical devices
(TD) are usually carried out under the assumption of strict reliability and unambiguity of raw information
and, consequently, strong unambiguity of the solutions obtained. When solving practical optimization
problems of PR, it is inevitable to face greater or lesser uncertainty of source information that presents
itself in unreliable knowledge of numerical values of initial indicators or their probabilistic description.
Initial information in optimization problems of PR can be divided into four types:

1. deterministic;

2. probabilistically certain, when functions and parameters of the distribution of random variables are
known;

3. probabilistically uncertain, when the distribution functions of random variables are not known.

Deterministic initial information includes information about the cost of PR, the average value of which
is unambiguously defined by regulations. Information about the cost of emergency recovery can be con-
sidered as probabilistically certain, because it cannot be unambiguously determined due to the depend-
ence from the number of random factors (device sudden failure, qualification of maintenance personnel,
etc.). Depending on the completeness of source data, information about the damage due to TD failures
because of the random and sometimes not sufficiently certain nature can be attributed to the probabilisti-
cally certain or probabilistically uncertain information.

Particular difficulties arise in practice when selecting a reliability function (RF) because of the small
amount of statistic data about TD failures. The distribution function can be determined by existing meth-
ods of mathematical statistics when the number of failures is more than one hundred. In this case, the
information will be probabilistically certain, and otherwise it will be probabilistically uncertain, because
several possible distribution functions can be obtained.
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The uncertainty of initial information leads to methodological and practical difficulties of PR optimiza-
tion. In this case, the dimension of the problem increases significantly, since there is a large number of
possible combinations of information about the reliability function and cost parameters. This leads to the
ambiguity of the optimization problem solution, because each interval of PR under various combinations
of initial information is conditionally optimal.

Therefore, the problem of investigating the influence of the accuracy in determining the initial informa-
tion about the reliability function (probability distribution function) and cost parameters while optimizing
the PR remains relevant.

In the paper [1], the author for the first time introduced the concept of economic solutions’ stability and
variation sensitivity of the initial data functions of operational cost per unit in relation to the optimization
model of preventive replacements. The research of stability and sensitivity of PR optimization models for
mean time between failures and group replacements known in the reliability theory has been carried out
[2]. For a specified accuracy of calculations, the areas of equally economic intervals have been defined and
the region of admissible deviation of models’ parameters in the area of economic sustainability assessed.
The paper [3] as a continuation of this work in order to substantiate the accuracy of assignments of initial
economic data presents similar research of operational cost per unit function of PR optimization models
known in the reliability theory with minimal repair at failure for the Weibull distribution function [2].

Later due to the urgency of this issue, a number of publications on this problem have been offered.
Thus, the paper [4] considers the case where the type of time-to-failure distribution law has been set and
its parameters evaluated. It examines only the effect of deviations of the distribution parameters to choose
the cycle of preventive maintenance. In this case, the maximum value of availability factor is used as a
criterion, and the average duration of preventive and emergency maintenance works are considered as
deterministic. It should be noted that the above example of determining the period of preventive main-
tenance with an exponential distribution law is incorrect. This law describes failures of ageing-resistant
systems for which preventive maintenance is not appropriate [2].

Similarly, the paper [5] shows the results of researches as regards the effect of deviations of the shape
parameter estimated values in Weibull distribution (in this case, the scale parameter is accepted as deter-
ministic) on the optimal values of replacement ages and on the optimal values of operating costs using
the strategy of PR according to mean time between failures. Here, the distribution function is considered
specified, and information on the cost of preventive and emergency replacements is accepted as deter-
ministic.

The paper [6] attempted to justify requirements for the accuracy of reliability factor estimates to meet the
challenges of extending the lifetime of radio electronic systems life. The authors refer only to publication
[1], although fully utilize the results of previous studies [3] by replacing the designation parameters in
formulas. While the paper [3] gives the assessment of allowable accuracy of initial economic data based
on the obtained results of stability and sensitivity operating costs, publication [6] actually repeats the
study of stability of the known model for PR with minimal repair at failure for the Weibull distribution
function, but there is no any solution of the stated problem in [6].

Thus, from the above analysis of publications, it is evident that the research issues and justification of
the accuracy requirements for the initial information in the optimization of preventive replacements have
not been completed so far. In previous publication [7], the author presented the results of the research
of economic stability optimization models of PR under probabilistically uncertain information about
the reliability function (RF as a function of time). In this case, for the estimated value of the variation
coefficient, a family of distribution functions is specified and the equivalence of the solutions obtained
is shown in relation to determination of the range of optimal values of PR periodicity.

The purpose of the present paper is to study stability and sensitivity optimization models of preven-
tive replacements to justify the accuracy of the initial economic information assignment.
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2. Justification of the accuracy of the initial economic
information assignment

When optimizing the PR periodicity of technical devices, the average values of the initial economic
data are considered as a guiding line. In practice, the cost of emergency repair taking into account the
damage owing to repair downtime of devices has significant deviations from the average value. In this
case, the parameters of mathematical models cannot be defined unambiguously. Under these conditions,
when solving the problem, its own optimal values of PR periodicity correspond to each combination of
parameter values.

Based on the results obtained previously in [1], the problem of justifying the accuracy by which the
initial data should be determined should be solved in two stages. First, it is necessary to carry out a study
of economic stability of the operational cost per unit function and for a given accuracy of calculations to
determine the acceptable deviations of PR periodicity in the area of optimal values.

Second, it is necessary to investigate the sensitivity of the operational cost per unit to alteration of its
parameters and using an acceptable deviation range of PR periodicity to justify the determination accu-
racy of the initial economic data.

We shall show the solution of this problem using the example of preventive replacements strategy with
minimal repair at failure when the operational cost per unit (if operating time between failures has the
Weibull distribution) is determined according to [2]

C(1) = [B+A(k, TTH° -], (1

where B is the cost of preventive replacement; 4 is the cost of emergency repair in case of failure, with
the damage taken into account; b is the shape parameter of the Weibull distribution; k, =G(I- b/). Here G
is the gamma function, and 7 is mean time between failures (MTBF); ¢ is the periodicity of PR.

Dividing equation (1) by A/T, we will obtain the value of the relative cost per unit in the dimension-
less form

y=CA!= nx']-lrkbbxb'I, 2)

where 3 = B/A is a cost factor, x = ¢ /T is the relative periodicity of preventive replacements in frac-
tions of MTBF.

The optimal value x, at minimum relative operating costs per unit is determined from the condition
dx/dy = 0 by the following formulas:

X =k, ' (n(b-1)H)1P; €)
o= ble,x,". “4)

Transforming (2) through (3) and (4), we shall obtain an equation of the following form:
y.=(b—1+x>)(bx ), (5)

wherey = y/y,’ x = x/x, are relative deviations of operating costs per unit and periodicity of preventive
replacements from their optimal values respectively.
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Equation (5) has a generalized character, does not depend on the parameters 1, x and k, of initial
mathematical model (2) and allows to explore the economic sustainability of the operating costs per unit.
Assuming the value y, = 1+, it is possible to determine the permissible relative deviations of optimal
periodicity of preventive replacements corresponding to the accepted accuracy of calculations of relative
operating costs per unit.

The diagrams of dependence y, on x_ for different values of b are presented in Fig. 1, which shows the
following. With the growth of the shape parameter of the Weibull distribution b (decreasing coefficient of
variation), economic sustainability of the function of operating costs per unit decreases. If we specify, for
example, 1= 0,05 (see a dashed line in Fig. 1), it is possible to obtain the following admissible deviations

of preventive replacements: for b =2 from the lower x_ = 0.73 to the upper x_xz 1.37, for b = 4 from the
lower x_= 0.82 to the upper x_xz 1.19. Then the optimal 7, the permissible lower T, and the upper 1:_0

values of the periodicity of preventive replacements are defined as follows

T XL, To=X,Tg, T = X, T,
Yo
4
11 - b=4
b=2
2

105
| | 1 | |
05 0 1.0 1.2 14 X,

Fig.1. Results of the economic stability study

2 =04

Fig. 2. Results of the sensitivity study
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Determination of the sensitivity function of operating costs per unit for change of the cost coefficient 3
is carried out using equation (3). Sensitivity analysis does not require knowledge of the numerical values
of the cost coefficient, as it is executed in relative units n, = n/n_, where 1 is the basic value of the cost
coefficient corresponding to the optimum periodicity of preventive replacements.

The results of sensitivity analysis are presented in Fig. 2, which shows that with the increase of the
shape parameter b the sensitivity to changes of n _decreases, and initial economic data can be determined
with lower accuracy.

For example, in the area of economic stability function of operating costs per unit at 1 = 0,05 (see a
dashed line in Fig. 2) the following relative deviations of cost coefficient: for » = 2 — from 0.52 to 1.84,
and for b =4 — from 0.46 to 2.0 of its baseline value.

Conclusion

As aresult of sensitivity analysis, it has been found that in the area of economic stability of the function
of operating costs per unit the initial economic data can be determined with lower accuracy. For example,
if the calculation accuracy makes up 5% of operating costs per unit in case of the replacements strategy
with minimal repairs at failures, permissible relative deviations of the coefficient cost in t case of the
Weibull distribution with a shape factor equal to 2 from 0.52 to 1.84, and with a shape factor equal to 4
from 0.46 to 2.0 of its basic value. In considered cases, these values can be taken as acceptable accuracy
of determining initial economic data.

References

1. Volodarsky V.A. Optimizing the periodicity of preventive replacements under uncertainty initial
information // Dependability and quality control. — 1984. — # 8. — pp. 39-44.

2. Barlow R., Proschan F. Mathematical theory of reliability. — Moscow: Soviet Radio, 1969. — 488 p.

3. Volodarsky V.A. Justification of initial economic data accuracy for optimizing the periodicity of
preventive replacements // Dependability and quality control. — 1986. — # 4. — pp. 36-39

4. Golikov V.F. About the influence of determining the accuracy of dependability characteristics to
choose the period of preventive maintenance // News of the USSR Academy of Sciences. Engineering
Cybernetics. 1986. —# 1. — pp. 66-69.

5. Bayhelt F., Franken P. Dependability and Maintenance. Mathematical approach. — Moscow: Soviet
Radio, 1988. — p. 392.

6. Lanetsky B.N., Kobzev V.V. Justification of requirements for the accuracy of estimates of radio
electronics’ reliability factor in exploited surface-to-air missile systems for solving the problem of as-
signed service life extension (of resources) // Information processing systems — 2006. — Issue 4 (53).
—pp.110-117.

7. Volodarsky V.A. Studies of economic stability optimization models for preventive replacements /
/ Reliability. —2012. — Ne 1 (40). — S. 36-43.

72



dyHKUMOHaNbHaA HaAEXHOCTb. Teopusa U NpaKkTuKa

AbpamoBa H.A., Kospura C.B., MakapeHko []. .

NMPUHLUMUNbI YNPABJIEHUA KAHECTBOM
NMPOEKTUPOBAHUSA CJ1I0XHbIX MPOrPAMMHO-
TEXHUYECKUX KOMITJIEKCOB C YHYETOM
OLUEHKHN PUCKOB OLLUNBOK YEJTIOBEKA

s CHUXeHUsT BINSIHUST 4€710BEHECKUX (I)aKTOpOB rnpuv ripoOeKTupoBaH rporpamMmMmHO-TEXHNHYECKNX KOM-
MJ1eKCOB, CBSI3aHHbIX C 6€30MacHOCTbIO, Ha PUCKN BO3HUKHOBEHWS OriaCHbIX Cl/ITyaLu/IVvl B Xo4e ux aKcriiya-
Tauuun, rnpensio)xkeHbl HeKOTopble HOBble NMPUHLWIbI, HaripaBJ/1IeHHbIe Ha rNoBbILLIeHe Ka4ecTBa MpoeKkTnpoBa-
HWS TakKnx KOMI1J1eKCOB. I"Ipe,qcraBneHHb/e pes3ysibTatbl OCHOBAaHbI, C OAHOV CTOPOHbI, Ha rNnCcuxosiorn4eckmx
n MexagncunriyimHapHbIX nccrsiegoBaHusX, a C ,qpyroﬁ, — Ha aHasim3e rpakTrkn rnpoeKTnpoBaHWs CJ1I0XKHbIX
rnporpamMmmMHO-TEXHUYECKNX KOMI1JIeKCOB B aroMHOV SHepretTuke.

KnoyeBbie cnioBa: noteHUmMasibHO ONacHbIfi 00bEKT, 6€30MacHOCTb, MPOrPaMMHO-TEXHUYECKNI KOMITJIEKC,
JOCTOBEPHOCTb, PUCKM M3-3a8 HEJI0BEYECKOro ¢akTopa, yrnpaBaeHNe Ka4yeCTBOM MPOEKTUPOBAHMSI.

BBepeHue

CeromHst IMEET MECTO CYLIECTBEHHOE YCIOKHEHUE MOTEHIIUAILHO OMACHBIX 0OBEKTOB, I KOTOPBIX
CO3/IAI0TCSI METO/IBI M CUCTEMBI YIIPABICHHUS WIIM TIOAJCPIKKH MIPUHATHS PEILICHUI Ha OCHOBE (POPMATbHBIX
METONOB. B MoHATHE CIIOKHOCTH OOBEKTOB (CUCTEM, KOMILIEKCOB), HapsLy ¢ Oojiee TpaJAuIUOHHBIMU
NPU3HAKaMU (TaKMMHU KaK KOJIMYECTBEHHAs! CIIOKHOCTh, CTPYKTYpHAsI CJIOKHOCTh, CJIOKHOCTh MaTeMa-
TUYECKHX MoJesel — «organized complexity»), BKIIIOYAETCsl YETOBEUECKHM acleKT CIOKHOCTH, KOT/Ia
MHTEJUICKTYaJIbHO CJIOKHBIM TAIIOM PEIICHUS 3a/1a4 YIIPaBJICHUs 1 00ecriedeHus 0€30MacHOCTH SBIISIETCS
NEPBUYHAS CTPYKTYpH3auus U (hopMain3anus 3HaHUH O POSKTUPYEMBIX 00BEKTaX U MPEAbABISIEMbIX
K HUM TpeOOBaHUSAX.

B cuiny Hem30eKHOTO ydacTHs JItoAeH, IPUMEHSIEeMbIE METOMIbI CTPYKTYpPHU3AIUH U (OpMaTH3aIiH
3HAHUH TPU MPOEKTUPOBAHUU CIOKHBIX OOBEKTOB B MPUHIIMIIE HE MOTYT O0ECIIEUHUTh JIOCTOBEPHOCTH
KOHEUHBIX Pe3ybTaToB. [[pyrumMu CI0BaMH, OHHU SIBJISIOTCS PUCKOBAHHBIMU B OTHOIIEHUH JIOCTOBEPHO-
ctH pe3ynsTaroB!. Takum 06pa3oM, IOMCK PEIeHHH POBIEMBI PUCKOB, 00y CIIOBIECHHBIX YEI0BEIECKUM
(akTOpOM, T0JI’KEH OXBAThIBATh HE TOJIBKO CAMHU OOBEKTHI, HO U MPOLECC UX CO3AaHMUs, B KOTOPOM TAKKE

1 3nech AOCTOBEPHOCTH IMMOHMUMAETCA B HIMPOKOM CMBICJIE, KaK BO3MOXHOCTDH IOJIaraTbCs Ha PE3YyIbTaTbl MPUMEHEHUS
TaKUX METOIOB.
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Y4aCTBYIOT JIFOIH. 9T0 O3HAa4acT, 4YTO YCJIOBCUCCKUC Q)aKTOpBI pucka MOryT OBITH CBSI3aHBLI HE TOJIHKO C
JIXOABMHU, YHaCTBYIOIIIUMU B ITPOLICCCE YITPABIICHU A O6’beKTOM, HOHC pa3pa6OT‘{I/IKaMI/I MCTOOOB 1 CUCTEM
YHOpaBJICHUA U I/IHq)OpMaLII/IOHHBIX TCXHOHOFHﬁ, " YUYCHBIMH, KOTOPBIC TCOPECTUUYCCKU 000CHOBBIBAIOT
MCTOAbI YIIPABJIICHUA.

I_ICJ'IBIO JaHHOM pa6OTH SABJIACTCA pa3pa60TI<a MMOAXOAOB U IMPUHIIUIIOB YIIPABJICHHUA Ka4€CTBOM IIPO-
CKTHUPOBAHUA CIOKHBIX MTPOTPAMMHO-TCXHUYCCKHUX KOMIIJICKCOB (HTK), CBA3aHHBIX C 6630H8.CHOCTLIO,
JJI CHUKCHU A BJIIMAHUA YCIIOBCUCCKUX q)aKTOpOB IIpU MPOCKTUPOBAHUU TAKUX IITK nHa PUCKH BO3HUK-
HOBCHUA OIIACHBIX CI/ITyaI_II/Iﬁ B XO[€ UX OKCIUTyaTalluu.

Ceppe3HbIM CBUAETEILCTBOM IIPAKTUUECKON 3HAYMMOCTH PaCCMATPUBAEMBIX PUCKOB IIPU PELICHUU
3aJja4 yIpaBJICHUS CIIOXKHBIMU OOBEKTaMM SIBJISIFOTCS SKCIIEPUMEHTAJIbHbIE MCCIIEI0BAHUS MbIIUICHUS
CyOBeKTa yIpaBJIEHUS B CIOKHBIX TPOOJEMHBIX CUTYallUsIX U aHAJIW3 IPUYMH MBICIUTENBHBIX OIINOOK,
MOPOXKIAEMBIX B XOJI€ UX pa3peieHus [1].

B crarbe npezacTaBiieHa TUIIOJIOTUS PUCKOB 110 XapaKTepy WX BIUSHUA HAa 6€301aCHOCTb NOTEHIIUATBHO
ornacHoro oobsekra npu skcrutyarauu [1TK, npennoxeHbl HEKOTOpble HOBbIE MPUHIMIIBI U TOAXO/BI,
HarpaBJIeHHbIE Ha OBbIIIeHUe KayecTBa npoektupoBanus IITK. IlpencraBnenHbie pe3ynbTaTbl OCHOBA-
HBI, C OJJHOI CTOPOHBI, HAa TICUXOJIOTUYECKUX U MEKIUCIUIUIMHAPHBIX UCCIIEIOBAaHUX, a C JPYToi, — Ha
aHaJIM3e NpakTUKU npoekruposanus cinoxHbIX [ITK mst ADC.

1. Pa3aHooOpa3une KOCBEHHbIX MCTOYHUKOB PUCKa BOSHUKHOBEHUS
ornacHbIX CUTyauUunii B Xxoae 3Kcnyatauum nporpamMMHO-TEeXHU4YEeCKUX
KOMMJIEKCOB, CBA3aHHbIX C 6€30MacHOCTbIO

C 1enblo BBISIBIICHHS U CUCTEMATU3AIMH YeJIOBEYECKUX ()aKTOPOB M MEXaHU3MOB PUCKA, (1) neiicTByO-
IIMX B )KU3HEHHOM ILIUKJIE co3lanusi, BHeapeHus u npumenenus [1TK u (2) npakTudecku 3HAUUMBIX IS
yIpaBJICHUS] KQ4ECTBOM, MTPOBE/ICH BHIOOPOYHBIN aHAIM3 MPAKTHKH MPOEKTUpOBaHUs CIOKHBIX [ITK,
CBSI3aHHBIX ¢ 0€30MacHOCTHIO (MpuMeHUTEIbHO K ADC).

N3ydyenune npakTHIECKON IeATEeILHOCTH 10 oOecnevuennto kauecTa [ITK my1s moTeHmaibHO ONacHBIX
00BEKTOB MMOKA3bIBACT, UTO B YCIOBHIX BO3pacTaroniel HHTEUIeKTyanbHo# cinoxHocT I1TK Tpamuiu-
OHHBIN MOAXO0J K 00CCIIEYCHHIO Ka9eCTBA HE OXBATHIBACT IIIMPOKOTO CIIEKTPA Pa3HOPOIHBIX KOCBEHHBIX
PHUCKOB JIJIs1 0€30MTACHOCTH, JIEHCTBYIONINX Ha MPAKTHKE W HE TMOIJAIONTNXCS KOJTUYSCTBEHHON OIICHKE.
[Ipex e Bcero, 3To OTHOCUTCS K PUCKAM M3-3a YEJIOBEUECKOTO (paKkTopa B X0/1e MPOSKTUPOBAHUS U UCTIBI-
tanuii [ITK. [Tpu 3TOM B KauecTBe TpaIUIIMOHHOTO MoaxozAa k obecrneueHunto kauectBa [1TK, cBs3anHbIX
¢ 6e30MacHOCThIO, pacCMaTPHUBACTCS TIOATAITHAS BEpU(DUKALIHS ¥ BATHIALINS BKYTIE C OPTaHU3aIMOHHBIMHU
METOJIaMH ¥ OTPAaHUYCHHBIM ITPUMEHEHNEM (DOPMATBHBIX METOAOB, BOBMOKHOCTH KOTOPBIX B YCIOBHUSAX
Bo3pacTaronieit cinoxxkuoct [ITK cylecTBeHHO OrpaHuYEeHBI.

Boigenensl crneayronme TUIBI PUCKOB MO XapakTepy MX BIUSHHUS Ha 0€30MacCHOCTh MOTEHIHAIBHO
omnacHoro oobekTa npu dkcruryaranuu [1TK:

* PUCKH, SIBHO CBSI3aHHBIE ¢ Oe30macHOCThIO npH dkcmutyaranuu [ITK (T.e. mopoxkaaroiue puck Bo3-
HUKHOBEHUS OMACHBIX CUTYyallil Ha 00BEKTE),

* KOCBEHHbIE PUCKH, B KOTOPBIX SIBHAS CBSI3b C OMACHBIMH CUTYallUSIMU HE TPOCIIEKUBACTCS.

K KOCBEHHBIM pUCKaM OTHOCSTCS:

* TEXHUYECKUE PUCKU — PUCKH, CBA3AHHBIC C MPUHATHEM TEXHUYECKUX PEIICHUH MpHU CO3TaHUU
IITK;
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b OpraHnU3allMOHHO-YIIPABJICHUYCCKUC PHUCKH, BKIIKOYasA pUCKU, CBA3aAHHbBIC

— C YPOBHEM 3pCJIOCTU MPOU3BOLACTBCHHOI'O ITpoLecCa CO3JaHUs [ITK B TEPMHUHAX MOACIIN 3pCIIOCTU
SW-CMM [2];

— C KOMIICTCHTHOCTBHO CY6T:>6KTOB HpOPI3BO,Z[CTB€HHOI>i 158 ynpaBﬂquCCKOP’I JACATCIIBHOCTH,

b CY6T>GKTI/IBHLIC PUCKHU — PUCKHU, CBA3AHHBIC C KOTHUTUBHBIMU WU WHBIMU OCO6CHHOCT${MI/I CY6T:>—
CKTOB HpOI/I3BO,Z[CTBeHHOI>’I nu ynpaBnqueCKoﬁ NACATCIBHOCTHU (COFJ'IaCHO COBPCMCHHBIM JJaHHBIM
KOTHUTHUBHBIX HaYK)

Ha puc. 1 NPEACTABJICHBI TUIIOBBIC PUCKU U IIPUYIUHHO-CJICACTBCHHLIC CBA3HU MCKAY 3TUMH TUIIAMHA
PUCKOB (3HaK «+t» Ha CBS3U O3HAYAET MHOJIOKHUTEIIBLHOE BIIUSIHUE («LICM 6OJ'ILI_HC. .., TCM 6OJ'IBH_IC. . .»), a
3HAK «—» — OTPULATCIIBHOC BIMAHNC (((‘ICM 6OJ'II>IJ_IC. .., TEM MCHBIIC. . .))); CCPLBIC CTPCIJIKH YKA3bIBAKOT HA
APYTUe€ BO3BMOIKHBIC THUIIbI pI/ICKOB).

Cy0beKTHBHBIC PHCKH

ncuxono2uyecku npeockazyemvle MulCiumenbHble OuUoKY
MuTennexryaibHas .
BO3HUKAIOWUE 8 VCIOBUAX CLOHCHOCU U HEOOHOZHAYHOCTU
CIIO’KHOCTb NTPOEKTa, ——— N 50
U MpYOHO nOOOarowuecs CamMoKOHmMpPOIIo
HEOJHO3HAYHOCTH + | 1 TPYOHO. 4 P

'

KoruutusHbIE CMELLIEHNS
pu 000CHOBAHHUHU } \| Texuuueckue

MPUHAMAEMBbIX PeIeHHH - puckn \ Pucku CKpBITHIX OIIHOOK
I +-»| TIPU MPOESKTUPOBAHHH , UCTIIBITAHUSX,
+ Bepudukanuu u Bamumanuu [1TK
Y OpraHnn3anmoHHo- L+ :

Heanexsarnbie > ynpaBiieHUYeCKHe _k/
Mozem kadectea =+ pucKH PHCKH, SIBHO CBSI3aHHBIE C GE30IIACHOCTBO
KOHKPETHBIX IPOCKTOB npu SKCTITyaTatmH TITK

L

O060CHOBaHHOCTh
YPOBHs1 00ecrieyeHUs 0e30MaCHOCTH
nipu skcruryataruu [TTK

Puc. 1. Pucku u3-3a yenosedeckoro ¢akropa npu cozaanuu [1TK, cBsi3aHHBIX ¢ 0€30MaCHOCTHIO,
1 UX MPUIUHHO-CJICACTBCHHBIC CBA3U

B xoze ananmu3a u cucreMaTu3aiy pUcKoB 110 XapaKkTepy UX BIUSHHS Ha 0€30MaCHOCTh NOTEHIMAIBHO
omnacHoro oowekta npu skcruryatanuu [ITK (1) Hanura cBoe moaTBepk AeHUE THIIOTE3a O 3aBHCUMO-
CTH PUCKOB U3-3a yesjoBeueckoro ¢akropa npu npoexkrupoBanuu [1TK, cBsI3aHHBIX ¢ 6€30MaCHOCTBIO,
0T (PyHKIIMOHAJIbHBIX poJsieil uenoBeka B xu3HeHHOM nukie [1TK; (2) a Takke BBIABUHYTa U MPOIILIA
IIPOBEPKY TMIIOTE3a O 3aBUCMMOCTH HEAIEKBATHBIX MOJIEJIEN KaueCTBAa KOHKPETHBIX IIPOEKTOB y OTBET-
CTBEHHBIX UCIIOJTHUTEJIEH OT U3BECTHBIX B ICUXOJIOTUU (DAKTOPOB PUCKA, HA3bIBAEMbIX KOTHUTUBHBIMU
CMEUIEHUSMU (TICUXOJIOTUYECKH MPEICKA3yeMbIX MBICIUTENIbHBIX OINOOK, BO3SHUKAIOIIHUX B YCIOBUSIX
CJIO)KHOCTH U HEOJTHO3HAYHOCTH U TPYIHO MOJAAIOIIMXCS CAMOKOHTPOJII0). K HUM OTHOCSTCS CTEpEeoTH-
IIbI IPUMEHEHUS YCTAPEBIINX TEXHOJIOTHM, CUCTEMATHYECKasl HETOOLEHKA 3HAYNMOCTH HETIPUBBIYHBIX
TpeboBaHUM.

Pa3HOpOHOCTH BBIEIEHHBIX PAKTUYECKN 3HAYMMbBIX PUCKOB IIPH MTPOEKTUPOBAHUM CI0KHBIX [ITK,
CBSI3aHHBIX ¢ 0€30MaCHOCTBIO, NIPU CYLIECTBEHHOW POJIM YEIOBEYECKOro (pakTopa B HUX B COYETAHUU C
MPAKTUYECKON HEBO3MO)KHOCTHIO JOCTOBEPHON KOJIMYECTBEHHOM OLIEHKH TAaKOTO POJa PUCKOB CBHUE-
TEJIBCTBYIOT O HEOOXOIMMOCTH pa3pabOTKU HOBBIX TEOPETUYECKUX MOJIX0/I0B K PEIICHUIO UCCIIETyeMOIt
3a/1a4M yIIpaBJiIeHUs Ka4eCTBOM NpoeKThupoBaHus ciaoxkHbIX [ITK.
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2. O0OLWKMe NPUHLMUMNbI KOCBEHHOIO YyNpaB/ieHUs Ka4eCTBOM
NPOrpaMMHO-TEXHNYECKUX KOMMJIEKCOB, CBA3aHHbIX C 0€30NacHOCTbIO

W3BecTHbIN MpUHIMI TO3TAaHON Bepudukanuu B xozae coznanus [ITK, cBa3aHHbIX ¢ 6€3011aCHOCTHIO,
MOXKET PaCCMaTPUBATHCS KAK MPUHIIMI KOCBEHHOTO yripaBieHus kaduecTBoM Takux [ITK. ITpu aTom cTan-
JAPTHBIM TTOAXOAOM CUYHTAETCSl BepU(DUKAIUS TIO0 MPEIONPEACICHHBIM KPUTEPUSAM KauyeCTBa, KOTOPHIC
MPEABABIAIOTCS K IPOMEKYTOUHBIM TPOIYKTAM MTPOEKTUPOBAHUS, MPECTABICHHBIM COOTBETCTBYIOIIEH
JIOKYMEHTAIUEH.

Jlns pacuimpeHuss BO3MOXHOCTU paHHEro OOHapy>KeHUs KOCBEHHBIX PHUCKOB M3-3a 4elloBede-
ckoro (¢aktopa (1Mo CpaBHEHMIO C TUIOBBIM MOJXOJ0M K BepU(HUKAIUN) MPEATOKEH P HOBBIX
MPUHIUIIOB!

* Oonee WUpoKuLl 0Xeam pazHoOPOOHbIX KOCEEHHbIX (PAKMOPO8 PUCKA U UX NPUYUHHO-CLEOCHBEHHbIX
ces3ell, IPEKE BCEro YesIoBeUeCKUX (PaKTOPOB, B CUTYallUsIX OOHAPYKEHUS OIINOOK MIIM PUCKOB HEa1eK-
BaTHBIX TEXHUYECKUX U YIIPABICHYECKUX PELICHUM, C LENIbIO MOBBIIIEHUS 3(PPEKTUBHOCTH YIIPaBICHUS
kagecTtBoM IITK n pacmmpenns cocraBa MEXaHU3MOB YIIPaBICHUS;

* NPUHYUN paCUUpenHol eepugukayuu, BKIIoYasi BEpUPUKAIIIO HE TOJIbKO TEXHUYECKHUX PEIlIEeHUH,
HO ¥ UCIIOJIb3YEMbIX METO/IOB OLIEHKH, B TOM YHCJIE MOJIEJIeH KauecTBa MPOEKTOB (B paMKaX UMEIOILUXCSA
CYMMapHbIX pECYpPCOB);

* 02paHuYeHHoe NPUMEeHeHUe POPMATbHBIX MEMOO08 KOMNIEKCHO20 OYeHUBAHUs, UCTIOIb3YEMBIX ITPU
yIOpaBieHUH KauecTBOM IpoektupoBanus U ucneitTanuit [1TK, cBsi3anHbIX ¢ 6e30macHOCTHIO, BO H30e-
’KaHHE PUCKOB HEJOCTOBEPHOTO OLIEHWBAHUS B COYETAHUU C BepUPUKAIMEN caMUX METO/IOB OlICHUBA-
Husl. OOOCHOBaHMSIMH NPUHIUIIA OTPAHUYEHHOTO MPUMEHEHHS! (POPMAJIbHBIX METOJ0B KOMILIEKCHOTO
OLICHMBAHUS B COUETAHUU C Bepu(UKallMel caMuX METOJIOB OLlEHUBaHUS ciiy:kaT (1) HaliieHHbIe paHee
TEOPETUUECKUM aHAJIN30M U MTOATBEPKACHHBIE HA MPAKTHKE BO3MOKHOCTH MAHUITYIMPOBAHUS OLIECHKAMH
KaueCcTBa B YCJIOBUSX HEBO3MOXKHOCTH JIOCTOBEPHOW KOJUYECTBEHHON OLIEHKH PUCKOB MJIM MHBIX IO-
Ka3zaresel KauecTBa MPOEKTUPOBaHUs; (2) HaliIeHHbIE PUCKU B CAMUX METOAAX OLECHUBAHUs, KOTOpbIE
IpeIaraloTcsl TeOpruel U CTaHAapTaMu JJIsl PEIIeHUs 3a/1a4 KOMIUIEKCHOTO OLIEHUBAHUS, CBSI3aHHBIX C
0e301macHOCTRIO [3];

* pegrexcusHbvlli N0OOX00 K aHAIU3y 000CHO8AHUU TIPUHUMAEMBIX TEXHUYECKUX U YIPABICHUYCCKUX
pEelIeHNH, YUUTHIBAIOIINNA HE TOIBKO COOCTBEHHO 00BEKTUBHBIE 000CHOBAHUS IPUHUMAEMbIX PEILIECHUH,
HO Y 3aBUCUMOCTB ITPECTABIECHHH 1 OLIEHOK OTBETCTBEHHBIX UCIIOJIHUTENEH OT CyOBEKTUBHBIX (PaKTOPOB
pucKa, GYHKIMOHAIbHBIX posiel u nHTepecoB. O00CHOBaHMEM PEQIIEKCUBHOIO MOAXOAA CIYKUT Ha-
JUYUE psijia MPaKTUUECKUX CUTYallul, B KOTOPBIX BBISBJIEHHE HEOOOCHOBAHHBIX PELIEHUI HEBO3MOKHO
WM 3aTPYAHUTEIBHO O3 ydyeTa CyObeKTUBHBIX (PAKTOPOB (HampuMep, OUTMO0YHOE 3aHUKEHUE YPOBHS
TpeboBanuil k npoektupoBanuto [ITK no cpaBHeHM0 ¢ ypoBHEM TpeOOBaHMI, KOTOPBI MOTUBHPOBAH
KJIaCCOM 0€30I1acCHOCTH);

* sKcnepmuasn eepughuxayus 6e3 npeoonpeoeieHHbix Kpumepues B JONOTHEHUE K TPaJULMOHHON
BEpU(PUKAIIUU 110 MPEAONPEICICHHBIM KpUTepUsiM KauecTBa. OO0CHOBaHUSIMH MPUHIIMIIA YKCIIEPTHOM
BepUpUKauu 0e3 Mpe1onpeesIeHHbIX KPUTEPUEB CITYKaT:

— aHaJu3 OmbITa BepU(PUKALUU U EPEKPECTHBIX AHAU30B MMPOEKTHBIX PEIICHUIH COMCIIOTHUTEIAMU
koHKpeTHoro npoekra [1TK;

— MEXJUCIUIIMHAPHOE UCCIEA0BAHUE MCUXOJOTHUYECKUX MEXaHHU3MOB, JIEkKAIIUX B OCHOBE
AKCIEPTHOU Bepu(PUKaINU, HAYMHAS C TAKUX KAK «JIE€TEKTOPHI OMUO0K» [4], KKOTHUTHUBHBIN JTHC-
coHascy [5].
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J171s1 TOBBIIICHNST Ka4eCTBa Mpoliecca 00HApyKeHHsI OMTHOOK U PHUCKOB IKCIIEPTaMU-BepU(DUKATOpAMHU
pa3paboTaHa OpUTHHAIBHAS MEKIUCIUTUIMHAPHAS MOJIETh KOTHUTHBHOTO MPOIlecca SKCIIEPTHOM BepH-
¢bukarnmn 6e3 mpeaonpeaeIeHHbIX KpuTepreB. OHa COMMOCTaBUMa C MIMPOKO M3BECTHOM MOJIENBIO JIBYX
KOTHHTHUBHBIX CHCTEM, OTPaXKarolleil BHyTPEHHNE BO3MOKHOCTH YEJIOBEKa K OOHAPYKEHHIO ONIHOOK B
000cHOBaHUsX [6].

2.1. Moagenb KOrHUTUBHOIO NpoLecca akcnepTHon Bepudpunkaumm
0e3 npeponpeneneHHbIX KpuTepues

[IpuHnunuanpHoe pasinuyuue TpaJAULMOHHONW Bepu(UKALMK MO MPEIONPEAEICHHBIM KPUTEPUIM OT
AKCIEPTHOTO aHAJIN3a KaK METo/a Bepu(UKaLUK COCTOUT B TOM, YTO B IEPBOM CIIydae BbIOOP KpUTEpHUs
1 BBIOOD (MIeHTUUKaLKs) BepUPUIIPYyEeMOro (parMeHTa MpeIiecTBYIOT OIIEHKE COOTBETCTBHSI, TOTAA
KaK IpU SKCIIEPTHOM aHaJIW3€ HEKOTOPBIM aHAJIM3UPYyEeMbId MaTepuai cpasy WIACHTHUPHUIHPYETCS Kak
HECOOTBETCTBYIOLIMI TEM WM MHBIM IPEACTABICHUAM dKcnepTa-Bepudukaropa. «Cpasy» 31ech 03Ha-
YaeT, YTO OIICHKA MOSBISETCS B pe3y/bTraTe BHYTPEHHUX, HE00S3aTEIbHO OCO3HABAEMbIX KOTHUTHBHBIX
IIPOLIECCOB.

[Ipennaraemast Moziesib SKCIEPTHON BepUPHUKALMK O€3 IPeIoNpeAeICHHBIX KPUTEPUEB OTUPAETCS Ha
MIPUHITUIIAATIEHOE CBOMCTBO — CBOMCTBO CaMOTIPOM3BOJIBLHON MICHTU(DHUKAIINY (JTIOKATU3AIMKA) HECOOT-
BeTcTBUH. [Ipy 5TOM yunThIBa€TCSA, YTO, KaK MOKA3bIBAIOT HAOIIOCHMSI, TUITMYHBI JBa BU/1a ONIPEEIICHUS
HECOOTBETCTBUH. B oHMX ciyyasx uaeHTH(UIHPOBAaHHBIN KCTIEpTOM-BepruUKaTopoM pparMeHT aHa-
JU3UPYEMOro mMarepuaia (WId ero CBOMCTBO) MOXKET Cpa3y OLIEHUBATHhCSI UM KaK HECOOTBETCTBYIOLIUI
HEKOTOPOMY OOBSBIIIEMOMY (HO HE BHIOpAaHHOMY 3apaHee) KpUTepHIo, TpeboBaHuio. B apyrux ciayyasx
OLIEHKA JTaeTCsl B CaMbIX OOIIUX CJIOBAX TUIA «HEKOPPEKTHO», «TAK HE MOXKET ObIThY, «COMHUTEIILHOY,
«YTO-TO TYT HE TO», KHETIOHATHOY», «KaKas-TO CTPAHHOCTH (MJIM aHOMAJIHS)».

Jlanee nocneayoumm «CaMOU3BICUEHUEM 3HAHUI Tal0TCsl 00BSICHEHUS OLIEHKH, TaK YTO, B KOHEUHOM
cueTe, MO0 BBISBISIETCS HAPYLIEHHbBIN KPUTEPHUIl COOTBETCTBUS, TM00 YCTaHABINBAETCS HEOOXOAUMOCTh

O06paboTKa npepbIBaHUN |
B OCHOBHOM ITpoLiecce i
[

|
|
\  OCHOBHO#1 MCHTAJIbHBII [TPOIIECC .
AN o e o e e e e e o g bt . —— — '

T

IIpepriBanue
OCHOBHOTO IIpoLeCca

Jucruninna
00CITy)KHBaHUS
HIpepbIBaHUI

Konrpomnep
IIpepbIBaHUI

YcranoBuBLIMECS ~ JleTeKTOphI OMHOOK
naeu U aHOMaJIui
AHanu3upyemsli ZF
MaTepual

Puc. 2. CtpykrypHas opraHu3aiisi 00paboTKH IKCIIEPTHOTO 3HAHUS C PEPHIBAHUSIMHU
pu 00HAPYKEHUH OMHMOOK U aHOMAJIHHA
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JATFHEUIIIET0 aHAIN3a JIJTsl 00BSICHEHHS MICHTH(OUITMPOBAHHOM CTPAHHOCTH WIIM aHOMaJIHU. B mocnennem
CJIydae MOXKHO TOBOPHUTH 00 MACHTH(UKAIIMA PUCKOBAHHOTO ()parMeHTa WU OOIIEro CBOMCTRA.

OOBsicHeHHEe KOTHUTHUBHBIX TPOIIECCOB, MAIOIIMX TAaKOTO POJia PEakIUio dKCIepTa-BepudukaTopa,
MOXeET OBITh JJAHO C UCTIOJIb30BaHHEM 3HAHWH KOTHUTUBHBIX HAyK B TAKMX TEPMUHAX KaK «KOTHUTUBHBIN
JIMCCOHAHC, «KOTHUTHBHBIN KOHTPOJIBY, «IETEKTOP OIIUO0K», «PYHKIIHOHAIBHBIA OPTaH).

Onnako Oosiee 4eTKOE W IIEIOCTHOE MPEICTABICHHE MOyYaeTCs JOTOTHUTEIBHBIM MPUBICUCHUEM
KOMITBIOTEPHOM MeTa(OphI C HCMIOTB30BaHUEM MOHSTHS «CUCTEMBI IPEPHIBAHUIN M POICTBEHHBIX OHSITHN
TaKWX KaK «MCTOYHUK MTPEPBIBAHUIT», «OCHOBHOM (IIPEPHIBAEMBIHT ) TPOIECCY, «KMEXaHU3M MPEPBIBAHUN,
«IMCIUITTHHA 00CTY)KUBAHUS TIPEPBIBAHUI 1151 yBs3bIBaHHA. CTPYKTYpHAs OpraHu3aims 00paboTKH dKC-
MIEPTHOTO 3HAHUS C MPEPHIBAHUSMU MIPH OOHAPYKEHUH OITMOOK ¥ aHOMAJIMIA TIPeICTaBICHa Ha pHC. 2.

Wnentudukaiiio HECOOTBETCTBUS MPEICTABISIETCSI YMECTHBIM pacCMaTpUBaTh KaK YacTHBIN ciryyait
MIPOSIBIICHUSI KOTHUTUBHOTO JMCCOHAHCA — ICUXOJIOTMYECKOro TucKkoMpopTa, KOTOpbIii, 1o Teopun JI. Pe-
CTUHTepa [5], MOKET BbI3bIBATHCS MPOTUBOPEUMEM MEXKITY UMEIOIIUMCS YCTOSBLIINMCS MTPE/ICTaBICHUEM
Y CBEXeH MoCTymaroIie napopManuei, paxramu.

AKT neHTUQHUKAIIMH HECOOTBETCTBHSI MOKET TPAKTOBAThCS Kak cpabaThIBaHUE «CHCTEMbI IIPEephIBa-
HUI», KOTOpasi OCYILIECTBISIET KOTHUTUBHBIE KOHTPOJIM HaJ 3HAHUSIMU, U3BJIEKAEMbIMU IKCIIEPTOM U3
0o0BekTa BepuduKaIum.

Cucrema npepbIBaHUH BBISBIISIET HECOOTBETCTBUSI TIOCPEICTBOM COBOKYITHOCTH PEJIEBAHTHBIX JIETEKTOPOB
OIIMOOK. DTH AETEKTOPHI OTPAXKAIOT CTEPEOTUITHBIE, HITH, 10 KpaiiHel Mepe, XOPOIIO YCBOEHHbIE aKTHB-
HbI€ 3HaHUS, OTHOCsIIMECA K cepe aHanza. OGHapyKEeHHUE HECOOTBETCTBHUS TEM MM MHBIM JIETEKTOPOM
MOYET MPUBOJUTH K MPEPHIBAHUIO OCHOBHOTO MPOIlecca B COOTBETCTBUU C TOM MIIM UHON «IUCUUIUIMHON
00CITy’KMBaHUsI IPEPHIBAHUID, TaK YTO HECOOTBETCTBHUE, 10 KpaiHel Mepe, perucTpUpyeTcs SKCIepTOM-
BepU(PUKATOPOM, M, BO3MOKHO, ITPOBOJIUTCS €T0 MEPBUYHBIN aHAIN3 (MPEPHIBAHUE «OOCITY>KUBACTCS»).
C yueTtom HaOIIONEHUN N0 UACHTU(PUKAIIMK PUCKOBAaHHBIX (DparMeHTOB MpernosaraeTcs, 4to JeTeKTOPbI
MOTYT OOHApYKHMBaTh HE TOJHKO OMIMOKH, HO U PUCKOBAaHHBIE U COMHUTEJIbHbBIE CUTYAIIUH.

Cornacno Hepoduznonornaeckum sxcriepumerTam H.I1. bextepeBoii [4], nelicTBue MexaHH3Ma, KOTO-
PBI OHA Ha3BaJIa «JIETEKTOPOM OIIHMOOK», MPOUCXOAUT YEPE3 IMOLIUU, KOTOPbIE MOTYT pacCMaTpPUBAaThCS
KaK «MEXaHU3M MPEepPhIBAaHUSI.

N3 npemyioxkeHHONM MOIETTH SKCTIEPTHON BEpU(PUKAIIMK C ABYMS BHJIaMH 3HAHUH, ITOPOKIAOITUX KOT-
HUTHUBHBIN TUCCOHAHC, MO)KHO CJIENIaTh JOBOJIBHO HETPUBUAIBHBIN BHIBO. J1J1s cpabaThIBaHUs TEOPETH-
YeCKHX 3HaHUH B KaueCTBE 2JIEMEHTa AUCCOHAHCa y IKCIepTa-Beprudukaropa 10mKHb cPOPMUPOBATHCS
HaJJIeXallie JeTeKTOpbl OIMOOK WM, IO KpailHel Mepe, JeTeKTOpbl pHCKa, pPUCKOBAHHBIX CBOICTB,
CIOCOOHBIE B CHUJTY BBICOKOW aKTUBHOCTH BBI3BaTh KOTHUTHUBHBIN INCCOHAHC U CAMOIPOU3BOJIbHBIE TTpe-
PBIBaHUS OCHOBHOT'O KOTHUTHBHOTO TIPOIlecca B Cllydae HECOOTBETCTBUH.

Amnanu3 npaktuku Bepudukanuu [1TK, cBs3aHHBIX ¢ 6€30MacHOCTHIO, B 00J1aCTH aTOMHOM SHEPTETHUKH,
MoKa3aJj, 4To MpeUIoKEeHHAs! MOJIEeIb HE TOJBKO 00JIaZlaeT CPaBHUTEIHHO OOBITUMH 00BSICHUTETbHBIMU
BO3MOXKHOCTSIMH, HO U OTKPBIBAET IYTH JUIs MOBBIIICHUS KadyecTBa Mpolecca 0OHapyKeHHs OIINO0K U
PHUCKOB SKCIIEpPTaMU-BEPUPHUKATOPAMU U JJISl €T0 KOMITbIOTEPHOU MOIIEPIKKH.

2.2. MoandunuupoBaHHasa Mmoaesnb ynpassieHUs Ka4eCTBOM NMpPorpaMMHO-
TEeXHUYECKNX KOMIJIEKCOB, CBA3aHHbIX C 6€30MacHOCTbIO

Ha ocHoBe npeyiaraembIx MPpUHLIMIIOB MoAM(ULITPpOBaHa MoIeTb yipaBieHus kadectBoM [1TK, koropas
BKJIFOYAET, B JOIMOJHEHUE K TPAJIULIHOHHON MOJEIH YIPABICHHUS KaYE€CTBOM IOCPEICTBOM MOITAITHON
BepU(pUKALIUH, BbIIEJICHUE U OLIEHKY B KOHKPETHOM MPOIIeCCe MPOEKTUPOBAHUS, BEpUPUKALIMY U UCTIBI-
tanuit [ITK pa3HOpOAHBIX KOCBEHHBIX (PAaKTOPOB PUCKA, NEeHCTBYIOMUX B *)u3HeHHOM 1ukie [ITK u nx
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MIPUYMHHO-CJIE/ICTBEHHBIX BIMSHUI Ha yTripaBiieHue kadecTBoM. O00011IeHHas cxeMa MOAU(PUIIMPOBAHHON
MoJIeNH yrpasieHus kadecTBoM mpoektupoBanus [1TK, cBsizaHHBIX ¢ 0€30MacHOCTbHIO, MPe/ICTaBIeHA
Ha puc. 3.

O00CHOBaHHOCTH YPOBHS o0ecniedeHusi 6€e30IaCHOCTH
npu 3xcrryaranun [TK

(_Pucku, siBHO cBsi3aHHBIE ¢ 0e3011aCHOCTBIO MpH AKcIutyaraimu [ITK )
( Puck ckpbIThIX o1mm0ok B xku3HeHHoM 1mkie ITK )

Pl L LI L L L)

KauectBO
CHCTEMHBIX
TpedoBaHMii

..------..
0
Kauecmeo smanos npoeKmupoeaHusl ‘.

KaudecrBo nporpamm

A4YEeCTBO IMMPOEKTA
U METOJAUK UCIBITAHUHN

aApXUTEKTYPbI
ITK

Koceennvie
Gaxmopwl pucka

/

TexHuueckne pucku ¢

W,
KauecrBo npoexra IITK
B LIeJIOM

OpraHu3aiuoHHO -
yIpaBleHYECKHUE PUCKU

Ka4gecTBO
MPOEKTHOM
JOKYMEHTAIl U1

+

CyOBbeKTUBHBIE PUCKU

L)
Secccccccccccsscnsscccscce

9,

®ecscccces eccccccse’

HpOCKTI/IpOBHII/IKw
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A

Bepudukaropst

KauyecrBo Bepupuxanun
3TanoB NPOEKTHPOBAHUSA

Tpaouyuonnas modens ynpasienus Kaiecmsom
K npoyecca npoeKmupoBaHus. /

Puc. 3. O606menHas cxema MOAHU(PUIIMPOBAHHON MOJIENIN yTIpaBiIeHHus KadecTBoM npoektupoBanust [1TK,
CBSI3aHHBIX ¢ 0€30IaCHOCTHIO

[IpennaraemMslii moJXo0/] ¢ pacIIMpEeHUEM TPAAUIIMOHHONW MOJIENIN YIIPaBJICHUS Ka4€CTBOM ITPOEKTHUPO-
BaHUS B X0J1€ BEpUPHUKAIMH MPOILIENT YACTUUHYIO IMIIUPUUECKYIO IPOBEPKY IPUMEHHUTENBHO K CO3/IaHUI0
koHkpeTHoro I1TK, cBsa3anHoro ¢ 6e30macHocThio, st ADC «Kymankynam». B mporiecce Bepudukaum
npoekrta [1TK Obl BbIsIBICH psiJi 3HAYUMBIX PA3HOPOIHBIX (PAKTOPOB PUCKA, BHIXOIAILINX 32 PAMKHU OIIH-
OOUYHBIX UM PUCKOBAHHBIX TEXHUYECKUX PELICHHH (HampuMep, HECOITIaCOBAHHOCTh CUCTEMBI TIOHSATHIH B
HEOTHOPOJTHOM KOJUIEKTHBE YYACTHUKOB U PYKOBOJCTBA MEX/TyHAPOIHOTO MPOEKTA, CIIOKHOCTH (HETpo-
3payHOCTh) POJIEBOM CTPYKTYPhI B3aAMMOOTHOLIEHUN MEX/Ty Y4aCTHUKAMHU [TPOEKTa, HEAOCTATOYHBIH OIBIT
paspabotunkoB 1o co3aanuto [ITK, cBa3aHHBIX ¢ 6€30MaCHOCTHIO). DTO MO3BOJIMIIO YTOYHUTH TIEPBOHA-
YaJIbHYI0 MOZIEJIb YIIPaBIICHHUSI KAYE€CTBOM IIPOEKTa B BHJI€ COOTBETCTBYIOLIEH MPUUMHHO-CIIEICTBEHHOM
CXEeMbI KOCBEHHOT'O BIIMSHUS HalIEHHBIX (DAKTOPOB Ha PUCK CKPBITHIX OIIMOOK TPOEKTUPOBAHUS, a 3HAYUT,
Y Ha YpOBEHb oOecrieueHus 6ezonacHocTy npu dkcruryaranuu [ITK. MoaudunmpoBanHas Moiens 1mo-
3BOJIMJIA BBIJICIUTD JOMOJHUTENbHbBIE TOUKU MPUIIOKEHHUS YIIPABIISIFOIINX BO3IECHCTBUH 110 MOBBIILICHUIO
KauyecTBa MPOEKTHUPOBaHUs. B ToM yncie Oblia moaATBepkIeHa 1eIecO00pa3HOCTh €€ IPUMEHEHUs JIs
COIVIaCOBAaHUS U 0OOCHOBAHUS PA3IUYHbBIX MPEICTABICHUN B YCIOBUSAX CIIOKHOM POJIEBON CTPYKTYpPBI
B3aMMOOTHOIICHUN MKy YYaCTHUKaAMH MEXKIYHAapPOAHOIO MPOEKTA.
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NPUHLUUNBI YNPABJIEHNA KAHECTBOM NMPOEKTUPOBAHUSA
CJ10XXHbIX MTPOrPAMMHO-TEXHUYECKUX KOMIMJIEKCOB C YHETOM OLLEHK PUCKOB OLLUMBOK YEJTOBEKA

3akn4yeHue

[IpakTnyeckast posib MPEIIOKEHHBIX HOBBIX MPUHIIMIOB KOCBEHHOIO yrnpaBieHus: kadectBoM [ITK
COCTOHT B PACHIMPEHUH BO3MOKHOCTEH yIpaBIICHUS KAYECTBOM NMPOCKTUPOBAHHS TAKUX KOMILJICKCOB
Onarojapst BbISIBJICHHUIO U YUETY PUCKOB U3-3a YEJIOBEUECKOro (pakTopa mnpu pa3padoTke 00bEKTOB € MO-
BBIIICHHBIMH TPEOOBAHUSIMU HAJIS)KHOCTH M 0€301MacCHOCTH (PYHKIIMOHUPOBAHHS.

Paborocnoco6HOCTH MOMbUIIMPOBaHHOM MozeH yiipasiaeHus kauectBoM [ITK noarsepxena B xone
co3nanus koHkpetHoro I1TK, cesizannoro ¢ 6ezonacHoctoio, At ADC «Kynankymnam», 4To 00yCI0BIH-
BaeT 11e71eCO00Pa3HOCTh Pa3pabOTKU METOAMYECKOTO 00€CTICUeHHUS 1Tl BHEAPEHHUS TAHHOTO MOIX0/1a B
MPaKTUKY YIPABICHUS KA9Y€CTBOM MTPOEKTUPOBAHUS IOTECHIINATHHO OMACHBIX 00OBEKTOB.

OpuruHanbHasi MEXIUCUUIUIMHAPHAS MOJIEIb KOTHUTHUBHOTO Ipoliecca IKCIEPTHOU BepupuKauu
OTKPBIBAET BO3MOKHOCTH:

— JIJ151 LIEJIEHAIIPaBICHHOTO YIIPaBJICHUs IPOLECCaMU OOHAPYKEHHsI OIIMOOK U aHOMAJIMH, HE OXBaThl-
BAa€MbIX TPAJUIMOHHBIM METOJIOM [IOATAMHOMN BepU(PUKALIMU 110 NPETONPEAEICHHBIM KPUTEPHSIM;

— JUIs1 KOMIUIEKCHOTO Pa3BUTHS TEOPETUYECKUX U MHCTPYMEHTAJIBHBIX CPEACTB NOAIEPIKKHU IKCIIEPT-
HOTO aHaJIN3a, aKTUBU3UPYIOLIUX KOTHUTUBHBIE PECYPChI AKCIIEPTOB-BEPU(UKATOPOB Ha Pa3HBIX dTanax
npoextupoBanus 11TK.
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Functional reliability. The theory and practice

Abramova N.A., Kovriga S.V., Makarenko D.lI.

PRINCIPLES OF QUALITY MANAGEMENT OF COMPLEX
HARDWARE AND SOFTWARE SYSTEMS PRIORITIZING
MITIGATION OF RISKS CAUSED BY HUMAN FACTOR

In order to reduce the impact of human factor on risks of hazard in operation for the design of safety-
critical hardware and software systems, several new principles have been suggested to increase the quality
of such systems’ design. The findings presented in this paper are based, on the one hand, on psychologi-
cal and interdisciplinary researches and, on the other hand, on the analysis of the designing practice of
complex hardware and software systems of the atomic energy industry.

Keywords: hazardous facility, safety, hardware and software system, reliability, human factor-related risks,
design quality management.

Introduction

Today there is a progressive complication of potentially hazardous facilities that use management or
decision support methods and systems based on formal methods. The concept of facility (system) com-
plexity, along with more conventional characteristics (quantitative complexity, structural complexity,
mathematical models complexity — «organized complexity»), includes the human aspect of complexity
when the intellectually complex stage of control and safety ensurance is the initial structuring and for-
malization of knowledge regarding the designed facilities and the specified requirements.

Because of the inevitable human involvement, the currently used knowledge structuring and formaliza-
tion methods in the design of complex facilities are generally unable to ensure the reliability of final results.
In other words, the results bear reliability risks. Thus, the search for the solution for the problem of human
factor-related risks must cover not only the facilities themselves, but also the design process that also in-
volves people. That means that human factors of risk may be related not only with people involved in the
facility operation process, but also the developers of management and information technology methods and
systems as well as the scientists providing theoretical justification of management methods.

The practical significance of the risks in question with regards to the management of complex facili-
ties is largely confirmed by experimental research of the control subject’s thinking process in complex
problem situations and analysis of the causes of cognitive errors made during their resolution [1].

I Here the reliability is interpreted broadly as the reliability of the results of such methods' application.
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The article presents a classification of risks depending on the nature of their influence on the safety of
potentially hazardous facilities operating HSSs, proposes several new principles and methods aimed at
improving the quality of HSS design. The presented results are based, on the one hand, on psychological
and interdisciplinary research and, on the other hand, on the analysis of the design practice of HSS for
nuclear power plants.

1. Variety of indirect sources of risk during operation of safety critical
hardware and software systems

In order to identify and classify the human factors and risk mechanisms (1) manifesting themselves
within the HSS development, deployment and application lifecycle and (2) practically significant to qual-
ity management, a selective analysis of complex safety critical HSSs design practice has been conducted
(as regards nuclear power plants).

The analysis of the potentially hazardous facilities’ HSSs quality assurance practice shows that due
to the increasing intellectual complexity of HSSs the conventional methods of quality assurance do not
cover the wide range of various indirect safety risks that manifest themselves in practice and cannot be
evaluated quantitatively. That primarily pertains to human factor-related risks during HSS design and
testing. It is assumed that the conventional approach to safety critical HSS quality assurance is the stage-
by-stage verification and validation along with relevant organizational methods and limited use of formal
methods whose capabilities amidst the increasing HSS complexity are significantly limited.

Below is the classification of risks depending on the nature of their influence on the safety of potentially
hazardous facilities during HSS operation:

* HSS operation-related obviously safety critical risks (i.e. entailing the risk of hazardous situations
at the facility),

¢ indirect risks that do not show obvious connection with hazardous situations.

The indirect risks include:

* technical risks related to the engineering decisions taken during HSS development;

e organizational and managerial risks including those related to the

Subjective risks -
Intellectual Psychologically predictable cognitive errors occurring in

complexity of the conditions of complexity and uncertainty and difficult to self -

project, uncertainty + control

'

Cognitive displacements
affecting the decision + | Technical
justification - risks Risks of hidden errors affecting the
I +-»1 HSS design, testing, verification and
+ validation
v N
. Organizational L+ .
Inadequate quality » and managerial V
models of specific  -+— risks Obviously safety -related risks of HSS
projects operation

Justification of safety level of HSS
operation

Fig. 1. Human factor-related risks during safety-critical HSS development and their causal relationships
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— maturity of the HSS development process in terms of the SW-CMM maturity model [2];

— competence of the parties involved in the manufacturing and managerial processes;

* subjective risks related to cognitive and other particular properties of the parties involved in the
manufacturing and managerial processes (according to present-day cognitive science knowledge).

Fig. 1 shows generic risks and causal relationships between those generic risks (the sign «+» indi-
cates a positive influence («the more..., the more...»), while the sign «—» indicates a negative influence
(«the more..., the less...»); the grey arrows indicate other possible types of risks).

As a result of analysis and classification of risks depending on their influence on the safety of po-
tentially hazardous facilities during HSS operation (1), confirmation was found for the hypothesis of
the dependence of human factor-related risks during the design of safety-critical HSS on the functional
roles of people in the HSS lifecycle; (2) a hypothesis was developed and tested of the dependence of
inadequate quality model of specific projects used by executive managers from well known psychologi-
cal risk factors called cognitive displacements (psychologically predictable cognitive errors occurring
under conditions of complexity and uncertainty that are difficult to self-control). Those include stere-
otypes of obsolete technology application, systematic underestimation of the significance of unusual
requirements.

The diversity of the identified practically significant risks affecting the design of complex safety criti-
cal HSS considering the significant role of the human factor along with the practical impossibility of
reliable quantitative evaluation of such risks indicate the development of new theoretical approaches to
the solution of the problem of complex HSS design quality management.

2. General principles of indirect quality management
of safety critical hardware and software systems

The well-known principle of stage-by-stage verification during safety critical HSS development can
be considered as an indirect HSS quality management principle. The standard approach involves the
verification based on preventive quality criteria of intermediate design products represented in appropri-
ate documentation.

In order to boost the capability of early identification of indirect human factor-related risks (compared
to the standard approach to verification), a number of new principles were proposed:

* wider coverage of diverse indirect risk factors and their causal relationships, most notably human
factors in situations of identification of errors or risks of inadequate technical or managerial decisions in
order to improve the efficiency of HSS quality management and to extend the number of control mecha-
nisms;

* principles of extended verification, including the verification of not only technical solutions, but the
used evaluation methods, namely project quality models (within the available total resources);

e [imited use of formal methods of comprehensive assessment, specific to safety critical HSS de-
sign and testing quality management in order to avoid the risk of inaccurate assessment combined
with the verification of the assessment methods themselves. The principle of limited use of formal
methods of comprehensive assessment combined with the verification of the methods of assessment
is justified by (1) previously found by means of theoretical analysis and practically confirmed pos-
sibilities of quality assessment manipulations in conditions of impossibility of reliable quantitative
evaluation of risks or other design quality indicators; (2) uncovered risks in the assessment methods
themselves suggested by the theory and standards for the purpose of comprehensive assessment of
safety critical HSSs;
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* reflexive method of justification analysis of the technical and managerial decisions that takes into
consideration not only the objective justifications of the decisions taken, but also the dependence of the
notions of the executive managers from the subjective factors of risk, functional roles and interests. The
reflexive method is justified by the existence of a number of practical situations when the identification
of unjustified decisions is impossible or complicated if subjective factors are not taken into consideration
(e.g. erroneous understatement of requirements to the design of HSS compared to the level of require-
ments based on the safety class);

* expert verification without predefined criteria in addition to conventional verification based on pre-
defined criteria. The method of expert verification without predefined criteria is justified by the

— analysis of the experience of verification and cross analysis of design decisions taken by co-contractors
of a specific HSS project;

— interdisciplinary research of psychological mechanisms at the foundation of expert verification,
beginning with «error detector» [4], «cognitive dissonance, etc. [5].

In order to increase the quality of the error and risk identification process, verification experts have
developed an original interdisciplinary model of the cognitive process of expert verification without
predefined criteria. It is comparable with the well-known model of two cognitive systems reflecting the
intrinsic human capability to identify errors in justifications [6].

2.1. Model of cognitive process of expert verification without predefined criteria

The fundamental difference between the conventional verification based on predefined criteria from
the expert analysis as a verification method is that in the first case the selection of the criteria and the
selection (identification) of the verified fragment precede the consistency assessment, while in the case
of expert analysis the analyzed material is immediately identified as inconsistent with certain notions of
the verification expert. «Immediately» means that the evaluation is the result of intrinsic, not necessarily
conscious cognitive processes.

The proposed model of expert verification without predefined criteria is based on a fundamental property
of spontaneous identification (localization) if inconsistencies. Furthermore, it is taken into account that,
as observations have shown, there are two typical kinds of inconsistence identification. In some cases
a fragment of analyzed material (or its property) identified by a verification expert may be immediately
assessed as inconsistent with a declared (but not chosen in advance) criterion or requirement. In other
cases the assessment is given in the most general expressions like «incorrect», «it can’t bey, «question-
able», «something is wrong», «unclear», «strange» or «anomaly».

By means of subsequent «self-extraction of knowledge» the assessment is explained in such a way
that, ultimately, either the inconsistent criterion is identified, or the necessity of further analysis in order
to explain the identified irregularity or anomaly is established. In the latter case it is safe to say that we
deal with the identification of a risky fragment or general property.

The explanation of cognitive processes resulting in such reaction of the verification expert can be given
using the knowledge of cognitive sciences in terms of «cognitive dissonancey, «cognitive controly, «er-
ror detector», «functional body».

However, a more clear and comprehensive notion can result from the use of the computational metaphor
and the terms «interrupt system» and related concepts such as «interrupt source», «primary (interrupted)
processy, «interrupt mechanismy, «interrupt service discipline» for connection. The structural organiza-
tion of expert knowledge processing with interruptions in case of identification of errors and anomalies
is shown in Fig. 2.
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Fig. 2. Structural organization of expert knowledge processing with interruptions in case
of identification of errors and anomalies

It appears to be reasonable to consider the identification of inconsistencies as a special case of cog-
nitive dissonance, a psychological discomfort that according to L. Festinger [5] may be caused by the
contradiction between the established notions and new information, facts.

The act of inconsistency identification can be interpreted as an operation of an «interrupt system» that
carries out cognitive control of the knowledge extracted by the expert from the verification object.

The interrupt system identifies inconsistencies by means of the total of relevant error detectors. Those
detectors reflect the stereotypical or at least well assimilated active knowledge in the analyzed area. The
identification of an inconsistency by a detector may cause an interruption of the primary process in accord-
ance with an «interrupt service discipline», thus the inconsistency is at least registered by the verification
expert and an initial analysis is probably conducted (interruption of the «service»). Given the observation
of the identification of risky fragments it is assumed that the detectors can detect not only errors, but also
risky and controversial situations.

According to neurophysiologic experiments of N.P. Bekhtereva [4], the action of the mechanism that
she called the «error detector» is exercised through emotions that may be considered to be the «interrupt
mechanismp.

The proposed model of expert verification with two types of knowledge causing a cognitive disso-
nance allows us to make quite an uncommon conclusion. For the theoretical knowledge to operate as an
element of dissonance, the verification expert must have well formed error detectors or at least risk or
risky properties detectors that due to their high activity may cause cognitive dissonance and spontaneous
interruptions of the primary cognitive process in case of inconsistencies.

The analysis of the practice of safety critical HSS verification in the area of nuclear energy has shown
that the proposed model does not only have comparatively significant explanatory capabilities, but also
enables the improvement of errors and risks detection process by verification experts, as well as its com-
puter support.
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2.2. Modified model of safety critical hardware and software systems quality
management

Using the proposed principles, a modified HSS quality management model has been developed that
includes, in addition to conventional quality management model with stage-by-stage verification, the
identification and assessment within a specific process of HSS design, verification and testing of diverse
indirect risk factors active within the HSS lifecycle and their causal relationships with the quality control
operations. The general diagram of the modified safety critical HSS quality management model is shown
in Fig. 3.

< Justification of safety level of HSS operation >

( Obviously safety -related risks of HSS operation )
( Risk of hidden errors in HSS lifecycle )

Design stages qualizf):‘

Test programs and :

HSS architecture methods quality

project quality

+ ( Overall HS§ project )
quality
9

-’

Indirect risk factors

Technical risks

Organizational and
managerial risks

Subjective risks

Designer w
Level of project quality
management

Verificators

Design stages verification
quality

Conventional model of design quality management

Fig. 3. General diagram of the modified safety critical HSS quality management model

The proposed method that involves the extension of the conventional design quality management model
has undergone partial empirical verification as part of the development of a specific safety critical HSS
for the Kudankulam nuclear power plant. As part of the HSS project verification a number of significant
diverse risk factors were identified beyond erroneous or risky technical decisions (e.g. inconsistency of
the system of concepts in the diverse team of an international project, complexity (non-transparency) of
the role structure of relationships among project participants, insufficient experience of the developers
in the creation of safety critical HSSs). That allowed us to refine the initial quality management model
of the project in the form of a cause and effect diagram of indirect influence of the identified factors on
the risk of hidden design errors and consequently on the safety level of HSS operation. The modification
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enabled the identification of additional control points in order to improve the quality of design. Among
other things, it has been confirmed that its application helps coordinate and justify various concepts and
notions within a complex role structure of an international project team.

Conclusion

The practical significance of the proposed new principles of indirect HSS quality management con-
sists in the improved capability to manage the quality of such systems’ design through identification and
recording of human factor-related risks as part of the development of facilities with increased safety and
reliability requirements.

The efficiency of the modified model of HSS quality management has been confirmed during the de-
velopment of a specific safety critical HSS for the Kudankulam nuclear power plant, thus defining the
requirement to develop procedural guidelines for its practical application in potentially hazardous facili-
ties design quality management.

The original interdisciplinary model of the cognitive process of expert verification enables

— dedicated management of errors and anomalies identification process management not covered by
the conventional method of stage-by-stage verification based on predefined criteria;

— integrated development of theoretical facilities and tools in order to support expert analysis involving
more active use of cognitive resources of verification experts at various stages of HSS design.
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dyHKuMoHanbHasa 6e3onacHocTb. Teopus U NpakTMka

ranaxnoBuny B.A., Po3eHb6epr E.H., LLlybuHckni U.B.

HEKOTOPBLIE NOJIOXXEHUA OTKASOBE3OINACHOCTHU
N KUBEP3ALLWMWEHHOCTU CUCTEM YNPABJIEHUA

lMpuBoaaTcs onpeaeneHns ornacHoro oTkasa u oTka3zob6e30nacHoCT, 06CyXxaaeTcs B3aMOCBA3b U MPUH-
uMnuanbHbele pasinygms Mexay GYHKUMOHAIbHOM HaneXHOCTbo U (GYHKLMOHAIbHONM 6e30MacHOCTbIO, aHa-
JIN3NPYIOTCS allbTepHaTVBblI 06EeCcrne4YeHnst 0TKa3obe30MacHOCTU CUCTEM YrpPaB/IeHUS.

PaccmatpuBaloTcsi OCHOBHbIE Yrpo3bl Knbep3allumnieHHOCTH, criocobbl peanvsaummn kmbeparak, rnpeaniara-
eTcsa KoHuenuus obecreq4eHns rapaHTUpPOBaHHOIO YPOBHS Knbep3allunLeHHOCTY CUCTEMbI YPaBJIeHWS.

KnioyeBble cnoBa: HaaexHOCTb, 0TKa3, OMacHbIli 0Tka3, QyHKLMOHaIbHasi 6e30nacHOCTb, 0Tka306e30-
rnacHocTb, knbeparaka, knbeprnpoCcTpaHCTBO, Kmbep3alnLeHHOCTb.

1. OTKa3o00e30nacHOCTb

CornacHo [1] «omacHOCTb — cUTyalusi, IOTEHLMAIbHO OKa3bIBAIOIAs BPE YEIOBEKY». DTO, KOHEUHO,
OTHOCHTCSI HE TOJIBKO K YEJIOBEKY, HO M K yIepOaM, KOTOpbIe MOTYT OBITh IPUYMHEHBI MAaTePHAILHBIM
LIEHHOCTSIM WJIM OKpYy»Karouien cpene. He kaxaas omacHOCTh BCerna nepexoaurt B yrposy. ns storo
HEOOX0IMMO, YTOOBI CIIyYMIIOCh HHUIMUpYIolIee coObiTre. [1oToM n3 yrpo3sl MOXKET pa3BUBAThCA I1e-
MOYKA HEKEIATEIIbHBIX COOBITUH, KOTOpasi, B KOHEUHOM CUETE, CBEJIET K OIIACHOMY COOBITHIO, K aBapHH.
OmnacHoe cocTosiHue (COOBITHE) — 3TO HEUCTIPABHOE COCTOSTHUE OOBEKTOB MH(POPMAIIMOHHON CUCTEMBI,
IIPY KOTOPOM BO3HUKAIOT MPEBBIMIAIOIINE JOITYCTUMBbIC YPOBHH PUCKU IPUUUHEHHUS BPE/Ia )KU3HU U 3710~
POBBIO IpakJIaH, UMYIIECTBY (PU3MUYECKUX U FOPUINUECKUX JIUII, TOCYIApPCTBEHHOMY M MyHULIUTIAIEHOMY
UMYIIECTBY, OKpYKaloIIel cpenie, )KU3HU U 30POBbIO KUBOTHBIX U PACTCHUH.

Hrax, 6€301acHOCTb — OTCYTCTBUE HEIIPHEMIIEMOTO pUcKa. Puck —3T0 KoMOuHanus yiepoa 1 BeposT-
HOCTH BO3HMKHOBEHUS [2]. B 3aBUCHMOCTH OT NOCIEACTBUNA MOYKHO OTJIEIBHO PACCMATPUBATH!

a) GYHKIMOHAIBHYIO HAaJIC)KHOCTh CUCTEMBI, €CJIM OHA BBIMOIHIET CBOIO (PYHKLHUIO (T.€. HE TepsieT
OTIpe/ICNICHHBIX CBOMCTB) B LIETIOYKE BCEX TEX CHCTEM, KOTOPHIE yYaCTBYIOT B peasM3allly JaHHON
INGINIVH

0) pyHKIMOHATBHYIO 0€30IIaCHOCTb, €CJIN TOCESICTBHS HE CBEAYT K HEPUEMIIEMBIM PUCKaM.

Puc. 1 moxaspIBaeT, 4T0 CO CTOPOHBI MOCIEACTBHM (DYHKIIMOHATIbHAS HA/ICKHOCTH IJIABHO ITEPEXOIUT

B (pyHKIIMOHAIEHYIO 0€30MaCHOCTD, €CIM KPUTHYHOCTD MOCIEACTBUN Bo3pacTaeT. OTCIoa U MOHATHO,
4T0 HH(OPMAIIMOHHBIE CHCTEMBI YIIPABIECHUS, Y KOTOPBIX HHTEHCUBHOCTH OTKA30B B BHIITOJHEHUH (DYHK-
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UK I0JKHA OBITH He Bbime 1070 1/ yac, MOKHO TOJKOBAaTh ¢ MO3MIMI (YHKIIMOHATEHON GE30MaCHOCTH
[3]. Takue cucTemMbl 4aCTO HA3bIBAIOT MOTEHIIMAIBHO OMACHBIMU CUCTEMaMHU. JJIsl HUX onacHwll omKas
oTIpefieNisieTCsl Kak COOBITHE, B pe3yabTaTe KOTOPOTO CHCTEMa MEPEXOANT U3 UCTIPABHOTO, pabOTOCTIOCO0-
HOTO WJIM YaCTUYHO pabOTOCTIOCOOHOTO B OMACHOE COCTOSIHUE.

A BeposiTHOCTB

™

(DyHKI.[l/IOHaJILH HaJICKHOCTh

[
|

NMPoCTOu norepu JKePTBbI
IMocaencrBus

Puc. 1. ®yHkunonanpHas HaIGKHOCTD U (PYHKITMOHANIbHAS 0€301T1acHOCTh

OTKa300e30MaCHOCTh — CIIOCOOHOCTh CHCTEMBbI YIPABIECHUS COXPaHATh 0€30MAaCHOE COCTOSHUE U
(unm) obecrieunBaTh 0€30MACHOCTD YIPABICHUS TOJYNHEHHBIMI OOBbEKTaMH B CITy4ae OMACHBIX OTKAa30B
CaMOi CHCTEMBI UJIN €€ COCTaBHBIX YacTeH.

IIpobnema obecnieuenns (hyHKIHMOHAIBHON O€30IaCHOCTH CUCTEM YIIPaBJIEHHUSI COCTOUT B UCKJIFOUEHUH
BJIMSIHUS MX OTKA30B M OLIMOOK B ()YHKLIMOHUPOBAHUH Ha OOBEKTHI YIIPABICHHS U OKPY’KAIOIIYIO CPeLy,
T.€. B UCKJIIOYEHHUHU TaK Ha3bIBAEMBIX ONACHBIX OTKA30B (puc. 2). B pe3ynbrare BbIIaYM HENPABUIBHBIX
KOMaH/{ yIpaBlI€HHsI BO3MOXHbBI CTOJIKHOBEHHUS [T0€3/10B, pa3repMeTH3alysl LIUCTEPH, MOKaphl, B3PbIBbI
U T.1. B uTore BO3HUKAIOT S)KOHOMUYECKHE U SKOJIOTHUECKHE YIIEepObl, UEJIOBEUECKUE KEPTBBI U JIaXKe
KaTacTpOQBl.

IToAHOCTBIO UCKITIOUNTD BIUSHUE OTKA30B M OIIMOOK CUCTEM Ha OKPYKAIOLIYIO Cpey NPUHIUITHATIBHO
HEBO3MOYKHO — BCET/Ia CYILIECTBYET HEKOTOPasi BEPOSITHOCTh BOZHUKHOBEHUS IOI00HBIX COOBITHH. 3a1a4a
3aKJIFOYAETCsl B IOCTHKEHUH MUHUMAJIBHO JIOIYCTUMBIX 3HAYEHUH 3THX BeposiTHOCTEH. OTHUM U3 KITIO-
YeBbIX HANPaBICHUH B TOCTHKEHHUH 3TUX 1ieJIel ocTaeTcs o0ecreueHne BICOKOTO YPOBHS HaJIe)KHOCTH
cucteM. OHaKO BO3MOKHOCTH PE3KOTO MOBBILICHHUS HAJEKHOCTH M3BECTHBIMU TEXHOJOIMUECKHUMU,
QJITOPUTMUYECKUMHU, CTPYKTYPHBIMHU U JIp. METOJJaMU OTPaHUYEHBbI, INIaBHBIM 00pa30M U3-3a HENIPHEM-
JIEMbIX SKOHOMHUYECKUX MOTEPb.

C no3unuii 0€30MacHOCTH HE MOXKET OBbITh IPYroi ajJbTepHATHBBI KPOME KaK MPEKPaTHTh (PyHKIHO-
HUPOBAHHE CUCTEMBI WM MOHU3UTH JIO MIPEIYCMOTPEHHBIX IPEAEIOB €€ NPOU3BOAUTEIBHOCTD IPH HE-
JIOITyCTUMON BEpOATHOCTH BO3HMKHOBEHMS B HEM omacHOro orkasa. OTcrona ciegyeT HeoOXOAUMOCTh
CO3JIaHMsI TEXHOJIOTUI rapaHTUPOBAHHOTO U JOCTOBEPHOTO OOHApyKEHHs OTKa30B B cuctemax. Ecin
IIPAaBUJIBHO PeaTM30BaHa TEXHOJIOI s o0ecreueH s PyHKIMOHAIbHOM 0€3011acCHOCTH, TO 00eCTIeunBaeTCs
CBOEBPEMEHHOE OOHapyKeHHE U OJIOKHPOBAaHHUE ONMACHBIX COCTOSIHUNA CHCTEMBI.
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Hapymienust TexHoJI0ruu (pyHKIIMOHAIBHOM O€3011aCHOCTH

VIIPABJIAIOINAA THOOPMALIMOHHA A CUCTEMA

¢ Omka3zvl u omuodKU 6 pabome cucmemol

Hapymemm HEJIOCTHOCTH JAaHHBIX U IIPOrpamMmm,
U TOCTYITHOCTH CUCTCMBI

\Vi
OIIACHBIN OTKA3

A

YIIEPBEBI, ABAPMH, YEJIOBEYECKHUE XEPTBbBI, KATACTPO®bI

Puc. 2. Yrpo3sl 0€30MacCHOCTH B YIIPABJISIOIINX HHPOPMAIHOHHBIX CHCTEMaX

Bricokas a3 hekTuBHOCTE 00HAPYKEHUS OMACHBIX cocTosiHUM B IC ocTHTaeTCs ¢ TOMOIIBIO TEXHO-
JoTui 0OHAPYKEHHS OTKA30B, OCHOBAHHBIX Ha TOCTPOCHUH JBYX, TPEX U 00JIee MapauIeTbHbIX KAHAJIOB
ynpasienus. [lapaimiensHoe GopMUpOBaHUE U CPAaBHEHHE BBIIABAEMBIX KOMAH]T YITPABJICHHS 00SCIIcunBa-
€T YBEpEHHOCTh B OOHAPY>KEHUHU OTIACHBIX COCTOSTHHUM MPH yCIIOBUHU TOCTPOESHUS O€30IaCHBIX aJITOPUTMOB
WM YCTPOKMCTB CpaBHEHUS (TaK HAa3bIBAEMBIX KOMIIAPaTOPORB), 00ECIICUCHUS HE3aBUCHMOCTH KaHAJIOB
Y JJAHHBIX, HECUMMETPUYHOCTHA OTKA30B KaHAJIOB M MPU BBINOJIHEHHUH IIEJIOTO Psifia APYTUX YCIOBUH.
Bwmecrte ¢ Tem, nms peanuszanuy yKa3aHHOW TEXHOJIOTUH OOHAPYKEHUS OTKA30B JIOTOJHUTEIBHO Tpely-
€TCS BKJIFOUCHHUE B COCTAB CUCTEMBI 3HAUYUTEIILHOTO 00beMa alapaTHbIX ¥ MPOTPAMMHBIX CPEJICTB, YTO
MIPUBOJIUT K CHIDKEHUIO €€ HAJIC)KHOCTH.

W3 yKa3aHHBIX TIOJIOKEHHUN CIIEAYeT:

— MEXJY COIEepKaHUeM 0e30MacCHOCTH M HA/ICKHOCTH CHCTEM MMEIOT MECTO NPUHIIMITAATIBHBIE pa3-
JIM4YUA — €CJIM HCHAJICKHOCTh NPUBOJAUT K HCIIPUCMIIEMBIM YPOBHAM I'OTOBHOCTH, TCXHUYCCKOI'O UCITOJIb-
30BaHMsA, 0€30TKa3HOCTH U CTOMMOCTH TEXHUYECKOTO 00CITYy)KUBAHHS, TO HEAOCTATOUHAst 0€30MacHOCTh
MMPUBOAUWT K aBapuiAM U YCJIIOBCYCCKHUM KCPTBAM,

— MEXITy TeTsIMU 00ecTiedyeHHs HaJIe)KHOCTH M (DYHKIIMOHATIBHON 0€30MacCHOCTH CUCTEM CYIIECTBYIOT
MMPOTHUBOPEHUS, YCTPAHCHUC KOTOPBIX BO3SMOKXHO Ha OCHOBC KOMIIpOMHCCA, Tp€6OBaHI/I$I K HAACXKHOCTHU
1 QYHKIIMOHAIBHOMW OE€30MaCHOCTH JTOJDKHBI OBITH MEXTy cO00# cOaaHCHpPOBAHHI,

— B KPUTHYCCKU BAXXHBIX, TIOTCHIHUAJIBHO OIMACHBIX O6T)CKTaX, NI O6"I)GKTaX, IpeaACTaBIAOIINX 110~
BBIIICHHYIO OIACHOCTh, IPUOPUTETHI OTAAIOTCS 3a/auaM oOecredeHHs] Oe30MacHOCTH, a TpedyeMble
YPOBHH HAJACKHOCTU HOJIKHBI 3a1aBaTbCs C y4YCTOM OFpaHI/ILICHI/Iﬁ 10 CTOMMOCTH ITIOCJIC€ BBIIIOJIHCHU S
TpeboBaHUi MO0 6E30MACHOCTH.

Jnst obecrieueHusi 0TKa300€30MaCHOCTH CHCTEM HYXXHO IMPOIETATh TOT XKe MyTh, YTO U JUis obecrie-
YEeHHUSI OTKAa30yCTOMYMBOCTH, T.€. CO3/1aTh YCIIOBHS JJIsi HAOIOMaeMOCTH U YIIPABISEMOCTH CHCTEMBI.
Ha ocHose IMpuHIMIIa OPUEMICMOCTH OCTATOYHOI'O pUCKaA IIPHU UMCIOIIUXCA OTPaHUYCHHUAX B 3aTparax
CpPEACTB HEOOXOIMMO B ITOJTHOK Mepe PeaIrn30BaTh BOZMOKHOCTH 110 00ECIIEYEHUIO 0TKA30yCTOMYMBOCTH
1 QYHKIIMOHAIBHOM 0€30MacHOCTH.
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2. Kubep3awmi,eHHOCTb

[Ipob6nema oGecriedeHunst 0Tka300€301MacCHOCTH B CHCTEMax yIpaBieHHUs HEPa3phIBHO CBS3aHa C BOIIPOCa-
MU oOecTiedeHHs UX HHGOPMAITMOHHOM 3aITUIIIEHHOCTH, B IEPBYIO O4Yepe/ib, OT KnOeparak. TepMuH kubep
OTIpeNIeTISIETCS KaK «MMEIOIINA OTHOIIEHUE K MH(POPMAITMOHHBIM TexHoMoTusaM» [4]. MndopmarimonHbpie
TEXHOJIOTHH Pean3yloTCsl B TaK Ha3bIBAEMOM Kubepnpocmpancmae, 1noji KOTOpbIM MOHUMaETCsl «cpea,
CO3JJaHHAs IPY OMOIIH (PU3NUECKUX U HE (PU3NUECKUX KOMIIOHEHTOB, XapaKTepu3yeMasi HCTIOIb30BaHHEM
KOMIIBIOTEPOB U 3JIEKTPOMArHUTHOTO IUAra3oHa /Ui XpaHEeHUs!, U3MEHEHHs 1 00MEeHa JaHHBIMHU [TPU ITOMO-
T KOMITBIOTEPHBIX ceTeit» [4]. Micnonb3oBaHne KHOEPHETHUECKIX BO3MOKHOCTEH, C IIEIBIO IOCTHKEHUS
3aja4 B KMOEPIIPOCTPAHCTBE WM MPU MOMOIM HCIIOIb30BAHUS KHOEPIPOCTPAHCTBA ONpPEAETseTcs Kak
«kubepornepanysy». Ternepb Mbl BILIOTHYIO TOAOILIN K ONPEAETICHUIO OHATHS Kubepamaka — 3TO Kude-
poriepalius Kak HacTymarelibHasi, Tak 1 000pOHUTENbHAs, KOTOPAast MPUBOJIUT K TEJIECHBIM MOBPEXKICHUSIM
WJIN 4€JI0BEUECKUM TOTepsM, WIM HAHECEHUIO yliepOa, WU pa3pyleHHI0 OOBEKTOB.

Onwupasich Ha MTPUBEICHHBIE BBIILIE TOHATHS, MOYKHO ONPEACIUTH KHOep3alMIeHHOCTh, KaK CIoc00-
HOCTb CHCTEeMbI YNIPAaBJIeHHs YCNEIIHO BBINOJIHATH MPeIyCMOTPEeHHbIE 3aa4 NPU COXPaAHEHUHU
0€30MaCHOr0 COCTOSIHMS B YCJIOBHSIX KHOepaTak, HAallPaBJIeHHbIX HA HAHEeCeHHUe yiiep0a KpuTnu4e-
CKH Ba’KHBIM MJIH MOTEHUHAJIbHO ONACHBIM 00beKTaM, HJIH 00beKTaM, NMPeACTABJISIIOLIHM MOBbI-
LIEHHYI0 ONIACHOCTD /IJIs1 ;KU3HU M 310POBbSI I'PAKAAH, MMYILLECTBY (pU3HUeCKUX HJIH IOPHIHYECKHX
JINL, IKOHOMHUKe, OKpY Kaloleii cpefe.

OCHOBHBIMH yTpO3aMH HAPYIICHUS KHOEP3aIIUIIIEHHOCTH B UH()OPMAIIMOHHO-YTIPABIISIONINX CUCTEMAX
saBisFOTCS (puc. 3):

e MHdopmarimoHHbie aTaku (B MEPBYIO OUepeIb KHOEpaTaKy ),

e HenexiiapupoBaHHble BO3MOXXHOCTH B ITPOrpaMMax U yCTPOICTBaX CUCTEM;

e OTka3bl ¥ OMMOKH B pabOTe CHCTEM, B TOM YHUCJIEC almapaTHbIe U POrpaMMHBIE COOM U OIIMOKH,
OIUOKH OTIepaTopoB, OITUOKH JaHHBIX.

Ha puc. 2. noka3aHo, 4To KuOEp3amuIeHHOCTh CUCTEMbl 3aBUCUT KaK OT BO3MOXKHOCTEW HECaHK-
nuoHupoBaHHoro goctyna k cucreme (HCJl) BepossiTHOro nmpoTUBHUKA, TaK U OT HEJEKJIAPUPOBAHHBIX
Bo3MokHOCTeH (H/IB), KOTOpble HIMEIOT MECTO B TPOTrPAaMMHBIX U allllapaTHBIX cpeacTBax. Hecankmmo-
HUPOBAHHBIA JTIOCTYT peain3yeTcs MyTeM HHGOPMAIIMOHHBIX aTak (KuOepaTak) Ha CHCTEMY.

HenexknapupoBannbie
BO3MOKHOCTH
Oobecneyenue
rapaHTHPOBAHHOIO
ﬂ YPOBHsI 6€30N1aCHOCTH
Undopmaumonnnie npu HeGe30macHbIX
aTaku

CUCTEMA ANNAPATHBIX U
(xuGeparakmu) |:> VYIIPABJIEHUSI ::> NPOrPaMMHBIX CPeACTBAX [—>

nyTeM NpUMeHeHHsI

MeTO/10B
ﬁ Onacnele MHOI0YpPOBHEBOI
omKa3zwvl 8 HH(OPMAIHOHHO 1
ynpaenenuu byHKuHOHAIBHONT
Buyrpennue Gpakropbl — 0€30IaCHOCTH HA OCHOBE
0TKa3bl, cOOM, IPOrpaMMHBIE OLIEHKH 0CTATOYHOI0
OIINOKH, OMIMOKH YeJIOBeKa - olepaTopa pucka

Puc. 3. Konuenust oOecrieueHns rapaHTHPOBAHHOTO YPOBHSI KHOEP3AIUIIIEHHOCTH CHCTEMBI YIIPABICHHS
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[TonHOE ycTpaHeHHE OMACHBIX OTKAa30B B YIPABICHUU TEOPETHUYECKU BO3MOXKHO, HO MPAKTUYECKU
HEOCYIIECTBUMO, TIOCKOJIBKY MOTPEOyeT SKOHOMUYIECKUX 3aTpPaT, 3aBEIOMO OOJIBIINX, YEM OXKUIaeMBbIN
yiepO OT BO3ACWCTBUSI OMACHBIX OTKA30B. PeanbHBIH MyTh — 3TO ONpEIeICHUE TOMyCTHMOTO YPOBHS
pHUCKa OT Kubeparak u co3nanue 3QPEeKTUBHON 3alUTHI OT OTTACHBIX OTKA30B.

PaccmoTrpum Gosee moapoOHO MepeINCIICHHBIC YTPO3bI.

PesynbraTom ycrneninoi kubeparaku MOKET CTaTh HapyIIEHUE [IETOCTHOCTH WK JOCTYITHOCTH HH(OP-
Maiuu. B xauecTBe 1enei ataku MOTYT paccMaTpUBaThCsl CepBEPhI, paboune CTaHLMU MOJIb30BaTeNeH
WM KOMMYHHUKAllMOHHOE 00opynoBaHrne MH(OpPMAIMOHHOM cuctemsbl. [Ipu opranmzanum xubepaTtak
3JIOYMBIIUIEHHUKH YacTO MCHOJB3YIOT crienuanuzupoBanHoe 110, mo3Bossiomniee aBTOMaTU3UPOBATh
JENCTBUS, BBITIOJIHAEMbIE HAa PA3IMYHBIX CTAIUSAX aTaKH.

B o6miem cirydae B 110001 kubepaTake MOXKHO BBIICIUTh YEThIPE CTAUU:

PexornocuupoBka. Ha 3Toif cTraanu HapyIIMTeNlb CTapaeTCs MOJYyYUTh KaK MOXKHO O0JIbIe HHPOP-
Mauu 006 00bEKTe aTaku, 4TOObl Ha €€ OCHOBE CIUIAHMPOBATH JAJTbHEHIINE ATAlbl BTOPKEHUS. DTUM
LEJISIM MOXKET CIIY)KUTb, HanpuMmep, uH(opMalus o TUIIE U BEPCUU ONEPAMOHHON CHCTEMBI; CIIHCOK
MOJIb30BaTENEH, 3aperUCTPUPOBAHHBIX B CUCTEME; CBEeJIeHUS 00 rcnonb3dyeMoM mpukiagHom [10 u 1.1

Brop:xenue. Ha 5ToM 3Tane HapymuTenb Nody4yaeT HECaHKIIMOHUPOBAHHBIN JOCTYT K TEM pecypcam,
Ha KOTOpbIE COBEpIIAETCs aTaka.

Atakywiee Bo3aeicTeue. Ha nanHol cragnu peanusyroTcsi T€ LENIH, paJl KOTOPBIX U MPEINpHU-
HUMaJach araka, — Halpumep, HapyleHue padoTocrnocoOHOCTH CUCTEMBI, yAaJleHue UM MO (UKALINS
JMaHHBIX U T.14. [Ipy 3TOM aTakyromumii 4acTo BBHIIOIHSIET ONepalliy, HallpaBlIEHHbIE HA YaJI€HHUE CIIEOB
ero MpUCYTCTBHUSA B crcTeMe. Beskas araka ocHOBaHa Ha HATMYKMU B CICTEME YIIPaBICHUS YA3BUMOCTEN U
«TPaBUIIBLHOE» UCTIONIB30BAHUE XOTs OBl OJJHOW U3 HUX OTKPHIBAET 3I0YMBIIIJIEHHUKY BXOJl B CUCTEMY.

Pa3Butne araku. [locie arakyromero Bo3AeicTBUS HAPYIIUTENb CTPEMUTCS IIEPEBECTH aTaky B dazy
JaJIbHEHIIIero pa3BUTHs. J{J1s1 3TOro B CUCTEMY OOBIYHO BHEIPSIETCS BPEIOHOCHAS IIPOTPAMMa, C TIOMOIIIBIO
KOTOPOM MOKHO OpraHH30BaTh aTaky Ha JIpyrue cpeactBa cucteMbl. OCHOBHBIE YTPO3bl KHOEp3aliu-
neHHocTy nHpopmannoHHbsiM cuctemaM (MC) co3aarot crienyromiye Tpymnibl BpeIOHOCHBIX TPOrPaMM:
DoS-amaxa (ot anr1. Denial of Service, oTka3 B 00CTyKMBaHNH ) — aTaka Ha UH(OOPMAIIMOHHYIO CHCTEMY,
C LIeJbI0 JTOBECTH €€ 10 0TKa3a, TO €CTh CO3JJaHhe TaKuX YCJIOBHM, MPU KOTOPBIX JIETUTUMHBIE (TIPaBO-
MEpHbIE) OJIB30BATEU CUCTEMBI HE MOTYT MOJIYYUTh JOCTYI K IPEIOCTABIIIEMBIM CUCTEMOMN pecypcam
(cepBepam), b0 ATOT HocTyn 3aTpyaHEH. OTKa3 «BPAKECKOM» CUCTEMBI MOXKET ObITh OJHUM M3 IIIaroB
K OBJIQJICHHIO CHUCTeMOM (eciu Bo BHemTaTHOUW cutyaruu [1O BhIIAET KaKy0-TM00 KPUTHUECKYIO WH-
dbopmaruio — HanpuMep, BEPCHIO, YaCTh MPOTPAMMHOTIO KOJIa U T. 11.); MPOAHCKUE RPOZPAMMBbL — TIOCIIE
BHE/IPEHUS B CUCTEMY HapyIIalOT IIEIOCTHOCTD JIaHHBIX U MPOTPAMM HJIM PaCCaKUBAIOT BUPYCHI B CH-
creme. OHU Takke MOTYT cOOpaTh CBEJCHHSI O XPaHSIIUXCA Ha KOMIIbIOTepe MpoduiIsiX Noab30BaTesei,
MapoJIsAX U APYTYI0 KOHPHUISHINAIbHYI0 HH(POPMALIKIO U 3aTeM IIepecyarh €€ B PyKHU 3JI0yMbIIIICHHUKOB;
nPOZPAMMbL HECAHKUYUOHUPOBAHHO20 ynpasienus komnviomepamu HC (3azpysounvie supycwi, npo-
2pamMMHble BUPYCBL, cemesble Yepsu u op.)

Heoexnapuposanuwvie 603m0x#cHOCMU — PYHKYUOHATBHBLE BOIMONCHOCTIU NPOCPAMMHBIX UTU ARNAPAM-
HbIX CpeoCcme, He ONUCAHHbLE UTU He COOMBEMCMBYIoWUe ONUCAHHBIM 8 OOKYMEHMAayuu, npu UCNoIb30-
BAHUU KOMOPBIX 803MONCHO HAPYULleHUe 00CMYNHOCIMU, YelOCMHOCMU, A MAKH#Ce KOHPUOEHYUAIbHOCMU
obpabamvisaemoil ungopmayuu. Peanuzanuein HeJEKIapUPOBAHHBIX BO3MOXKHOCTEH, B YaCTHOCTH,
SBJISIFOTCS TPOTPaMMHBIE UJTH allapaTHbIe 3aKIaIKH.

B pesynbrare peanuszanum ykazaHHBIX yTpo3 BO3HUKAIOT OMACHBIE OTKa3bl, KOTOPbIE MPUBOASAT K HE-
JOMYCTUMBIM yIiepboaM 00beKTaM, KOTOpbIE IJIs XO3SIMCTBYIOIIET0 CyOBbEKTa OTHOCATCS K KaTeropuu
00BEKTOB € MOBBIIIEHHOM OMACHOCTHIO WIIH K KATETOPUH OTEHIIUAIBHO OMACHBIX 00BEKTOB, a HA YPOBHE
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TOCYIapCTBEHHBIX MJIM PETHOHAJIBHBIX OPTaHOB OIMACHBIE OTKA3bl MOTYT NMPUBOIUTH K HEJOIYCTUMBIM
yiiepoam KpUTHYECKH BaKHBIX 00bekTOB. [Tociennee 00CcToATeICTBO OOBSICHAETCS TEM, UTO OTBETCTBEH-
HOCTB 32 3aIIUTy KPUTHUECKH BAKHBIX 00BEKTOB BO3JIaracTcs Ha TOCYIapCTBEHHBIE MITH PETHOHAIbHBIC
OpTaHBI.

VYrpo3bl HapymieHHsT KHOEP3aIUIIIeHHOCTH CUCTEM YIPABJICHUS aHAJIOTUYHBI yrpo3aM HapyIIeHHS
oTkazobe3omacHocTH. [[pHHIMTIHAIEHOE Pa3IYUe B TOM, YTO KHOEpaTaKH — 3TO CIeNU(UICCKHIIA KiTace
WH(POPMAIIMOHHBIX aTaK, HAIPaBJICHHBIN Ha HAHECeHHE yIepOa Wik pa3pylieHre 0OBEKTa YIIPaBICHHS,
KOTOPBIH OTHOCHUTCSI K OJTHOW U3 OTMEUEHHBIX BBIIIE TPEX TPYIIT BaXKHBIX 0OBEKTOB.

B Bompocax obecnieueHnst KNOEp3anIUIIEHHOCTH, TAKKE KaK M B BOITPOCaxX 00eCIIeYeHHs] OTKa30yCTOM-
YHBOCTH U OTKa300€30TMIaCHOCTH, 1IeJIeCO00pa3HO ONMUPATHCS Ha CIIEAYIONINE OCHOBHBIE MOCTYJIATHI:

1. He cymecTByeT abCONMOTHOM KHOEP3aTUIIIEHHOCTH (0TKa30yCTOMYUBOCTH, OTKa300€301MacHOCTH)
CHCTEM YIPaBJICHUSI.

2. Yem Oonee crmokHas CUCTEMaA, 4eM OOJIbIIE 3a7]a4 OHA BBITMIOJIHSET, TEM HUXKE €€ KHOep3aluIIeH-
HOCTb.

3. HeoOXomuMBbIM yCITOBHEM TMOBBIIICHUS] KHOSP3aIUIIICHHOCTH CUCTEMBI SIBIISICTCSI BBEACHNE U30bI-
TOYHOCTH B COYETAHUU C OpraHu3anueit 53pHEeKTHBHOTO KOHTPOJISL.

4. Kubep3amuineHHOCTh CUCTEMBI YIIPABJICHHUS OJDKHA 00€CTIEYMBATRHCS Ha BCEX ATAIaX )KU3HEHHOTO
ITUKITA.

5. YpoBeHb KNOEP3alUIIEHHOCTH CUCTEMBI OTPAHUYEH YIKOHOMHUECKUMHU PUCKAMH 3aKa3uuKa M IKC-
TUTYaTUPYFOIEH OpraHu3aIHy.

AOGCOITIOTHOM KNOEP3alHIIIEHHOCTH HEBO3MOXKHO JIOCTHYb, TIOCKOJIBKY YCTPaHEHUE OTHHUX YSI3BUMOCTEH
B CHCTEME He MCKIIF0YaeT BO3MOXXHOCTH TOSIBJICHUsI HOBBIX. [IpoOiema obecrieueHust KnOep3amIieH-
HOCTH — 3TO Tipo0JieMa COBEPIICHCTBOBAHUS IIIMTA OT HamaaeHust Meda. OTHOBPEMEHHO C TIOBBIIIICHHEM
YPOBHSI 3aIIUTHI COBEPIICHCTBYIOTCS CPENICTBA HanaaeHus 1 He (akt, 4To 3h(HekTHBHOCT CpeCTB 3a-
IIUTHI B OTIPEJIEIIEHHBIE OTPE3KU BPEMEHH CKOJIb YTOAHO BBIIIE YPPEKTUBHOCTH CPEICTB HAIIaICHHS.

KapaunanpHoe pelieHne 3ajjadyu COCTOUT B TOM, YTOObI 00E€CIIEUYUTh FAPAHTHPOBAHHBIN YPOBEHb
KHOep3aliIeHHOCTH NP He0e30MaCHbIX aNNapaTHBIX U MPOrPaMMHBIX CpeICTBaxX MyTeM MpHU-
MeHEeHHMsI MHOTOYPOBHEBOI MH(POPMAITMOHHON Y (PDYHKIIMOHAJILHOW CHCTEMbI 3alIIUTHI HA OCHOBE
OIleHKH O0CTATOYHOT0 pucka (puc. 3).

[Ipumepamu peanuzalny NPUHIMIIOB MHOTOYPOBHEBOH 0€30MaCHOCTH Ha JKEJI€3HOJOPOKHOM TPaHC-
MOpTe MOTYT OBITH [5]:

® MHO20ypOBHeB0e 0becneyeHnue 6e30naACHOCHU KAXHCO020 A6MOHOMHO20 YCHMPOIICHEA YRPaAGieHU.
[TycTb B 3TOM IIpOrpaMMHO-AIAapaTHOM YCTPOHUCTBE MpelyCMaTpUBAETCs Heckonbko PyHKIUN Oe3omac-
HocTH. OJTHA WJIM OJJTHOBPEMEHHO HECKOJIBKO (YHKIIMI 0€30IacCHOCTH B ClIyyae BO3SHUKHOBEHHS OTKa3a
BBITIOJIHSIOT 3a/1a4y IepeBojia yCTPOHCTBA B HEOMACHOE COCTOSHUE, — 3TO MOTYT OBITH COCTOSIHUSA JAOITY-
CTUMBIX TOHMKEHHBIX (DYHKIIMOHAJIBHBIX BO3MOKHOCTEHN MIIH 3aIIUTHBIE COCTOSHUS, KOTIa OJOKHpYyeTcs
BbIJIa4ya YNPABJISIIOIINX BO3/ICHCTBHIA;

® MHO20KaHabHaA 6e30nacnan muozoyposneesasn cucmema (MC) u3 pazHomunnpix ycmpoiicme uiu
cucmem. CyThb B TOM, UTO JIBa WK OoJiee YCTPOUCTB (CUCTEM) yIpaBJICHHsI BBIIIOIHSIOT Ha OINpeiesIeH-
HOM YYacTKe JOPOTH aHaJOTHYHbIe (DYHKIIUH yIPaBIeHHsI, KOTOPbIE peaanu3yroTCsl pa3HbIMU CIIOCOOAMHU
U aJITOpUTMaMHU. Pe3ynbraThl KaXa0ro yIpaBleHUs! MPOBEPSIIOTCS Ha HEMPOTHUBOPEUUBOCTh. Eciu 310
YCIIOBUE BBIMOIHSIETCS, TO OCYIIECTBISETCS ypaBieHue. B mpoTUBHOM citydae ocyiecTBIseTCs J0Mo-
HUTEJIbHAS IPOBEPKA U MPUHUMAETCS PEIIeHUE O BBEACHUH 3alllMTHOTO 0TKa3a OJJTHOTO U3 YCTPONUCTB MU
0 MPOJIOJDKEHUHU ero padboThl B coctaBe MC, HO ¢ MOHMKEHHON TPOU3BOIUTEIHLHOCTRIO. Eciiu B mpous-
BOJIbHBII MOMEHT BpeMeHU (PyHKILIUU yTPaBIeHUs He TPOTUBOpeunBbl, To MC MpoAoKaeT BhIMOIHATD
(GYHKIMM yOpaBlIeHUs C 3a1aHHOM MPOU3BOIUTEIBHOCTBIO.
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® cucmema c 6bl00pom 0Oonee 3anpeuiarouiezo cuzHana. B MHOTOypOBHEBYIO CHCTEMY BBOAMTCS
YCTPOWCTBO MPUHSATHS PELICHNUS, KOTOPOE pean3yeT Clieyollee MPaBuiIo: €clid (PyHKIUH YIIPaBICHUS
HE TPOTUBOPEUYUBBI, HO HE COBIAJAIOT 110 YPOBHSM I'paIalliy ONACHOCTH YIIPABIEHMS, TO BEIOUpaeTcs
MeHee omnacHoe ynpasieHue. Harmpumep, eciiu Ha BBIXOZIE NIEPBOT0 YCTPOICTBA KeIe3HOAOPOKHON aB-
TOMATHKHU U TeJIEMEXaHUKH C(HOPMHUPOBAHO yIpaBlIEHUE CBETOOPOM «KpACHbIIL», @ HA BBIXO/I€ BTOPOTO
YCTPONCTBA — «KPACHO-dICceNmbliiy, TO Ha BBIXOJIE CUCTEMBI (POPMHUPYETCS CUTHAJ yIpaBiIeHUs CBETO(hO-
POM «KpacCHbIUL».

® co30anue cucmemnuviX QYHKYUIl 6€30nAcHOCHU 6 PA38UBAIOUUXCA MHO20YPOBHEBHIX CUCHIEMAX.
Pa3BuBaroiasics MHOrOypoBHEBasi CUCTEMA — 3TO CUCTEMA, KOTOpast 00Ja/1aeT BO3MOKHOCTSIMH U CIO-
COOHOCTSIMM (POPMUPOBATH HOBBIE CBOMCTBA YIPABJICHHUS U/UIIN HOBBIE (YHKLIMHU O€30IacHOCTH. B nanb-
Heifmem OyeM paccMaTpuBaTh pa3BUBAIOILYIOCS CHCTEMY, KOTOpast GOPMUPYET TOJILKO HOBbIE (DYHKIIUN
6e3onacHocTH. CyTh MPUHIIMIIA B CIETYIOIIEM: B CUCTEME BMECTE C YCTPOHCTBOM MPUHSATHS PEIICHUS
(MM BMECTO HETo) BBOAUTCS NoAcucTeMa nojiepkku npunsatus pemenus (I1T11P). Kpome toro, ams kax-
JIOTO COCTABHOTO YCTPOMCTBA MIIM COCTABHOM CHCTEMBI JKEJI€3HOI0OPOKHOIM aBTOMaTHKHU U TeJIEMEXaHUKH
BBOJIUTCS JONOJTHUTENbHBIHN JIOTHUECKUI KOHTPOJIb COCTOSIHUHM 0€3011acHOCTH, KOTOPBIH OCYIIECTBISETCS
MyTeM 3allOMUHAaHMS, aHAIN3a, KOPPEJSLHMU C YKa3aHUSIMHU COCTABHBIX YCTPOUCTB JOIMUYECKUX MOCIIe-
JIOBaTeNIbHOCTEH CMEHBI COCTOSHUM HAloJIbHOTO 000PYIOBaHMUs aBTOMATUKU U TeleMeXaHuku. [lytem
coBMecTHOM 00pabotku B I1I1P komana ynpaBiieHUs ¢ BBIXOJIOB 3THX YCTPOMCTB WM CUCTEM U JaHHBIX
JIOTHYECKOTO KOHTPOJIsI POPMUPYIOTCS X JOMOTHUTEIbHbBIE (PYHKIIMH O€30MaCHOCTH.

3. 3akJ/4yeHue

Jlnist obecrieueHus 0TKa300€30MaCHOCTH CHCTEM YIIPaBICHHS HYXKHO CO3/1aTh YCJIOBUS [T HaOlto1ae-
MOCTH ¥ YIPABISIEMOCTH CUCTEMBI.

Ha ocHOBe npuHIIHIIA TPUEMIIEMOCTH OCTAaTOYHOTO PUCKA IIPU UMEIOIINXCSl OTPAHUYCHUSX B 3aTpaTax
CpPEeACTB HEOOXOIMMO B IOJTHOW MEpe Peaarn30BaTh BO3MOXHOCTH 110 00ECIIEYCHUIO 0TKA30yCTOMYMBOCTH
1 (yHKIIMOHATIBHON 0€30MMacHOCTH.

Jlnst obecrieueHrs KMOEP3alIUIICHHOCTH CUCTEMBI YIPaBJICHUS 1eIeco00pa3Ho KOMIUIEKCHO pea-
JU30BaTh MEPBI MO 00CCIEYCHUIO WH(OOPMAIIMOHHON 3alUIICHHOCTH, HAJCKHOCTH, U, OCOOCHHO,
byHKIIMOHATBHOH Oe3onmacHOCTH. KapanHanbHOE pelieHne 3aa9i COCTOUT B TOM, YTOOBI 00€CIICUHUTh
rapaHTUPOBAaHHBIA YPOBEHb KHOEP3aNIUINIEHHOCTH MPU HEOE30IMaCHbBIX alllapaTHBIX U MPOrPaMMHBIX
CpeACTBaxX MyTeM MIPUMEHEHHSI MHOTOYPOBHEBOIH MH(POPMALIMOHHOM 1 ()YHKIIMOHATILHON 0€30MacHOCTH
Ha OCHOBE OIIEHKU OCTAaTOYHOTO PUCKA.
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Functional safety. The theory and practice

Gapanovich V.A., Rozenberg E.N., Shubinsky I.B.

SOME CONCEPTS OF FAIL-SAFETY AND CYBER
PROTECTION OF CONTROL SYSTEMS

The paper provides some definition of a hazardous failure and fail-safety, discusses relations and principal
differences between functional reliability and functional safety, and analyzes alternatives for ensuring fail-
safety of control systems.

The paper considers major threats to cyber protection, ways of implementing cyber attacks, offers a con-
cept of ensuring a guaranteed cyber protection level of control systems.

Keywords: reliability, failure, hazardous failure, functional safety, fail-safety, cyber attack, cyber space,
cyber protection.

1. Fail-safety

According to [1], “a hazardous event is a situation potentially causing damage for a human being”.
Of course, it applies not only to a human being but also to damages that can be caused for material
assets or environment. Not every hazard always brings a threat. For that to happen, a causing event
should take place. Afterward a threat can result in a chain of undesirable events that ultimately will
lead to a hazardous event, to an accident. A hazardous state (event) is failed state of IT system ob-
jects when there occur unacceptably high risks of damages for the life and health of citizens, assets
of persons and companies, state and municipal assets, environment, the life and health of animals
and vegetation.

Therefore, safety is an absence of unacceptable risk. The risk is a combination of damage and prob-
ability of occurrence [2]. With consequences taken into account, we can separately consider:

a) functional reliability of a system if it performs its function (i.e. does not lose certain properties) in
a chain of all those systems that are involved in implementing that function;

b) functional safety if consequences will not lead to unacceptable risks.

Fig. 1 shows that in terms of consequences functional reliability smoothly transits into functional safety
if criticality of consequences increases. Hence it is clear that IT control systems whose failure rate in
implementation of a function should not be higher than 10 1/ hour can be treated in terms of functional
safety [3]. Such systems are often called potentially hazardous systems. For such systems a hazardous
failure is defined as an event resulting in transit of a system from good, operating or partially operating
state into hazardous state.
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4 Probability
™

Functional

v

downtimes losses casualties
Consequences

Fig. 1. Functional reliability and functional safety

Fail-safety is a control system’s ability to retain safe state and (or) to ensure the safety of controlling
subordinate objects in case of hazardous failures of a system itself or its components.

The issue of ensuring the functional safety of control systems consists in eliminating the influence of
their failures and faults on controlled objects and environment, i.e. eliminating the so-called hazardous
failures (Fig. 2). Giving wrong commands can bring train crashes, tank leakage, explosions etc. It results
to economical and ecological damages, casualties and even disasters.

Violation of functional safety technology

IT CONTROL SYSTEM

¢ System failures and faults

Violations of the integrity of data and programs and the
availability of a system

V
HAZARDOUS FAILURE

H

DAMAGES, ACCIDENTS, CASULTIES, DISASTERS

A

Fig. 2. Threats to safety of IT control systems

In principle, we cannot entirely rule out the influence if failures and faults of systems on the environ-
ment since there is always some probability of such events happening. Our task is to achieve minimum
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values of such probabilities. One of the ways to achieve them is to ensure a high level of system reliability.
However, the possibilities of radically increasing the reliability by means of technological, algorithmical,
structural and other methods are limited, mainly due to unacceptable economical losses.

In terms of safety, there can be no other alternative than to stop a system’s functioning or to decrease
its capacity to predefined levels in case of unacceptable probabilities of a hazardous failure occurring in
it. Hence, it is necessary to develop technologies of guaranteed and confident detection of system fail-
ures. If functional safety is ensured in a right way, then system hazardous states are duly identified and
eliminated.

Hazardous states are effectively identified in IT systems by using detection technologies based on devel-
opment of two, three and more control channels working in parallel. Parallel generation and comparison
of commands secure detection of hazardous states provided that there are safe algorithms or comparing
devices (so-called comparator circuits), independence of channels and data, unsymmetrical failures of
channels ensured and other conditions satisfied. Yet, to implement this technology of failure detection,
it is required to introduce an extra considerable amount of HW and SW into systems, thus reducing its
reliability.

The above said leads to the following:

—the safety and the reliability of systems have principal differences: if unreliability leads to unaccepted
levels of availability, maintenance, non-failure operation and maintenance costs, then insufficient safety
leads to accidents and casualties;

—the objectives of ensuring the reliability and the functional safety of systems have contradictions that
can be eliminated on the basis of some compromise, so the requirements for reliability and functional
safety should be well balanced together;

— 1in safety critical, potentially hazardous objects, or objects presenting increased hazards, the tasks of
safety ensuring are prioritized, while required level of reliability should specified with cost limits taken
into account, after safety requirements have been implemented.

In order to ensure system fail-safety, we should go the same way that we go to ensure fault-tolerance,
i.e. create conditions when a system is observable and controllable. Based on the principle of accept-
ability of a residual risk with existing financial limits taken into account, it is necessary to fully realize
the possibilities of ensuring fault-tolerance and functional safety.

2. Cyber protection

The issue of fail-safety in control systems is closely related to the issues of their IT protection, above all,
against cyber attacks. The term cyber is defined as “bearing a relation to IT technologies™ [4]. IT technolo-
gies are implemented in the so-called cyber space that is understood as “environment created by means
of physical and nonphysical components characterized by use of personal computers and electromagnetic
band to store, change and exchange data via computer networks™ [4]. Use of cybernetic capabilities aiming
to implement some goals in cyber space or by means of cyber space is defined as cyber operation. Now
we have come close to the definition of the term cyber attack. This is cyber operation, either offensive or
defensive one that causes human damages or casualties, or damage to or destruction of objects.

Based on the above definitions, we can define cyber protection as the ability of a system to success-
fully perform specified tasks under the conditions of cyber attacks aiming to make damage to safety
critical or potentially hazardous objects, or objects presenting an increased threat for the life and
health of citizens, assets of persons and companies, economy, environment.
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The main threats to cyber protection in IT control systems are as follows (Fig. 3):

e [T attacks (cyber attacks in the first place);

e Undocumented features of SW/HW;

e Failures and faults, including HW/SW errors and glitches, operator mistakes, data errors.

Fig. 2 shows that a system’s cyber protection depends on unauthorized access capabilities of a potential
attacker as well as on undocumented features that occur in HW and SW means. Unauthorized access is
realized by means of information attacks (cyber attacks) at a system.

In theory, full elimination of hazardous failures in control systems is possible but in practice, it is not
feasible as it will take expenditures much higher than expected damages due to hazardous failures. The
most realistic way is to define an acceptable level of risks due to cyber attacks and to develop efficient
protection against hazardous failures.

Undocumented features

IlzforllslatiOH ﬂ Ensuring a guaranteed
attacks safety level for unsafe
(cyber attacks) I:> C;)YI\ISTTIE(;IL :> HW/SW by using —
methods of multilevel IT
and functional safety
ﬁ Hazardous | based on assessment of a
failures in residual risk
control
Internal factors —
failures, faults, SW errors,
human operator mistakes

Fig. 3. The Concept of ensuring a guaranteed safety level of control systems

Let us consider the above listed threats in more detail.

A successful cyber attack can result in violations of information integrity or availability. An attack can
target servers, personal. For implementation of cyber attacks, intruders often use specialized SW that
provides automation for actions performed at different stages of an attack.

Generally, four stages can be identified in any cyber attack:

Reconnaissance. At this stage an introduer attempts to get as much information as possible about an
attack object in order to plan further stages of intrusion on its basis. To this end he can target, for example,
information about the type and version of an operating system, a list of users registered in the system,
data about applied SW used in the system etc.

Intrusion. At this stage an intruder get an unauthorized access to those resources that are under attack.

Attack perpetration. At this stage an intruder realizes the goals that motivated the attacker, for exam-
ple, violation of IT system operation, deletion or change of data etc. while doing this, an intruder often
performs actions aiming at deletion of the traces of his presence in the system. Each attack is based on
the fact that a control system has some vulnerabilities, and the “right” use of at least one of them opens
the door for an intruder to the system.

Attack progression. After attack perpetration, an intruder aims to go to the stage of its further pro-
gression. To that end, he usually implants into a system some malicious program that helps to arrange an
attack at some other nodes of an IT system. Major threats for IT system cyber protection are presented
by the following groups of malicious programs: DoS attack (Denial of Service) that is an attack at an
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IT system aiming at its failure, i.e. creating such conditions when legitimate (authorized) users cannot
get an access to resources (servers) provided by the system or this access gets complicated. An “enemy”
system’s failure can be one of the steps to get hold of a system (if SW generates some critical information
in emergency — for example, version, part of a program code etc.); Trojan programs when implemented
into a system disrupt the integrity of information and programs or generate viruses in the system. They
can also collect information about user profiles stored on a PC, passwords and other confidential data
with further sending it to intruders; programs of unauthorized control of information system PCs (boot
viruses, SW viruses, network viruses etc.)

Undocumented features are HW and SW functional features not specified or not compliant with those
described in specifications, whose application can cause violation of availability, integrity as well as confi-
dentiality of processed information. For example, SW and HW bugs belong to undocumented features.

Implementation of the above listed threats results in hazardous failures that lead to unacceptable dam-
ages of objects, which in terms of an operating company belong to the category of objects with increased
hazards or to the category of potentially hazardous objects, and in terms of state or regional authorities
hazardous failures can cause unacceptable damages for critical infrastructure. The latter is explained by
the fact that responsibility for critical infrastructure protection is put on state or regional authorities.

Threats of cyber protection violations are similar to threats of fail-safety violations. A principal differ-
ence is that cyber attacks are a specific class of information attacks aiming at damaging or destructing a
control object that belong to one of the three groups of critical objects.

When dealing with the issues of cyber protection, as well as fail-safety and fault-tolerance, it is reason-
able to rely on the following postulates:

1. There is no absolute cyber protection (fail-tolerance, fail-safety) of control systems.

2. The more complicated a system is, the more number of tasks it performs, the lower its cyber
protection is.

3. A prerequisite for enhancing the cyber protection of a system is redundancy in combination with
organization of efficient control.

4. The cyber protection of a control system should be ensured at all stages of its life cycle.

5. The level of cyber protection is restricted by economical risks of a customer and operating company.

Absolute cyber protection cannot be reached since elimination of vulnerabilities of one type does not
rule out the possibility of new vulnerabilities appearing. The problem of ensuring cyber protection is the
problem of improving a shield against a sword’s attacks. Along with the increase of a protection level,
attack means are improved, and one cannot guarantee that the efficiency of protection means at certain
times is much higher than the efficiency of attack means.

The radical solution of the task consists in ensuring a guaranteed level of cyber protection for
unsafe HW/SW by using multilevel I'T and functional safety based on assessment of residual risk
(Fig. 3).

The implementation of multilevel safety principles on railway transport can be exemplified as fol-
lows:

Multilevel safety ensuring for each standalone control device. Let this HW/SW complex provide for
several safety functions. One or several safety functions simultaneously performs the task of switching
the device into safe state in case of failure, which can be states of acceptable decreased functionality or
states of protection when generation of commands is blocked;

Multichannel safe multilevel system made of devices or systems of different types. The point is that
on a certain railway section two or more control devices (systems) perform analogous control functions
that are implemented by different ways and algorithms. The results of each controlling action are checked
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for consistency. If the condition is satisfied, then controlling is realized. Otherwise, an additional check
is done and a decision is made on introducing a safe failure of one of the devices or its further operat-
ing as part of a multilevel system, but with decreased performance. If at some random moment of time
control functions are not contradictory, then a multilevel system keeps on performing control functions
with predefined efficiency.

System of choosing a more restrictive aspect. A decision making device is introduced into a multilevel
system. This device realizes the following rule: if control functions are not contradictory, then a less haz-
ardous control is chosen. For example, if the output of the first device of railway signalling and remote
control generates “at danger” light signal, and the output of the second one generates “red and yellow”
signal, then the output of the system generates “at danger” control signal.

Development of system functions of safety in developing multilevel systems. A developing multilevel
system is a system that has possibilities and abilities to generate new controlling properties and/or new
safety functions. Further on we’ll consider a developing system that only generates new safety functions.
The essence of the principle is as follows: a decision making support subsystem is introduced into a system
along with (or instead of) a decision making device. Also, for each composite device or composite system
of railway signalling and remote control, an additional logical control of safety states is introduced. This
control is realized by means of memorization, analysis, correlation with indication of composite devices
oflogical consequences as regards changes of states of trackside signalling and remote control equipment.
By jointly processing control commands from the outputs of these devices or systems and data of logical
control in decision making support systems, their additional safety functions are generated.

3. Conclusion

In order to ensure the fail-safety of control systems, it is necessary to create conditions when a system
is observable and controllable.

Based on the principle of acceptability of a residual risk under the existing limits of financial resources,
it is needed to fully realize possibilities in ensuring fail-safety and functional safety.

To ensure the cyber protection of a control system, a complex of measures for ensuring IT protection,
reliability and, in particular, functional safety should be implemented. A radical solution of the task is in
ensuring a guaranteed cyber protection level for unsafe HW/SW by using multilevel IT and functional
safety based on assessment of residual risk.
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dyHKUMOHaNbHaga 6e3onacHOCTb. Teopusa U NpakTUKa

BboykoB K.A., CuBko b.B.

BbIBOP U ONPEAENIEHUE ®YHKLUUN BESOINACHOCTU
NnPU BEPUDUKALUN MUKPOTMNPOLIECCOPHbIX CUCTEM
XXEJIEBHOA,0PO)XHOM ABTOMATUKU U TEJIEMEXAHUKU

PaccmoTpeHbl BONpoOCkl onpeaeneHunss, opmanmsaumm n Bbibopa QyHKUMmM 6e30rnacHOCTH, NMPpUMeHSIeMO
rnpu pa3paboTke 1 A0oKa3aTesIbCTBE KOPPEKTHOCTU porpaMMHOro 006ecrneqyeHns: MUKpOrpOLIECCOPHbBIX CU-
CTEeM XXeJIe3HOAOPOXHOV aBTOMAaTuUKu n TesemexaHnkun. puBeaeHsl crocobbl Bbibopa GyHKLnmM 6e3onac-
HOCTV Ha OCHOBaHUWN TEXHUYECKOro 3aAaHusl, OrpaHn4eHHOCTH PEeCYpPCOB, UC0Ib3yeMoVi cTparerin obe-
crieq4eHust 6e30rnacHOCTy 1 00LLMX TPebOoBaHUN K XapakTepucTukamMm CUCTEMBI.

KnoyeBbie cnoBa: BepudukaLms, Banvgaumvs, QyHKUMOHaIbHass 6e30nacHoCcTb, GyHKLUmMs 6e30rnacHoOCTH,
[0Ka3aTesibCTBO KOPPEKTHOCTU, KPUTUHECKU BAXHbIE OObEKTbI MHMOPMAaTU3aLmnN.

B Hacrosimiee Bpemsi B HOBBIX pa3pa0oTKax OIMPOKO HCIOIB3YETCsl MUKPOIJIEKTpOHHAs 0a3a B cHcTe-
Max KeJIe3HOAOPOKHOM aBToMaTuku U Tenemexanuku (CXKAT), uto pacumpsier €€ BO3MOKHOCTH U T10-
3BOJISIET PEAIM30BBIBATH U MTPEIOCTABIATH 00JIee MHPOKYIO (PYHKIIMOHATBHOCTB ISl SKCIUTYaTHPYEMbIX
cucreM. Ho B TO ke Bpems pa3paboTka, BepUPHUKAINS U TOCIIEIYIOIAs SKCIUTyaTalus JAHHBIX CHCTEM
JOJDKHBI COOTBETCTBOBATH M Y/IOBIETBOPSATH MPUHATOMY Ha JKEJIE3HOAOPOKHOM TPAHCIIOPTE YPOBHIO
6e3onacHocTH. Tpanuunonno B COKAT ucnonb3oBanack peneiiHas 0asa, Korja HoCTpOSHHE IPOUCXOAH-
JI0 Ha TMPUHIHIIE alapaTHON peann3anuu (QyHKIHH 0€30MacHOCTH, @ MUKPOIIPOIIECCOPHBIE CUCTEMBI
MPEACTaBISIIOT c000ii anmapaTHo-iporpaMmmMHbie KoMIuteKeh! (ATTK), 601pIMHCTBO (QYHKIINI KOTOPBIX
peanusyeTcsi porpaMmmMHo. B To jxe BpeMsi IpH MOCTPOEHNHU COBPEMEHHBIX MUuKponpoueccopHbix COKAT
npeodmagaromuM crnocodbom sBisercss ucnonb3oanue COTS-TexHOIOTHIA, HO TIPU ATOM pa3zpaboTka
nporpaMmHoro obecnieueHus (I10) sBisiercst HanboIree CI0KHBIM AIEMEHTOM 3TUX cucTeM. Kpome Toro,
11t MEKPOAIIeKTpoHHBIX CYKAT OTCYTCTBYIOT eMHBIC, YHUBEPCATBHbBIE H OOLICTIPU3HAHHBIE CITOCOOBI
JI0Ka3aTeNbCTBAa OE30MAaCHOCTH U B CBSI3U C 3TUM HEOOXOAUMO MPUMEHSTH KOMIUIEKC METO/IOB U CPENICTB
10 TTOBBIIICHUIO YPOBHS 0€30MAaCHOCTH Ha BCEX ATalax jKU3HEHHOTO IMKJIA CHCTEMBI, a pa3paboTka
HOBBIX CIIOCOOOB JT0Ka3aTenbCcTBA O€30MTACHOCTH SIBISIETCSl aKTYaJIbHOW 3aav4ei.

OmHIM 13 BO3MOXKHBIX CIIOCO0OOB MOMCKA OIMOOK 1 MOBbIIIeHMs kKadecTBa [10 B paMkax mpUMEHSIEMOT0
KOMIIJIEKCA MTOAXO/IOB SBISIETCS I0KA3aTeTLCTBO KOPPEKTHOCTH, KOTOPOE OTHOCUTCS K (POPMATEHBIM METO-
nam (Formal Methods) [1] u ycrienIHO HCTIONB3YeTCs 115 BEpUPUKAIINN MUKPOTIPOLIECCOPHBIX YCTPOMCTB
Ha benopycckoii sxene3nou gopore [2, 3, 4]. s cuctem, cBsizaHHBIX ¢ 0€301acHOCThIO, cTanaapt [EC
61508 umeet rpaganmio ypoBHei moaHoTh 6e3omacHocTH oT SIL-1 10 SIL-4, a sKene3Hoq0poKHbIE CUCTe-
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MBI JIOJIKHBI COOTBETCTBOBATH Hanbosee cTporoMy ypoBHIO SIL-4, KOTOpBIN HACTOSATENBHO PEKOMEH TYET
npuMeHeHre (opMaIbHBIX METOOB JIJIsl KPUTUYECKH BaXKHBIX cHCTeM MHpopMaTuzamui [S].

dopmanbHble METO/bI B KaU€CTBE J0Ka3aTeIbCTBA KOPPEKTHOCTH MOTYT OBITh MPUMEHEHBI KaK s
rotooro 10, Tak u Ha paHHHX 3Tanax pa3padotku Bcero AIIK, HO B 11060M ciydae 0JHUM M3 MEPBbIX
1aroB BepudUKauu IBIseTcs onpeaeneHue GyHKINU 0€30MacHOCTH, TOAJIekKallel MpoBepKe Ha KOp-
pEeKTHOCTS [4, 6].

OyHKIMs 0€30MacHOCTH MPEACTaBIsAET co00i (hopMaIM30BaHHOE YCIOBHE MO OTHOIICHUIO K BEpH-
bunupyemMoin cucteme, BHIOTHEHNE KOTOPOTO TO3BOJISIET CIeaTh 3aKII0UeHHe 0 0e30MacHOCTH (PyHK-
nuonupoBanust CXKAT. [{nst onnoro u toro ke AIIK gyHkuus 6e3omacHOCTH MOKET OBITh OIpeeeHa
M0-pa3HOMY, a BBIOOp JOKa3bIBAEMOTO YCIOBUS MOXKET MPOUCXOAUTHh HA PA3HBIX dTamax KU3HEHHOTO
[IUKJIA CHCTEMBI.

Pa3pabotka u sxcrutyaranus [10, a Taxoke ps uccieoBaHU TOBOPAT O TOM, YTO YeM MO3kKe 0OHapY-
JKUBAETCS OIIMOKA, TEM CJIOKHEE KaK BBISIBUTH €€, TAaK M UCTIPABUTbh, M TEM OOJIbIIIE TPOOIEM OHA MOXKET
npunectu [7, 8]. IIpu 3ToM ucnpaBieHue omuOOK, TOMYIIEHHBIX MPU POPMYIUPOBAHUN TPeOOBAHMIA
K cucTeMe, OOXOAUTCS B JIECATKH pa3 JOPOXKEe OLIMOOK, JOMYIIEHHBIX BO Bpems peanuzaiuu [9, 10].
Omnpenenenne GyHKIMHU O€30MACHOCTH, KOTOPOE OTHOCUTCS K (pOpMaNIU3alMK PEeIIaeMO 3a/1auu, SBIIs-
eTcs cnenr(uKanuei mo OTHOIEHHIO K TOKa3aTeIbCTBY KOPPEKTHOCTH U 00JIaaeT TEMH JK€ CBOHCTBA-
MU, YTO U MOCTaHOBKa TpeboBanuii mpu pazpadortke [10. [ToTeHnmansHbpie OMMOKH, TOMyCKaeMble TMpH
OTpEIeIICHUH JJaHHOW (DYHKIIMH, HETaTMBHO BIIMSIOT HA KAUYECTBO BEPU(PHUKAIUU U MOTYT MIPUBOIUTH K
UCKa)KECHHIO PE3YyJIBTaTOB JI0KA3aTeIbCTBA KOPPEKTHOCTH U, KaK CJICJICTBHE, €r0 MOJIHOMY TIEPECMOTDY.

Ha puc. 1 nmokasaHa mocienoBareIbHOCTb ATAIlOB aHAIM3a Ha 0€301MIaCHOCTB C OIpeIelicHHEM QYHKITUH
0€30MacHOCTH.

HedopmanuzosaHHasn
npeameTtHas 061actb

[e=————m——————————
Lo____Bampauna _ _:
————— -‘ l
| OnpeaeneHve GyHKLMMU 1
: 6e30macHocTU :
TpeboBaHuA No
6e3sonacHocTn
bYHKLMOHNPOBaHUA
""" Bepubmkauma |

Pe3ynbTaThl:
[0Ka3aHHble cBolicTea AlK,
HaWgeHHble OWNOKM

Puc. 1. HOCHGHOB&TGHBHOCTL JTAIOB aHain3a Ha 0€30MacHOCTh
VYenoBust u1st onipesiesieHus GyHKIMU 0e30MacHOCTH YCTaHABIMBAIOTCS HA TAle BaJUAalUU Ha OCHO-
BaHUM XapaKTEPUCTUK IPUMEHSIEMBIX KOMIIOHEHTOB, MHOKECTBA UCIIOJIb3YEMbIX METOJOB, CTPATErUi

obecrnieyeHns 6€30MaCHOCTH M MPAKTUYECKOTO OIBITAa B paccMaTpuBaeMoil mpeamerHoi obmactu [11].
JlaHHBIH Mpoliecc He3aBUCHUM OT MOCJICAYIONIEH BepU(UKALIUN — OH OTPEACIISET MOJICKAIIIE TIPOBEPKE
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CBOMCTBa U (POPMUPYET UCXO/IHBIE JaHHbIE, HA OCHOBAHUU KOTOPBIX 3a/aeTcsl (PyHKIHs 0€301MacHOCTH,
ucrosib3yemasl B JoKa3aTelabCTBe KOppeKkTHOcTH. Ecnu gomyckarores ommOKM Ha dTane BaJualuu,
1100 He MPUHHMMAIOTCS BO BHUMaHUE OCOOCHHOCTH MOBEJEHHSI, BIUAOLIME HA 0€30MacCHOCTb, TO 3TO
HEMOCPEICTBEHHBIM 00pa30oM BIMsAET Ha KauecTBO Mocienyroueil sepudukanuu. Kpome toro, kakue
ObI 3¢ (peKTUBHBIE U AUBEPCUTETHBIE METO/IBI U CPE/ICTBA HE MCIIOJIB30BAIMCH BO BPEMS J10Ka3aTelbCTBA
KOPPEKTHOCTH, OHU HE B COCTOSIHUU BBIIBUTH U PELIUTH MPOOJIEMBI, CO3/1aHHBIE BO BpEMsI IPOEKTHPOBA-
HUS, TaK KaK OHM paboTaroT ¢ OIMHAKOBOW crieruduKanyeil ¥ TOIbKO KOHEUHBIH MOIb30BaTeIh MOXKET
yKa3aTh Ha OIIMOKY, TOMYIIEHHYIO [IPU COCTABICHUU TPEOOBAHHM.

MupoBoii OIBIT SKCIUTyaTallud KPUTHYECKH BaKHBIX CHCTEM MH(GOpPMaTU3al[Mi TOBOPUT O TOM, YTO
aBapyUu U KatacTpo(dbl MPOUCXOIAT U3-32 MHOXKECTBA (DAKTOPOB, NMPU 3TOM 3HAUUTEIbHAS YaCTh MPO-
UCIIECTBUI IPOUCXOTUT (B TOM YMCIIE) U3-3a OLIUOOK, TONMYIIEHHBIX P (OPMYIUPOBKE TPeOOBaHUN
k cucteme [11, 12, 13]. Hanpumep, umeercst 601bI110€ KOTHYECTBO MPUUUH, U3-32 KOTOPBIX MOPCKOM
KOpabiib MOXKET OBbITh MOJBEPKEH PUCKY: CTOJIKHOBEHHE C aiicOeproM, KOppo3us, B3pbIB Ipy3a U 1p.
WnxeHepam He 00s13aTeIbHO 3HaTh BCE MCTOUHUKH PUCKOB, HO IIPH 3TOM BO BPEMsI POEKTUPOBAHUS
MOTYT OBITh IPUHATHI (POPMAIM30BAHHBIE PELICHUS 11 MUHUMHU3ALMU ONIACHOCTHU: KOPaOib JOKEH
OCTaBaThCs Ha IUIaBYy MIPH 3aJaHHOM Ipejiesie KOJMYecTBa MPOOOHH, HEOOX0IMMO HaIMYHeE CIlacaTellb-
HBIX CPEACTB U TpeOyeTcs MpoBeAeHHE MpeBapUTeNbHbIX Meponpuatuil. [lapoxox “Tutanuk™ ObLI
CIPOEKTUPOBAH TaK, YTOOBI OCTABATHCS HA IUIABY B Cllydae 3aTOIUICHUS 4 WK MEHEE IIEPBbIX OTCEKOB,
4YTO MO’KHO Ha3BaTh (pyHKLHEN O6e3omacHocTH. K cokaneHuto, CTOIKHOBEHUE ¢ aiicOeprom NpuBeso K
3aTOIJICHUIO 5 MepBbIX 0TCeKOB [ 11]. @yHkIMs 6e30macHoCTH OblIa 3a/1aHa UCXO/1 U3 IPAKTUYECKOTO
OTbITa U 3HAaHUU TOrO BPEMEHH, U Mocje e€ onpeaeNeHus MPOSKTUPOBAHUE CUCTEMbI POBOAMIOCH
yke Ha €€ ocHoBaHUU. Ho, Kak MoKka3bIBaeT UCTOPUS, TAKOH MOAXO/ HE 03HAYAET, YTO BCE BOZMOXKHBIE
OMAaCHOCTH YCTPaHEHBI.

[Ipyu mpoeKkTupoBaHUM CUCTEM MOTYT NMPUHUMATHCS HESBHBIE JOMYILEHUs, KOTOpble HANPsSMYIO He
CBsI3aHbI ¢ 0€30MaCHOCTHIO (PYHKIIMOHMPOBAHUS, HO MOTYT MOBIUATH Ha paboty Bcero AIIK. Hanpuwmep,
JIOTyIIEHHE TOTO, YTO TPACKTOPUU CaMOJIETOB BCeraa OydyT BBILIE YPOBHSI MOPsS, MOXKET NMPUBECTH K
omnOkam 10 Bo Bpems mosieta HaJl TEPPUTOPUSIMHU HUXKE YPOBHS MOPs M OTKa3y Bceil cuctemsl [14].

YenoBust 6€30MacHOCTH PabOThl CUCTEMBI MOTYT OTJIMYATHCS ITPU N3MEHEHUH OKPY KEHUS! MITH YCIIOBHH
¢byHKUMOHUpOBaHMsL, 4TO akTyasbHO A COKAT, 1 B 4aCTHOCTH 3TO B 3HAYUTENBHOM CTETIEHU MPOSIBIIS-
eTcsl IIpU Nepexojie ¢ pesieiHoN 0a3bl Ha MUKPOAJIEKTPOHHYI0. Hanpumep, py npoBeIeHUH UCTIBITaHUI
Ha 0€30MacHOCTb CXeM OJIOYHOM MapIIpyTHO-peseiHON LEHTpaNnu3aluu IpoBepKa 3aBUCUMOCTEH 1o
CTPEJIOYHO-IIyTEBBIM CEKLUAM IPOBOJUTCS OAMH Pa3 HE3aBUCUMO OT IOJIOKEHUS CTPENIOK, BXOIALIUX B
CEKLMIO, a TAKXKE HE3aBUCHUMO OT pOJa M HAIPABJIEHUS MapIlIpyTa, 3a1laBaeMoro uepes cexuuro. Hesa-
BHUCUMOCTB OT MEPEUUCIICHHBIX (aKTOPOB 00YCIIaBIMBAETCSI CBOWCTBAMHM pelie MEPBOTo Kilacca HaJlexK-
HOCTH M CXEMHBIMH PELICHUSAMH IO ITPOBEPKE B3auMo3aBUcUMOcTel. OHAKO B cilydyae IPUMEHEHHUs
MHUKpPOIPOIeCCOpPHOM 6a3bl ¢ cummeTpuuHbIMU oTKazamu AIIK He oOmanaer Temu ke cBoiicTBaMu, U
Bepudukarus [10 1omkHa TPOBOIUTHCS C yUETOM BCEX BOSMOYKHBIX BAPUAHTOB, KOTOPBIE MOTYT OBITH B
paccMaTpuBaeMbIX YCIOBUAX (DYHKLIIMOHUPOBAHUS C pACCMOTPEHHEM BCEX BO3MOXKHBIX OTKAa30B MUKPO-
AIIEKTPOHHOM 2TIeMeHTHOM 6a3bl B cooTBeTcTBUH ¢ THITA.

Takum 06pazom, 0HOI U3 MpoOIeM BAIMAALINY SIBISETCS ONpPEeIeHNe YCIOBUM, OATIEeKAIINX MTPOo-
BEpKe, a 0COOEHHOCTH JJAHHOT'O MPOLECCa TAKOBBI, YTO MOCIIE (POPMATN3ALMU HET OJHO3HAYHOTO KPUTEPUST
U YBEPEHHOCTH B TOM, YTO YTBEp:KJIEHHAs J0Ka3bIBaeMasi (DYHKIIUS SIBIISIETCSI HEOOXOIUMOM U 10CTaTOu-
Holi [15]. Bo Bpems nocnenyromieil pa3paboTKy MM aHaIu3a Ha 0€30IaCHOCTb MOXET ObITh BBISICHEHO,
YTO 3a/laHHBbIE PAMKH CIIHIIKOM CTPOTH M JI0Ka3aTeJIbCTBO KOPPEKTHOCTH MPOBECTU HEBO3MOYKHO, WM
HalpOTHUB, CIMILIKOM cJIa0bl, N3-3a YE€r0 YMEHbLIAETCS BEPOSITHOCTh HaXoxk1eHHs omunook B I10.
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Muxkpooanekrpoaubie CXKAT 06magaroT CI0KHOCTBIO, KOTOPas 3aTpyaHAET (hOpPMaTU3AINI0 Oy CKae-
MOTO 1 6€3011acHOTO ToBeIeHus. 13-32 3TOT0 ¢ 00JIBIITON BEPOSTHOCTHIO MOTYT OBITh JOITYIIIEHBI OIIUOKH.
Jlns perieHust TaHHOW MPOOJIEMBI MOKET OBITH OTpesiesieHa Takast (GyHKIHs 0€30MacCHOCTH, B KOTOPOM
JTaHHBIE HEJAOCTATKU OTCYTCTBYIOT. Kpome Toro, npu pa3paboTke U MpH A0Ka3aTeIbCTBE KOPPEKTHOCTH
HET HEOOXOAMMOCTH CTPOToro BeIOOpa (YHKIIMH O€30MAaCHOCTH — 3TO MOXET OBITh J1t00ast QyHKITHSA,
YIOBIIETBOPSIONIAs YCIOBUSAM Ha pUC. 2.
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Puc. 2. Berbop nokaseiBaeMoii (yHKIIUH O€301MacCHOCTH

Onucanue JUIst yKa3aHHBIX 001acTei:

A — 10 KakMM-JIM00 NMPUYMHAM CHCTEMa HE BBITNIOJIHIIIA YCIIOBHE JI0Ka3blBaeMol (pyHKIMK Ge3omnac-
HOCTH, HO 3TO HE MPHUBEJIO K OITACHOMY OTKa3y;

b — noBeneHune cuCTEMBI yIOBIETBOPSET YCIOBHIO (PyHKIIMM O€30MaCHOCTH;

Takum o6pa3om, Joka3biBaeMast (PyHKIMsS OE30MACHOCTH BCEI/a JI0JKHA OBITh Tako ke miu Oosee
CTpOroi, 4yeM jiomyckaemoe 6e3onacHoe nosejeHue. [loBenenue pa3paboTaHHON CUCTEMBI JOIKHO YI0-
BJIETBOPSATH YCJIOBHIO JI0Ka3bIBaeMON (yHKIUN O€3011aCHOCTH.

HakoneHHbIi aBTOpaMu ONBIT BepU(DUKAIIUN KPUTHUECKH BAXKHBIX 00BEKTOB MHGOPMATHU3AIUN
mukpornporeccopHbix CXKAT roBoput o ToM, 4TO OIpeieJIeHIE T0Ka3bIBaeMO (PyHKIIMK 0€30MacCHOCTH
pa3pabatbiBaeMbIx U cymiecTBytonux AITK Heo6xonuMo mpoBOAUT, HA OCHOBAHUU:

— UCIONB3yeMON cTpareruu obecrieueHust 6€30MacHOCTH — HAPUMEDP, BO BpeMs MPOEKTUPOBAHUS
MOKET OBITh UCIOB30BaHA CTPATErsi MPUMEHEHUS TOTUYECKUX DJIEMEHTOB ¢ HECUMMETPUYHBIMU OT-
Ka3aMu (/1,-HaJIe)KHbIE DIIEMEHTBI) M CUCTEMA JIOJKHA IPUIEPKUBATLCS €€ BO BPEMSL BCETO )KM3HEHHOTO
nukia [16];
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— TpeOoBaHUH 0€30MaCHOCTH KO BCEU CUCTEME — HAPUMEpP, BEPUPHUITUPYEMBII KOMIIOHEHT JOJIKECH
BBIJICP)KUBATH 3a/IaHHBIEC BPEMEHHBIC TUAITa30Hbl CHTHAJIOB B3aUMOICHUCTBUS C JPYTUMH KOMIIOHEHTAMHU
CHCTEMBI;

— TpeboBaHult Oe3omacHoCTH K paccMarpuBaeMomy AIIK — mHanmpumep, cuctema o0si3aHa COXpaHATh
WHBApUAHT U TIEPEXOIUTh B 0€30MMaCHOE COCTOSIHUE B CTy4ae BHYTPEHHUX COOEB.

Takum 06pazom, pe3ynbTaroM BepuUKaIIH SBISIETCS JOKa3aTeIbCTBO TOTO, YTO CBOMCTBA paccMaTpu-
BaeMoro 10 BbIMOTHSAIOT TpeOOBaHUS 0€30IACHOCTH K HEMY U K €T0 OKPYKEHHIO, a TAK)KE COITTACOBaHBI
C UCTIOJIb3YEMOH cTparerueit odecrnedeHus 6e30macHOCTH.

Onpenenenue noka3piBaeMol (PyHKIIMU O€30MACHOCTH MOXKET MPOBOIUTHCS HA OCHOBAHHUU TOJIHKO
texaudeckoro 3aaanus (T3) paspadareiBacmoro AIIK, HO B 3TOM ciydae hopmanm3anus QyHKIHHA 0e3-
OTMAaCHOCTH MOXKET 0Ka3aThCsl CJI0KHBIM U TPYIOEMKHUM IpoLieccoM. B CBS3M ¢ 3TUM BO3MOXKEH IEPEXo.l
K JIOKa3aTeIbCTBY 0ojiee CTporoil yHKIMKN 6€301MacHOCTH, HEXKEH TOW, KOTOpas oIpeieleHa UCXOAs U3
B TpeboBaHuit 6e30macHOCTH T3 1 yuéra MOJHOTH KPUTEPUEB OMACHOTO OTKAa3a.

PaccmoTpenue TpeGoBaHMi K CHCTEME B OTHOIIICHHH CTpaTernu o0ecreueHns 0e301macHOCTH, Oe30mac-
HOTO BHYTPEHHETO IMOBE/ICHHSI M COTJIACOBAHHS B3aMMOJICHCTBYS C BHEITHUMH KOMITOHEHTaMH ITO3BOJISIET
osicTpee u dpdexTuBHEE pa30MBaATh JOKA3bIBAEMYIO IEJBbHYIO (DYHKITUIO Ha DKBUBAJICHTHBIC, HO OoJiee
MPOCThIE PYHKIMH, YTO YMEHBIIIAET CIOKHOCTh BEPUPHUKAIINU U YIydIIaeT e€ KadeCTBO.

dopmynrpoBKa GYHKIIUU OE30MACHOCTH HE SBISETCS KOHEYHBIM PEIIeHHEM M TIPU HeOOXOAMMOCTH
byHKIMsST 6€30MaCHOCTH MOXKET OBITh M3MEHEHA Ha JIFOOYIO APYTYIO, YIAOBIETBOPSIONIYIO YCJIOBHSIM,
MOKa3aHHBIM Ha puC. 2. ONBIT BepU(UKAIIH TOBOPUT O TOM, YTO MEPEXO K Ipyroi (hyHKIHHU Oe3omac-
HOCTH CJIEAYeT IMPOBOIUTH TOT/IA, KOTZIa B HOBOM PacCMaTpUBAEMOM paKypce IMOBEICHUE CUCTEMBI CTa-
HOBHTCS:

— Ooree IETEPMHUHUPOBAHHBIM — MOKHO Oo0Jiee TOYHO CKa3aTbh, Kak BeleT ceOs cHcTeMa B TeX WIN
WHBIX CUTYaIHsIX;

— MEHEee CIIOKHBIM — CHIDKAIOTCS 3aTpaThl aHAIN3a Ha 0€30IIaCHOCTh M BpeMs, TpedyeMoe Ha TIOHMMa-
HUE MTPOIECCOB, IMEIOIINX MECTO B CUCTEME.

OCHOBHBIMH ITPHUMEHSIEMBIMU aBTOPAMH CITOCOOAMH U3MEHEHUS (DYHKIIMY O€30TTaCHOCTH SIBIISIETCS €€
pacmupenue (ocnabnaenue, 6osee ciaadboe onpenerneHne) u cykenue (ycuieHnue, 6oiee cTporoe onpese-
nenue). Kpome storo, pyHkIms 6€301MacHOCTH MOXKET OBITh M3MEHEHA HE KaK CTPOroe ociabieHue win
yCHJICHHE, HO B JIFOOOM ciy4ae, OHa JIOJDKHA HAXOJUTHCS B paMKaX JIOIyCKaeMOTo 0€30TacHOTO MOBe-
neHus (cM. puc. 2).

PaCCM_OTpI/IM Tpu QyHKIMKM O€30IIaCHOCTH [, f, M f;, KakK1as U3 KOTOPBIX 3aBUCHUT OT BEKTOPA apry-
MEHTOB O. U UIMEET 00J1aCTh 3HAYE€HU I HCTUHA/IOKD (frue/false). Torma ycunenueM QyHKIMY f, ABISIETCS
TEPEXOI K TAKOK (QyHKINH f;, TIPH KOTOPOM BBITIOJHSAIOTCS ycnoBus (1) u (2):

V (f(o) = true) fy(o) = true (1)

3 (fy(a) = true) fi(a) = false. 2)

Ocnabnennem QyHKOMU f, ABIAETCS MEPEXOA K TaKOW (QyHKIMU f;, TIPH KOTOPOM BBITIOJIHAIOTCS
YCIIOBUS:
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V (fy(o) = true) f,(o) = true 3)

3 (f,(a) = true) f,(a) = false. 4

Taxum o6pasom, ocnabnenreM (QyHKIMU ABISAETCS TIEPEXO OT OXHON QYHKIMHM £, K IPYyroit GpyHKIMn
J/; TakuM 00pa3om, YTO BCET/a, KOTJa HCTUHHA f,, TO MICTUHHA M f,, HO IIPH 3TOM CYILECTBYIOT TaKHUE UC-
THHHBIE 3HAYEHUS f,, IPH KOTOPHIX f, JT0KHA. YCHICHHEM SIBJISIETCS aHAIOTHYHBIA OOPATHBIN MEPEXO.
['padmdeckn oTHOMICHHUS MEX Ty (DYHKIIMSMU TIOKa3aHbI HA pUC. 3.

Si(@)
/(@)

Puc. 3. Yeunenue n ocnabnenue GyHKInii 6€301acHOCTH

PaccmoTpum npumep GyHKIUI 6€30MacHOCTH, BBIOOP KOTOPBIX MOYKET MOBIUATH HA JI0Ka3aTeIbCTBO
koppektHocTH. [Ipennonoxum, uro umeercs [10 AIIK, Bcst pyHKIIMOHAIBHOCT KOTOPOTO BBITIOIHSET-
Csl B 3aMKHYTOM LIMKJIE, Y KOTOPOTO Ka)KA0€ MOCIeTyIONIee BHITOTHEHNUE JOJKHO OBITh OTIMYUMBIM OT
NPEABIAYIIEro U JUIS 3TOTO B MaMATH XPaHUTCS UASHTHUPHUKATOP id. BynemM cuuTarh, 4TO YUCIIO IIUKIOB
KOHEYHO M KaXK/IbIil N3 HUX IPOHYMEPOBAH I10CJIE10BATEIbHO BO BPEMEHH OT / 110 11, U, COOTBETCTBEHHO,
CYIIECTBYET MHOXKECTBO MACHTHPUKATOPOB O = {id, id,, ..., id, }.

Jlnst paccMaTpuBaeMoro ciiydasi IpuBeeM HECKOJIBKO BapuaHTOB (pyHkimu OezomacHoctu. [lepBblit
puMep:

fi(a) =true,V (ieN,i<n) id #id,_,

JlanHas (QyHKUUS rapaHTUPYET OTINYME UACHTHU(PHUKATOPA OT NPEABLAYIIEro U MOXET ObITh HUCIIOJb-
30BaHa JJ1s1 6€30MacHOr0 OOHOBICHUS BXOASIIEH HH(POPMAITIH.

Bropas gyHkius 6e301macHOCTH TapaHTUPYeT YHUKAIBHOCTD HICHTU(UKATOPA 32 BCe BpeMsi pabOThbI
AIIK ¢ MomeHTa ero 3amycka U MOXET ObITh MCIIOJIb30BaHa JJisi OOHOBICHHS MH(OpPMAIIUU, KOTOPOE
MPOMCXOIUT HE Ha KaX/JI0M BUTKE ITOJIHOTO IHKJIA:

fo(a) =true, ¥V (i#je N, i,j<n) idi;éidj.
Crenyromas GyHKIUS O€30MACHOCTH TAPAHTUPYET, YTO KaXKIbIH MOCIENY 0NN HASHTU(PHUKATOP POB-
HO Ha |1 OoJbIlIe IPEABIYIEro U MOXKET ObITh CIOIb30BaHAa I pacyéTa KOJIUYEeCTBA MOTHBIX IIUKIOB
MEXy COOBITUSIMHU:

fi(o) =true, ¥V (ie Ni<n) id., , =1+id,.

®ynkuus f; 6o1ee crtporas, yeM QyHKIMS f,, KOTOpas B CBOXO O4EPE/b, Oosee cTporas, YeMm f.
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Bepudumupoare 6omee cTporyio GyHKIHIO CI0XKHEe, 4eM Oosee caadyro — Ha 9TO TPATUTCS 00JIb-
11ee KOJIMYeCTBO PECYpPCOB U HE Bcerna 31o yaaerca. Ho, eciau ecTh BO3MOXXHOCTB, TO PEKOMEHTyeTCs
JTIOKa3bIBaTh KOPPEKTHOCTH O0siee CTPOroil (yHKIMH, TaK KaK 3TO UMEET CIEAYIOLIUE MOI0KUTENbHbIE
¢ exTs:

— moixy4aeMm OoJiee TOUHOE MPEACTABIEHUE O TOM, KaKk paboTaeT CUCTeMa — CBOMCTBA M MOBEACHUE
oTpesensitoTess Oosee CTPoro;

— CHIDKAETCSI aHAJTM3UpyeMasi CII0KHOCTD (PYHKIIMOHUPOBAHUS M TEM CaMBIM ITOBBILIAETCS BEPOSTHOCTh
HaXO0XKJACHHS OIINOOK;

— JIoKa3aHHbIe (P)YHKIIMHM MOTYT OBITh MCIIOJIB30BaHbI B JaibHEHIIEM 1l Oojee 3(PeKTHBHOTO Mpo-
BEJICHUS JPYTUX J0Ka3aTesIbCTB KOPPEKTHOCTH paccmarpuBaemoro AITK.

OpnHako B ciydae aHajn3a Ha 0€30IacHOCTb, KOT/Ia HEBO3MOXKHO JT0Ka3aTh KOPPEKTHOCTh B MPEIIO-
YKEHHOM BUJI€ HJIM OTCYTCTBYIOT PECYPCHI I IPOBEIEHUS TAKOro 00bemMa paboT, BO3MOXKHO ocaalieHne
npoBepsieMoi (PyHKIIUU MPHU YCITOBHH, YTO 3TO MO3BOJIUT CJeIaTh 3akioueHue o 6ezonacuoctu [10.

Onpenenenue GyHKIMNA 0€30MaCHOCTH JIsl TPOBEACHUS BepU(BUKALIUU SBIISIETCS BaKHBIM 3TAallOM aHa-
nr3a Ha 6€30MacHOCTh M €€ BEIOOP MPECTaBIIsAeT COO0H KOMITPOMHUCC MEKTy UMEIOIITUMUCS PECYpCaMu
U JI0Ka3bIBaeMbIMH cBOMcTBaMHU. [IpakTika mokas3biBaeT, 4To U30exkaTb KOMIIPOMHUCCA YAAETCS TOJIBKO B
cllydae, eCJIM CHCTeMa MTOJrOTOBJIEHA K TOMY, YTOObI ObITh BEpUPHUIIMPYEMOIL, KOT/Ia 3a/1a41 OIPEIeNICHUs
(byHKIMM 6€30MaCHOCTH PELIAIOTCS JI0 ATAOB pa3pabOTKU U MPOEKTUPOBAHUS, YTO BOZMOKHO TOJIBKO
ISt pa3zpabareiBaeMbIxX U ipoekTupyemMbix AIIK [4, 6].

OnuceiBaeMoe ompesierieHrue Bbioopa GyHKIIMKU 0€30MacHOCTH OBLIO OMPOOOBAaHO Ha BepU(DHKAIIUN
ITO ycrpoiicTB cBsa3u ¢ HanodbHBIMU 00bekTamu CXKAT, Takumu kak O65oku Teneynpasienus 16-1 [2],
CBETOOINTUYECKUE CBETOMOIHBIE crcTeMbI [3] u MHOTOTpOIieccopHbie 0ok TY-8b u TC-16b Mukpo-
MpoECcCOpHOM eHTpanu3auu « mnyte» [6].

Taxum 06pazom, pazpaboTaHHbIe OOIITHE IPUHITUIIBI TOCTPOCHUS (PYHKIHI 6€30TTaCHOCTH TTO3BOJISIIOT
YIAyYIIATh opMau3anuio crenudukanuii joka3arenberBa 6e3onacHocT [10 cnoxnabix AITK kputn-
YEeCKU BaXKHBIX CUCTEM MH(pOpMaTH3aIIH, a 33/1a4a JOKa3aTeIbCTBa 0€30MaCHOCTH YIIPOIIAETC s, €CIIH B
nporuecce pa3pabOTKH UCIIONB3YIOTCS METOABI MOCTPOeHUsI KoHTposenpurogHoro I10.
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Functional safety. The theory and practice

Bochkov K.A., Sivko B.V.

SELECTION AND DEFINITION OF SAFETY FUNCTION WHEN
VERIFYING RAILWAY SIGNALLING AND REMOTE CONTROL
COMPUTER-BASED SYSTEMS

The paper considers the issues of definition, formalization and selection of safety function used for the
development and correctness demonstration of software of railway signalling and remote control systems.
It also provides ways of searching for and changing of safety function based on a specification, limitation
of resources, an applied safety strategy and general requirements for system performance.

Keywords: verification, validation, functional safety, safety function, correctness demonstration, critical
computer-based objects.

Nowadays, new developments widely use computer base in railway signalling and remote control
systems, which extends their performance features and makes it possible to implement and provide
wider functionality for operating systems. At the same time, however, development, verification
and subsequent operation of these systems should correspond and satisfy to the safety level adopted
in railway industry. Traditionally, railway signalling and remote control systems used relays, when
the construction was based on the principle of hardware implementation of safety functions, while
computer-based systems are hardware-software complexes (HSC) in which the majority of functions
are implemented in software. At the same time the use of COTS technologies prevails in constructing
modern computer-based railway signalling and remote control systems, whereas the development of
software (SW) is the most complicated element of these systems. Besides, for computer-based railway
signalling and remote control systems there are no uniform, universal and generally accepted methods
of safety proof, and in this reference one should apply a complex of methods and means to increase
a safety level at all stages of a system life cycle, and an urgent task is the development of new safety
case techniques.

One of the possible ways of search for errors and improvement of SW quality within the framework of
a used complex of approaches is the demonstration of correctness, which belongs to formal methods [1]
and is successfully used for verification of microprocessor devices on the Belarus railway [2, 3, 4]. For
the systems associated with safety, standard IEC 61508 has a range of safety integrity levels from SIL
1 up to SIL 4, and railway systems should correspond to the most rigorous level SIL 4, which urgently
recommends application of formal methods for critical control systems [5].
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As the demonstration of correctness, formal methods can be applied for ready-made SW as well as at
early stages of development of the entire HSC, but in any case, one of the first steps of verification is the
definition of a safety function subject to the demonstration of correctness [4, 6].

A safety function represents a formalized condition in relation to verified system, whose satisfaction
allows us to make the conclusion about a function safety of railway signalling and remote control sys-
tems. For the same HSC, a safety function can be defined differently, and a condition to be satisfied can
be chosen at different stages of a system life cycle.

The development and application of SW as well as a number of studies show that the later the error is
detected, the more difficult is to reveal and correct it, and more problems can be caused by such error [7, §].
It should be noted that the correction of errors made at the stage of preparing system requirements is ten
times more expensive than that of errors made during system implementation [9, 10]. The definition of a
safety function, which belongs to formalization of a problem to be solved, is a specification in relation to
the demonstration of correctness and possesses the same properties, as the statement of requirements for
SW development. The potential errors made at the stage of defining a safety function, negatively influ-
ence the quality of verification and can lead to distortion of results of correctness demonstration and, as
a consequence, to its full revision.

Fig. 1 shows the sequence of safety analysis stages with defining a safety function.

Unformalized
subject domain

F=77""Validation 1
_____ Vit
| Safety function :
! definition :

Requirements
for operation safety

- .
1 Correctness demonstration
of safety function

Results:
HSC demonstrated
features, detected

Fig. 1. Sequence of safety analysis stages

Conditions for defining a safety function are defined at the stage of validation based on the characteris-
tics of components used, a variety of methods used, safety strategy and practical experience in the subject
domain under consideration [ 11]. The given process is independent of the subsequent verification: it defines
test parameters and forms the initial data, based on which a safety function used in the demonstration of
correctness is specified. If errors are made at the validation stage, or behavior features influencing safety
are not considered, then it directly influences the quality of a subsequent verification. Also, however ef-
fective and diverse methods and means were used during correctness demonstration, they are not capable
to reveal and correct problems made during designing as they work according to the same specification,
and the end user only can identify an error made at the stage of preparing requirements.
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The global experience of application of safety critical systems shows that accidents and disasters occur
because of a set of factors, and the significant part of incidents take place due to mistakes made at the
stage of preparing system requirements [11, 12, 13]. For example, there are a lot of reasons why a sea ship
can be subject to risks: collision with an iceberg, corrosion, explosion of cargo, etc. It is not necessary for
engineers to know all sources of risks, but at the same time the formalized decisions for minimization of
hazards can be taken during designing: a ship should stay afloat at the specified limit quantity of leaks,
saving means should be available, and preliminary actions should be carried out. The steamship Titanic
was designed to stay afloat in case of flooding 4 or less first compartments, and this can be named as a
safety function. Unfortunately, collision with an iceberg led to flooding of the five first compartments
[11]. A safety function was set based on practical experience and knowledge of that time and upon its
definition the system was designed on its basis. But, as the history shows, such approach does not mean
that all possible hazards are eliminated.

When designing systems, one can accept implicit assumptions, which directly are not related to func-
tional safety but can affect the operation of the whole HSC. For example, an assumption that trajectories
of aircrafts will always be above a sea level can lead to SW errors during flights above territories that are
below a sea level and to failure of the whole system [14].

Safety conditions of system operation can differ in case of changes of environment or operating
conditions that are urgent for railway signalling and remote control systems, and in particular it
substantially show itself in case of transition from relays into computer base. For example, when
carrying out safety tests of circuits of a route-block relay interlocking, checkout of dependences
on point-track sections is carried out once, irrespective of the position of points which are included
in the section, and also irrespective of the type and direction of a route set through a section. In-
dependence from the listed factors is conditioned by properties of the first class reliability relay
and circuitry for interdependence checkout. However, in case of application of computer base
with symmetric failures, HSC does not possess the same properties, and SW verification should
be carried out in view of all possible alternatives, which can exist in considered conditions of
functioning, with all possible failures of microelectronic elements, according to respective stand-
ards, taken into account.

Thus, one of the validation problems is the definition of conditions subject to checkout, and features of
the given process are such that after formalization there is no unambiguous criterion and confidence that
the adopted function to be proved and demonstrated is necessary and sufficient [15]. During subsequent
development or safety analysis it can be found out that the framework set is too strict and it is impossible
to carry out correctness demonstration, or on the contrary, the framework is too weak, and thus the prob-
ability of detection of SW errors decreases.

Railway signalling and remote control systems possess complexity, due to which strict conditions of ac-
cepted safe behavior are complex in formalization, and thus their definition can demand a lot of resources
and there is a greater probability to make errors. In order to solve the given problem, one can define such
safety function where the given disadvantages are absent. Besides, when developing and demonstrating
the correctness, there is no necessity in rigorous selection of a safety function — it can be any function
satisfying to the conditions presented in Fig. 2.

The description for the specified areas is:

A — For some reason, the system has not met the condition of a demonstrated safety function, but it
has not led to a hazardous failure;

B — The system behavior satisfies to the safety function condition.
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Fig. 2. Selection of safety function for demonstration

Thus, the demonstrated safety function should always be the same or more rigorous than acceptable
safe behavior. The behavior of a system under development should satisfy to the condition of a demon-
strated safety function.

The experience accumulated by the authors as regards verification of safety critical objects of railway
signalling and remote control systems shows that the definition of a demonstrated safety function for
developed and existing HSCs should be carried out on the basis of:

— applied safety strategy — for example, during the design stage the strategy of application of logical
elements with asymmetrical failures (/,-reliable elements) can be used and the system should follow it
during the whole life cycle [16];

— safety requirements for the whole system — for example, the verified component should stand up to
the specified time ranges of signals of interaction with other system components;

— safety requirements for HSC under consideration — for example, the system shall keep invariant and
pass into a safe state in case of internal failures.

Thus, the result of verification is the proof that the properties of SW under consideration meet safety
requirements for it and for its environment, and also are coordinated with the used safety strategy.

The definition of a demonstrated safety function can be made only on the basis of requirements specifi-
cation (RS) of a developed HSC, but in this case, safety function formalization may turn out to be difficult
and labor-intensive process. In this connection the transition to the demonstration of a more rigorous
safety function rather than that was defined based on safety requirements specified in RS and considering
the completeness of hazardous failure criteria.

The consideration of requirements for a system as regards a safety strategy, safe internal behavior and
coordination of interaction with external components allows us to break down a demonstrated integral
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function faster and more effectively into equivalent but simpler functions that reduces the complexity of
verification and improves its quality.

The statement of a safety function is not a final decision, and if necessary a safety function can be
changed to any other one satisfying to the conditions shown in Fig. 2. The experience of verification
shows that transition to other safety function should be carried out when in terms of new consideration
the system behavior becomes:

— more determined — It is possible to tell more accurately how the system behaves in those or other
situations;

— less complex — there is reduction of costs of safety analysis and time required to understand proc-
esses taking place in the system.

The basic methods used by the authors to change a safety function are its extension (easing, weaker
definition) and narrowing (strengthening, more rigorous definition). Also, a safety function can be changed
not as rigorous easing or strengthening, but in any case it should keep within the framework of accept-
able safe behavior (see Fig. 2).

Let us consider three functions of safety 1}, f, and f,, each depending on a vector of arguments o and
having a range of true/false values. Then strengthening of function f, is the transition to such functionf,
when conditions (1) and (2) are met:

V (fi(o) = true) fy(o) = true (1)
3 (fy(a) = true) fi(a) = false. 2)
The easing of function £, is the transition to such function f; when the following conditions are met:
V (fi(o) = true) fy(o) = true 3)
3 (fy(a) = true) fi(a) = false. 4)
Thus, the easing of a function consists in the transition from one function f, to another functionf, in
such a manner that always when f; is true, then f; is also true, but at the same time there are such true

values f, when f, is false. Strengthening is similar to return transition. Graphically relations between
functions are shown in Fig. 3.

Fig. 3. Strengthening and easing of safety functions
Let us consider an example of safety functions whose choice can affect the demonstration of cor-

rectness. We shall assume that there is HSC SW whose whole functionality is carried out in a closed
cycle where each subsequent execution should be distinguishable from the previous one and for this
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purpose the identifier id is stored in the memory. We shall believe that the number of cycles is finite
and each of them is numbered sequentially in time from / up to n, and, accordingly, there is a set of
identifiers o = {id, id,, ..., id, }.

For the case under consideration we shall introduce several alternatives of a safety function. The first
example:

fi(a) =true,V (ie N, i<n) id #id_,

The given function guarantees the difference of the identifier from the previous one and can be used
for safe updating of the input information.

The second safety function ensures uniqueness of the identifier for all operating time of HSC from the
moment of its operation start and can be used for updating of the information, which takes place not on
each turn of a full cycle:

fo(o) =true, ¥V (i#je Ny i,j<n) idl.yéidj

The following safety function ensures that each subsequent identifier is exactly by 1 more than the
previous one and this function can be used for quantity calculation of full cycles between events:

fi() =true, ¥V (ie Nyi<n) id, , =1+id

Function f; is more rigorous than function f,, which in turn, is more rigorous than function f;.

To verify a more rigorous function is more complicated than to verify a weaker function as a lot of re-
sources is spent for it and it is not always possible. But, if there is an opportunity, then it is recommended
to demonstrate correctness of a more rigorous function as it has the following positive effects:

— obtaining more exact representation of how the system operates — its properties and behavior are
defined more strictly;

— reducing complexity of analyzed operation and by that increasing the probability of detection of
errors;

— proved or demonstrated functions can be further used for more effective implementation of other
correctness demonstrations for HSC under consideration.

However, in case of safety analysis when it is impossible to demonstrate correctness in the offered
form or there are no resources for carrying out such amount of works, the easing of a verified function is
possible provided that it will allow us to making a conclusion about SW safety.

The definition of a safety function for verification purposes is an important stage of safety analysis and
its choice represents a trade-off between available resources and properties to be demonstrated. Practice
shows that we can avoid a trade-off only in case when a system is prepared to be verified, when problems
of safety function definition are solved before stages of development and designing, which is only pos-
sible for HSC to be designed and developed [4, 6].

The described definition of safety function choice has been tested on verification of SW for commu-
nication devices with outdoor devices of railway signalling and remote control systems, such as remote
control units 16-1 [2], optical LED systems [3] and TU-8B and TC-16B multiprocessing units of “Iputj”
computer-based interlocking [6].

Thus, the developed general principles of safety function construction allow us to improve the formali-
zation of specifications of safety cases for HSC SW as part safety critical systems, and the problem of a
safety case 1s simplified if during designing the methods of development of testable SW are used.
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CraHpaptusauus

Hetec B.A., Tapacsbes FO.!., LLUnep B.J1.

AKTYAJIbHbIE BOMNMPOCbI CTAHAAPTU3ALUU
TEPMWUHOJIOIMU B OBJIACTU HAAEXXHOCTHU

[Toutn yeTsIpe Beka Ha3al aHrHickui punocod @parncuc bakon B cBoeM Tpakrate « HOBbII OpraHoH
nucan: «I'poOMKHE U TOP>KECTBEHHBIE AUCIYThl YUEHBIX YacTO MPEBPAILAIOTCS B CIIOPbI OTHOCUTEIBHO
CJIOB M UIMEH, a Oiaropa3zymMHee ObUTO ObI (COTJIACHO 00BIYa0 U MyAPOCTH MAaTEMATUKOB) C HUX M HAYaTh
JUISL TOTO, YTOOBI MOCPEICTBOM OIPENEICHUM MPUBECTU UX B NOpAAok». [IyObnukanuu no Haa€KHOCTH
Ha PYCCKOM SI3BIKE CTaJIU MOSIBIATHCA ¢ cepearnbl 1950-x ronos, mostoMy B Havane 1960-x ronos ass
OCHOBHBIX MOHATUH B 3TOH 00JaCTH MOSIBUIIACH MOTPEOHOCTH «ITOCPEACTBOM OIPECIICHUI MTPUBECTH
UX B TIOPSIJIOK.

[TepBrrit nokymeHT Takoro poaa 011 paspadoran AH CCCP B reuenue 1960-1961 romoB u onmy6mmko-
BaH B 1962 rony [1]. B ero co3nanuu npuHUMaiu y4yacTHe TaKue KpyIHbIE YUEHbIE U CHEIUAINCTBI, KaK
A.N. bepr, H.I. bpyesuu, b.B. I'nenenxo, B.1. Cudopos, .M. Copun, U.A. Ymaxkos, S.b. Illop u ap.
TepMuHBI ObLITM TPOCMOTPEHBI C TOUKH 3PEHMSI COOTBETCTBHUSI I3bIKOBBIM HOpMaM B IHCTUTYTE pycCKOTo
s3pika AH CCCP. ITpoekt 6b11 BbITyIIeH THpakoM 600 3K3eMITISIPOB M pa3ociiaH It 00CyKAeHus, ObLIO
nosyyeHo 110 oT3bIBOB ¢ 3aMeuaHusIMU U npeajoxkeHussMu. Ceiuac MOKHO TOJIBKO MEUTaTh O TaKOM
ypoBHE U MacmTabe pazpadoTku!

Hanéxnocts B [1] onpenensiiach Kak «CBOWCTBO CUCTEMBI (JIEMEHTA CUCTEMBI), 00YCIIOBICHHOE TJIaB-
HBIM 00pa3oM e€ 6€30TKa3HOCTHIO U PEMOHTOIIPHUTOTHOCTHIO M 00ECTIEUHBAIOIIIEE BBITTOJTHEHHE 3a/1aHHS B
YCTaHOBJICHHOM JIJIsl CACTEMBI (JIeMeHTa) 00bEMe». OTCIo/1a BUTHO, YTO YXKE TOT/Ia HAJEKHOCTh CUNTANIACh
CJIOKHBIM CBOMCTBOM, BKJIFOUAIOIIMM CBOMCTBA 0€30TKA3HOCTH M PEMOHTONPHUTOTHOCTH. [ToMumo HHX
OTIPEIEIUTICH TaKXKe TaKUe CBOMCTBA, KAK COXPAHHOCTH (BIIOCIEICTBUN TPAHC(HOPMHUPOBABIIASCS B CO-
XPaHsEMOCTh), BOCCTAaHABIMBAEMOCTb, BKIIFOUAOIIAst KaK YaCTHBIM CITydaid CaMOBOCCTAaHABIMBAEMOCTb, U
Jp. A BOT JIONITOBEYHOCTH, CYUTAIOIIASCS B HACTOSIIIIEE BPEMsI OJTHUM M3 OCHOBHBIX CBOWCTB, COCTABIISIIOIINX
Ha/I&KHOCTB, TOT/IA ObLIA OTpe/ieNieHa Kak CyMMapHasi HapaOoTKa HEBOCCTAaHABIMBAEMOTO dJIEMEHTA OT Ha-
Yajia SKCIUTyaTaluy (MCIIOIb30BaHMsI) IO MOMEHTA BOSHUKHOBEHHS OTKa3a. TakuM 00pa3om, 3a poIIeaiee
BpEMsI Hallla HHTEPIPETAIsi HEKOTOPBIX TEPMUHOB MIPETEpIiesia 3SHAYNTEIbHbBIC H3MEHEHHUSL.

Heckonbko set ciryctst ObIT IPUHSAT MEPBBIH TOCYIapCTBEHHBIN CTaHIAPT HA TEPMUHBI H OIIpe/erie-
Hus B obnmactu Haaéxkuaoctr [OCT 1337767, nepecMoTpenHsbIid 1 o0HOBIeHHBIH B 1975 romy (TOCT
13377-75). B 1980-¢ ronp! nmosiBUnIack yxe rpymnmna cranaaptoB «HagéKHOCTb B TEXHUKEY, TTOTyIUBIIAS
HOMeEp 27, B paMKax KOTOpOH co3/1aBajiich U HOBbIe TepMuHonorndeckue ctanaaptsl 'OCT 27.002-83
u 'OCT 27.002—89. Hakoner B 2009 roxy 0bu1 ipuHAT poccuiickuii crangapt [OCT P 27.002-2009
(BHayane nonyuuBinii o6o3nauenue 'OCT P 53480-2009). Bek aToro 10KyMeHTa 0Ka3aJcsi HEAOJOT,
M Ha €T0 CyIb0e CTOUT OCTAaHOBUTHCS MOIPOOHEE.
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I'OCT P 27.002-2009 6511 pazpaboTaH ¢ yueTOM OCHOBHBIX HOPMAaTUBHBIX MOJIOKEHUI MEKTyHAPOI-
HOTO TEPMUHOJIOIMYECKOro cranjaapra rno Haaexnoctd MOK 60050 (191):1990. Takum obpazom ObL1
peain30BaH OJUH U3 OCHOBHBIX IPUHIUIIOB CTaHIapTU3AL1H, YCTaHOBICHHBIH B cTaThe 12 Denepab-
HOro 3aKkoHa P® «O TexHHUYECKOM peryiaupoBaHUN», — IPUMEHEHHE MEXKIYHApOIHOIO CTaHAapTa Kak
OCHOBBI pa3pabOTKK HallMOHAJIBHOTO cTanAapTa. Ilpu atom crout yrounuts, yro OCT P 27.002-2009
SBJISIETCS. HEAKBUBAJIIEHTHBIM CTaHAApTOM 1o oTHoIeHuo Kk MOK 60050 (191):1990 u nostomy He Mo-
KET CUUTAThCs FTAPMOHU3UPOBAHHBIM. TakuM 00pa3oM, 3araBue CTaTbu [2], MOCBAIIEHHONW MPUHATHIO
I'OCT P 27.002-2009 — «TepmuHosorus B 061acTu HaAEKHOCTU TaApMOHU3UPOBaHa!» — CTPOro roBops,
HE COOTBETCTBYET JI€HCTBUTEIBHOCTH.

ITouemy 3a ocHOBY ObLT B3AT UMEHHO cTaHAapT MOK? OCHOBHBIMU ITIOOANIBbHBIMH MEXKAYyHapO.I-
HBIMU OpraHU3alMsIMM 10 cTaHAapTu3auuu sBisores: MOK (MexayHapoaHas aleKTpOTeXHUUeCKas
komuccus — International Electrotechnical Commission, IEC), UCO (MexayHapoaHast opraHu3anus o
ctanaaptusanuu — International Organization for Standardization, ISO) u MC3 (MexayHapoaHbIi COr03
anekTpocssasu — International Telecommunication Union, ITU). Mexay HIMH OCYIIECTBISIETCS TECHOE
B3aUMoO/IeiicTBHE U KOOpAMHAIMS paboThl B pamkax anbsiHca WSC (World Standard Cooperation — Bee-
MHUPHOE COTPYIHHUYECTBO MO CTaHIapTaM).

B cooTBeTcTBUY C comTalieHueM MeX1y 3TUMH OpraHu3alysIMHU BeIylylo pojib B 00J1acTH CTaHap-
Tu3auK Haa&xHoctu urpaet uMeHHo MOK, a UCO u MCD npu pa3paboTke CBOUX JOKYMEHTOB OIH-
parotcs Ha e€ ctanapTel. Hanpumep, onpenenenne NOHATUS «HAJEKHOCTbY, IPUBEIEHHOE B CTaHAApTe
NCO 9000 (umeetcs unentuunbiii poccuiickuit TOCT P M1CO 9000), B3sito umenno uz MOK 60050
(191):1990. 3t0T cTanmapt npeacrasiser codoit maBy 191 MexayHapoJHOTro 31eKTPOTEXHUUECKOrO
cioBaps (International Electrotechnical Vocabulary, IEV), o603nauaemyto takxe IEV-191. BooG1ue, Bcro
TepMuHOIOrnYeckyto padboty B MOK koopaunupyer Texuuueckuit komutet (TK) 1. B wactHOCTH, M
OpraHU30BaH CleUAIbHBIA HHTEPHET-TIOpTaJ, Ha3biBaeMblil «exrponenus» (http://www.electropedia.
org/), IpeI0CTaBISAIONINI OHIaHOBEIHN nocTym K [EV.

Crannaprusarueit B oonactu HajaesxkHoctd B MOK 3anmmaercst TK 56, kotopslit Tak 1 Ha3biBaeTcs «Ha-
néxnaocth» (Dependability). OH nMeeT cTaTyc «rOpH30HTAIBHOTO» (MEKOTPACIEBOI0, OOILETEXHUYECKOTO)
KOMUTETA, 00CITY’KUBAIOILIETO BCE «BEPTHKAIIbHBIE) OTpacieBble TexHuyeckue komurersl MOK u ICO. bonee
nopo6Ho ¢ aesrenbHocThI0 MOK/TK 56 MmoxHO 03HakoMuThes B [3]. K coxkanenuto, B mocieHue roibl u3-3a
OTCYTCTBUS COOTBETCTBYIOLLETO (PMHAHCUPOBAHUSI HAIIIM SKCIIEPThI HE MOT'YT IPUHUMATh AKTHBHOE yJacTHe
B pabote TK 56. Bnpouem, npyrue rocynapcrsa obisiiero CCCP B HEM BoOOIIIE HUKAK HE ITPE/ICTABIICHBL.

st cranapra MOK 60050 (191):1990 cymiectByet oduiranbHbINA HepeBo/l Ha PyCCKUH sI3bIK, KOTOPBIH
coznasaiicst Bckope nociue npunaTis [OCT 27.002—89 u 6bU1 ¢ HUM B KaKOW-TO CTENEHU COINIACOBaH.
Onnako Ha MoMeHT Havasia pabotsl Hag [[OCT P 27.002-2009 B MOK/TK 56 aktuBHO 111a pazpadoTka
HOBOH pefakiuu TepMuHonoruueckoro cranaapra (IEV-191, Ed. 2), mockonbky BceM ObLIO SCHO, YTO
ero 1-s penakuus (IEV-191, Ed. 1), t.e. neiictByromuii crannapt MOK 60050 (191):1990, yxe ycrapen.
[Toatomy pazpabotunku 'OCT P 27.002—-2009 Hanesamch, YTO CMOTYT B3SITh 32 OCHOBY HOBBIN CTaHIapT
MO3K (IEV-191, Ed. 2). Onnako pabdora B TK 56 3arsinynace, npunstue HoBoro cranaapra MOK 6bu10
OTJIOXKEHO, a BOT y HAaC Ha COOTBETCTBYIOLIYIO0 KOPPEKTUPOBKY IJ1aHa cTaHaapTu3anuu Poccranaapt He
TIOLIE, B pe3yJIbTaTe 4ero MNpHUILIOCh OPUEHTUPOBAThCS Ha cTaHAapT nouth 20-netHel naBHocTH. K coxa-
JICHUIO, TIPY 3TOM He ObLJI1 B JOJDKHOW Mepe YUTEH CyIIEeCTBYIOLIUM PyCCKUIl MepeBol 3TOro CTaH1apTa.

Kpome Toro, y Hac M3MEHWINCH MPOLERyphl pa3pabOoTKH M MPUHATHS CTaHIapToB. B oTnmune ot
TOTO, KaK 3TO JENaJoCh PaHblIe, MPOEKT HE PAcChUIAJICS BCEM 3aMHTEPECOBAHHBIM OpPraHU3ALMsIM U
CIeLMaINCTaM, He 00CyKIalcs Ha HayyHO-TeXHHUUECKUX ceMuHapax. KoHeuHo, ¢popmManbHO Bee Aei-
CTBYIOILIME MPOLEAYPbI ObLIM COOJIONEHBI, POEKT BBICTABIISIICS Il O3HaKOMJIeHUs B MHTepHeTe, Ha
HEro MO>KHO OBLIIO 1aBaTh OT3bIBbI, OJHAKO MHOTHE CIEIIMAINCThI 00 3TOM Jlake He 3Hajiu. B pesynbrare,
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C OJIHOW CTOPOHBI, MHOTHE OpraHU3alMy He ObUIM 3apaHee O3HAKOMJIEHbI C OCHOBHBIMM IPUHIMIIAMU
HOBOT'O CTaHAAPTa U JJOBOJAMH, 000CHOBBIBAIOIIUMHI HEOOXOAUMOCTh U3MeHeHu. C Ipyroil CTOpOHBI,
pa3pabOoTUYMKU CTAaHAaPTa HE MOTYYHIN 0OpaTHOH CBSI3U OTHOCUTEIIBHO MMEIOIIMXCSI B HOBOM CTaHAApTe
OLIMOOK ¥ HETOYHOCTEH.

B pesynsratre 'OCT P 27.002-2009 BbI3Ban HENpUATHE U PE3KYIO KPUTHUKY MHOTHX CIIELUATINCTOB
[4—6]. OcHOBHBIEC NpeABABISIEMbIE K HEMY MPETEH3UM MOXHO pa3feiuTh Ha ABE Tpynmbl: 1) oTxon oT
HEKOTOPBIX MOJIOKEHUH MPEIIEeCTBYIOUIMX OT€UeCTBEHHBIX CTAHIAPTOB; 2) OLIMOKH, HETOYHOCTH, OT-
CYTCTBHME CUCTEMHOCTH ITPU NEPEBOJIE TEPMUHOB U ONIPEAETICHUH, B3AThIX 13 cTangapTa MOK. Pa3pabot-
YUKW OTBEYAJIM HA KPUTHUKY B aJipeC CBOETO AeTHlIA [7], HO UTOT OKa3ajcs He B €ro nosb3y. [Ipukazom
Poccranmapra Ne 1843-ct ot 29.11.2012 65110 npuoctanosneHo npumenerue 'OCT P 27.002-2009 u
BoccTaHoBieHo npumenenne 'OCT 27.002—89.

KoneuHo, BO3Bpar k cTaHAapTy 25-JI€THEl JaBHOCTH — 3TO BbIHYKIECHHAs BpeMeHHas Mepa. [ loatomy omHO-
BPEMEHHO C pEelIeHHeM O Bo3Bpare K cranaapTy 1989 rona, 6bU10 NPUHATO pellieHre 0 pa3padoTKe HOBOTO
TEPMUHOJIOTMUECKOTO CTaH/1apTa 110 HaJISKHOCTH. ITO JJOJDKEH OBITh YrKe He TOJIBKO POCCUMCKHIA, @ MEXKTOCY-
napctBeHHbI ctanaapT CHI. YuuTbiBas Mex1yHapOIHbIH (XOTS U peTHOHANIBHBIN) XapaKTep CO31aBaeMOro
CTaH/1apTa, ellie OOJBIIYI0 Ba)KHOCTb IPUOOPETAET Ornopa Ha O(HLHATbHBINA MEXKTyHAPOAHBIN CTaHIapT.

JlaHHBIH acnieKT mpuoOpesn ocoboe 3HaueHue B cBs3u ¢ BeryuienueM Poccun B BTO. Ilpucoeaunenue
HaIlel CTpaHbl K ’TOM OPraHMU3alMM JEeJIaeT BECbMa aKTyaJbHbIM BOIIPOC O FapMOHU3ALMU HALIMOHAIb-
HBIX CTAHIAPTOB C MX MEKIYHAapOAHbIMU aHanoramu. CeronHs ypoBeHb rapMOHHU3ALMU — 3TO OJUH U3
II0Ka3aTesiel, 0 KOTOPOM IIOCTOSIHHO T'OBOPST PYKOBOAMUTEIH HAllMOHAILHOTO OPIraHa [0 CTaHJapTU3aL1H,
U KOTOPBII OHU Npu3bIBatOT yBenuuuBath. [loaTomy HOBBI ['OCT nomxkeH ObITh, IO BO3MOXKHOCTH,
MaKCHUMAaJbHO COTIIACOBAaH ¢ MeXAyHapoaHbM cTanaaptom (MC) MDOK 60050-191 (IEV-191, Ed. 2),
KOTOPBIN OyZieT MpUHAT B Onmxkaiiiee Bpems.

C npyroii croponsl, Bo Beex crpanax CHI™ korna-To ncnons3osaics cranapTsl CCCP, ¢ KoTopbIMU Kenareib-
HO COXPaHUTb PEEMCTBEHHOCTb. YrKe ceifuac OHATHO, YTo paspadarsiBaeMblii HOBbIA I OCT Bpsi m ynactes
CclieaTh SKBUBAJIEHTHBIM 10 oTHOLIeHHI0 K MC MOK (310 ICHO U3 00CTOSITEBCTB, OTMEUEHHBIX HIKE).

IToaToMy pa3paboTka HOBOTO CTaHAAPTA MPEACTABIsET COOON HENETKYIO 3a1ady. 3a Hee CorlacuiIach
B3SIThCS Ta IPyMIa CHEeNHaINCTOB, KOTOpas Haubosee akTuBHO npotecTtoBasa npotus 'OCT P 27.002—
2009. B xone Heckonbkux o0cyxenuit B pamkax TK 119 B utone 2013 rona Obls10 IPpUHATO pelIeHUE O
dbopmupoBanuu padoueii rpynmsl (PI7), koTopoii OyneT nmopydeHa pa3paboTka nepBoil peAaKkIii HOBOTO
cTa”japra. B He€ BoLUIM EBATH CHEMATUCTOB, MPEACTABIABIINX PA3IUYHbIE OTPACIH MPOMBIIIIIEH-
HOCTHU: aBHAaCTpPOEHHUE, 0OOPOHHYIO, CBA3b, SHEPIeTHKY, B TOM YHCIIE, aTOMHYIO, JKEJIE€3HOL0POKHBIN
tpancnopt; HUU u By3s1: MUCHUC, MTYCH, PHUU «Onexrpocrannapr», BHUMHMam, UCOM CO
PAH, Wuctutyt Hanexxnoctu mamuH U texHonoruid CIIOITIY. BosrmaBun PI' mpencenarens TK 119
n.T.H. ipod. ["H. YUepkecos. B Hosi0pe 2013 rona Ha 3acenanuu TK 119 6b110 NpUHATO pelIeHue o co-
IJ1aCOBAHUM OOIIEH CTPYKTYpbI OyyILIEro CTaH1apTa, a TAKKEe O HAMMEHOBAHUH €0 OCHOBHBIX Pa3/eNoB:
(1) OcnoBusbie nonstust; (2) Cocrosnus; (3) Bpemena; (4) Otkassl, gedektsl, noBpexaenus; (5) TO,
BOCCTaHOBIIEHHE, peMOHT; (6) Iloka3zarenu HanexHocTH; (7) HopmupoBaHue 1 KOHTPOJIb HAaJIeKHOCTH;
(8) PesepBupoBanue; (9) UcnbiTanust Ha HAAEKHOCTb.

ITo psiny BonpocoB MHeHMs wieHoB PI” pazonumick. OuH U3 BaKHBIX BOIPOCOB, BBI3BABIIUX PA3HO-
m1acusi — 4To OpaTh 32 OCHOBY Ipu pazpadotke HoBoro ctanaapra —'OCT 27.002—89 unu MC MOK.

OT ero pelieHus 3aBUCHUT, B YACTHOCTH, OTPE/I€TICHNE OCHOBHOTO TEPMHHA «HAAEKHOCThY. COIIacHo
OJTHOM TOYKE 3pEeHHsI, CIeyeT OCTABUTh TO ompeaeneHue, kotopoe 6s110 B [OCT 27.002—-89: «Hanex-
HOCTb — CBOICTBO 00BEKTa COXPaHATh BO BPEMEHH B YCTAaHOBJIEHHBIX IpejesiaX 3HaYeHUs BCeX Mapa-
METPOB, XapaKTEPU3YIOIIUX CIIOCOOHOCTh BBIMOJIHATh TpeOyeMble (YHKIUHN B 3aJaHHBIX PEKUMaX U
YCIIOBHSIX IPUMEHEHUS], TEXHUYECKOTO 00CITy)KUBaHHS, XPAaHEHUS U TPAHCIIOPTUPOBAHUSI.
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CornacHo apyroif — jkenareiabHO YHTH OT MapaMeTpUYeCcKOro OMKCaHUs, OTPAaHUYEHHOCTh KOTOPOTO
oba mpu3Hana yxe B camoM ['OCT 27.002—-89 (IIpunoxxeHue, mosiCHEHUE K TEPMUHY «HAICKHOCTH)
1 ucnonb3oBath hopmymupoBky MC MOK (IEV-191, Ed. 2), kotopas Ha qaHHBII MOMEHT (B TIEpEBOIE
OJTHOTO M3 aBTOPOB) BRINNIAIUT Tak: «CIOCOOHOCTH (DyHKIIMOHUPOBATH KaK M Korja Tpedyercs» (Ability
to perform as and when required).

Hanee, B'OCT 27.002—89 HageKHOCTb SABIISIETCA KOMIUIEKCHBIM CBOMCTBOM, KOTOPOE B 3aBUCUMOCTHU
OT Ha3HaueHusi 00bEKTa U YCIOBUI €r0 MPUMEHEHHSI MOKET BKIIFOYAaTh O€30TKa3HOCTh, JOITOBEYHOCTb,
PEMOHTOINPUTOJTHOCTh U COXPAHIEMOCTh WJIM ONpEJeieHHbIe coueTanusi 3Tux cBorctB. B MC MOK
CBOMCTBO COXPaHSEMOCTH OTCYTCTBYET, HO IPUCYTCTBYIOT ApPYTUE€ CBOMCTBA, HApPUMEpP, TOTOBHOCTb,
kotopoii HeT B [OCT 27.002—89 (X0Tst TaM ecTh MOKa3areiv, XapaKTepU3yIoInue 3TO CBONCTBO, B 4aCT-
HOCTH, KO3(PPHUIIUEHT TOTOBHOCTH).

Kpome ykazaHHbIX Bbile ABYX BakHbIX oTIMunil, MC otnnyaetcst oT 'OCT npucyTcTBUEM HECKOIBKHUX
JIECATKOB HOBBIX TEPMUHOB M OTCYTCTBUEM psiJia TEPMUHOB, UMEBIIUXCS B OTE€UECTBEHHOM CTaHJIapTe.

Unensl PI' cunrarot, uto pazpabarbiBaeMblii CTAaHAAPT JOJDKEH B3ATh BCE caMOe TOJIE3HOE U3 000MX
crangaptoB (IEV-191, Ed. 2 u TOCT 27.002—89). He BraBasick moka 4To B IUCKYCCHIO 110 HEPEIIEHHBIM
BOIPOCAM, MbI XOTeJIU ObI TPEIOCTAaBUTh YUTATENISIM BOZMOKHOCTb MOAyMAaTh HaJl HUMH 0€3 KaKoro-1n6o
BJIMSTHUS C Hallleil CTOPOHBI.

Otmetum, uyto 30 ssHBaps 2014 roga B MU Te npomen ceMunap 1o HaJe)KHOCTH O] PYKOBOACTBOM
I.T.H. mpod. N.b. [llybuHCKOT0. TO €IMHCTBEHHBIN MOCTOSHHO IEHCTBYIOIIMI CEMUHAP 110 HAJIC)KHOCTH,
peanpHO paboTarontuii B Mockse. Ha Hem ObuTH IipeicTaBiieHsl 1Ba qokiIaaa wieHoB PI, mpencraBisBiimx
JIBA PA3IMYHBIX TIOAX0/A K pa3paboTKe HOBOTO CTaHAAPTA: «AKTyaJlbHbIE BOIIPOCHI CTAHIaPTU3AIINU TEP-
MUHOJIOTHH B 001acTu Hanéxuocti» B.H. Hereca n « CpaBHUTENBHBIN aHAIHM3 ONIPEIEIICHU OCHOBHBIX
TEPMUHOB (HAJIEKHOCTh, 0TKa3, roToBHOCTH) 110 [[OCT 27.002—-89 u ctanmapty MOK» FO.U. Tapacbesa.
[To namemy o011eMy MHEHUIO, 3TO 00CY>KI€HHE HE MPUBEJIO K MOSIBICHUIO KAKOTO-TO OOIIETO pelIeHHs,
T.€. pazHomIacus Mexay wieHaMu PI" moka 4To coxpaHstoTcs.

VYyuuThIBas NPUHIMIHAIBHYIO BaXKHOCTH CO3/1aHUS HOBOTO TEPMUHOJIOTUYECKOTO CTaHJapTa, aBTOpaM
XOTEJIOCH OB, YTOOBI BCE 3aMHTEPECOBAHHBIC B PA3BUTHH PadOT B 00JaCTH HAZIEKHOCTH B PD, OTKITMKHY-
JIUCh Ha JAHHYIO IMyOJIMKAINIO, U BEICKa3aJl CBOE MHEHHE T10 CYIIECTBY. MBI, CO CBOEI CTOPOHBI, MJIaHU-
pyem B Onrpkaifiiiee BpeMst OImyOIMKOBaTh BTOPYIO CTAaThIO HA ATy TeMY, T/ OyIyT MOAPOOHO H3I0KEHBI
apryMeHThl 00€HUX CTOPOH MO MpobaemMe OO0IIero onpenesaeHus] Hae)KHOCTH U TOTO, KaKOi TOKyMEHT
MoJ0XKUTh B 0CHOBY HOBOTO ['OCT.
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Standardization

Netes V.A., Tarasyev Y.l., Shper V.L.

CURRENT ISSUES OF TERMINOLOGY STANDARDIZATION
IN DEPENDABILITY

Nearly four centuries ago the English philosopher Francis Bacon, in his treatise “Novum Organum”
wrote: “Loud and solemn debates of scientists often turn into disputes about words and names, and it
would be prudent (according to custom and wisdom of mathematicians) to start with them and through
the definitions put them in order”. Publications on dependability in Russian began to appear in the mid
of the1950s, therefore in the early of the 1960s the necessity appeared for the basic concepts in this area
“through the definitions to put them in order”.

The first document of this kind was developed by the USSR Academy of Sciences during 1960 —
1961 and published in 1962 [1]. Such eminent scientists and experts as A.I. Berg, N.G. Bruyevich, B.V.
Gnedenko, V.I. Siforov, Y.M. Sorin, [.A. Ushakov, Y.B. Shore and other took part in development of the
document. Terms were viewed from the perspective of linguistic standards compliance at the Institute of
the Russian Language of the USSR Academy of Sciences. The project was released as 600 copies and
distributed for discussion. Later on, 110 reviews with comments and suggestions were received. We can
only dream of such a level and scale of development!

Dependability in [1] was defined as “a system or a system component property, mainly conditioned by
its reliability and maintainability and providing implementation of tasks in the amount established for
the system (component)”. This shows that even at that time dependability was considered as a complex
property, including properties of reliability and maintainability. Besides them, properties such as retention
(later transformed into storageability), recoverability including, as a special case, self-restorability etc.
were determined. But durability, which is currently considered as one of the basic properties, constitu-
ent part of dependability, at that time was defined as the cumulative time to failure of a non-recoverable
element from the beginning of operation (use) until a failure occurs. Thus, over time, our interpretation
of some terms has undergone significant changes.

A few years later the first national standard for terms and definitions in the field of dependability
GOST 13377-67 was adopted, revised and updated in 1975 (GOST 13377-75). In the 1980s there was
already a group of standards “Dependability in Engineering”, which received number 27, within which
new terminology standards GOST 27.002-83 and GOST 27.002-89 were developed. Finally in 2009, the
Russian standard GOST R 27.002-2009 (at first called GOST R 53480-2009) was adopted. The age of
this document proved to be short-lived, and it is necessary to dwell on the issue in more detail.

GOST R 27.002-2009 was developed in view of the basic regulations of international terminology
standard for dependability IEC 60050 (191): 1990. Thus, one of the basic principles of standardization,
established in clause 12 of the Federal Law “On technical regulation,” i.e. application of an interna-
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tional standard as the basis for developing a national standard, was implemented. At the same time it
is necessary to clarify that GOST R 27.002-2009 is a nonequivalent standard in relation to IEC 60050
(191): 1990, and therefore, it cannot be regarded as harmonized. Thus, the title of article [2] devoted to
the adoption of GOST R 27.002-2009 “Terminology in dependability has been harmonized” is, strictly
speaking, untrue.

Why exactly was IEC taken as a basis? The main global International standardization organizations
are: IEC (International Electrotechnical Commission), ISO (International Organization for Standardiza-
tion) and ITU (International Telecommunication Union). Between them there is close cooperation and
coordination within the alliance of WSC (World Standard Cooperation).

In accordance with the agreement between these organizations, it is IEC that plays the leading role in
the standardization of dependability, and ISO and ITU are based on IEC standards in developing their
documents. For example, the definition of the notion “dependability” that is introduced in ISO 9000 (there
is an identical Russian standard GOST R ISO 9000), is taken from IEC 60050 (191): 1990. This stand-
ard represents Chapter 191 of the International Electrotechnical Vocabulary (IEV) and often is denoted
as IEV-191. Generally, all the terminological work in IEC is coordinated by Technical Committee (TC)
1. Particularly, this Committee has organized a special online portal called “Electropedia” (http://www.
electropedia.org/), which provides online access to IEV.

Standardization of dependability in IEC is dealt with by TC 56, which is called “Dependability”. It has
the status of a “horizontal” (inter-branch, general technical) committee, serving all “vertical” industrial
technical committees of IEC and ISO. More detailed information on the activities of IEC/TC56 can be
found in [3]. Unfortunately, in recent years due to lack of funding, our experts cannot participate actively
in the work of TC 56. However, other former Soviet states are not represented in TC 56 at all.

IEC 60050 (191):1990 has the official translation into the Russian language, which was done shortly
after the adoption of GOST R 27.002-89, and it was harmonized with IEC 60050 (191):1990 to some
extent. However, at the start of working on GOST R27.002-2009, the new third edition of the standard
terminology (IEV-191, Ed.2) was actively developed in IEC/TC56 as it was clear that the 1-st edition
(IEV-191, Ed. 1), i.e. the current IEC standard 60050 (191): 1990 has been already outdated. Therefore,
developers of GOST R 27.002-2009 hoped that they could take as a basis the new standard IEC (IEV
-191, Ed.2). However, the work in TC56 has been delayed and adoption of the new IEC standard was
postponed, but our Rosstandard did not take appropriate correction of standardization plan, as a result of
what we have had to be guided by the standard developed almost 20 years ago. Unfortunately, the exist-
ing Russian translation of this standard has not been duly taken into account.

In addition, we have changed the procedures for developing and adopting standards. Unlike how it
was done before, the project is not circulated to all interested organizations and experts, not discussed at
scientific and technical seminars. Of course, all existing formal procedures were followed, the project was
exhibited for information on the Internet, making it possible to provide feedbacks, but many experts did
not even know about the project. As a result, on the one hand, many organizations were not previously
acquainted with the basic principles of the new standard and the arguments justifying the changes. On
the other hand, the developers of the standard did not receive any feedback on errors and inaccuracies
in the new standard.

As a result, GOST R 27.002-2009 caused disapproval and sharp criticism of many specialists [4-6].
Basic claims can be divided into two groups: 1) deviation from some of the regulations of the preceding
national standards; 2) errors, mistakes, lack of consistency in translation of terms and definitions taken
from IEC. The developers responded to criticism of their offspring [7], but the result was not in its favor.
By Rosstandard Order No.1843 dated 29.11.2012, the application of GOST R R27.002-2009 was sus-
pended and the application of GOST 27.002-89 was restored.
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Of course, the return to the standard of 25 years old is a necessary temporary measure. For this reason
simultaneously with the decision to return to the standard of 1989, it was decided to develop a new ter-
minology standard for dependability. It should be not only a Russian standard but also a CIS interstate
standard. Given the international (albeit regional) nature of the developed standard, even a greater im-
portance consists in the reliance on an official international standard.

This aspect has acquired special importance in connection with Russia joining WTO. Joining the or-
ganization brings weight to a topical issue of harmonization of national standards with their international
counterparts. Today, the level of harmonization is one of the indicators, which is constantly being talked
over by the heads of our national standardization body, and which they call to increase. Therefore, the
new GOST must be as closely as possible harmonized with international standard (IS) IEC 60050 -191
(IEV -191, Ed. 2), which will be adopted in the near future.

On the other hand, all CIS countries once used the USSR’s standards, and it is desirable to keep legacy.
Now it is also clear that a new standard is unlikely to be made equivalent to IEC IS (this is clear from the
circumstances mentioned below).

Therefore, it is not an easy task. The group of experts, which most actively protested against GOST R
27.002-2009, agreed to take the development of the new standard in their hands. During several discus-
sions within TC 119 in June 2013, it was decided to form a working group (WG), which is tasked with
developing the first version of the new standard. It includes nine experts representing various industries:
aircraft building, defense, communications, energy, including atomic power engineering, railway trans-
port; Research institutes and universities: MISA, MTUCI, RNII “Electrostandard” VNIINMASH, ESI
SB RAS, Institute of Machine Dependability and Technology of Saint-Petersburg Technical University.
Professor G.N. Cherkesov became the head of TC 119 WG. In November 2013 at the meeting of TC
119 the decision was taken on agreement of the overall structure of the future standard, as well as the
name of its main sections: (1) Basic concepts; (2) States; (3) Times; (4) Failures, defects, damages; (5)
Maintenance, recovery, repair; (6) Dependability indices; (7) Dependability rate setting (normalization)
and control; (8) Redundancy; (9) Dependability test.

Opinions of WG members on several issues discarded. One of the main issues that caused disagree-
ments is what to take as a basis for developing the new standard — GOST 27.002-89 or IEC MS.

In particular, the definition of the basic term “dependability”” depends on a decision to be taken on that
issue. According to one view, it is necessary to take the definition that was in GOST 27.002-89: “Depend-
ability is an object property to keep in time, within the established limits, the values of all parameters
characterizing the ability to perform the required functions in specified modes of operation and conditions
of use, maintenance, storage and transportation”.

According to another view, it is desirable to get away from the parametric descriptions, limitations,
which were recognized in GOST 27.002-89 (Appendix, an explanation of the term “dependability”),
and to use the definition of [EC IS (IEV-191, Ed. 2), which at the moment sounds as follows: “Ability to
perform as and when required”.

Next, in GOST 27.002-89 dependability is a complex property, which, depending on the purpose of
the object and the conditions of its application may include reliability, durability, maintainability, and
storageability or some combination of these properties. In IEC IS the property of storageability is absent,
but there are other properties, such as availability, which is not present in GOST 27.002-89 (although
there are indicators that characterize this property, in particular, the availability factor).

Besides the above two important differences, IS differs from GOST by the presence of several dozens
of new terms and the lack of a number of terms that existed in the national standard.
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WG members believe that the standard under development should include all the most useful concepts
of the two standards (IEV-191, Ed. 2 and GOST 27.002-89). Without going so far in the discussion on
the undecided issues, we would like to give readers a chance to think about them without any influence
from our side.

It should be noted that the 30-th of January, 2014 in MIIT a seminar on dependability was conducted
under the guidance of Professor I.B. Shubinsky. This is the only ongoing seminar on dependability,
actually working in Moscow. Two reports of WG members, representing two different approaches to
the development of the new standard were presented in the seminar: “Topical issues of terminology
standardization in dependability” by V.N. Netes and “Comparative analysis of key terms’ definitions
(dependability, failure, availability) according to GOST 27.002-89 and IEC” by Y.I. Tarasyev. We agreed
that this discussion did not lead to the emergence of some common decision, i.e. differences between the
members of the WG still remain.

Given the crucial importance of creating the new terminology standard, the authors would like all persons
involved in the development works in the area of dependability in the Russian Federation to respond to
this publication, and express their views in essence. We, on the other hand, plan to soon publish a second
article on this topic, which will detail the arguments on both sides on the issue of a general definition of
dependability, and which document should be taken as a basis for the new GOST.
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HaZEXHOCTU MHOOPMALIMOHHBIX CUCTEM Kak COCTaBHas YacTb OOLen
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WAl ; " HaEXHOCTb KPUTUUECKN BaKHBIX MHOOPMALIMOHHBIX CUCTEM,
HaOeXXHOCTb E.Patrikeeva@gismps.ru,
A www.dependability.pro B TOM YnCIie NOHATNE KPUTUYECKM BaXKHOW CLUCTEMbI, OCOBEHHOCTI
MHGOPMALIVIOHHbIX OLEHKM COOMHbIX OLINOOK, OLIEHKM GYHKLMOHANbHOM HAAeXHOCTY
CNCTEM OMepaTopOB, OLIEHKM OMACHBIX OTKA30B M PUCKOB, TpebOBaHWS

K GYHKLMOHANBbHOM HAAEXKHOCTI U K apXUTEKTYPE NMPOrpaMMHOTO
06eCneyeHrs KpUTUUECKIN BaXHbIX MHOOPMALIMOHHbBIX CUCTEM.

B KOHLIE Kaxk/J0M raBbl COAEPKATCA KOHTPOSbHbBIE BOMPOCH
o Havbonee CIOXHOMY 1 3HAUMMOMY MaTepuay rasbl.

KHura paccumtaHa, B nepByto ouepesb, Ha CreumnanicTos,
m 3aHUMAIOLLIMXCA MPAKTUYECKOMN paboTol Mo pa3paboTke,

Metogpbl aHanusa
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For the first time, this book presents the theory of functional
dependability of information systems as a component of the
general dependability theory. The book comprises basic
concepts and definitions, major threats for the functional
dependability of information systems, system parameters,
methods for estimating the functional dependability of digital )
devices, and methods and models of estimating software g_(:f;)&(z::;zs, Sxtlse:
functional dependability. A separated chapter considers the Functional (Patrikeeva Evgenia)
functional reliability of critical information systems, including Dependability of
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of functional reliability of operators, estimation of hazardous
failures and risks, the requirements of functional dependability
and the software architecture of critical information systems.
A checklist of the most complex and significant subjects is
provided at the end of each chapter.

Publication can be purchased
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g v of Journal Dependability Ltd.
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Methods of analysis

The book is primarily intended for experts who are engaged
in practical development, manufacture, operation and
updating of information technologies and information
systems. It is intended for researchers in the field of
software-hardware of information systems, academic staff,
post-graduate students and students specializing in the field
of information technologies as well as those working in the
field of automated control systems.

Igor B. Shubinsky

STRUCTURAL DEPENDABILITY OF INFORMATION SYSTEMS
Methods of analysis
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Dear colleagues!

In 2005 the informal Association of Experts in Reliability, Applied Probability and
Statistics (I.G.O.R.) was established with its own Internet website GNEDENKO FORUM. The
site has been named after the outstanding mathematician Boris Vladimirovich Gnedenko (1912-
1995). The Forum’s purpose is an improvement of personal and professional contacts between
experts in the mathematical statistics, probability theory and their important branches, such as
reliability theory and quality control, the theory of mass service, storekeeping theory, etc.

Since January 2006, the Forum has published a quarterly international electronic
magazine

“Reliability: Theory and Applications”.

The magazine is registered with the Library of Congress in the USA (ISSN 1932-2321).
All rights reserved for authors so that articles can be freely published in any other publications or
presented at conferences.
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TPEBOBAHUA PEOAKLIMX MO ODOPMJIEHUIO CTATEN

B XXYPHAJIAX USOATEJIbCKOM rPYNNbI IDT PUBLISHERS

MncbMmo OT opraHmnzauum, roe pabotaeT aBTop(bl), NMMOO
JINYHO OT aBTOPA(0B) C NpeaIoXeHneM o nNydnnkaumm
CTaTbW HANPaBAseTCs B PeAakLMIO XypHana no ¢ak-
Tnyeckomy agpecy: 107078, rMockea, OpnvkoB nepe-
ynok, A.5, opuc 755 000 «<KYPHAJT «<HAOE>KHOCTb»
vnn no agpecy e-mail: E.Patrikeeva@gismps.ru

(B OTCKaHMpOBaHHOM BUAE). [ns XXypHanoB 13-
patenbckon rpynnel IDT PUBLISHERS no agpecy:
105005, r.MockBa, HabepexHas akagemMuka Tynone-
Ba, O.15, kopn. 29 000 «MN3paTenbckuin oM «Tex-
Honoruw» unu no agpecy e-mail: knstas@yahoo.com
(B OTCK@HMPOBAHHOM BUAE).

K nucbmy npmunaraetcs B 91eKTpoHHOM Buae (Ha CD
W1 No NpuBeAeHHOMY Bbiwe E-mail) Tekct ctatbn C
aHHOTaLUMen 1 KIto4eBbIMU CloBamMu, HGOpMaumen
00 aBTOpax, ¢ npucTaTelriHbiM 6nbnnorpaduyeckmm
CNUCKOM, NPEeAO0CTaBASETCS C OAHUM KOMIMIEKTOM
PUCYHKOB

BHumanue! HassaHusa ctatbn, PO aBTOPOB, aH-
HOTaLMs 1 KIOYEBbIE CNOoBa 06593aTeNbHO NPeacTas-
NAI0TCS B COOTBETCTBMU ¢ TpeboBaHnamu BAK Ha
PYCCKOM W aHINIUACKOM A3bIKax.

MHdopmaums 0 KaxaomM aBTope JO/KHA CoaepXaTb
cnepyowme CTaHgapTHbIe CBeAEHUS:

e dbamunus, nms, 0T4ECTBO;

e YyeHas CTeneHb, yHeHoe 3BaHne, NO4YETHOE 3BAHUE;
® YneHCTBO B OOLLECTBEHHbIX COIO3aX U T.4.;

e MecTo paboTbl, AOJIKHOCTb;

e [MepeyeHb n Homepa xypHanoB IDT Publishers, B
KOTOPbIX paHee NybankoBannch CTaTby aBTOPA;

e CBefeHns ol KOHTaKTOB.

TexkcT Heobxoammo HabupaTtb B pegaktope Word 97-
2003 wpudTom Ne 12; TekcT He popmaTupyetcs. Ab-
3aLbl OPraHM3ylTCsa NyTeEM HaxaTua knasmwn Enter.
TekcT cTaTbm HabMpaeTcs Yepes [iBa MHTEPBasIa Ha CTpa-
HuLe dopmaTa A4; cnesa OOMKHO ObITe None 4 cm; cTpa-
HULLbI HYMEPYIOTCS, «KpacHas CTPoka» 00A3aTesbHa.
Bce 6ykBeHHble 0603HaYeHs, NPUBEAEHHbIE HA
pUCYyHKax, HEOB6XOANMO MOSICHATL B OCHOBHOM WA

NOAPVCYHOYHOM TekCcTe. HegonyCTuMbl OTANYMS B
0603HavYeHNsIX Ha pUcyHKax 1 B TekcTe. HymepoBaTtb
CcrnenyeT TONbKO Te GOopPMYIibl U YyPaBHEHUS, HA KOTO-
pbl€ eCTb CCblJIKa B TEKCTE.

HenocpencTeeHHO B TEKCTE HabMpatoTCs NPOCThIe
dopmynbl (Hanpumep, m2;n%t, C=1+DDF -A,),
rpeyeckme 6ykBbl 1 CUMBOJIbI, HANPUMEP, B, © —
wpudgTom Symbol. To, 4TO HEBO3MOXHO HabpaTb
HENnocpeaCcTBEHHO B TEKCTOBOM pefakTtope, — C
ncnosb3oBaHueM pegaktopa dopmyn Microsoft
Equation (Bxogsiiero B komnnekT noctasku Microsoft
Office) nnun pepaktopa dopmyn Mathtype.

He pmonyckaeTcs npeacTaBfieHne TEKCTA, B KOTOPOM
dopMynbl NpeacTaBneHbl B BUAE N3006paxeHus.
doTorpadum 1 pucyHKM K cTaTbsiM NPeaoCcTaBAsAOTCS
oTaensHbiMu darnamum ¢ pacumpenvem TIF, nunn EPS
nnn JPEG c paspelwieHnem He meHee 300 dpi .
Cnuncok ncnonb3oBaHHOW NnTepaTypbl COCTABASIETCSH
B NOPSAKE UMTUPOBAHUS 1 OAETCS B KOHUE CTaTby.
Ccbliku Ha MnTEepaTypy B TEKCTE OTMEYaloTCs Nopsa-
KOBbIMU LMdpamMu B KBaapaTHbIX CKOOKax.

BHMMaHUIO aBTOPOB, NYOJINKYIOLWMNXCSH B XXypHa-
nax IDT Publishers.

MpepcraBneHHas nHGopmaums 0 KaxgoM aBTope
NoMMMO XypHana 6yaeT pasmMeLlaTtbcs Ha canTe
techizdat.ru B pasgene “ABTOpbI” HA OTAENBHOWN
MHTEPHET-CTPaHULLE.

ABTOpaM Takxe NpenocTaBfseTcs BO3MOXHOCTb Npu
nyéamnkaumm CBOUX ctaTel HanpaBnTb B peaakumio
CBOIO 9/IEKTPOHHYIO poTorpaduio n AONOSHUTENbHbIE
Martepuasnbl 4N Pa3MELLLEHNS X HA 3TON MHOANBUAY-
anbHoOM NHTepHeT-BM3nTKE. 10 CBOEMY YCMOTPEHUIO
aBTOP MOXET pacckasaTtb 6oniee noapobHo o cebe,
00 MHTEepPEeCHbIX NpUMepax U NCTOPUAX pPeLleHns
TEXHUYECKMX NpobnemM, 0 COBPEMEHHbIX 3a[a4ax - B
COOTBETCTBUWN C TEMATUKOI COOTBETCTBYIOLLLENO XYp-
Hana - 1 T.n. XXenatenbHbli 06bEM 3TOro Mmatepmana
— He 6onee 1000 3HakoB ¢ Npobenamu.

NOoANMUCKA HA XKXYPHAJ1 <HAOEXHOCTb»

Moanucartbes Ha XXypHan Ha 2014 roa MOXHO:

e Yepes areHTcTBO «PocnevyaTtb» — nHaekc 81733;

e [Mo katanory «[pecca Poccun» arentcTea «KHura-Cepsuc» — nigekc 11804

e Yepes pegakuuio Ha NtoOoin CPoK
Ten.: 8-916-105-81-31
e-mail: E.Patrikeeva@gismps.ru
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KYPHAA HSOAETCS IIPH YYACTHH U ITIOOOAEPKKE

OTKPBITOI'O AKILIMOHEPHOT'O OBIIECTBA (HAYYHO-UCCAEOOBATEABCKUM U ITPOEKTHO-
KOHCTPYKTOPCKUM MHCTUTYT UHOGOPMATUSAIIMN, ABTOMATU3AILIUU U CBA3U HA
KEAEBHOAOPO2KHOM TPAHCIIOPTE»

(OAO <HMHAC»)

OAO «<HHHAC» — Benyuiee npearpuarre OAO «P2K/I»

B 00AaCTH CO3AaHHS KOMIIAEKCOB M CHCTEM ObOecIlleYeHNs
0€e30IIaCHOCTH [BUIKEHUs, VIIPABAEHUS [IBUKEHHEM,
reonH(OPMAIIIOHHOTO  O0eCHedYeHus, MOHUTOPHHTA
COCTOSIHUS IIOABHKHOIO COCTaBa U HHQPPACTPYKTYPHI
3KEeAE€3HBIX I0POT

IIean:

U s¢dppexkTuBHOCTD,
U Ge3ommacHOCTDb

U HamexXHOCTH
IIepPEeBO30K

/0

OcHOBHEIE HaIIpaBAC€HHS OECATEABHOCTH

ellHTEeAAEKTYaABHBIE CHUCTEMbI YIIPABACHUS !
*TeXHOAOTHH YIIpaBAEHUS II€PEBO3KaAMU = AAWANT v,
U TPAHCIIOPTHOTO O0CAYKUBAHUSI d ==

*CucTeMbl aBTOMATHKH U TEAEMEXaHUKU
*[leHTpPBI aBTOMATH3UPOBAHHOIO VIIPABACHUS
s HOpMAaITOHHBIE CUCTEMbI
*l'eouH(pOPMAIIOHHbIE CUCTEMBI U CIIyTHHUKOBBIE
TE€XHOAOTHH

*CucTeMbl TPAHCIIOPTHOMH 6€30I1aCHOCTH
*CucTeMbl yIIpaBA€HUS HHPPACTPYKTYPOH
*CucTeMbl yIIPABACHUS TOIIANBHO-
SHEPreTHYEeCKUMH pecypcaMu

elcnbITaHus, cepTU(UKAIIN U 9KCIIePTH3a
*MudopmariionHast 6e3011acCHOCTD
*HopmaTuBHO-1IpaBOBOe obecriedeHe

www.vniias.ru
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OCHOBHbIE HANMPABJIEHUA

NYBJIMKALLUW B XXYPHAJIE «<HABEXHOCTb»

Il CTPYKTYPHASA HALEXXHOCTb
TEOPUA N MPAKTUKA

e MeToapl pacyeTa, TEXHONOMMN 1 MeToapl MOAENMPO-
BaHWS, NakeTbl NPUKNaOHbIX NPOrpaMm, NpakTuyeckmne
pacyeThl HAAEXHOCTU CNOXHBIX CUCTEM.

* Maremarunyeckas Teopua TEXHNHECKOro 00CNyXMBaHW4,
npakTUYEeCKne pesynsTarel SKCnayarauyi CAOXHBIX CUC-
TEM, XMBHEHHbIN LMK CUCTEM, ONTUMM3ALNS HAOEXHOC-
T U CTOUMOCTM Ha BCEX aTanax XMU3HEHHOMO LMKNa.

e MeTtoap! UCMbITaHNA, KOUTEPW MOUHATAS DELLEHWI NO pe-
3ynbTaram UCNbITaHWM, YCKOPEHHbBIE NCMbITaHMA, MeToabl
OLEHKN HaAEXHOCTU CUCTEM MO PE3yAbTaTam UCTBITaHNIA,
NPaKTUYECKMn ONbIT UCMBITAHWI Ha HAOEXHOCTb.

Il ®YHKUUOHAJIbHASA HALEXXHOCTb
TEOPUA N NMPAKTUKA

e OObEeKT, NPeAMET 1 LENN UCCNeaoBaHns, nokasarenm
QYHKLUMOHANBHOM HAAEXHOCTH, TEPMUHONOMA, MPUHLIM-
Nbl 1 METOAOB pacyeTa.

* MeToapl OLEHKN 1 MPOrHO3MPOBAHUA HAAEXHOCTU NPO-
rpamMMHOro obecnedyeHns, METOAR! pacyeTa HaaeXHOCTH
BbINOAHEHUS MHPOPMALMOHHBIX MPOLLECCOB B NPOrpam-
MHO — annapartHblX KOMMAIeKcax ¢ y4eToM COOMHBbIX,
NPOrpaMMHbIX OLIMOOK, OLMBOK ONepaTopos, OLWNOOK
BO BXOOHOW MHPOPMALMN.

® TexHONorM 1 MetToasl 0becneyeHma GyHKUMOHaNbHOM
HaOEXHOCTU — TEXHONOMMK MOCTPOEHUA PYHKLMOHANBHO
HaOEXHOMO NPOrPaMMHOr0 06EeCneYeHnst, MeToabl NOCT-
DOEHNST HEYYBCTBUTENBHBIX K COOMHBLIM OLUMOKaM 1 OG-
Kam onepaTtopoB anroputMoB 00paboTKM UHPOPMALIN I
yNpaBAEHNs, METOObI U CNOCOOb! 3aL/Thl OT OWNOOK BO
BXOOHOW MHGOPMaLWMK, NpakTU4eCKne PesynsTarsl.

Il PYHKUUOHAJIbHAAA BESBONMACHOCTb CUCTEM
TEOPUA N NMPAKTUKA

e QOObeKT, NPegMeT 1 LENN NCCNepoBaHua, nokasaTenm
OYHKLMOHANBbHOM 6830MacHOCT; GYHKLMN 6830NacHOC-
TW, NONHOTa 6e30MacHOCTM, TEPMUHONOIUS B 06NacTu
DYHKUMOHaNBHOW 6E30NaCHOCTY.

® PyicKu, NOCTYNaThl M IPUHLUMALI 6€30MaCHOCTY, OCTaTOu-
Hbl& DVCKM, METOAbI OLEHKI PUCKOB, A0Ka3aTeNbCTBO Oe-
30MacHOCTW. INpakTUiecKne pesynsTarsl PaHXMpPOBaHNA
OMNAaCHOCTEN 1 OLEHKM PDUICKOB.

® MaTtemarnyeckme MeToabl M MOAenu 3anaHns TpeboBa-
HWUIA K NONHOTE 6830NaCHOCTY 1 OONYCTUMOMY BPEMEHU
OBHapyXeH1sa 0nacHOro 0Tkasa, Moaen GyHKUMOHab-
HOW 6e30MacHOCTY MHOFOKaHaNbHbIX 1 MHOMOYPOBHEBBIX
CUCTEM.

e TexHonorum obecneveHa GyHKUMOHaNneHoM 6esonac-
HOCTWN CNCTEM Ha BCEX 3Tanax XM3HeHHOro uxkna.

Il OTKASOYCTOMYMBOCTb CUCTEM
TEOPUA N NMPAKTUKA

® MeToasl NaCCUBHOM 3aLUMTHI OT OTKa30B, MaremMatunyec-
Kne Moaenv CTPYKTYPHOMO PE3EPBMPOBaHNS, NOCTENEH-
HOW Oerpagaumm 3ObITOYHBIX CUCTEM, MaCKMPOBaHKS
HencnpaBHOCTEN, NPaKTUYECKNe Pe3ynsTaTbl NpUMeHe-
HWSI NaCCYBHOWM 3aLLMTbl OT OTKa30B.

e MeToabl akTUBHOM 3allnThl OT CTPYKTYPHbBIX OTKA30B U
OLWNBOOK B BBINOAHEHWM MHPOPMALIMOHHBIX MPOLECCOB,
MNPVHLMML! 1 CNOCOObI akTMBHOW 3alUMThl, TEOpEeTMdeC-
K1e OCHOBbI aKTVBHOW 3aLUMThl, TEXHNYECKNE peLleHs,
OLEHKN 3P DEKTUBHOCTU aKTUBHOW 3aLUNTHI.

Il CEPTUDPUKALLUA
TEOPUA N MPAKTUKA

e AKKpeauTauma opraHoB No ceptudurkaumm 1 ncnelta-
TeNbHbIX NabopaTopu — COCTOSIHWE Npobnemel B Poc-
cun 1 3a pybexom. Kak 0obuTbCsa B3auMONPU3HaHNS
PEe3yNbLTAaTOB UCMBITaHWU B Poccumn n 3a pybexom? MyTu
ceptTndumKaumm NPOrpaMMHO — annaparHbiX KOMMAEKCOB
no TPeboBaHUAM MEXOYHAPOAHbIX CTaHAAPTOB N0 PYH-
KUMOHaNbHOM 6e30NacHOCTA.

e (ObgazarensHas 1 40O6POBONBHaS cepTudurKaLym — OnblT,
MHEHUS, NPEeANOXEHNS.

® CeptndurkaLma B 061aCTy Ka4eCTBa U HaoexXHOCTN CUC-
Tem — TpeboBaHMA CTaHAaPTOB, METOAVIKA NCMbITAHNIA,
NpakTN4eckmne pPesynsTarhl.

o Ceptudukauysa GyHKUMOHANBHOM 6E30MacHOCTM CUCTEM
Ha OCHOBE V-TEXHONOMN — PUNOCOdUs, CNOCOOLI CEPTU-
duKaummn, NpakTMYeckme pesynsrarel BhIOOPOYHbBIX My00o-
KVIX MPOBEPOK J0Ka3aTeNbCTBEHHOV Ba3bl pa3paboTyvika.

Il CTAHAAPTU3ALUS B OBJIACTU HALEXXHOCTHU
U ®YHKLMOHAJIbHOW BE3OMNACHOCTU

® BavaHue 3akoHa «O TEXHUYECKOM PerynmpoBaHnm» Ha
Pa3BUTME TEOPUM U NPAKTUKA HAOEXHOCTN 1 QYHKLUMO-
HalbHOW 6€30MacHOCTU.

e CranpapTtel RAMS (IEC 62278, EN 50126 u ap.) v unx
oTpaxenue B ctangaptax FOCT P. passuTune ctaHgapTa
FOCT 27.002-89 ¢ y4eTOM TEPMWHOB U ONpeneneHui
cTtaHpapToB RAMS.

e COCTOSHME 1 NepCNeKTBLI CTaHOapTU3aummn B 06nactu
HaOEXHOCTU.

e (OCHOBHbIE NPUHLMNLI 1 6a30BbIE NONOXEHUA CTaHdap-
TOB NO PyHKUMoHanbLHon 6esonacHocTn FTOCT P /M3K
61508, IEC 61511, EN 50126, IEC 62278, IEC 62280,
EN 50128, IEC 62279, EN 50129, EN 50159 (1.2) n gp.

e COCTOSHME 1 MepCNeKTBLI CTaHOapTM3aummn B 06nactu
DOYHKUMOHaNBHOM 6e30MacHOCTH.



GUIDELINES FOR PUBLICATION IN THE JOURNAL

«DEPENDABILITY»

[l STRUCTURAL RELIABILITY
THE THEORY AND PRACTICE

e Methods of calculation, technologies and methods of
modeling, packages of applied programs, practical
calculations of reliability of complex systems.

e The mathematical theory of maintenance service,
practical results of complex system operations, life cycle
of systems, optimization of reliability and costs at all stages
of life cycle.

® Testmethods, criteria of decision-making by test results,
accelerated tests, methods of reliability assessment of
systems by test results, practical experience of reliability
tests.

Il FUNCTIONAL RELIABILITY
THE THEORY AND PRACTICE

e Qbject, subject and purposes of research, parameters of
functional reliability, terminology, principles and calculation
methods.

e Methods of assessment and forecasting of software
reliability, methods of calculation of information processes
reliability performance in software-hardware complexes
taking into account faulty program errors, errors of
operators, errors of input information.

e Technologies and methods of ensuring functional
reliability —technologies of functionally reliable software
development, methods of construction of algorithms of
information processing and management tolerant to
faulty errors and to errors of operators and methods and
ways of error protection in input information, practical
results.

Il FUNCTIONAL SAFETY OF SYSTEM
THE THEORY AND PRACTICE

e Object, subject and the purposes of research,
parameters of functional safety; functions of safety,
completeness of safety, terminology in the field of
functional safety.

® Risks, postulates and principles of safety, residual risks,
methods of an estimation of risks, the proof of safety.
Practical results of ranging of dangers and estimations
of risks.

e Mathematical methods and models of the task
of requirements to completeness of safety and
admissible time of detection of dangerous refusal,
model of functional safety of multichannel and multilevel
systems.

® Technologies for ensuring functional safety of systems at
all stages of life cycle.

[l FAULT TOLERANCE OF SYSTEMS
THE THEORY AND PRACTICE

e Methods of passive protection against failures,
mathematical models of structural redundancy, gradual
degradation of redundant systems, fault masking, practical
results of application of passive protection against
failures.

* Methods of active protection against structural failures and
errors in performance of information processes, principles
and methods of active protection, theoretical bases of
active protection, technical decisions, estimations of
active protection efficiency.

Il CERTIFICATION
THE THEORY AND PRACTICE

e Accreditation of certification bodies and test
laboratories — a problem state in Russia and abroad. How
to achieve mutual recognition of test results in Russia and
abroad? Methods of certification of software — hardware
complexes under requirements of international standards
on functional safety.

¢ Obligatory and voluntary certifications — experience,
opinions, offers.

e Certification in the field of quality and reliability of
systems — requirements of standards, techniques of
tests, practical results.

e Certification of functional safety of systems on the basis
of V-technology — philosophy, certification methods,
practical results of selective deep checks of a developer
evidentiary base.

[l STANDARDIZATION IN THE FIELD OF RELIABILITY
AND FUNCTIONAL SAFETY

® [nfluence of the law «Of technical regulation» on
development of the theory and practice of reliability and
functional safety.

® RAMS standards (IEC 62278, EN 50126, etc.) and their
reflection in standards of GOST R, development of the
standard GOST 27.002-89 inview of terms and definitions
of RAMS standards.

e States and prospects of standardization in the field of
reliability.

* Main principles and basic regulations of standards on
functional safety GOST R/MOK 61508, IEC 61511, EN
50126, IEC 62278, IEC 62280, EN 50128, IEC 62279,
EN 50129, EN 50159 (1.2), etc.

e Condition and prospects of standardization in the field of
functional safety.



