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Abstract. Aim. Uninterrupted transportation process is ensured by the highly dependable 
and safe power supply system of railway transport. In addition, the railway power supply sys-
tem provides power to external consumers. A risk-oriented approach to railway transporta-
tion management requires an infrastructure risk management and safety system. The main 
purpose of risk management in this area is to improve the dependability and safety of railway 
infrastructure facilities [1, 2]. Additionally, given the growing numbers of intelligent informa-
tion systems, as well as automated railway transportation management systems, the task of 
ensuring functional safety becomes very important. In most cases this problem is solved by 
introducing redundancy that is understood as an exceeding complexity of the system structure 
compared to the minimal values required for the performance of the specified task [3]. The 
simplest way of ensuring redundancy is by creating backup capabilities, particularly standby 
duplication within the system of functional units and components. In order to evaluate the 
safety of the railway transportation power supply systems it is required to calculate the func-
tional safety indicators of their components and system as a whole taking into account the 
factor of redundancy. This approach will enable the optimal redundancy architectures and 
ensure compliance with the assigned level of general system safety. That requires taking into 
consideration the complex structure of the evaluated facilities: presence of diagnostics sys-
tems, right-side failures, wrong-side failures, as well as their random nature. The paper aims 
to develop an applied algorithm of calculation and prediction of functional safety indicators 
using the example of railway power supply systems that can be used in both manual and 
automated calculation. Methods. The power supply system evaluated for functional safety 
indicators is, from the functional point of view, a sequence of function implementations, while 
the failures of its components are random and some of them cause hazardous events. In this 
case, system analysis commonly involves Markovian and semi-Markovian methods, as well as 
graph methods. The advantage of these methods consists in the capability to evaluate the 
functional safety indicators of complex systems that go into many states, which is also typical 
for railway power supply systems. Result. This paper examines the application of graph semi-
Markovian methods for calculation of stationary and non-stationary functional safety indica-
tors for components of power supply systems taking into account redundancy and right-side 
failures. This algorithm allows calculating safety indicators using the example of power supply 
systems and includes a set of incremental actions aimed at constructing the state graph, cal-
culation of the initial and intermediate graph factors. An example is provided of calculation of 
the functional safety indicators of a graph of a traction substation power transformer. 
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Introduction

Functional safety of power supply systems (PSS) is 
vital to uninterrupted operation of modern cities, as well as 
to the preparedness, response, recovery and mitigation of 
the consequences of hazardous events (failures, accidents). 
This problem is well-known and has its special features 
from country to country. For example, PSS of the Chinese 
railway transportation system are characterized by the threats 
of failure to ensure the dependability and functional safety 
of PSS under natural disasters (earthquakes) and terrorist 
attacks [4, 5]. 

Emergencies and failures of PSS can present danger 
not only to the workers who operate PSS, but to the 
environment as well. Interruptions of power supply can 
disrupt the functions of safety systems that rely on electric 
power. In railway transportation such systems include 
transportation safety and traffic safety facilities Another 
important example are life support systems in hospi-
tals. Functions implemented by such systems are called 
safety functions. If a PSS failure causes a disruption in 
the operation of a safety function, such failure should be 
considered hazardous.

A safety function in this case is understood as a func-
tion implemented by a safety-related system or external 
risk reduction facilities (intruder detection, information 
security, etc.) designed to guarantee or maintain a safe 
state with respect to a specific hazardous event [6]. To-
day’s PSS that cater to many consumers are characterized 
by a complex structure and a large number of tasks and 
operations that they perform. Increasing system complex-
ity may cause the reduction of the probability of fault-
free operation. The problem of ensuring the functional 
safety of PSS is so pressing, that the European Union 
has developed a series of standards aiming to establish 
harmonized approaches to ensuring functional safety of 
electrical systems. The first standard of these series is 
dedicated to general requirements for functional safety 
of electrical, electronic, programmable electronic safety-
related systems [7]. Later, corresponding standards were 
developed for different industries, e.g. the processing 
industry [8]. 

Standard [7] establishes the requirement for evaluation 
of the probability of hazardous failure. Importantly, hazard-
ous failures are sufficiently rare. According to international 
standards, the rate of hazardous functional failures is 2-4 
orders of magnitude lower than the failure rate related to 
system dependability [6]. This is due to the fact that nor-
mally systems incorporate hardware-based dependability 
feature. 

One of the methods of guaranteeing safety and depend-
ability of PSS in railway transportation aimed at avoiding 
disruptions of traffic is structural redundancy that ensures 
the performance of safety functions in cases of failure of the 
backed-up system components. The matter of classification 
of structural redundancy itself is quite extensive as regards 
different systems. Depending on the PSS functionality, the 

following characteristics govern the selection of the type 
of redundancy: number of backup devices, possibility and 
parameters of recovery of failed devices; dependability of 
switching devices; duration of failures before detection by 
supervision facilities; allowable time of interruption of 
operation, etc. [9]. Despite the fact that non-fulfillment by 
a system component of its functions does not necessarily 
cause the whole system to fail, this event can be consid-
ered the failure of a specific component (object) or partial 
failure of the whole system. Depending on the chosen type 
of redundancy, in case of failure of one of the components 
the system may be either non-operable yet not allowing 
for hazardous failures and complete lasting interruption 
of operation, or operable in the case if redundancy does 
not provide for interruption of operation and performs the 
complete set of system functions. The problem of depend-
ability of PSS is also examined in detail in [10]. Thus, 
when calculating PSS functional safety indicators, their 
redundancy and possibility of failure of both basic com-
ponents performing vital functions, and the components 
of the system’s structural redundancy must be taken into 
consideration. 

The methods of calculation of dependability indicators 
are well known and examined in many sources. However, 
the situation with the functional safety evaluation methods 
is different. Standard [11] regulates 5 methods of defining 
the requirements for the safety integrity level (ALARP, 
quantitative method (fault tree), risk graph, layer of protec-
tion analysis, hazardous events gravity matrix).

Problem definition and choice of 
method of calculation of functional 
safety indicators of supply systems

The main problem in the calculation of functional safety 
indicators is the selection of the method that would allow 
calculating the most complete list of indicators based on 
a single set of initial data. While selecting the calculation 
methods, it must be taken into consideration that the condi-
tion of PSS is defined by the condition of its components, 
while the condition of the components, in turn, is defined 
by the effect on the capability by the consumers to perform 
their functions. 

In accordance with [9], using Markovian models con-
ditional probabilities of a system being in one state or 
another are evaluated by solving differential equations. 
The search for the equation corresponding to the condition 
diagram is a problem of its own. The same work allows 
using different methods for calculation of different indica-
tors and does not demonstrate the potential applications 
of one method for evaluation of the whole list of required 
indicators. Among the most important drawbacksof this 
approach is the complexity of calculation, as well as the 
iterative collection of initial data required for different 
models. 

 [12] sets forth a method of using Markovian proc-
esses for identification of the dependability indicators 
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of systems consisting of restorable components as well 
as the application of this method in the context of PSS. 
This method is also based on the solution of systems of 
differential equations using the method of operators. 
Despite the detailed description of the method, its prac-
tical application for the analysis of complex technical 
systems is limited by the requirement to solve a system 
of differential equations, of which the number depends 
on the number of the vertices of the graph that simulates 
such system.

As the solution of the problem of the large dimension-
ality of algebraic equations and differential systems, [13] 
proposes a graph semi-Markovian method based on the 
decomposition of the initial graph model into component 
subgraphs that do not contain the identified vortices. The 
graph semi-Markovian method allows calculating over 10 
functional safety indicators using the same pool of initial 
data and without using operator calculus. Along with the 
considered scientific studies in this area, the problem of 
selection of the method of indicators evaluation is also 
examined in foreign sources. Among the primary meth-
ods are the fault tree, Petri net, Markovian and graph 
semi-Markovian methods [14-16]. The majority of the 
considered studies come down to the selection of the 
application of the Markovian and graph semi-Markovian 
methods.

This paper examines the practical application of 
graph semi-Markovian methods that enable the evalua-
tion of functional safety indicators taking into account 
the initial states the system might be in. A hazardous 
system failure shall be understood as a non-operable 
system state in which at least one safety function is not 
performed [7]. 

Calculation algorithm

For the purpose of calculating system functional safety 
indicators, it is proposed to use an algorithm (Figure 1) 
based on a graphsemi-Markovian method that defines the 
order of the stages of calculation of the primary functional 
safety indicators. 

The algorithm reflects the order of actions associated 
with the calculation of the system of functional safety 
indicators, including the stages of generation of the set of 
states of the evaluated system, construction of the system 
state graph and procedure of application of formulas for 
calculation of dependability and safety indicators. The al-
gorithm is designed in such a way as to allow intermediate 

Figure 1. Algorithm of calculation of functional safety indicators of complex technical systems using a graphsemi-Markovian method

Figure 2. Procedure for implementation of the preparatory stage 
of calculation of functional safety indicators of complex techni-

cal systems using a graphsemi-Markovian method
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calculations to be used for evaluation of various indicators, 
which significantly reduces the time of comprehensive 
system analysis.

Preparation of application of agraphsemi-Markovian 
method of calculation of functional safety indicators of 
power supply systems

The input data for the application of a graph semi-
Markovian method is an oriented graph of system states and 
intensity of transition between states. The implementation 
of the preparatory stage is shown in Figure 2. Importantly, 
the application of this method is possible both for the cal-
culation of the indicators of whole system or its individual 
elements.

At the preparatory stage, the list is made of the system 
components that affect functional safety, as well as their 
possible states; the type of sets they are part of is identified. 
A set of states is understood as a set of significant properties 
of the system at the current moment of time [13, 17]. The 
following subsets of states are identified [7, 18]: subset of 
the operable states SO, subset of the inoperable states , 
subset of the non-hazardous states SN,subset of hazardous 
states  and the subset of safe states SS. Let us examine 
each set in more detail. 

The set of non-hazardous states of the system (SN) is the 
operable or safe state of the system. 

The set of safe states of the system (SS) is the states of the 
system, in which the process functions are not performed, 
but all required safety functions are performed. 

The set of hazardous states of the system ( ) is the 
non-operable system state, in which at least one safety 
function is not performed. The set of hazardous system 
states includes the states, in which safety functions imple-
mented by the consumers are disrupted (e.g. impossibility 
to implement the functions of automated control of safe 
train movement).

As an illustration of the method of functional safety 
indicators using graph semi-Markovian methods this pa-
per cites the “railway 110 kV traction substation” power 
supply system with partial homogenous standby for the 
“power transformer” (PT-1) component. Partial homog-

enous standby in this case is an example of structural 
redundancy in the from of a standby power transformer 
(PT-2). The failure of a component like the power trans-

Table 1. List of the dependability states of power transformer

System component State of component (graph vertex) Subset of states
PT-1 and PT-2 PT-1 and PT-2 are operable SR, SN

PT-1 PT-1 insulation wear SR, SN

PT-1 PT-1 bushings wear SR, SN

PT-1 PT-1 switches wear SR, SN

PT-1 PT-1 control equipment failure SR, SN

PT-1 PT-1 external effect SR, SN

PT-1 PT-1 mechanical or electrical damage SR, SN

PT-1 internal or turn-to-turn short circuit SR, SN

PT-1 Detection of actual failure of PT-1 SR, SN

PT-1 and PT-2 PT-1 external effects protection tripping and transition to PT-2 SP, 
PT-1 and PT-2 PT-1 internal effects protection tripping and transition to PT-2 SP, 

PT-1 and PT-2 Hazardous failure. PT-1 and PT-2 are faulty , 

Figure 3. Stage 2 of the algorithm of calculation of functional 
safety indicators
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former in a “Traction substation” system entails serious 
consequences, including the interruption of service and 
provision of power to third-party users, which will lead 
to the disruption of business process. In turn, a hazardous 
failure of such facility may cause the non-fulfillment of 
the system’s safety function, i.e. fire or explosion (for 
the oil-filled transformer). Such system is the perfect 
demonstration of the importance of fault-free and safe 
operation. 

An example of the generation of the list of states for 
the “power transformer” component in accordance with 
the above definition is given in Table 1. Constructing a 
graph model requires a list of states (graph vertices). Here 
and below we will designate the main element, the “power 
transformers” as “PT-1”, and the backup power transformer 
as “PT-2”.

Calculation of the topological characteristics of the graph 
and temporal indicators of the power supply system

After the identification of the set of possible states, 
formation of connections between the vertices in the form 
of a connectivity matrix and matrix of intensities of the 
system component, the graph of the system component’s 
dependability states is constructed. The result of this stage 
is the state graph of the system component with transition 

probabilities. The order of this stage’s implementation is 
given in Figure 3.

Based on the selected states of the power transformer, 
connections between vertices are built that reflect the 
transition between states. When connections are built, its is 
important to remember to take into consideration the struc-
tural redundancy (presence of partial homogenous standby) 
that is normally implemented in the form of a standby 
power transformer. These connections ensure the transi-
tion of the system components into the operable state. Let 
us give an example of the generation of such connections. 
The first state of the power transformer is “PT-1 and PT-2 
are operable”. Later, in the process of operation emerges 
the state “Wear of PT-1 bushings”. This transition is shown 
with a blue edge in Figure 4. “Wear of PT-1 bushings” 
can cause heating, flashovers, unequal voltage per phases, 
etc. The transformer can be in this state during a certain 
period of time. Some of these states cause mechanical or 
electrical damages to insulation, wire breaks, cracks. That 
means the transition into state “Mechanical or electrical 
damage of PT-1”. Further developments may take two 
different courses: the malfunctions will be discovered and 
eliminated, i.e. system will return into the previous state 
or the damage is not eliminated in time, which will cause 

Figure 4. Graph of the sets of states of the component “Power transformer” of the system “Railway 110 kV traction substation”



51

Algorithm of calculation and forecasting of functional safety indicators of railway power supply systems

short circuits or turn-to-turn short circuits. In turn, the state 
“Short circuit or turn-to-turn short circuits of PT-1” (graph 
vertex 7) will cause the loss of the capability by the trans-
former to perform its function. In that case, if the actual 
failure is discovered in time (graph vertex 7.1), the role of 
power transformer is taken by the redundant element, i.e. 
the backup power transformer. Then transition from state 
7.1 to state 0 (edge shown in green) occurs. If that does 
not happen, for example, e.g. due to technical reasons, then 
the “Railway 110 kV traction substation” experiences a 
“Hazardous failure. PT-1 and PT-2 are faulty” (graph vertex 
10). After the generation of the connections between the 
vertices, calculations are performed for the weights of the 
circuits, loops (formula 1) and paths of transition into the 
vertex (formula 2), as well as the mathematical expectation 
of the unconditional time of system being in each of the 
graph vertices (formula 3).

 
 (1)

where  is the probabilities of transition between 
neighboring vertices;

 
 (2)

  (3)

where  is the intensities of transitions between graph 
vertices.

Figure 4 shows the state graph of the power transformer. 
The numbers above the edges characterize the intensities of 
transition between the states of a system component.

Calculation of stationary and non-
stationary functional safety indicators

After the calculation of the graph’s topological character-
istics, the functional safety indicators are calculated. Let us 
examine the calculation of one of the stationary indicators 
in the algorithm, the mean time to hazardous failure. For 
this system component, using the constructed graph the 
indicators from Table 2 can be calculated. 

The set of non-hazardous states is the key aspect in the 
calculation of safety indicators. For the calculation of the 
mean time to hazardous failure of a safety-related system, the 
system is modeled with a state graph of a semi-Markovian 
stochastic process and a matrix of intensities of transitions is 
defined. The value of this indicator reflects the mathematical 
expectation of the object’s time to first hazardous failure with 
the initial safe state, 0subject to known values of intensity 
of transition between states.

The proposed algorithm allows consecutively cal-
culating the indicator for any hazardous failure. If this 
calculation method is used, the system’s mean time to 
hazardous failure is identified according to the formula 
given in Table 2.

When mean time to hazardous failure is calculated,  
is the weight of decomposition without the initial vertex 0 
and the set of non-operable system states (graph vertices) 

 and associated edges;  is the weight of the k-th path 
from the initial vertex 0to vertex i. A path is a chain of 

Table 2. System safety indicators

№ Indicator Notation Calculation formula

1 Mean time to hazardous failure

2 Mean time between hazardous fail-
ures

3 Safety coefficient CS

4 Dispersion of time to hazardous 
failure

5 Probability of hazardous failure

6 Probability of fault-free operation

7 Hazardous failure rate
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series-connected unidirectional edges with the beginning in 
state i and the end in state j,  is the weight of the graph 
decomposition without the set of non-operable system states 
(graph vertices)  and associated edges. 

Graph decomposition is a part the graph that does not 
contain the selected vertices and associated arcs. Graph 
decomposition is calculated using Mason’s formula:

 
. (4)

The other stationary functional safety indicators are 
calculated in the same way. Thus, for instance, the safety 
coefficient is calculated as follows: according to the al-
gorithm the stationary probabilities of containment of the 
semi-Markovian model in each of the graph vertices are 
calculated according to the formula:

 

. (5)

The advantages of this method include: applicability in 
calculation of the functional safety indicators of systems 
with a large number of states; absence of limitations on 
the structure of the examined system; no requirement to 
transform the initial state graph; operational calculus is 
not used. 

The graph method also allows determining the strict 
lower (inf) and upper boundaries (sup) of the non-stationary 
functional safety indicators of safety-related systems. Val-
ues  and  are determined on the class of 
Erlang distribution functions: 

 

 (6) 

wherer is an integral parameter of distribution. 
The failure rate will be within an interval, of which the 

boundaries are calculated using the formulas given in Table 
2. In order to guarantee the specified calculation accuracy 
1-ε, iterative calculations are performed, during which at 
each step ∆t the observation interval is reduced up to the 
case when the following condition is true: 

|infλ(t)- infλ(t+∆t)|<ε, |supλ(t)- supλ(t+∆t)|<ε,

Documentation and displaying 
of results

The documentation of results is an important part of the 
system states analysis. The application of the graph method 
described in the paper allows, using the results of the prepa-
ration stage, calculating a set of stationary and non-stationary 
functional safety indicators. When making the list of results, 
the following characteristics should be identified: name of 
indicator, designation, result of calculation, dimensionality 
(units of measurement). An example of the list of calculation 
results is given in Table 3.

The calculation results allow concluding on the high level 
of functional safety of the 110 kV railway traction substa-
tion system that features structural redundancy ensured by 
backing up the primary component, the power transformer. 
Indeed, statistically, hazardous failures of the power trans-
formers that disable 110 kV traction substations and cause 
critical consequences are sufficiently rare as such systems 
are redundant. 

Analysis of the power transformer 
functional safety indicators

The application of the above algorithms enables varia-
tion calculations under different initial values of intensity 
of transition into the analyzed states. Such research allows 
making conclusions regarding the expected efficiency of the 
protection and redundancy systems, as well as the effect of 
the intermediate state elimination rate on the hazard rate.

Figure 6 shows the results of simulation of the dependence 
of the intensities of transition between intermediate graph 
states and the value of mean time to hazardous failure.

As graph 6a) evidently shows, the value of mean time to 
hazardous failure is most sensitive to changes in the inten-
sity of transition from state 7, “PT-1 internal or turn-to-turn 
short circuit”, into state 9, “PT-1 internal effects protection 
tripping and transition to PT-2”. Also, as the intensity of 
transition for these states increases, the mean time to hazard-
ous failure grows as well. This is due to the fact that state 1, 
“Wear of PT-1 insulation”, 9, “PT-1 internal effects protec-
tion tripping and transition to PT-2”, and 7.1, “Detection of 
actual failure of PT-1” have ways of transition into safe state 
0, “PT-1 and PT-2 are operable” with higher intensity than 
the intensity of transition into hazardous state. 

Table 3. Results of system component safety calculation

№ Name of indicator Notation Calculation result Dimension
1 Mean time to hazardous failure 27 486 hour

2 Mean time between hazardous failures 28 615 933 hour
3 Safety coefficient CS 1-7·10-4

4 Probability of hazardous failure

5 Probability of fault-free operation 

6 Hazardous failure rate
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Figure 6b) shows the graph of dependence of the mean 
time to hazardous failure from the intensity of transition from 
state 7, “PT-1 internal or turn-to-turn short circuit”, into state 
7.1, “Detection of actual failure of PT-1”. In this case the 
value of mean time to hazardous failure expectedly decreases 
as the intensity of transition into safe state grows.

Thus, the developed algorithm allows predicting the 
reduction of functional safety indicators and regulating the 
distribution of efforts aimed at maintaining the system’s 
operable state,ensuring the redundancy of the system by 
increasing the intensity of transition into safe state or man-
aging the maintenance and repair system by reducing the 
intensity of transition between system states.

Conclusion

The paper presents a step-by-step examination of the 
algorithm of calculation of functional safety indicators 
of railway PSS based on graph semi-Markovian methods. 
Using the example of functional safety indicators cal-
culation of a “Railway 110 kV traction substation”, the 
authors demonstrate the capabilities of the graph method 
and its universal applicability to systems of any configu-
ration. The stages of system state graph construction and 
calculation of stationary and non-stationary functional 
safety indicators are examined in depth, their practical 
applicability is shown.

The paper also analyses the dependence of the esti-
mated values under changing intensities of transition. 
The conclusion is made regarding the feasibility of 
decision-making subject to the values of functional safety 
indicators. 

The method of functional safety indicators calcula-
tion considered in the paper has a potentially wide area 
of practical application, as it does not involve operational 
calculations, which substantially reduces the threshold of 
competence required for this method’s application and can 
be interesting not only to academic, but the engineering 
community as well.
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