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Abstract. Aim. Familiarizing the readers with the state of the art and development prospects of
functional safety norms and standards in the Russian Federation. As the safety of any product,
service or process is its second most important characteristic after the function, safety-related
systems (SRSs) are widely used in order to ensure the safety of industrial, transportation,
energy, communication and critical facilities, buildings and structures, urban infrastructure,
as well as machines, equipment and vehicles. Unfortunately, since 1980’s the technologies
used in the development of the SRSs have not gained full traction in Russia. As the result, a
conservative approach is in use that often involves excessive requirements, which increases
the cost of the developed safety systems but usually does not guarantee compliance with
the requirements. Currently, functional safety (FS) is recognized globally as the primary SRSs
characteristic, that indicates the probability of successful performance by the system of the
safety function(s) under the given conditions within the given time period. Methods. Globally,
the implementation, further development and practical application of the FS method is based
on the development and application of a large number of regulatory documents at the inter-
national, regional and national levels, that help organize and perform activities related to the
assessment and FS requirements compliance confirmation for a wide range of SRSs. In order
to ensure methodological support and coordination of the activities aimed at the development
of FS-related regulatory framework in the Russian Federation in accordance with the national
standard GOST R 1.1-2013 Standardization in the Russian Federation. Technical committees
for standardization. Rules of organization and function, the technical committee for standardi-
zation TK 058 Functional Safety has been established, is actively working and has so far de-
veloped around 50 FS-related standards. The TK 058 standardization activities are based on
the provisions of the Federal Law dated June 29, 2015 no. 162-FZ On standardization in the
Russian Federation. Conclusions. As in the Russian Federation a certain FS-related regula-
tory framework has already been established, while the market shows demand for services of
FS requirements compliance evaluation, the main task for today is to develop, using national
and international requirements, organizational support, regulatory and guidance documenta-
tion that would create a fully-fledged infrastructure that implements the national institution of
FS requirements compliance verification. That will ensure not only a radical reduction of the
risk of disasters and accidents, but also significantly increase the competitiveness of Russian
products in the internal and foreign markets.
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Introduction

Everything that people create to meet their needs is essen-
tially DANGEROUS (for people and for the environment).
Therefore, creating any object should include identification
and analysis of the hazards associated with that object. Thus,
along with ensuring the availability of required functions
for the created object, one must ensure the correct safe
functioning (behavior) of that object, taking into account
the interrelationships of the object’s various systems with
each other and the environment at all life cycle stages of
that object.

For that reason, the safety of any product, service or
process is its second most important characteristic after the
function.

Safety-related systems (SRSs) are widely used in order
to ensure the safety of industrial, transportation, energy,
communication and critical facilities, buildings and struc-
tures, urban infrastructure, as well as machines, equipment
and vehicles.

Unfortunately, since 1980’s the technologies used in the
development of the SRSs have not gained full traction in
Russia. Their main shortcomings are:

1. Domestic developers and manufacturers of the SRSs,
design and construction organizations, with rare exceptions,
prefer to use old and obsolete regulatory documents based
on prescriptive approach, even though compliance with the
requirements of these documents does not guarantee the
systems’ performance and therefore does not guarantee the
safety of the facility in which these systems are installed.

2. The SBSs and their subsystems are seen as autono-
mous independent production units (thing in itself), and
their hazard/safety is assessed without taking into account
the interrelationships of their components with each other
and the environment.

As a result, a conservative approach is in use that often
involves excessive requirements, which increases the cost of
the developed safety systems, but usually does not guarantee
compliance with the requirements.

Currently, functional safety (FS) is recognized globally
as the primary STS characteristic, that indicates the prob-
ability of successful performance by the system of the
safety function(s) under the given conditions within the
given time period.

The FS method presented in the set of standards GOST
R IEC 61508:

1. Uses a single (industry-independent) system integrated
process approach and is aimed at identifying, preventing and
mitigating the consequences of all safe failures, detected
hazards, as well as reasonably predictable hazards and rare
hazards that can lead to catastrophic consequences in com-
plex technical systems.

2. Introduces a single measure of safety assessment, i.e.
safety integrity level (SIL), which is presented and evaluated
in terms of unacceptable risk of harm to people, property and
the environment. The FS method implies a regular iterative
process of hazard and risk analysis, an overall risk assessment

and risk reduction measures that are implemented at all stages
of the lifecycle of the SBSs. It also prescribes the actions of
all individuals who can influence safety at these stages.

3. Is actively used in industrialized countries all around
the world. Its application is regulated by more than 200
international, regional and interstate standards in various
industries.

Globally, further development and practical applica-
tion of the FS method is based on the development and
application of a large number of regulatory documents at
the international, regional and national levels that help to
organize and perform activities related to the assessment
and FS requirements compliance confirmation for a wide
range of SRSs.

Although a number of Russian researchers have been
dealing with FS problems for more than 20 years, a wide
range of engineering and technical specialists became ac-
quainted with the practical application of the FS method
after the well-known works by David J. Smith and Kenneth
J.L. Simpson [1, 2] were published in the Russian Federa-
tion and the first edition of the basic FS standard GOST R
IEC 61508-2007 Functional safety of electrical, electronic,
programmable electronic safety-related systems. Parts 1-7
were released in 2007.

In order to ensure methodological support and coordina-
tion of the activities aimed at the development of FS-related
regulatory framework in the Russian Federation in accord-
ance with the national standard GOST R 1.1-2013 Stand-
ardization in the Russian Federation. Technical committees
for standardization. Rules of organization and function, the
Technical Committee (TC) for Standardization TK 058
Functional Safety has been established and later restruc-
tured. In addition, several other related national technical
committees for standardization of leading industries are also
presently participating in the establishment of a national
regulatory framework in the field of FS.

The TK 058 standardization activities are based on the
provisions of the Federal Law dated June 29, 2015 no. 162-
FZ On standardization in the Russian Federation.

The participation in TK 058 is voluntary.

The TC was established to enable cooperation among
concerned organizations and authorities when performing
national, interstate and international standardization activi-
ties in the field of FS.

The main goals of the TC in the field of FS standardiza-
tion are:

- Developing annual national standardization programs
and overseeing the implementation of these programs;

- Considering application of international and regional
standards at the national and interstate level proposals;

- Carrying out scientific and technical, legal and
regulatory examination of national and interstate standard
projects and existing standards change projects and sub-
mitting them for approval to federal executive authority
in standardization.

The results of this activities achieved over the past 10
years are briefly reviewed below.
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The Russian standards
in the field of FS

The focus of the TK 058 was on preparing the second
edition of the basic standard IEC 61508-2010, as well as
baseline FS standards for various industries. As a result, a
set of standards GOST R IEC 61508-2010 [3-9] was estab-
lished in 2012.

Atthe moment, the IEC 61511 [10-12] set of standards is
actively used at a number of petrochemical, gas and electrical
power enterprises that use safety instrumented systems to
ensure the safety of various industrial processes.

Several international standards were introduced directly for
the construction industry and national FS standards [13—19]
were developed on the basis of IEC 61508 [13-19]. A number
of corporate standards for construction industry have already
been developed based on these regulatory documents.

A lot of attention in the Russian Federation is paid to the
implementation of the FS method in railway transportation.
A fairly large number of corporate standards for maintaining
the guaranteed safety and reliability of the transportation
process in JSC RZD have been developed and are now in
use in the company. There are a large number of national
and interstate FS standards in place in the railway industry,
some of which are presented in [20-23].

In the nuclear power plant engineering, several standards
concerning monitoring and control systems for the industry’s
various products have been developed, that comply with FS
requirements [24-32].

The problems of FS of machines and mechanisms FS
problems are considered in regulatory documents [33-36].

The implementation of the FS method for road vehicles
control systems is presented in [37-47].

The general principles for the implementation of the
IEC 61508 series requirements for safety-related data
communication, including possible data communication
failures, recovery measures and considerations related to
data integrity in industrial communication networks can be
found in [48-53].

Immunity requirements for safety-related systems and
for equipment intended to perform safety-related functions
are presented in [54, 55].

FS requirements for programmable controllers are con-
sidered in [56].

At present, 4 more FS standards, including the 2-nd
edition of IEC 61511-2016, have been developed and are
awaiting approval.

From standardization to compliance
assessment

Today it is practically impossible to export a complex
technical system or its components without a confirmed
safety integrity level compliance assessment.

Almost any complex systems delivered in the Russian
Federation are marked with this characteristic that explicitly
describes their safety.
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Therefore, in most economically developed countries
compliance confirmation (certification) agencies with corre-
sponding institutions (testing laboratories/centers) providing
measurements, tests, requirements compliance assessment
calculations, are working to confirm FS requirements com-
pliance of complex equipment, industrial facilities, systems
and their components.

There is no national institution of FS requirements
compliance verification in Russia yet, which not only
radically increases the risk of disasters and accidents, but
also significantly reduces the competitiveness of Russian
products in the internal and foreign markets. Meanwhile,
there are all the necessary conditions for the creation of
such institution. A FS-related regulatory framework has
already been established and is quite relevant, while the
market shows demand for services of FS requirements
compliance evaluation.

Therefore, the main task for today is to develop, using
national and international requirements, organizational sup-
port, regulatory and guidance documentation that would cre-
ate a fully-fledged infrastructure in the Russian Federation
that implements the national institution of FS requirements
compliance verification.

In March 2016 the Voluntary Certification System in
the Field of Functional Safety (registration number ROSS
RU.31461.04IDD0) was registered in the unified register
of voluntary certification systems of the Federal Agency
on Technical Regulation and Metrology. It certifies safety-
related systems (SRSs), their components, related products,
functional safety management systems of organizations
and/or subdivisions that develop, produce and use SRSs:
hazard and risk analysis, design, manufacture, instal-
lation, putting into operation, maintenance and repair,
modernization, decommissioning of SRSs, safety-related
systems development, manufacture and application tools.
The FS certification authority is also to be accredited by
the National Voluntary Certification System of the Russian
Federation.
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