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Nowadays, new developments widely use computer base in railway signalling and remote control
systems, which extends their performance features and makes it possible to implement and provide
wider functionality for operating systems. At the same time, however, development, verification
and subsequent operation of these systems should correspond and satisfy to the safety level adopted
in railway industry. Traditionally, railway signalling and remote control systems used relays, when
the construction was based on the principle of hardware implementation of safety functions, while
computer-based systems are hardware-software complexes (HSC) in which the majority of functions
are implemented in software. At the same time the use of COTS technologies prevails in constructing
modern computer-based railway signalling and remote control systems, whereas the development of
software (SW) is the most complicated element of these systems. Besides, for computer-based railway
signalling and remote control systems there are no uniform, universal and generally accepted methods
of safety proof, and in this reference one should apply a complex of methods and means to increase
a safety level at all stages of a system life cycle, and an urgent task is the development of new safety
case techniques.

One of the possible ways of search for errors and improvement of SW quality within the framework of
a used complex of approaches is the demonstration of correctness, which belongs to formal methods [1]
and is successfully used for verification of microprocessor devices on the Belarus railway [2, 3, 4]. For
the systems associated with safety, standard IEC 61508 has a range of safety integrity levels from SIL
1 up to SIL 4, and railway systems should correspond to the most rigorous level SIL 4, which urgently
recommends application of formal methods for critical control systems [5].
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As the demonstration of correctness, formal methods can be applied for ready-made SW as well as at
early stages of development of the entire HSC, but in any case, one of the first steps of verification is the
definition of a safety function subject to the demonstration of correctness [4, 6].

A safety function represents a formalized condition in relation to verified system, whose satisfaction
allows us to make the conclusion about a function safety of railway signalling and remote control sys-
tems. For the same HSC, a safety function can be defined differently, and a condition to be satisfied can
be chosen at different stages of a system life cycle.

The development and application of SW as well as a number of studies show that the later the error is
detected, the more difficult is to reveal and correct it, and more problems can be caused by such error [7, §].
It should be noted that the correction of errors made at the stage of preparing system requirements is ten
times more expensive than that of errors made during system implementation [9, 10]. The definition of a
safety function, which belongs to formalization of a problem to be solved, is a specification in relation to
the demonstration of correctness and possesses the same properties, as the statement of requirements for
SW development. The potential errors made at the stage of defining a safety function, negatively influ-
ence the quality of verification and can lead to distortion of results of correctness demonstration and, as
a consequence, to its full revision.

Fig. 1 shows the sequence of safety analysis stages with defining a safety function.
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Fig. 1. Sequence of safety analysis stages

Conditions for defining a safety function are defined at the stage of validation based on the characteris-
tics of components used, a variety of methods used, safety strategy and practical experience in the subject
domain under consideration [ 11]. The given process is independent of the subsequent verification: it defines
test parameters and forms the initial data, based on which a safety function used in the demonstration of
correctness is specified. If errors are made at the validation stage, or behavior features influencing safety
are not considered, then it directly influences the quality of a subsequent verification. Also, however ef-
fective and diverse methods and means were used during correctness demonstration, they are not capable
to reveal and correct problems made during designing as they work according to the same specification,
and the end user only can identify an error made at the stage of preparing requirements.
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The global experience of application of safety critical systems shows that accidents and disasters occur
because of a set of factors, and the significant part of incidents take place due to mistakes made at the
stage of preparing system requirements [11, 12, 13]. For example, there are a lot of reasons why a sea ship
can be subject to risks: collision with an iceberg, corrosion, explosion of cargo, etc. It is not necessary for
engineers to know all sources of risks, but at the same time the formalized decisions for minimization of
hazards can be taken during designing: a ship should stay afloat at the specified limit quantity of leaks,
saving means should be available, and preliminary actions should be carried out. The steamship Titanic
was designed to stay afloat in case of flooding 4 or less first compartments, and this can be named as a
safety function. Unfortunately, collision with an iceberg led to flooding of the five first compartments
[11]. A safety function was set based on practical experience and knowledge of that time and upon its
definition the system was designed on its basis. But, as the history shows, such approach does not mean
that all possible hazards are eliminated.

When designing systems, one can accept implicit assumptions, which directly are not related to func-
tional safety but can affect the operation of the whole HSC. For example, an assumption that trajectories
of aircrafts will always be above a sea level can lead to SW errors during flights above territories that are
below a sea level and to failure of the whole system [14].

Safety conditions of system operation can differ in case of changes of environment or operating
conditions that are urgent for railway signalling and remote control systems, and in particular it
substantially show itself in case of transition from relays into computer base. For example, when
carrying out safety tests of circuits of a route-block relay interlocking, checkout of dependences
on point-track sections is carried out once, irrespective of the position of points which are included
in the section, and also irrespective of the type and direction of a route set through a section. In-
dependence from the listed factors is conditioned by properties of the first class reliability relay
and circuitry for interdependence checkout. However, in case of application of computer base
with symmetric failures, HSC does not possess the same properties, and SW verification should
be carried out in view of all possible alternatives, which can exist in considered conditions of
functioning, with all possible failures of microelectronic elements, according to respective stand-
ards, taken into account.

Thus, one of the validation problems is the definition of conditions subject to checkout, and features of
the given process are such that after formalization there is no unambiguous criterion and confidence that
the adopted function to be proved and demonstrated is necessary and sufficient [15]. During subsequent
development or safety analysis it can be found out that the framework set is too strict and it is impossible
to carry out correctness demonstration, or on the contrary, the framework is too weak, and thus the prob-
ability of detection of SW errors decreases.

Railway signalling and remote control systems possess complexity, due to which strict conditions of ac-
cepted safe behavior are complex in formalization, and thus their definition can demand a lot of resources
and there is a greater probability to make errors. In order to solve the given problem, one can define such
safety function where the given disadvantages are absent. Besides, when developing and demonstrating
the correctness, there is no necessity in rigorous selection of a safety function — it can be any function
satisfying to the conditions presented in Fig. 2.

The description for the specified areas is:

A — For some reason, the system has not met the condition of a demonstrated safety function, but it
has not led to a hazardous failure;

B — The system behavior satisfies to the safety function condition.
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Fig. 2. Selection of safety function for demonstration

Thus, the demonstrated safety function should always be the same or more rigorous than acceptable
safe behavior. The behavior of a system under development should satisfy to the condition of a demon-
strated safety function.

The experience accumulated by the authors as regards verification of safety critical objects of railway
signalling and remote control systems shows that the definition of a demonstrated safety function for
developed and existing HSCs should be carried out on the basis of:

— applied safety strategy — for example, during the design stage the strategy of application of logical
elements with asymmetrical failures (/,-reliable elements) can be used and the system should follow it
during the whole life cycle [16];

— safety requirements for the whole system — for example, the verified component should stand up to
the specified time ranges of signals of interaction with other system components;

— safety requirements for HSC under consideration — for example, the system shall keep invariant and
pass into a safe state in case of internal failures.

Thus, the result of verification is the proof that the properties of SW under consideration meet safety
requirements for it and for its environment, and also are coordinated with the used safety strategy.

The definition of a demonstrated safety function can be made only on the basis of requirements specifi-
cation (RS) of a developed HSC, but in this case, safety function formalization may turn out to be difficult
and labor-intensive process. In this connection the transition to the demonstration of a more rigorous
safety function rather than that was defined based on safety requirements specified in RS and considering
the completeness of hazardous failure criteria.

The consideration of requirements for a system as regards a safety strategy, safe internal behavior and
coordination of interaction with external components allows us to break down a demonstrated integral
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function faster and more effectively into equivalent but simpler functions that reduces the complexity of
verification and improves its quality.

The statement of a safety function is not a final decision, and if necessary a safety function can be
changed to any other one satisfying to the conditions shown in Fig. 2. The experience of verification
shows that transition to other safety function should be carried out when in terms of new consideration
the system behavior becomes:

— more determined — It is possible to tell more accurately how the system behaves in those or other
situations;

— less complex — there is reduction of costs of safety analysis and time required to understand proc-
esses taking place in the system.

The basic methods used by the authors to change a safety function are its extension (easing, weaker
definition) and narrowing (strengthening, more rigorous definition). Also, a safety function can be changed
not as rigorous easing or strengthening, but in any case it should keep within the framework of accept-
able safe behavior (see Fig. 2).

Let us consider three functions of safety 1}, f, and f,, each depending on a vector of arguments o and
having a range of true/false values. Then strengthening of function f, is the transition to such functionf,
when conditions (1) and (2) are met:

V (fi(o) = true) fy(o) = true (1)
3 (fy(a) = true) fi(a) = false. 2)
The easing of function £, is the transition to such function f; when the following conditions are met:
V (fi(o) = true) fy(o) = true 3)
3 (fy(a) = true) fi(a) = false. 4)
Thus, the easing of a function consists in the transition from one function f, to another functionf, in
such a manner that always when f; is true, then f; is also true, but at the same time there are such true

values f, when f, is false. Strengthening is similar to return transition. Graphically relations between
functions are shown in Fig. 3.

Fig. 3. Strengthening and easing of safety functions
Let us consider an example of safety functions whose choice can affect the demonstration of cor-

rectness. We shall assume that there is HSC SW whose whole functionality is carried out in a closed
cycle where each subsequent execution should be distinguishable from the previous one and for this
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purpose the identifier id is stored in the memory. We shall believe that the number of cycles is finite
and each of them is numbered sequentially in time from / up to n, and, accordingly, there is a set of
identifiers o = {id, id,, ..., id, }.

For the case under consideration we shall introduce several alternatives of a safety function. The first
example:

fi(a) =true,V (ie N, i<n) id #id_,

The given function guarantees the difference of the identifier from the previous one and can be used
for safe updating of the input information.

The second safety function ensures uniqueness of the identifier for all operating time of HSC from the
moment of its operation start and can be used for updating of the information, which takes place not on
each turn of a full cycle:

fo(o) =true, ¥V (i#je Ny i,j<n) idl.yéidj

The following safety function ensures that each subsequent identifier is exactly by 1 more than the
previous one and this function can be used for quantity calculation of full cycles between events:

fi() =true, ¥V (ie Nyi<n) id, , =1+id

Function f; is more rigorous than function f,, which in turn, is more rigorous than function f;.

To verify a more rigorous function is more complicated than to verify a weaker function as a lot of re-
sources is spent for it and it is not always possible. But, if there is an opportunity, then it is recommended
to demonstrate correctness of a more rigorous function as it has the following positive effects:

— obtaining more exact representation of how the system operates — its properties and behavior are
defined more strictly;

— reducing complexity of analyzed operation and by that increasing the probability of detection of
errors;

— proved or demonstrated functions can be further used for more effective implementation of other
correctness demonstrations for HSC under consideration.

However, in case of safety analysis when it is impossible to demonstrate correctness in the offered
form or there are no resources for carrying out such amount of works, the easing of a verified function is
possible provided that it will allow us to making a conclusion about SW safety.

The definition of a safety function for verification purposes is an important stage of safety analysis and
its choice represents a trade-off between available resources and properties to be demonstrated. Practice
shows that we can avoid a trade-off only in case when a system is prepared to be verified, when problems
of safety function definition are solved before stages of development and designing, which is only pos-
sible for HSC to be designed and developed [4, 6].

The described definition of safety function choice has been tested on verification of SW for commu-
nication devices with outdoor devices of railway signalling and remote control systems, such as remote
control units 16-1 [2], optical LED systems [3] and TU-8B and TC-16B multiprocessing units of “Iputj”
computer-based interlocking [6].

Thus, the developed general principles of safety function construction allow us to improve the formali-
zation of specifications of safety cases for HSC SW as part safety critical systems, and the problem of a
safety case 1s simplified if during designing the methods of development of testable SW are used.
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