
39

Steganalysis of the methods of concealing information 
in graphic containers
Yaroslav L. Grachev1*, Valentina G. Sidorenko1, 2

1 Russian University of Transport, Moscow, Russian Federation, 2 HSE University, Moscow, Russian Federation
*yaroslav446@mail.ru

Abstract. Aim. Today, there is a pressing matter of protection against steganography-based 
attacks against information systems. These attacks present a danger as they use the most 
common data files – especially graphics files – as containers that deliver malicious code to a 
system or cause a leak of sensitive information. Developing methods of detecting such hidden 
information is the responsibility of a special subsection of steganography, the steganalysis. 
Such methods should be extensively used in computer forensics as part of security incident 
investigation, as well as in automated security systems with integrated modules for analysing 
data files for malicious or dangerous information. An important feature of such activities is the 
need to examine a wide variety of elements and containing files. In particular, it is required 
to verify not only the colour values of the pixels in images, but their frequency characteristics 
as well. This raises a number of important questions associated with the best practices of 
applying steganalysis algorithms and making correct conclusions based on the outputs. The 
paper aims to briefly analyse the most important and relevant methods of steganalysis, both 
spatial and frequency, as well as to make conclusions regarding their performance and ways 
to analyse the outputs based on the test results of the software that implements such meth-
ods.  Methods. The steganalysis of concealment within the least significant bits of an image’s 
pixels uses Pearson’s Chi-square statistical analysis, as well as the Regular-Singular method 
that involves signature analysis of pixel groups and analytical geometry tools for estimating the 
relative volume of the hidden message. The Koch-Zhao method of steganalysis is used for the 
purpose of detecting information embedded in the frequency-domain image representation. 
It also allows identifying the parameters required for extracting the hidden message. Results. 
A software suite was created that includes the software implementations of the analysed meth-
ods. The suite was submitted to a number of tests in order to evaluate the outputs of the exam-
ined methods. For the purpose of testing, a sample of images of various formats was compiled, 
in which information was embedded using a number of methods. Based on the results of the 
sample file analysis, conclusions were made regarding the efficiency of the analysed methods 
and interpretation of the outputs. Conclusion. Based on the test results, conclusions were 
made on the accuracy of the steganalysis methods in cases of varied size of the embedded 
message and methods of its concealment. The patterns identified with the help of the analysis 
outputs allowed defining a number of rules for translating the outputs into conclusions on the 
identification of the fact of detection of hidden information and estimation of its size.
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Introduction

Currently, graphics files and data account for a significant 
share of the network traffic and can be found everywhere, 
not only as images posted at various network resources, but 
also as elements of graphical interfaces and design solutions, 
components of more complex data formats, and many more.

At the same time, the recent years saw a significant 
growth of malicious software that attacks information sys-
tems using steganography, i.e., methods of concealing the 
fact of transmission of a secret message [1]. Normally, such 
attacks use image files as containers for delivering poten-
tially hazardous data. That is due to the fact that significant 
amounts of data can be concealed within them without 
making any distortions visible to the human eye.

Steganalysis is one of the disciplines of steganography 
that studies the ways of detecting secretly transmitted in-
formation within an analysed information object. Secretly 
transmitted information is usually understood as information 
concealed using certain steganographic methods. Addition-
ally, steganalysis also studies the ways and feasibility of 
extracting concealed information in the process of its detec-
tion in the absence of the required input data [2].

Despite the great variety of algorithms of concealing the 
fact of information transmission in graphics files, almost all 
of them come down to a number of basic steganographic 
methods. Those include the method of concealing within 
the least significant bits of pixels, as well as the Koch-
Zhao method that encodes information within an image’s 
representation in the frequency domain [2, 3]. Most other 
steganographic methods are modifications or variants of 
those two.

In order to enable the detection of information con-
cealed using the above methods, a number of steganalysis 
techniques have been developed, whose software imple-
mentation allows automating the process of analysis and 
conducting it without any human involvement (unlike, for 
example, in the case of various visual attacks).

1. Methods of steganalysis

1.1. The Chi-square method

A method of attacking a stegosystem using Chi-square 
analysis was proposed and described by Andreas Westfeld 
and Andreas Pfitzmann in 1999. This method is designed 
for detecting information concealed through the method of 
least significant bits (LSB).

First, the concept of pairs of values (PoV) is introduced. 
Each pair of values is a pair of bytes that encode the colour 
intensities that differ by only one least significant bit. Es-
sentially, the LSB method performs transformations within 
such pairs, changing, if necessary, the byte value from the 
original to the “adjacent” one in the respective PoV [4].

The idea of this method of analysis is based on the as-
sumption that, within an empty container, the probability 
of a simultaneous appearance of both values of each pair 

is low. Therefore, significantly different is the number of 
colour intensity values that differ by the least significant bit 
[4]. In other words, for an empty container, the difference in 
the number of occurrences of the two values of a single pair 
is significant. Therefore, it is for all POVs. The number of 
occurrences of each value is also called frequency.

As the theoretically expected distribution, the sequence of 
the arithmetic mean frequency values of all pairs is chosen. 
Since, in case of concealmen t in the LSB, the frequencies 
are only redistributed within a pair and the sum of the pair’s 
frequencies remains unchanged. Therefore, the arithmetic 
mean frequency value within the PoV remains constant.

The observed sample is understood as a sequence consist-
ing of only the even or only odd values of all PoVs, which 
is due to the requirement of further comparison of the dis-
tribution of such samples with the theoretically predicted 
distribution as part of Chi-square criterion calculation. In this 
context, the only relevant factor is the difference between a 
pair’s mean frequency and any frequency observed within 
such pair.

Thus, the theoretically expected sequence of values made 
up of pair averages is such for both an empty and a populated 
container. The degree of similarity between the distribu-
tion of the observed sample and the theoretically expected 
distribution thus becomes the measure of the probability of 
a steganographic embedding within a container. If a Chi-
square estimate allows concluding that the deviations from 
the theoretically expected distribution are insignificant, that 
strongly suggests the presence of embedded information.

This method of steganalysis is more efficient if applied 
not to an entire image, but parts of it. In most cases, the 
image is divided into blocks of about 1% of the total image 
area or into conventional lines of the pixel matrix. The latter 
method allows seeing the approximate beginning and end 
of the sequentially embedded message.

Although the smallest visible distortions are caused by 
changes of the blue colour channel pixels, the methods of 
concealing in the LSB allow using all three channels simul-
taneously due to the fact that the human eye poorly detects 
colour changes in case of inversion of the least significant 
bits of a pixel [5]. In this context, the average probability 
of concealed information should be calculated for all three 
colour channels of an analysed image block. Even if con-
cealment was only done in a single channel, the average 
probability will be noticeably non-vanishing and will allow 
concluding on the presence of concealed information within 
such block of pixels.

1.2. The RS method

The Regular-Singular method for identifying stegano-
graphically concealed messages was proposed by Andreas 
Pfitzmann, Jessica Fridrich and Miroslav Goljan in 2001. 
The method is based on the analysis of disjoint groups of 
n adjacent pixels. n is even [6]. Once the groups have been 
identified, a regularity function is introduced. That is a func-
tion that corresponds a single real number to a single group 
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and shows the regularity of the group’s pixels. The value 
of the regularity function should be greater the noisier the 
pixel group is.

As the regularity function, the sum of absolute differ-
ences (sum of value differences) of adjacent pixels of a 
group is chosen:

 
, (1)

where G is a pixel group;
gi is the i-th element of the pixel group G;
n is the number of pixels in the group.
After calculating the regularity values for all groups 

of the analysed image, a group of flipping functions is 
defined. Those functions correspond to the following set 
of properties:

1) ;;
2) ;
3) ;
The group of flipping functions F consists of the direct 

Fdr, the inverse Finv and the zero F0.
The flipping functions emulate the addition of reversible 

noise, amplify outliers in a group and reduce its regular-
ity [2].

In order to apply those functions (also called “flipping”) to 
the values of a group’s pixels, a mask is used that describes 
the group of flipping functions applied to the pixel group. 
A mask is a group of n values, each of which is selected out 
of three: –1, 0 or 1. Each of them encodes one of the three 
flipping functions: value “–1” corresponds to Finv, “0” cor-
responds to F0, “1” corresponds to Fdr. Thus, in the process 
of flipping, a pixel of a group is subject to a flipping function 
that corresponds to it in the mask.

Upon the application of flipping functions to a group, 
the current values of the regularity function are compared 
to those before the flipping. Based on that comparison, 
the group belongs to one of the classes: regular, singular, 
unusable:

if f(F(G))>f(G), then f∈R (the group is regular);
if f(F(G))<f(G), then f∈S (the group is singular);
if f(F(G))=f(G), then f∈U (the group is unusable).
For each group, flipping is done twice, i.e., with a direct 

and an inverted mask. Upon the classification for all groups, 
a number of quantitative characteristics are calculated:

number of regular groups for mask M: RM;
number of singular groups for mask M: SM;
number of regular groups for inverse mask –M: R–M;
number of singular groups for inverse mask –M: S–M.
All the above characteristics are defined as relative values, 

i.e., as percentages of the total number of groups k. Thus, 
 and . The fundamental hypothesis 

of this method is the assumption that in an empty container, 
the numbers of single-class groups for the regular and in-
verse mask are:  and .

Fig. 1 shows a typical representation of what is called an 
RS diagram, a graph of values RM, SM, R–M and S–M depending 
on the number of pixels with inverted LSBs in the image [6]. 

P in Fig. 1 and further refers to the percentage of population 
of a stegocontainer with a concealed message (relative length 
of message). Plotted on the x axis is the percentage of pixels 
with inverted LSBs, plotted on the y axis is the percentage 
of groups of regular and singular classes of the direct and 
inverted masks (out of the total number of groups).

Fig. 1. RS diagram

Based on the information on this typical behaviour of the 
graphs of quantitative characteristic of the groups, further 
calculations are performed that allow estimating the relative 
length of the concealed message.

If the relative length of the concealed message is p, then, 
since p is a random bit stream, on average, p/2 LSBs are 
inverted in an image. In such case, a 100% population of a 
stegocontainer causes a situation when p/2=50%. The inver-
sion of a half of the LSBs means that the difference between 
the number of regular and singular groups will come down to 
zero. Then , which can be seen in the RS diagram.

The numerical measurements of the groups correspond 
to the points of the RS graph RM(p/2), SM(p/2), R–M(p/2) and 
S–M(p/2). The calculated numerical characteristics of the 
groups for the same image after all of its LSBs have been 
inverted will correspond to points RM(1–p/2), SM(1–p/2), 
R–M(1–p/2) and S–M(1–p/2).

Then, the RS method suggests approximating the curves 
that pass through points R–M(p/2), RM(1–p/2) and S–M(p/2), 
S–M(1–p/2) respectively, with straight lines. The curves that 
pass through points SM(p/2), SM(1–p/2) and RM(p/2), RM(1–
p/2) are approximated with square parabolas subject to the 
existing points of intersection of lines and parabolas. A pa-
rabola and a line that correspond to the same mask have an 
intersection point on the x axis of the RS diagram, while the 
parabolas, as it was mentioned above, intersect if p/2=50%.

In order to estimate the relative length of the message p, 
a system of 11 equations with 11 unknown variables must 
be solved. Such variables are two coefficients for each of 
the two lines, three coefficients for each of the two parabo-
las and the value p. The system includes 8 straight-line or 
parabola equations for the 8 previously found points, 2 
equations for the intersection points of parabolas and cor-
responding strait lines and an equation for the intersection 
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point of parabolas. The system’s solution allows finding 
the value p [6].

The key feature of the RS method is that it analyses the 
quantitative characteristics of small groups of pixels. Due 
to that, it, while not being able to detect the area of potential 
embedding, can detect a concealment made in random bits, 
rather than sequentially.

1.3. Steganalysis using  
the Koch-Zhao method

This type of analysis is intended for detecting mes-
sages embedded into container images using the Koch-Zhao 
method. The method searches for information encoded in 
the frequency-domain representations of images.

The frequency-domain representations of an image are 
generated by calculating the discrete cosine transform (DCT) 
coefficients, for which the image is divided into blocks of 
8×8 pixels, upon which a bivariate DCT is performed on 
each block producing a matrix of 64 coefficients [7].

In the resulting matrix, the coefficient in the upper left 
corner that corresponds to the zero frequency (matrix ele-
ment indexed (0; 0)) is called the DC coefficient. It defines 
the primary shade (average colour intensity) of the entire 
block. All other resulting coefficients are called AC coeffi-
cients and express the frequency of colour intensity variation 
along different directions in the selected block (horizontal 
and vertical) [8].

Thus, each matrix of DCT coefficients is divided into 
three subsets, i.e., low-frequency, mid-frequency and high-
frequency (from the upper left to the lower right corner of 
the matrix).

The low-frequency coefficients have a greater effect on 
the colour intensity of pixels. Accordingly, any variations 
and transformations to the DCT coefficients are done in the 
mid- or high-frequency regions.

One of the most important tasks that needs to be addressed 
when attempting the detection of a Koch-Zhao embedding 
is to make a correct conclusion regarding which DCT coef-
ficients were used for such embedding. Since the application 

of the Koch-Zhao method involves concealing information 
in one of the sets of mid-frequency components, the basic 
analysis operations are performed for each of these sets 
individually [9].

Since the bits of the concealed message are encoded 
through the difference between the absolute values of the 
selected coefficients, the absolute values of such differences 
for all the image blocks must be calculated first:

 , (2)

where Di(x,y) is the value of the DCT coefficient indexed 
(x, y) in the i-th block.

What is calculated at this stage is not the difference 
between the absolute coefficient values, but rather their 
absolute values. That is due to the fact that bit encoding 
is defined by crossing the threshold value P for zero and – 
P for one [9].

Despite the possibility of fluctuations in the form of dif-
ferent peak values Ci in blocks that were not used to encode 
bits of a concealed message, the actual blocks used for 
embedding are recognized by the relatively long continuous 
section of peak values.

Fig. 2 shows the histograms of values Ci for the same 
empty and populated container, respectively. Along the x 
axis are the indexes of blocks, along the y axis are the values 
Ci of the corresponding blocks.

As we can see, the histograms of the dependence of 
value Ci on the block number for an empty and populated 
containers will differ in that the latter has a step-like section.

For the purpose of obtaining the limits of the area 
containing the embedding, a sequence of modules of the 
histogram value differences is made, where the two larg-
est values should correspond to the limits of the area of 
embedding.

However, if the image is large, detecting a small con-
cealed message (especially one encoded with a low threshold 
value) may be significantly complicated due to the “random” 
peak values of sequence Ci. That may be due to the use of 
graphics formats that allow compression, the differences 
in the accuracy of DCT calculation on the encoding and 

Fig. 2. Histograms of values Ci of an empty and populated container
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analysing devices, as well as possible distortions and losses 
in the process of image transmission.

In order to reduce the probability of failure of the al-
gorithm of embedding detection due to such “noise”, the 
histograms are to be pre-analysed taking into account the 
fact that the embedded message corresponds to the continu-
ous section of the peak values, i.e., to find the longest such 
section.

Thus, it can be concluded regarding the presence of an 
embedded message and the limits of the concealed mes-
sage can be defined from the block index values. In order 
to calculate the encoding threshold, the minimal value out 
of Ci must be found within the detected area of embedding. 
This value can be used to retrieve information.

The above analysis procedures are to be performed for 
each of the assumed pairs of DCT coefficients. Normally, 
those are the following sets of coefficient pairs: (3;4) and 
(4;3), (3;5) and (5;3), as well as (4;5) and (5;4) [8]. Out of the 
obtained results, the one should be selected that corresponds 
to the highest detected value of the encoding threshold P.

2. Results of method performance 
testing

The above methods of steganalysis were tested using the 
software suite developed by the authors that implements all 
three detection algorithms.

As part of the testing program, a sample of 1600 image 
files was analysed, in which, using one of the three methods 
(serial variation of the LSB method, pseudo-random varia-
tion of the LSB method, the Koch-Zhao method), one of nine 
earlier prepared text files was concealed or no information 
was concealed at all.

For each sample file, an analysis was performed using all 
three implemented methods: Chi-square, RS and steganaly-
sis of Koch-Zhao concealment. The methods’ performance 
in the form of relative (for the first two) or the absolute (for 
the last) estimated length of the message concealed in the 
image were compared with the actual sizes of the message 
concealed in each container.

Average deviation means the arithmetic average of the 
absolute values of the difference between the detected rela-
tive size of the concealed image and the actual relative size. 
The mean deviations for the Chi-square and RS methods are 
shown in Table 1.

Table 1. Average deviations for the Chi-square 
and RS methods

Name of 
method

For empty 
containers, %

Sequential 
LSB, %

Pseudoran-
dom LSB, %

Chi-square 0.105 1.411 22.225
RS 4.055 22.996 4.403

As it can be seen, the Chi-square method has almost no 
false positives on empty containers, while RS, in average, 
shows an extremely low level of occupancy, about 4%.

It can also be seen that the Chi-square method demon-
strates good accuracy when detecting sequential embedding 
in the least significant bits (on average, the error of estima-
tion of the message size is only about 1.4%), while in case 
of pseudorandom embedding the error is slightly less than a 
quarter of the size of the container, i.e., only allows detecting 
or suspecting the fact of embedding.

Regular-Singular, on the contrary, demonstrates good 
accuracy in identifying pseudorandom concealment and 
extremely poorly estimates the size of sequentially embed-
ded messages.

In order to better evaluate the efficiency of hidden 
message size estimation using Chi-square and RS, the 
mean deviations for various rates of relative container 
occupancy were calculated. Those values are shown in 
Tables 2 and 3.

Table 2. Mean deviations for various occupancy 
rates for the Chi-square method

Occupancy 
rate

Mean deviation 
in case of sequen-

tial LSB, %

Mean deviation 
in case of pseudor-

andom LSB, %
100% 0.609 0.000

90% – 100% 2.107 26.665
80% – 90% 3.678 61.536
70% – 80% 2.851 69.184
60% – 70% 5.013 54.700
50% – 60% 3.248 52.638
40% – 50% 1.783 44.272
30% – 40% 1.761 35.669
20% – 30% 1.635 24.164
10% – 20% 1.019 13.543
0% – 10% 0.366 5.384

Based on the above findings, a number of patterns can 
be identified. The accuracy of identification of the size of 
a message that is concealed using the sequential method is 
quite high for Chi-square in case of any message size. The 
largest deviation of about 5% is observed in cases when 
containers are 60-70% full.

At the same time, Chi-square enables an extremely accu-
rate identification of the size of a concealed pseudo-random 
message if it is 100% of the size of the container. If it is 
below 100%, but above 90%, the method definitely identi-
fies an embedding, but the error of message size estimation 
is significant. If the occupancy is below 90%, Chi-square 
is not always able to detect a concealment. Its average de-
viation in some cases is roughly equivalent to the relative 
message size. If the occupancy is below 60%, Chi-square 
shows the worst results in case of pseudo-random conceal-
ment. If the occupancy is between 60% and 90%, it is able 
to identify embedding, but estimates the message size with 
enormous errors.
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RS shows good accuracy of pseudo-random embedding 
identification. However, if the occupancy is below 10%, it 
is not always able to identify a concealment (the average 
deviation is about 3.7%, while the deviation for empty 
containers is about 4.4%). If the occupancy is between 20% 
and 80%, the method demonstrates high accuracy (less than 
3% of average deviation). If the size of a pseudo-randomly 
concealed message is above 80%, the error of the RS method 
is noticeably higher. It is the greater the larger is the size 
of the embedded information. The method demonstrates a 
higher error when the occupancy is 10-20%.

While evaluating the size of a sequentially concealed 
message, RS shows far worse results and has an average 
deviation the higher the higher the occupancy rate. At the 
same time, a message size below 10% in most cases pre-
vents a clear identification of a fact of concealment (same 
as with pseudo-randomly concealed information and taking 
into account the average deviation for empty containers).

If the occupancy is above 10%, RS will estimate the size 
of the hidden message on average at about 15-30% of the 
container size, which allows making a clear conclusion of the 
fact of embedding, yet its size is identified very inaccurately.

In order to evaluate the performance of the algorithm of 
steganalysis of Koch-Zhao concealments, the number of cor-
rectly recognized images was identified, for which the algo-
rithm correctly estimated the size of the hidden message, the 
incorrectly recognized, for which the algorithm retrieved an 
incorrect, yet non-zero message size value, and the unrecog-
nised, for which the algorithm retrieved 0 in a situation when 
the image contained actual concealed information.

The above characteristics are presented in Table 4.

Using the Koch-Zhao method, all the empty contain-
ers were correctly identified as images that do not contain 
concealed information.

As it can be seen from the table, in more than 90% of 
cases the algorithm correctly identified the size of the embed-
ded message, and therefore, it could be likely extracted. In 
most other cases, the size was identified incorrectly, which 
prevents the extraction of concealed data (at least without 
manual operations), yet it allows making a clear conclusion 
regarding the presence of concealment in the frequency 
domain. 1.3% of the images remained completely unidenti-
fied, which may be evidence of a low chosen information 
embedding threshold or high level of noise that causes 
outlying DCT matrix value differences that complicate the 
identification of the embedding area.

The analysis of the test results also showed that the Koch-
Zhao steganalysis did not reveal a single case of concealment 
in the spatial domain of an image (in the least significant 
bits), while the Chi-Square and RS failed to produce a result 
that would allow identifying the fact of embedding in the 
image representation in the frequency domain.

3. Conclusions regarding the use 
of the methods of steganalysis

The above findings show that in order to obtain clear 
conclusions regarding the presence of embedded infor-
mation into least significant pixels of an image, both 
Chi-Square and RS must be used. A comparison of the 
outputs of both methods in most cases allows identifying 
the type of embedding, i.e., sequential or pseudo-random, 

Table 4. Characteristics of various result types of the Koch-Zhao concealment analysis

Result type Number Relative number
Correctly identified 277. 92.3%

Incorrectly identified 19. 6.3%
Not identified 4. 1.3%

Table 3. Mean deviations for various occupancy rates for the Chi-square method

Occupancy rate Mean deviation in case 
of sequential LSB, %

Mean deviation in case 
of pseudorandom LSB, %

100% 70.501 11.593
90% – 100% 67.184 8.060
80% – 90% 57.385 4.112
70% – 80% 50.704 1.806
60% – 70% 40.795 1.638
50% – 60% 29.291 1.264
40% – 50% 21.286 2.977
30% – 40% 11.476 2.985
20% – 30% 6.277 2.166
10% – 20% 5.254 3.832
0% – 10% 3.894 3.722
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as well as more or less accurately estimating the size of 
the message.

If the Chi-square estimate is below 0.1% and the RS 
estimate is below 4%, there is no embedding and the con-
tainer is empty.

If the Chi-square estimate is close to 100%, the container 
is fully or almost populated. If the RS estimate is about 
30% or less, the information is embedded sequentially, if 
it is about 80% or more, it is embedded pseudo-randomly.

An RS estimate of more than 30% and Chi-square 
estimate not higher than 30% indicate a pseudo-random 
embedding. If the RS estimate is less than 80%, it can be 
considered an almost accurate estimate of the size of the 
concealed message. Otherwise, it can be reliably assumed 
that the size of the concealed information exceeds 80%.

If the RS estimate is below 30%, it should be compared 
with the Chi-square estimate. The latter being times lower or 
close to zero indicates a pseudo-random embedding with the 
message size corresponding to the RS estimate. However, if 
the Chi-square estimate is approximately equal to or greater 
than the RS estimate, a sequential concealment of informa-
tion is identified. Accordingly, the size of the concealed 
data should be considered equal to the Chi-square estimate.

The above rules of output comparison and analysis used 
in the shown sequence allow covering most combinations 
of the Chi-square and RS outputs. Outputs that do not fit the 
rules indicate fluctuations that may be caused by a variety of 
factors (high image noise, extremely small image size, etc.) 
and require manual intervention to produce the final output.

The obtained conclusions are graphically represented in 
Fig. 3. p is the final estimate of the size of the concealed 
message. Shown in blue are the areas of pseudo-random 
embedding (O.2, O.4, O.5, O.7). Shown in green are the 

areas of sequential embedding (O.3, O.6). Shown in gray 
are the areas of criteria values that require further study. The 
white area (O.1) indicates an empty container.

The implemented method of frequency domain steganaly-
sis in most cases allows detecting concealments made using 
the Koch-Zhao method, however, the size of the concealed 
message can in a number of situations be identified incor-
rectly. Therefore, in some cases, extracting information 
concealed in the frequency domain may require a manual 
intervention in the form of expert analysis of the histograms 
of DCT coefficient difference.

Thus, these rules and conclusions can be used in integrat-
ed security systems or individual image analysis modules, 
automatically detecting potentially hazardous graphics files 
that can carry embedded malicious code or sensitive data.

Conclusion
The conducted study of the methods of steganalysis 

enabled their software implementation as a single suite. 
The suite’s testing on a sample of 1600 image files allowed 
assessing the overall efficiency of the methods, the average 
errors in the estimation of the length of embedded mes-
sages. The tests revealed a number of patterns, a depend-
ence between the outputs of the methods and the size of the 
hidden messages. The revealed patterns lead to a number 
of conclusions regarding the performance of the examined 
methods of steganalysis. They allow correctly evaluating 
the obtained estimates of the size of hidden information and 
making conclusions accordingly.

These patterns and conclusions simplify the work of 
computer forensics experts who use these steganalysis 
techniques to analyse images. They can also serve as re-
search criteria when graphics files are analysed for hidden 
information in automated information security systems or 
their steganalysis modules designed to prevent information 
leaks through steganographic channels or steganography-
based attacks.

As part of the software suite development, the analysed 
methods of steganalysis were adapted to the existing graph-
ics formats that use the TrueColor colour storage format. 
Besides the detection of concealment in the LSB, estimation 
of the area and approximate threshold of information embed-
ding into the representation of an image in the frequency 
domain, the suite also enables automatic attempts of extract-
ing such information even from significantly noisy images. 
The conclusions regarding the specificity of the examined 
steganalysis methods in the form of rules for comparing joint 
analysis outputs allow fine-tuning the criteria of security 
systems or traffic analysers for the purpose of preventing 
information security incidents.
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