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Abstract. Aim. JSC RZD is one of the largest and most advanced companies in Russia who 
actively deploys and uses best practices in asset and risk management. In 2010, the railway 
industry initiated the project for the management of resources, risks and dependability at life-
cycle stages of railway facilities (URRAN) that is currently under way. The aims of this paper 
are to overview the asset management tasks covered by URRAN; examine the marketed IT 
tools designed to address such problems; present the progress of the URRAN project in terms 
of process automation implemented by JSC RZD in light of the international best practice and 
the specificity of the Company. Methods. The preparation of this paper involved empirical 
and theoretical research. The authors analysed the URRAN project’s package of guidelines 
and regulations, public information on the globally available software products enabling asset 
management, as well as the program documentation of the EKP URRAN automated system. 
They analysed the functionalities and and engineering solutions used in the development of 
this automated system. The results of the EKP URRAN deployment and practical application 
by units and branches of JSC RZD were evaluated. Results. Asset management involves us-
ing Enterprise Asset Management Systems (EAMS) specially designed to suit the needs of 
specific companies or mass-produced “out-of-the-box” systems, e.g. SAP ERP, IBM MAXIMO, 
ABB AbilityТМ and SimeoTM that are examined in the paper. The EKP URRAN implements a 
single information space that is a decision support tool for the asset management system as 
it possesses the required regulatory and procedural resources, hardware and software assets 
intended for comprehensive management of assets and processes for the purpose of efficient 
railway service. In the future, the EKP URRAN is to become part of the Digital Platform for Risk 
and Traffic Safety Management deployed in JSC RZD and will comprise modules that imple-
ment dynamic predictive analytics models for the purpose of predicting undesirable events 
involving infrastructure and rolling stock that may disrupt traffic safety. Conclusions. Further 
development of the EKP URRAN will soon provide all levels of company management with an 
efficient tool that allows, in the context of limited resources, making substantiated managerial 
decisions and rational investment allocation. The EKP URRAN is an asset of JSC RZD designed 
to be used by the managers and specialists of various JSC RZD units. It can be implemented 
as a standalone IT product for the purpose of developing and deploying an asset management 
system in various railway companies.
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Introduction

JSC RZD is one of the largest and most advanced compa-
nies in Russia who actively deploys and uses best practices 
in asset and risk management [1, 2]. However, it must be 
understood that a railway system is not only multi-industry, 
but also multilevel. Each system or service have independent 
managerial goals and tasks, internal and external connec-
tions, which is the reason for the great amount of information 
and data management flows that circulate both between the 
system’s layers vertically, and horizontally, covering the 
corresponding geographically distributed entities of the 
adjacent services and directorates.

Based on the international experience and taking into 
consideration the specificity of JSC RZD, the project for 
management of assets, risks and dependability at lifecycle 
stages (URRAN) was started and is now under way.

In terms of methodology development, the URRAN 
project started in 2011 and is undergoing continuous im-
provements by assimilating the obtained experience and 
taking into account the rapid technological developments.

As part of the project, a process of comprehensive man-
agement of operational dependability and safety of railway 
facilities has been introduced that is composed of three 
interconnected components:

- risk-based management methodology of railway facility 
maintenance, structural unit activities, dependability and 
safety of the transportation process;

- the system’s regulatory and procedural framework;
- computerization of data capture and processing, tech-

nical asset management, automation of all guidelines and 
regulations developed as part of the URRAN project.

Fig. 1 shows the key landmarks of the URRAN project 
development from the concept to a working information 
system.

The standards and regulations developed as part of the 
URRAN project include more than 150 regulatory docu-
ments covering various aspects of asset management and 
activities of the branches of JSC RZD. Those include 
GOST, GOST R, industry standards (STO) and methods. 
The documents cover:

- infrastructure facilities (track and structures, signalling, 
electrification and power supply, communications);

- rolling stock (locomotives, EMUs and DMUs, cars 
and wagons);

- additional functions related to fire, environmental safety 
and labour protection, train traffic safety.

The methodology and know-how of the URRAN project 
were repeatedly covered in the Dependability Journal, e.g. 
[3, 4, 5, 6, 7].

As noted in [1], the introduction of the asset manage-
ment system is impossible without the deployment of IT 
tools. Normally, automated systems like EAMS are used for 
purposes of asset management. Such systems can be either 
purpose designed for a specific company, or mass-produced 
“out-of-the-box” solutions. A great number of such systems 
have been developed worldwide. We will note the main ones 
that are used in the railway industry.

1. SAP ERP, the best-known enterprise resource planning 
software developed by SAP SE (Germany). The introduction 
of SAP ERP includes the development and implementation 
of the following processes:

– maintenance of reference information (RI);
– overhauls and maintenance; 
– annual maintenance planning;
– operational planning; 
– work performance and accounting for actual costs; 
– maintenance management.
The functional scope of the software includes: 

Fig. 1. URRAN project history
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– automated equipment data management (functional 
locations, equipment units, classification, specification of 
technical facilities, etc.);

– equipment record-keeping;
– maintenance of databases of standards and directories 

on equipment maintenance and repair (EM&R); 
– calculation of required materials, assemblies, spare 

parts and preparation of purchase requests in the required 
quantities and ranges; 

– record-keeping and performance control of repair ac-
tivities, including performance control of executed repairs, 
confirmation of the actual number of hours spent on repairs, 
release of materials, etc.; 

– procurement management (procurement scheduling in 
order to ensure timely delivery of materials and parts for 
equipment repair and maintenance);

– planning of manpower and other types of material 
resources required for EM&R; 

– efficient allocation and adjustment of repair costs per 
selected indicators (business unit, time period).

This software product is used by such railway companies 
as IrishRail (Ireland) and Infrabel (Belgium).

2. Maximo Asset Management, a software solution by 
IBM (US) designed for the purpose of managing all types of 
assets regardless of their location. Within the IBM Maximo, 
six interconnected functional blocks can be distinguished 
that enable a complete life cycle of enterprise asset manage-
ment and maintenance:

– asset management;
– procurement management;
– contract management;
– material management;
– work management;
– service management.
This system is used by Network Rail (UK) and Trafik-

förvaltningen (Stockholm Public Transport Administration, 
Sweden).

3. ABB Ability™ (ELLIPSE), AVV’s (Switzerland, 
Sweden) industrial automation software solution that 
allows optimizing process control, improving energy 
efficiency and productivity (through reduced operating 
costs, longer equipment life, better dependability and 
responsiveness).1

This software is also used by Network Rail (UK).
4. The SimeoTM software suite by the Oxand consult-

ing company holds in its database reference information 
on more than 600 types of assets, analysis of 70000 km 
of railway infrastructure and more than 40 million m2 of 
real estate. The system implements a decision-support 
module that uses accumulated statistical data on vari-
ous types of technical assets for the period of 15 years. 
The primary key indicators for decision-making are the 
RAMS indicators.

1 Available at: https://new.abb.com/cpm/production-op-
timization/eam-enterprise-asset-managment-systems 
( accessed 17.01.2021)

Yet most railway companies prefer custom-designed 
asset management software. ADIF (Spain), VAYLA 
(Finland), ÖBB (Austria), as well as JSC RZD made 
that choice.

As the vast regulatory framework of the URRAN project 
implies the collection of a large amounts of statistical data, 
as well as a lot of calculations involving large volumes 
of data on various facilities (assets) and structural units 
of services, JSC RZD is actively automating such stand-
ards and regulations using the URRAN Single Corporate 
Platform (EKP URRAN). As of today, about 35% of all 
documents have been automated (mainly in the area of 
dependability analysis, risk assessment and structural unit 
activities, as well planning of maintenance and lifecycle 
cost assessment).

1. EKP URRAN architecture

The purpose of the system’s development is to imple-
ment adaptive management of railway facilities mainte-
nance at the lifecycle stages or a business process based 
on the compliance with the criteria of dependability, safety 
and economic efficiency of the operation using the risk-
oriented approach.

The primary processes implemented in the EKP URRAN 
include:

– collection and processing of information on failures, 
pre-failures and critical parameters of railway facilities;

– assessment of wear, residual operating life and limit 
state of railway infrastructure facilities;

– standardization of dependability and safety indicators 
of railway facilities;

– analysis and prediction of actual dependability and 
safety indicators of railway facilities;

– assessment of risks related to technology depend-
ability, traffic safety disruptions, occupational and fire 
risks;

– evaluation of railway infrastructure life cycle cost;
– evaluation of JSC RZD business units performance 

subject to the results of activities aimed at ensuring depend-
ability and safety of operated facilities;

– management decision support, including repair plan-
ning, maintenance resource management.

The EKP URRAN contains six functionally complete 
technical systems (hereinafter referred to as systems) and 
two enabling systems, namely:

Technical systems:
– Single Corporate Platform for Management of Re-

sources, Risks and Dependability at Lifecycle Stages of 
Railway Track and Structures (EKP URRAN P);

– Single Corporate Platform for Management of Re-
sources, Risks and Dependability at Lifecycle Stages of 
Railway Signalling Facilities (EKP URRAN Sh);

– Single Corporate Platform for Management of Re-
sources, Risks and Dependability at Lifecycle Stages of 
Railway Electrification and Power Supply Facilities (EKP 
URRAN E);
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– Single Corporate Platform for Management of Resourc-
es, Risks and Dependability at Lifecycle Stages of Railway 
Communications Facilities (EKP URRAN S);

– Single Corporate Platform for Management of Re-
sources, Risks and Dependability at Lifecycle Stages of 
Railway Motive Power Facilities (EKP URRAN Т);

– Single Corporate Platform for Management of Re-
sources, Risks and Dependability at Lifecycle Stages of 
Railway Motor Unit Facilities (EKP URRAN MV).

Enabling systems:
– Single database of calculated indicators of depend-

ability and functional safety, risk assessment for com-
prehensive assessment of the condition of infrastructure 
and rolling stock that is a database management system 
(DBMS) enabling:

a) storage of primary characteristics of railway power 
supply facilities, track superstructure, telecommunications, 
signalling, data on locomotives and motor units;

b) storage of data on accidents, failures and incidents that 
occurred with the facilities of railway power supply, track 
superstructure, telecommunications, signalling, locomotives 
and motor units;

c) storage of data on performed repairs obtained from 
related systems;

d) storage of user-added lifecycle cost data;
e) storage of calculated dependability data (actual and 

standard);
f) storage of reference information.
– The external automated system interaction mod-

ules are intended for the collection and processing of 
primary information from related systems that calculate 
the actual and standard dependability indicators, assess-
ment and monitoring of risk levels, residual life assess-
ment, evaluation of professional risks, assessment and 
monitoring of fire risk, rating service units activities, 
overhaul planning.

The functional configuration of the EKP URRAN is 
shown in Fig. 2.

The EKP URRAN contains two load balancing servers 
(primary and standby), primary and standby servers hosting 
virtual application servers, as well as virtual database serv-
ers. Additionally, the EKP URRAN includes a primary and 
a standby synchronization servers (see Fig. 2).

The load balancing servers automatically switch re-
quests from one application server to the other if one of 
them fails.

Each application server is equipped with virtuliza-
tion tools.

For each application (URRAN E, URRAN P, URRAN S, 
URRAN T, URRAN Sh, URRAN MV), an Apache Tomcat 
or Node.js virtual application server is configured.

The database is deployed on separate servers.
Synchronization modules (URRAN E, URRAN P, UR-

RAN S, URRAN T, URRAN Sh, URRAN MV) are config-
ured on individual Apache Tomcat virtual servers.

The application server software is implemented using 
client/server technologies. User access is through a Web 
browser.

The user workstation (WS) and administrator WS are 
a single web application with different access settings 
designed for managing the System’s interaction with ad-
ministrators and users.

The synchronization modules enable the EKP URRAN’s 
interaction with many of the JSC RZD’s primary network-
level systems:

1) Automated System for Centralized Reference Informa-
tion (AS CRI) in terms of retrieval of data from industry-
wide directories and classifiers.

2) Integrated Automated System for Technical Fail-
ures Tracking, Investigation and Dependability Analysis 
(KASANT) in terms of retrieval of data on technical 
failures.

Fig. 2. Functional configuration of the EKP URRAN
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3) Integrated Automated System for Recording, Investi-
gation and Analysis of Process Violations (KASAT) in terms 
of retrieval of data on process violations.

4) Automated Traffic Safety Management System (AS 
RB) in terms of retrieval of information on traffic safety 
disturbances.

5) Automated System for Statistical Analysis of De-
pendability Indicators and Prescriptive Management of 
Signalling Processes (AS ANPSh) in terms of retrieval 
of data on railway signalling facilities and their key 
characteristics.

6) Single Corporate Automated System for Infrastructure 
Management (EK ASUI) in terms of retrieval of data on elec-
trification and power supply facilities, track and structures, 
as well as incidents that affect them.

7) JSC RZD’s Single System for Monitoring and Admin-
istration of Communication Networks (ESMA) in terms of:

a) retrieval of data on railway telecommunications facili-
ties, incident and maintenance sheets;

b) transmission to the ESMA of data on standard and 
actual dependability indicators of railway telecommunica-
tions facilities, risks (risk matrices), integrated assessment 
of business unit activities.

8) Corporate Data Warehouse of the System for Central-
ized Processing of Driver’s Itinerary List (KIH TsOMM) in 
terms of retrieval of data on the amount of work performed 
by locomotiveы and multiple units.

9) Single Corporate Automated System for Motive Power 
Management (EK ASUT) in terms of retrieval of data on the 
number of locomotive repairs, activation of barrier functions.

10) New (Third) Generation Automated System for Op-
erational Transportation Process Management (ASOUP-3) 
in terms of retrieval of data on the number of locomotive 
and multiple unit repairs, cases of barrier function activation 
for a motive power depot.

11) Single Corporate Automated System for Workforce 
Management (EK ASUTR) in terms of retrieval of infor-
mation on accidents in operating motive power depots and 
average number of drivers.

12) Single System for Locomotive Number Tracking (ES 
PUL) in terms of retrieval of data on the inventory multiple 
unit fleet.

Effectively, the EKP URRAN represents a four-layer 
architecture. The lower layer consists of data sources (KAS-
ANT, KASAT, EK ASUI, ASRB, ESMA, AS TsNSI, AS 
ANPSh, EK ASUT, etc.). The second layer is the integration 
layer containing the data integration modules. The third 
layer is the data warehouses. It includes databases, aggregate 
functions and computational pipeline for data aggregation. 
The fourth layer is the core layer. This is the analytics layer 
that implements the URRAN methodology.

2. Technical solutions used as part 
of the EKP URRAN

The EKP URRAN employs Big Data technology.
The System’s data storage layer is based on the MongoDB 

modern document DBMS. 
The list and description of the software making part of 

the EKP URRAN hardware and software architecture is 
given in Table 1

The System’s role model implies the following user 
categories, as well as the end user rights and privileges: 

1) Administrators, including:
– users with the “Administrator” role, who are authorized 

to add users to the EKP URRAN, as well as all operations 
at all levels of the organizational hierarchy and have access 
to all subsystems of the EKP URRAN;

– technical administrators who maintain the hardware 
and software system, install updates.

Fig. 3. Report on dependability performance by power supply directorates
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2) Technical users, including:
– users with the “RI editor” role can perform all opera-

tions at all levels of the organizational hierarchy and have 
access to all sections of the EKP URRAN except “Admin-
istration”;

– users with the “Information user” role are authorized 
to, depending on the access level, generate calculation 
parameters in all subsystems, generate and print reports, 
view RI.

– users with the “Technical user” role are authorized 
to, depending on the access level, generate calculation 
parameters in all subsystems, generate and print reports, 
view RI.

– users with the “Unit manager” role are author-
ized to agree and approve reports, as well as generate 
calculation parameters in all subsystems, generate and 
print reports.

3. Using EKP URRAN

We must note the wide application of the EKP URRAN 
functionality in the business activities of the branches and 
divisions of JSC RZD. Thus, the EKP URRAN is supporting 
activities aimed at improving technical facilities depend-

Fig. 4. Evaluation of dependability indicators in the track and structures services of Infrastructure Directorates

Fig. 5. Line section ranking for overhauls

Table 1 EKP URRAN software

Name Purpose
CentOS Operating system
VMware Virtualization tool

MongoDB DBMS
Apache Tomcat 
8.5/ Node.js 12 Application server

Keepalived Server health monitoring 
and failover

Haproxy
Load balancing for TCP and HTTP 

applications by distributing incoming 
requests to multiple servers
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ability on the basis of target indicators calculated by means 
of URRAN-based rating for the purpose of optimizing the 
resource allocation as part of planning dependability im-
provement activities.

Standard dependability indicators are calculated yearly 
according to the URRAN methodology, their standard 
values, according to an established procedure, are ap-
proved in the 4 quarter of the reporting year as targets for 
the next year.

Based on the results of the reporting year, the URRAN-
rated dependability indicators approved as targets for the 
following year are updated in the first quarter of the fol-
lowing year.

Standard target dependability indicators calculated in 
the EKP URRAN, are associated with the effectiveness of 
the performed activities aimed at improving the depend-
ability of technical facilities and guide the planning of 
preventive measures subject to optimization of resource 
allocation.

Fig. 3 and 4 show examples of output forms for 
evaluating the compliance with the established standard 
dependability indicators of electrification and power sup-
ply facilities.

The EKP URRAN also enables detailed analysis of op-
erational dependability of line-level units in general (track 
maintenance divisions, power supply divisions, etc.) and 

Fig. 6. Evaluation of the impact of business units on the transportation process in the communications service

Fig. 7. Comparative rating of the activities of business units of the track and structures service in terms of operational dependability 
and safety indicators
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individual assets (track sections, contact network, etc.) of 
business units.

Depending on the level of management targeted by 
the dependability and safety performance analysis, both 
individually, and along with the risk assessment, it is 
used for:

1) identification of the most frequently failed facilities 
over a period of time (operation life);

2) ranking of facilities (assets) for inclusion into reno-
vation and repair plans (see Fig. 5). Here, along with the 
dependability indicators, the residual life of a facility and 
risk assessment are used for confirming the need for re-
pairs. The system will also prioritize the track sections to 
be repaired first.

3) identification of facilities of a certain type with the 
least time to/between failure (active, put into operation, 
upgraded).

4) estimation of the impact of facility failures and their 
timely elimination on the transportation process, both in 
tabular form, and graphic form (see Fig. 6).

5) comparative evaluation of the performance of the 
business units (see Fig. 7).

In the EKP URRAN, risk assessment is based on the prin-
ciples set out in [4, 8] and results in a matrix for the selected 
risk type and the selected assessed facility (see Fig. 8). It can 
be presented both for the selected year, and a number of years.

In general, the EKP URRAN, along with the risk matrix, 
provides a risk assessment in the form of recommendations 

Fig. 8. Risk matrix

Table 2. Decision-making scenarios as part of risk assessment

Coefficient comparison Characteristic Recommendations

R>Rо.al
The risk is higher than 

 allowed

Risk reduction is required. The risk can be reduced by reduc-
ing the frequency of events and/or by reducing the specific 

level of consequences

The risk is within 
the ALARP region, classified 

as “undesirable”

Reduction of such risk is recommended, but is left to the 
discretion of the risk owner, if the cost of risk reduction 
is substantial compared to the money equivalent of its 
consequences. The risk can be reduced by reducing the 

frequency of events and/or by reducing the specific level 
of consequences

The risk is within the ALARP 
region, classified as “accept-

able”

Reduction of such risk is not recommended, but can be done 
at the discretion of the risk owner, if the cost of risk reduc-
tion is not substantial compared to the money equivalent of 
its consequences. The risk can be reduced by reducing the 

frequency of events and/or by reducing the specific level of 
consequences

The level of risk 
is negligible

No risk reduction is required. The risk is to be routinely 
monitored
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for one of the scenarios of Table 2, where K = 3…15 is the 
scaling coefficient of the adopted risk score.

4. Future development of EKP URRAN

As noted in [6, 7], the future development of the 
URRAN project will focus on the Data Science-based 
data mining system in terms of construction of predic-
tive dynamic models of infrastructure and rolling stock 
condition. 

Data Science technology combines the management of 
large amounts of input data for simulation (i.e., Big Data) 
and training of models using an array of data [9, 10, 11]. 
Such simulated results will be employed in flexible resource 
management by operating branches for the purpose of facil-
ity maintenance, as well as in the preparation by the JSC 
RZD Situation Center of procedures aimed at preventing 
undesirable events. Thus, in the future, the EKP URRAN 
will contain modules that implement dynamic predictive 
analytics models for the purpose of predicting undesirable 
events involving infrastructure and rolling stock that may 
disrupt traffic safety.

This feature of the EKP URRAN is to become a com-
ponent of the Digital Platform for Risk and Traffic Safety 
Management deployed in JSC RZD (see Fig. 9).

Conclusions

The EKP URRAN implements a single information space 
that supports decision-making as part of the asset manage-
ment system, as it possesses the required regulatory and 
procedural resources, hardware and software assets intended 
for comprehensive management of assets and processes for 
the purpose of efficient railway service.

Further development of the EKP URRAN will soon 
provide all levels of company management with an efficient 
tool that allows, in the context of limited resources, making 
substantiated managerial decisions and rational investment 
allocation.

The EKP URRAN is an asset of JSC RZD designed to be 
used by the managers and specialists of various JSC RZD 
units. It can be implemented as a standalone IT product for 
the purpose of developing and deploying an asset manage-
ment system in various railway companies.
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