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Abstract. Aim. This paper presents the development of the dependability automaton. The 
development is a conceptual description of the automaton as the term structure of a fixed 
complexity that shows non-contradictory interrelations and clear dependability state transitions 
of an item. The description of the state structure of the automaton implies subsequent devel-
opment of a computing device for monitoring the dependability of items of any nature. Unlike 
in the standard, dependability is defined as a set of states, the measure of concordance with 
the purpose of an item. The purpose is defined as the property of an object attributed to the 
natural origin or designed application. In accordance with such definitions, alternative defini-
tions of dependability states have been developed. An observation of the dependability states 
of an item can be described with a common algorithm. The problem is defined with the help 
of the automata theory. Methods. We will call a dependability automaton (DA) a deterministic, 
fully specified finite-state automaton. In the automata theory, the properties of items are exam-
ined in terms of being in states and transitioning between them. Dependability states change 
in terms of disruption and restoration of item purpose. Such changes can be represented as a 
directed graph, whose nodes correspond to states, while the edges correspond to transitions 
between states. As the dependability restoration states are deterministic, they can be repre-
sented as processes, i.e. planned, consisting of activities, measures, procedures, operations. 
The states of disrupted dependability are random, therefore they can be considered as events. 
Thus, the property of an entity’s purpose is observed when the states of dependability are 
observed that change in events and processes. The automation is described using terms and 
symbols from standards, as well as alternative definitions of states developed by the author. 
A review of the appropriate standards is to involve a new terminology. The operation of the 
dependability automaton reflects transitions and alternative transitions. Restoration is designed 
as a complete and partially incomplete processes: a) transition from the down state into the up 
state; b) transition from the down state into the faulty state; c) transition from the down state 
into the good state. The findings contributed to the development of theoretical and practi-
cal dependability of organization, social groups and individuals. The dependability automaton 
concept includes the development of the engineering design of an expert decision support 
system for flight operation of an airline. Conclusion. Technical standards require prior pre-
liminarily philosophical, philological, logical review. Such research is to produce logical proof 
and substantiation of a set of coordinated, non-contradictory ontological terms: property, state, 
event, etc. The results will be used in technical standards for the purpose of construction and 
substantiation of special terms. The paper provides a theoretical and practical substantiation 
of applying individual provisions of the dependability theory of technology for the purpose of 
developing the dependability theory of non-digital entities. 
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1. Introduction

In this paper, unlike in the standard [1], dependability is 
defined as a set of states, the measure of concordance with 
the purpose of an item. The purpose is defined as the prop-
erty of an item attributed to the natural origin or designed 
application. In accordance with such definitions, alternative 
definitions of dependability states have been developed. 

An observation of the dependability states of an item 
can be described with a common algorithm. The problem is 
defined with the help of the automata theory [2]. In order to 
solve the problem, it is suggested to develop a dependability 
automaton (DA). The development is a conceptual descrip-
tion of the automaton as the term structure of a fixed com-
plexity that shows non-contradictory interrelations and clear 
dependability state transitions of an item. The description of 
the state structure of a DA implies subsequent development 
of a computing device for monitoring the dependability of 
items of any nature. 

2. Development of dependability 
automaton

Problem definition. We will further call a dependability 
automaton designated as D (dependability) a deterministic, 
fully specified finite-state automaton. DA is defined by a set 
consisting of the following elements:

D = {X, S, Y, δ, λ, s0},
where D is the DA;

X is the input alphabet of the automaton (set of input 
symbols): X={x1, …, xm};

S is the automaton states: S = {s0, …, sn}, s0 is the initial 
automaton state;

Y is the output alphabet of the automaton (set of output 
symbols): ;

δ is the specified indication of states at a set of input 
signals, the function of automaton transition from one state 
into another: sj = δi(si, xk), where sj is the subsequent state of 
the automaton, si is the current state of the automaton; xk is 
the current input symbol;

λ is the specified indication of states at a set of output 
signals, the output function: yl = λi(si, xk), where yl is the 
subsequent output symbol of the automaton, si is the cur-
rent state of the automaton; xk is the current input symbol.

The conditions are: sets X, S, Y are finite; the output sym-
bol (yl ∈ Y) depends on the input symbol xk ∈ X) and the 
current state of the automaton (si ∈ S); description entries 
of the automaton are defined at discrete instants in time.

The deterministic automaton: a) from state si under the 
influence of signal xk transitions into state si; at the output, 
yh changes to yl; b) for (xi, yi) ∈ (X, Y) δ and λ are defined. 

3. Structure of automaton states

In the automata theory, the properties of items are exam-
ined in terms of being in states and transitioning between 
them. Dependability states change in terms of disruption 
and restoration of item purpose. Figure 1.

Fig. 1. Observation of dependability

Such changes can be represented as a directed graph, whose 
nodes correspond to states, while the edges correspond to 
transitions between states. As the dependability restoration 
states are deterministic, they can be represented as processes, 
i.e. planned, consisting of activities, measures, procedures, 
operations. The states of disrupted dependability are random, 
therefore they can be considered as events. Thus, the property 
of an entity’s purpose is observed when the states of depend-
ability are observed that change in events and processes. 

The automaton is described using terms and symbols of 
standards [1], [3] and alternative definitions of states devel-
oped by the author. A review of the appropriate standards is 
to involve a new terminology. For instance, the definition 
of the term “defect” clearly does not correspond to the 
technical sense. In standard [1], “defect” is defined as the 
non-compliance on an item with the requirements specified 
in the documentation. In standard [4], “defect” is defined 
as non-fulfillment of the requirement associated with the 
presumed or specified use. The basic states in this paper are 
set forth as follows (Table 1).

Table 1. States of the dependability automaton

Terms States Ω

Processes
maintenance (smtn)

repair (srep)
restoration (srest)

States 

up state (sup)
perfect state (sper)

imperfect state (simp)
down state (sdw)

Events
failure (sfail)
defect (sdef)

degraded state (sdeg)

4. Development of DA algorithms

The description of the DA operation consists in the 
translation of the standard terms into symbolic algorithms 
suitable for subsequent software development. Let us in-
troduce the following symbols and construct the algorithm 
of DA operation:

 is dependability;
↓D are dependability disruptions;
↑D are dependability restorations;
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(sj → si) are the transitions from the current state into the 
subsequent state in dependability disruption events;

(sj ← si) are the transitions from the current state into 
the subsequent state in dependability restoration processes;

: (srest ⊆ srep ⊆ seng) are subsets of dependability restora-
tion states (processes);

: (sfail ⊆ sdef ⊆ sdeg) are subsets of dependability disrup-
tion states (events);

(sj → si)|  are transitions amidst dependability disrup-
tion events;

(sj ← si)|  are state transitions amidst dependability 
restoration events;

DA states are shown in the diagram (Fig. 2).
Dependability states:

 is the up state 
by maintenance, repairs, recovery condition;

 is the good state by repairs, 
recovery condition;

 is the faulty state by recovery 
condition;

 is the down state.
States in dependability disruption events:

 is the damage by maintenance condition;
 is the defect by no-repairs condition;
 is the failure by no-restoration condition.

States in dependability restoration processes:
 is the maintenance for transition 

from the good state into the up state;
 are the repairs for transi-

tion from the faulty state into the up (good) state;
 is the restora-

tion for transition from the down state into the up (faulty, 
good) state.

Discussion. The operation of a DA reflects transitions 
and alternative transitions. Restoration is designed as a 
complete and partially incomplete processes: a) transition 
from the down state into the up state; b) transition from 
the down state into the faulty state; c) transition from the 
down state into the good state. The states of DA summa-
rize the resource hierarchy in terms of “restoration” ⊆ 

“repairs” ⊆ “maintenance”. However, all technology 
dependability standards lack a substantiation of the term 
hierarchy. 

5. Theoretical and practical 
implementation of DA

The findings contributed to the development of theoretical 
and practical dependability of organization, social groups 
and individuals (Fig. 3) [5].

The DA concept includes the development of the engi-
neering design of an expert decision support system (ES) for 
flight operation of an airline. The ES has functional modules, 
includes a knowledge base or ES shell, as well as named 
functional units: information assets transformation system 
(IATS); module for indicator data analysis and prediction of 
the states of pilot resources; solver or pilot resources man-
agement decision-making module. The DA is represented as 
the sum of pilot resources (SPR) consisting of three groups 
of properties of dependability: individual dependability re-
sources (IDR), professional dependability resources (PDR), 
operational dependability resources (ODR). Such grouping 
is based upon the structural approach to defining standard 
terms consisting in the partition of abstract concepts using 
the example of the category of “dependability”. 

Using that approach, a base of observation in time has 
been developed: IDR, the time of human evolution, PDR, the 
time of employment between ages 20 and 60, ODR, the time 
from the duration of one flight up to a year. The new SPR 
structure allows defining various norms and limits, which 
improves the flight efficiency and safety supervision [6].

6. Conclusion

Technical standards require prior philosophical, philolog-
ical, logical review. Such research is to produce logical proof 
and substantiation of a set of coordinated, non-contradictory 
ontological terms: property, state, event, etc. The results will 
be used in technical standards for the purpose of construction 
and substantiation of special terms. For instance, why the 
term “failure” is larger than the term “damage” in terms of 

Fig. 2. Conceptual diagram of the dependability automaton
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scope and content in the physical and technical senses. The 
paper provides a theoretical and practical substantiation of 
applying individual provisions of the dependability theory of 
technology for the purpose of developing the dependability 
theory of non-digital entities. 
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Fig. 3. Dependability automaton of an individual (commercial aviation pilot)


