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Abstract. Aim. To show a method of overcoming the uncertainty in the requirements for the
quality of data in non-standard situations and ways of formalizing the decision-making pro-
cess aimed at ensuring safe operation of structurally complex systems. The paper proposes
a method of axiomatic construction of integrated indicators that describe the properties of a
system and its operational environment through the synthesis of the risk function. Methods.
Methods of system analysis of the objective, Russman’s methods of the difficulty in achiev-
ing the objectives and the Shewhart charts theory. Results. The author proposed methods of
qualitative estimation of two types of safety state, i.e. “better than” (for the purpose of defining
a certain target level that characterizes the safety state that is to be ideally achieved) or “not
worse than” (for the purpose of defining a certain maximum allowable level that characterizes
the safety state, below which it is not allowed to go), that imply certain ranges of deviation
from the specified target or, respectively, the minimal allowable levels, within which the safety
state evaluated with an integrated index is deemed to be acceptable. Conclusions. It is shown
that, in respect to problems of safety and risk assessment of structurally complex systems, one
should not try to work with specific safety-related events only. All such events are character-
ized by a set of properties and contributing factors with associated characteristics. One should
try to identify each property and each characteristic of such property, which would later allow
defining proactive and reactive control actions in response to changes in such characteristics
and properties. Having worked out a property of a situation or an event, we work out a property
of a risk, and it is of no significance in which specific risk this property manifests itself. Com-
binations of risk properties can be extremely numerous, therefore it is very difficult to predict
specific situations. That causes the requirement for a proactive decision support system that
ensures high-quality managerial decisions short before a critical event.
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On the methods of qualitative estimation of the safety state of structurally complex systems

Introduction

The problem of optimal decision making in system
management under the condition of poor mathematical
formulation that is characterized by, first, the uncertainty
in the choice of the target function and definition of limita-
tions associated with a large number of heteronymous and
contradictory indicators of the possible current and future
system state descriptions, and second, the non-standard
decision-making situation that consists in the capability to
only calculate for each option only the values of individual
indicators, lack of knowledge on and difficulty to imple-
ment a number of important properties of the objective
function, properties of the search domain, etc. In this con-
text, decision-making is in general defined as the process of
selection of the best out of all possible solutions. However,
in practice, achieving optimal results may be difficult, as
decision-makers (DM) and experts often have difficulties
making decisions.

Risk analysis is essentially the only way of research-
ing those aspects of safety that cannot be covered by
statistics, like, for example, low-probability accidents
with high potential consequences [1]. Certainly, risk
analysis does not solve all safety problems, but its use
is required to compare the consequences caused by
various hazards, identify the most important among
them, chose the most efficient and cost-effective safety
systems, develop accident relief measures, etc. Risk as a
dynamic characteristic that depends on the time, assets
and information cannot be reduced to “two-dimensional
estimates” of probability and damage. Additionally, there
is a crucial difference between the stochastic factors that
entail decisions in the presence of risk, and indefinite fac-
tors that entail decisions under uncertainty. Both cause
varied outcomes of managerial actions, but stochastic
factors are completely described by available stochastic
information (such information is what allows choosing
the optimal solution). In respect to uncertain factors such
information is not available.

The problem of elimination of uncertainties in the context
of safety assessment is of high practical significance and
has not been completely resolved yet. Within the scientific
community, even the interpretation of the concepts used by
various researchers provoke discussions [2].

Many, if not most, methods in statistics use probabilities
that comply with the classical Kolmogorov axioms (called
“exact”, “classical” or “additive” probabilities). However,
in the very early publications dedicated to quantitative
estimation of uncertainty, among other things, foresight
[3], non-additive probabilities [4] and convex sets of
probabilities [5] were used. A clear emphasis on exact
probabilities developed only after Laplace’s works [6],
and today many statistics and probability theory research-
ers are still convinced that additive probabilities are the
foundation of the quantitative definition of uncertainty
that is rich enough to cope with all types of uncertainty
and the information that is generated as part of practical

tasks. However, the opinion is becoming commonplace
that additive probabilities are too limited and the emerg-
ing alternative structures ensure the required flexibility for
quantitative estimation of uncertainty, thus also providing
new methods of addressing it as part of engineering risk,
safety and dependability assessment.

The situation of uncertainty is characterized by the fact
that the selection of a specific plan of actions may lead to
any result out of a certain set of variants, but the probability
of the effect of random factors is unknown. Normally, two
cases are distinguished: in the first case, the probabilities
are unknown due to the lack of required statistical infor-
mation, while in the second case the situation is not sta-
tistical and objective probabilities are out of the question
(the situation is the so-called “perfect” uncertainty). The
“perfect” uncertainty is the most common, as decisions
(specificity strategic ones) are normally taken under unique
conditions. Decisions taken under uncertainty are strongly
associated with risk.

Engineers usually addressed uncertainty using safety
factors, requiring that the actual load capacity of a structure
is above the design load by a certain coefficient. Never-
theless, the approach involving the safety factor does not
provide any information on the actual time to failure and
thus is not completely satisfactory. As a better analytical
description of uncertainties was preferable, engineering
evaluations were incorporated in the probabilistic basis
since the 1950s in the innovative works of Freudenthal,
Bolotin and others. This approach implied that each param-
eter of a model is considered as a random value, and instead
of absolute safety the probability of failure is considered.
Such probabilistic approach causes an explosive growth
of the number of parameters: each physical parameter now
has a probability distribution that, in turn, is described by
distribution parameters (such as the average value, standard
deviation, excess, etc.), not to speak of the description of
correlations between variables. Unfortunately, that requires
much more information than usually available. Thus, in
practice, distribution parameters must be partially defined
through normative assumptions, e.g. by simply limiting the
type of distribution by the type that is common to technical
literature, or naively presuming independence, if informa-
tion on correlations is unavailable. In other words, it is
required to introduce artificial information, that cannot be
confirmed by available data.

The pursuance of uncertainty models that reflect the actual
level of available information lead to the search for alterna-
tive models within the engineering community: probabilistic
models were considered to be an excessively rigid concept,
while engineering practice had sufficiently clearly shown
that interval estimation of uncertainty is superior to point-
wise estimation.

What is the solution? We must migrate towards risk
synthesis in system management and conceptual design of
management systems. Probability is not an additive value.
The addition of the products of probability and damage
only works for small probabilities. This matter was, for
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example, discussed in previous articles [7, 8]. The key
idea expressed in those publications is that risk assess-
ment shall be performed on the assumption of unachiev-
able “ideal”. As consequence, the development program
(project, model) must include a description of such ideal
in reference to all factors and threats. Solving this prob-
lem requires developing the structure of the management
system that would reflect the correlations between such
elements, threats, risks and vulnerabilities. By definition,
the problem of such system’s structure synthesis comes
down to the definition of the set of correlations over the
set of its elements.

In terms of perception, for instance, where the field of
consciousness can be easily analyzed experimentally, it has
been concluded that the so-called “clements” are always
products of dissociation or extraction out of a whole within
an initial set and no special correlation can be identified with-
out the initial identification of the characteristic structural
properties of the set. Eventually, that will lead to the reali-
zation of the requirement for a truly functional monitoring
system that, in general, implies solving four interdependent
problems [9, 10]:

— observation that consists in the acquisition and distribu-
tion of information, processing and delivery to users (this is
the integration function and allows building a database for
the purpose of analysis, estimation and prediction of the state
of the monitoring object and its development);

— analysis and assessment involve the analysis of the
collected information, identification of causal relationships,
comparison of the adopted indicators with the specified
standard ones;

— prediction that is associated with the feasibility to use
high-quality monitoring information for the purpose of
reliable representation of the general future development
pattern of the observed phenomenon, object or system and
thus scientifically substantiated development of short and
long-term plans for the transformation and management of
certain processes;

— supervision that consists in constant monitoring of
the obtained results and their comparison with the input
data, as well as organization and follow-up of the planned
measures and tasks.

The inclusion of the analytical component into the
monitoring system is justified and reasonable. Additionally,
analysis is the most significant element of monitoring, since
monitoring is not only about recording facts, mirror-image
presentation of the occurring processes, but also analytics,
assessment that enables conclusions and suggestions, pre-
dictions, planning, development scenario preparation, etc.
The prognostic component is the basic one of the supervi-
sion, planning and management functions. If we imagine
management as the transmission of information flows from
one management entity to another, then management is the
process of conditioning of the behaviour of the controlled
object and ensuring its stable operation under risk and un-
certainty by organizing internal and external information
flows, as well as methods of its retrieval, processing and
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distribution that allow developing, selecting and implement-
ing rational managerial decisions. In the context of limited
flows of information on the state of the controlled object or
the extreme scarcity of the safety-specific features of situa-
tion description, qualitative estimation may find widespread
application.

1. On the qualitative assessments

There are two types of qualitative estimation of pro-
cess safety: “better than” (for the purpose of defining a
certain target level that characterizes the safety state that
is to be ideally achieved) or “not worse than” (for the
purpose of defining a certain maximum allowable level
that characterizes the safety state, below which it is not
allowed to go). Both estimates imply certain ranges of
deviation from the specified target or, respectively,
the minimal allowable level, within which the process
safety state evaluated with an integrated index is deemed
to be acceptable.

The advantage of qualitative estimation consists in the
simplicity of application and use of a lesser amount of
information, simplicity of perception and interpretation by
the DM. Global experience shows that the application of
qualitative methods of estimation often produces a higher
number of safety recommendations than the quantitative
method. Such methods have a number of characteristic
features. Normally, qualitative indicators are expressed in
points or ranks that are numbers, but such numbers cannot
be subject to basic mathematical operations, they do not
comply with general mathematical rules, i.e. if one of the
indicators is assigned the rank of “1”, while another is as-
signed the rank of “2”, that does not mean that the former
evaluates the hazard twice lower than the latter. In order to
obtain an aggregate qualitative estimate of safety, logical
rules and procedures are normally used.

2. On the assessment scale

For the purpose of indicator estimation, adequate numeri-
cal or ordinal scales must be developed. Indicator scoring,
for instance, can be done using the nonlinear, nonuniform
scale that has shown its efficiency as part of a number of
practical tasks [11-13].

It is constructed on the basis of the knowledge of the range
of values received by the indicators, i.e. the knowledge of
the minimum x,,, and maximum x, . estimates. It is adopted
that the value 1 equals to x_. , while the value 9 equals to

X, Tespectively (Fig. 1).

The average estimate 5 is to correspond with such value
of indicator x4 that meets the condition: relation x, /x5 is
equal to x,/x . Having solved equation (x,, /xs) = (xs/x,.;,)
we deduce that x; is equal to the geometric mean of x_, ,
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Fig. 1. Nonlinear, nonuniform scale of indicator estimation

The limit separating the values that correspond to one and
two points is calculated as \/x, ;. x, . Then, the limits between
two and three points are defined as \/E , etc. Finally, the
limits between the eight-point and nine-point estimates are
calculated as |/ x,x,,. . If there is no available information on
an indicator, when transforming into point-based estimate,
it is assigned the value of 5. The maximum and minimum
values of features, relative to which the scale is calculated,
are selected out of all data on the ranked objects of a certain
object of evaluation.

For a random set of objects {O,} with dimension x,
designating 4 the minimal out of all values x,, and B the
maximum value of all x;, we have that in order to build a
scale with K steps it is required to calculate K—1 values (i=1,
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Next, all x; <X, will be estimated as 1 point, all
X, Sx; <X, (i=2,...,K-1) will be rated i points and,
finally, all x; 2 X, , will be rated (Fig. 2) ¥, maximum of
K points.

K—-2K-1 K

A %% .

o0 ¥k, X1 B
Fig. 2. Table for conversion of actual object description param-
eter values into points

3. On the whole (minimally allowable)
level

The target or, respectively, minimum safety status can be
defined in two ways:

- statistically (based on the processing of a priori informa-
tion on the changes of an indicator value that evaluates the
safety status over a period of at least 5 years);

- expertly (based on consolidated opinions of safety ex-
perts on the allowable values of the appropriate indicators).

For instance, according to 116-FZ, industrial safety is
the state of protection of the vital interests of individuals
and the society against accidents in hazardous industrial
facilities and their consequences. Considering “accidents
in hazardous industrial facilities and their consequences”
as the result of realization of the threats to “vital interests
of individuals and the society”, the concept of “safety” —
regardless of the application field — can be considered as the
acknowledged by individuals and the society allowable
level of hazard to their vital interests. That concept was
defined in GOST R ISO 31000-2010 Risk management.
Principles and guidelines as “risk™: risk is the effect of
uncertainty on the objectives.

Ifthe objective of safety consists in achieving a subjective
feeling of safety from hazards associated with any industrial
activity that is sufficient to individuals and the society, then
the measures aimed at achieving such objective are to reduce
the effect (possible damage, losses) and uncertainty (of in-
formation, place, time) of an acknowledged hazard on safety.

Acknowledging the allowable level of hazard involves
using the risk assessment procedure that is essentially the
only possible way of researching those aspects of safety
that cannot be answered by statistics, e.g. low-probability
accidents with significant potential consequences, so-called
Black Swan events (a term referring to events subjectively
evaluated as impossible and, as consequence, not consid-
ered), etc. The irreplaceability of the approach based on the
assessment of the risk associated with the existing options
for the development of safety management systems is due
to the fast-changing nature of the respective process, and
therefore the corresponding data that describe the states of
the system and its environment, that leads to a situation when
models based on large amounts of statistical information
soon become obsolete and do not reflect the reality. Given
the above, the migration from point-wise assessment of
the state of safety management system to interval integral
estimates is inevitable.

4. On the integrated index

As an integral estimate of process safety, it is suggested
using comprehensive target metric that is a convolution
(weighted sum) of local safety indicators of the form [14]:

F= ikF (o), F = ﬁF (') (1)

wherea’ € D; A, and B, are the weight numbers obtained
using certain additional assumptions on the operation of the
model o; such numbers depend on the achieved particular
indicators F, (oci ; D is the allowable set of estimates.

The matter of selection of the type of convolution requires
additional research. The initial premise of the convolution-
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based methods is that each individual alternative can be
evaluated numerically. However, as each alternative depends
on many variables, the problem of finding the best alternative
becomes complicated, because points in a multidimensional
space cannot be ordered naturally.

Hypothetically, we can imagine a case when one of the
alternatives has the highest values of all compared criteria
and, subsequently, is the best. However, in practice, such
cases almost never occur. One of the most common and
simple methods of comparing multicriteria alternatives
consists in reducing a multicriteria problem to a unicriterial
problem, i.e. replacing a vector argument function with a
scalar function.

In specialized literature, this operation was named convo-
lution calculation (construction of supercriterion, integrated
indicator) that is the numerical measure that allows compar-
ing it with the measures of the alternatives.

The following methods are currently the most com-
monly used:

- weighted summation;

- additive convolution;

- multiplicative convolution.

Weighted summation is based on the calculation of the
mathematical average. A set of coefficients is to meet the
normalization requirement, non-compliance with which
makes the scales of individual criteria and, subsequently,
the final estimates of the alternatives, incomparable. The
only advantage of the weighted summation is the computa-
tional efficiency, while the shortcomings come down to the
following: the computational result is the absolute values
of criteria, which does not allow comparing heterogeneous
criteria (e.g. cost, distance, weight); criteria values are not
adjusted to the [0; 1] range of the absolute scale, which
allows using only the properties of the “weaker” interval
scale; the average, as an estimate of an alternative, does not
contain the criterion’s share of its maximum value, which
does not allow comparing estimates obtained in different
scales. The introduction of utility has an axiomatic sub-
stantiation in the form of the R. Keeney theorem, according
to which the unicriterial utility may be either additive, or
multiplicative [15].

Additive convolution. The characteristic property of the
additive convolution is that it gives maximum estimates
to those alternatives that have higher numbers of criteria
whose values are close to maximum (given equal average
values for all alternatives). If the direction of optimization
changes, the priorities are reversed. The use of additive
convolution instead of weighted summation has the follow-
ing advantages: the convolution transforms absolute values
into relative ones, which allows comparing heterogeneous
qualities; the convolution reduces the criteria values to the
range of [0; 1] of the absolute scale, which enables all per-
mitted algebraic operations; specifying the criterion’s share
of its maximum value allows comparing estimates obtained
in different scales.

Multiplicative convolution. The characteristic property of
the multiplicative convolution is that it favours those alterna-
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tives that have a more even distribution on the absolute scale
of criteria given equal average values for all alternatives.
The advantages of the multiplicative convolution are similar
to those of the additive convolution.

5. On the partial indices

The structure of indicators depends on the controlled
object and regular availability of data on the values that
describe the object and its environment in its features and
characteristics. An example of such structure is the con-
ventional structure of particular indicators of the process
safety procedure of subsidiary operating companies and
organizations (Fig. 3).

5.1. Indicator of the quality of process safety of sub-
sidiary operating companies and organizations (F )

The generalized estimate of the state of process safety
characterizes the overall level of the company’s process
safety accounting for the number, frequency, eliminability
and severity of the inconsistencies.

5.2. Indicator of the safety of subsidiary operating
companies and organizations personnel (F ;)

5.2.1. The LTIF indicator, the lost time injury fre-
quency, i.e. the specific losses in manpower, cases of loss
of productivity (including fatalities, as well as temporary
and permanent incapacitation (disability) per 1 mil ppl/h
of work. This number of cases of lost time incidents (LTI)
taken relative to the total work hours in a business unit or
company (WH) over a certain period of time (normally, a
year) and normalized to 1 mil ppl/h. It characterizes the total
work hours lost as the result of injuries.

5.2.2. The TRCF indicator, total recordable case fre-
quency, i.e. the number of all recorded cases (TRC) taken
relative to the total work hours (WH) and normalized to
1 mil ppl/h. It reflects the workplace injury situation in a
timely and comprehensive manner.

5.3. Indicator of subsidiary operating companies and
organizations stability (F)

5.3.1. Process safety indicator (Saf)

5.3.1.1. Number of accidents in the facility over five
years.

5.3.1.2. Number of 1-st group incidents in the facility
over five years.

5.3.1.3. Number of 2-nd group incidents in the facility
over five years.

5.3.1.4. Integrity indicator (integral score of operabil-
ity) calculated using the methods currently adopted in the
industry. The indicator is calculated based on the logical
and probabilistic evaluation of an object’s probability of
no-failure, significance of its engineering elements in term
of their failure’s effect on the operability, total technology-
related risk of possible accidents.

5.3.2. Unplanned losses indicator (insurance) LACE,
loss of average capital employed, a dimensionless parameter
(measured in %) defined as the ratio of the size of unplanned
losses with allowance for insurance to the average capital
employed [16]:
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Figure 3. Structure of particular indicators of the process safety procedure of subsidiary operating companies
and organizations (tentative example)

(1-M)-UPL
LACE =~—"?— ™
ACE

where UPL is the unplanned losses (including the total
money equivalent of material losses, human resource
and financial losses, including compensation for losses
from business interruption, compensation of damage to
legal entities and property of citizens, compensations
for environmental damage) that, through lower-level
indicators is associated with industrial risk indicators:
individual risk; social risk; economic risk; M is the
indicator of unplanned losses insurance; ACE is the
average capital employed.

As the “basis” of LACE calculation, the average em-
ployed capital is to be used (similarly to the definition of the
first-level target indicator), the return on capital employed.

b

In the Russian practice, operating costs are normally used
as the “basis”.

5.4. Indicator of the maturity of the process safety
management system of subsidiary operating companies
and organizations’ facilities evaluated based on a metric
opposite of the risk of insufficient supervision (F /)

The risk of insufficient supervision is a composite indica-
tor that characterizes the hazard of a supervisory authority
missing an object (business unit), that may potentially be
affected by nonconformances and accidents. The risk of
insufficient supervision defines the rank (place) of a sub-
sidiary’s business unit in the listing of supervised objects.
The risk of insufficient supervision is calculated for various
businesses (natural resources producers, gas transmission
providers, processing companies, underground gas storage
facilities, etc.) according to the same procedure [17].
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The management system maturity indicator is defined as
the value opposite of the weighted sum of the four indicators
of risk of insufficient supervision (rated in points):

By =1 ixiF;"
i=1

where 1, is the weight indicator of the respective scale in
units of the correction scale that are defined expertly;

supervision object criticality indicator (/) evaluates
the specificity of the ranked subsidiary’s business unit in
terms of the aims of supervision (this indicator is used in
calculations and is closely associated with the incident rate
and inefficient gas utilization). It is calculated through the
convolution of standardized description features of a busi-
ness unit of the ranked type with appropriate weights;

indicator of unconditional “vulnerability” of the su-
pervised object (F,) evaluates the risk of imposition of
sanctions by public supervisory bodies and the risk of
undesirable consequences as the result of failure to elimi-
nate the violations identified by corporate supervision. It
is calculated through the convolution of standardized
description features of a business unit of the ranked type
with appropriate weights;

the indicator (coefficient) of the “effect” of the supervised
object () for gas transmission (distribution) facilities is
calculated using a flow-oriented model and statistical data
on the structure of gas consumption in Russia’s regions and
characterizes the importance of performance by the object
of a unit of commodity transport operation. For objects that
are not gas transmission (distribution) facilities the value of
this indicator is adopted as national-average;

the indicator (coefficient) of the “quality of the envi-
ronment”, in which the supervised object operates (F,),
a dimensionless value that is calculated based on fitted

statistical data on the characteristics of subsidiaries in
relation to their spatial location; for each territory, on ac-
count of geographical factors, specificity of the operating
structure, sociocultural, ethnic, corruption-related and
other differences, unique calculation models must be de-
veloped that would largely rely on subjective estimates by
experts familiar with such specificity (the primary source of
information for the calculation of the environment “qual-
ity” indicator of a ranked object is the Regiony Rossii.
Sotsialno-ekonomicheskie pokazateli (Regions of Russia.
Socioeconomic indicators) yearbook.

The weights of indicators shown in Fig. 3 as an example
can be obtained by means of expert evaluation (e.g., Saaty’s
pairwise comparison). Detailed descriptions of the method
can be found in literature [18].

6. On the methods of qualitative
estimation

In order to obtain a qualitative estimate “better than”, it
is suggested using I. Russman’s method [19-21] (estimation
of the difficulty in achieving the target indicator value),
while in order to obtain a qualitative estimate “not worse
than”, it is suggested to use Shewhart charts [22-24] (es-
timation of random and special causes of indicator value
variation).

6.1. Estimation of the difficulty in
achieving the target indicator value

The method is applicable if there is a specified (re-
quired) value of the integrated indicator, whose quantita-
tive expression is the value in point C (Fig. 4). Informa-
tion is available that allows evaluating the minimum and

Parameter ¢ 4
g = BBl AR
: 'TIEEl T RE
" meERl "R
3 d, = %
&(1—up)
1 [« %= =2
1 //5///%/?//%/ = max{In s ;1n -
o ’M/% | R { 1-4, 1—d2}

Time

Fig. 4. Russman’s basic calculation formulas
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maximum rate of change of the indicator over the previous
observation periods.

If, over time, the integrated indicator falls within the
dashed area (Fig. 4), achieving the target within the specified
time will become impossible, therefore this area becomes
forbidden and proximity to it should be considered as po-
tential mission failure and, consequently, unsatisfactory
assessment of the process safety.

For the purpose of qualitative estimation of process safety
of subsidiary operating companies and organizations, let us
define the difficulty in achieving the specified target indica-
tor values as the hazard of non-achievement of the specified
target value of the integrated safety indicator. The difficulty
consists in the variable value that is a function relative to the
current position of the indicator: it grows as the indicator
value approaches certain allowable limits, upon crossing
which achieving the target value is practically impossible.

Under the adopted assumption the difficulty qualitatively
characterizes the probability of non-achievement of the
target. Graphically, this probability is taken as the ratio
between the length of the segment of possible velocities to
the length of the segment of allowable velocities (maintain-
ing which the target indicator value can be achieved within
the given time).

The “better than” estimation criteria of process safety
of subsidiary operating companies and organizations impose
limitations on the rate of change of the integrated indicator,
namely:

Criterion 1. The rate of change of the integrated indica-
tor of process safety of subsidiary operating companies and
organizations cannot be lower than the minimum rate over
the whole preceding measurement interval.

Criterion 2. The rate of change of the integrated indica-
tor of process safety of subsidiary operating companies and
organizations cannot be negative.

In case those two conditions (criteria) are met, the state
of process safety of subsidiary operating companies and
organizations is recognized as satisfactory, as under any cur-
rent indicator value there remains a nonzero probability of
the specified target value being reached. The method allows
ranking subsidiary operating companies and organizations
depending on the quantitative estimation of the integrated
indicator.

Let us illustrate the practical application of Russman’s
method using the example of conventional integrated in-
dicator dynamics analysis. The value of indicator ¥* over
the current year, when the estimation is performed, and the
preceding year are shown in Table 1.

The rate of change of thf indicator value is calculated
=1,8500 and

t+1
k

according to formula V' =

y

, Whereby V.

max

i = 0,6507. Respectively, the rate vector inclination an-
gles to the speed to the axis of X are equal to 61.60 and 330.
Let the value 0.96 be defined as the target value of indicator

Table 1.
Performance target values
No. ! i Rate of change of performance target
1 0.950 0.940 1.0106
2 0.954 0.960 0.9938
3 0.950 0.910 1.0440
4 0.960 0.850 1.1294
5 0.980 0.982 0.9980
6 0.965 0.980 0.9847
7 0.982 0.930 1.0559
8 0.940 0.840 1.1190
9 0.968 0.974 0.9938
10 0.985 0.940 1.0479
11 0.991 0.990 1.0010
12 0.650 0.999 0.6507
13 0.999 0.890 1.1225
14 0.920 0.840 1.0952
15 0.925 0.500 1.8500
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W* after ++2 years from the starting moment of evaluation.
The current average value P is equal to 0.941. Let us now
assume that a year later, in the year #+1, one of the companies
obtained the value of integrated indicator ¥* equal to 0.946.
The situation is illustrated in Fig. 5.

qjk

0,960

0,946

0,941

t t+1 t+2
Fig. 5. Example of calculation. Critical system state

For this situation, in accordance with Russman’s method,
we have:

o, BB sz, o, JIAEL G 200,
VYA |RE]
W = |E1M| =0,5338; u,= |FIM| =0,3528;
|E,E,| |FF|
d =53 (1) aag, d, = 202) g 6119,
e 1 (—2,)

and, consequently,

R,,, = max ln;;ln; =1.
1-d,~ 1-d,

The value R ,, =1 show that if the indicator’s rate of
change remains the same, in a year the target value will not
be able to be achieved. It can be seen (Fig. 5) that point M
that denotes the current position of the indicator was ap-
proaching the hazardous limits AD,C, beyond which there
was a high probability of loss of control and non-fulfillment
of mission. The current situation requires attention and
corrective measures. For comparison, let us examine the
integrated indicator estimate for another company that the
same year #+2 achieved a higher estimate (Fig. 6).

For this situation, respectively:

€ =|E1E2| =0,3633; ¢ =|F1F2| =0,1205;
VIR E| *|RE]
. [EM] _ o 575 " = EM]_ o 4137,
|E,E| [ F|
dl _ € (1_H1)=0’1537’ d2 =M=0’1942’
W, (1—8,) H,(I-¢,)
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R, =max {ln;;ln

1-d,~ 1-d,

The value R,,;=0.2159 under this scenario (again, it is as-

sumed that the indicator’s rate of change remained the same)

shows that if the parameter’s rate of change remains as before,

in a year the target value will well be able to be achieved. The

risk is not high, the point that characterizes the location of the
indicator is practically on the optimal trajectory.

}=0,2159.

l[Jk

0,960

ot F1

0,951

0,946

0,941

t t+1 t+2
Fig. 6. Example of calculation. Controllable system state

Both values of the integrated indicator meet the above
criteria and in both subsidiary operating companies the state
of process safety is satisfactory. However, compared to the
target value of the safety indicator, the second company
shows qualitatively better results.

6.2. Estimation of random and
special causes of indicator variations

A control chart is a graphical tool for decision making
regarding the stability or predictability of any process, which
defines the methods of managing such processes.

The control chart theory distinguishes two types of
variability. The first type is random variability caused by
“common” or “random” causes. It is due to a wide range
of permanent causes, whose identification at the moment is
complicated or economically unviable, and among which
none is dominant. However, as a whole, the sum of all such
causes creates something that can be considered systemic
variability of a process. Preventing or reducing the effect of
common causes requires managerial decisions aimed primar-
ily at modifying the system. The second type of variability
consists in the effect of such causes that are not inherent to
the process, do not belong to the system and can be identified
and eliminated, at least in theory. Such causes of variability
are conventionally called “special”. Those include insuf-
ficient material homogeneity, tool breakdown, personnel
error, non-performance of procedures, etc.

As long as a process is affected by special causes of vari-
ability, it, according to the definition suggested by Shewhart,
is unstable, or uncontrollable.
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Fig. 7. Chart of outliers of the conventional integrated index of process safety of subsidiary operating companies and organizations
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Fig. 8. Chart of value ranges of the conventional integrated index of process safety of subsidiary operating companies and organizations

Therefore, the purpose of control charts is to identify
whether a process is stable. If not, the main task is to sta-
bilize the process, which requires finding the root causes
of intervention in the system and eliminate them. If the
process involves only common causes of variability, it is in
the statistically controllable state.

One must bear in mind that the boundaries of Shewhart’s
control charts are calculated based on data on the process
itself, are not associated with tolerances and are not lines
of certain probabilities. Constructing a Shewhart’s control
chart requires data obtained from the process with certain
time intervals using samples (data subsets). Time intervals
may be defined by either time, or be associated with the
moment a certain number of supervised items has been
checked. Normally, each sample consists of same-type su-
pervised items with the same supervised quality indicators.
All samples (subsets) in most cases have the same size. For
each sample (subset) one or more statistical characteristics
are defined, such as the total number of inconsistencies,
share of inconsistent products, arithmetic mean value, range
of sample, etc.

A Shewhart’s control chart has a center line (CL),
Fig. 7, 8.

For the purpose of studying the process and estimating
whether the process is statistically controllable, the center
line is the arithmetic mean value of the examined data. For
the purpose of process management, the center line is the
target value of the quality characteristic of products de-
fined in the specifications. A Shewhart’s control chart also
has two statistically defined control limits that are usually

symmetrical in relation to the center line and are the upper
control limit (UCL) and lower control limit (LCL). Control
limits are 3¢ above and below the center line (+ 36), where
o is the standard deviation of random variations of the used
statistical characteristic (statistic) in the entire assembly.
The variability within samples (subsets) is the measure of
such random variations and does not include the value of
between-groups variance.

The center line and the regulation boundaries reflect the
laws of variation of the supervised characteristic under nor-
mal process realization, i.e. in the absence of special causes.
The ordinate of the center line corresponds to the statistical
estimate of the position, and the control limits correspond
to the highest and the lowest limits of the intrinsic vari-
ability interval. In terms of the quantitative indicator, charts
reflect the variability of quality both in terms of dispersion
and position.

Therefore, in terms of the quantitative indicator, control
charts should be analyzed in pairs, one chart for dispersion
and one for position. The pair of the chart X and mR is the
most commonly used (Fig. 7, 8). X is the average value of a
small subset (measure of position), mR is the range of values
within each subset (measure of dispersion).

An example of indicators of special causes appearing in
a chart (points that require a closer attention and additional
research in order to identify the causes of such deviations):

- points above the UCL or below the LCL;

- along series of points (7 and more) above or below the CL;

- ascending or descending long series of points (trend);

- other manifestations of “non-randomness”:
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a) significantly more than 2/3 of points are situated within
the middle third of the area between the UCL and the LCL
(concentrated around the CL);

b) significantly less than 2/3 of the points are situated
around the CL;

c) obvious trends within short series;

d) repeating differences in the results within individual
samples (e.g., the first is always higher than the rest).

For the purpose of defining control limits, Shewhart chose
the number 3 for other (not normal) types of distribution as
well. That was done in order to keep from considering and
calculating exact probabilities, as for other distributions
under number 3 such probabilities are close to one as well.
Therefore, for the range and reject charts, limits with the
distance of £3c are also used instead of exact probabilistic
limits, which simplifies the understanding and interpreta-
tion of such control charts. In this context, the calculation
of control limits is “approximate”, qualitative in its nature.

The “not worse than” estimation criterion of process
safety of subsidiary operating companies and organizations
imposes limitations on the variations (deviations) of the
integrated indicator from the average value:

Criterion. Deviations from the average value of the
integrated indicator are not to exceed three standard devia-
tions (£ 30).

The probability of control limits violation is very low
(0.3%). Therefore, the emergence of a point outside the
control limits (onset of a rare event) should be considered
as the effect of non-random (special) causes on the process.

The use of control charts involves two types of possible
errors: the errors of the first and second kind.

An error of the first kind occurs when the process is a
statistically controllable (stable) state, and the point crosses
the control limits accidentally. As the result, an incorrect
decision is taken implying that the process has gone beyond
the stable, i.e. statistically controllable state, and an attempt
is made to find and eliminate the cause of a non-existent
problem. The probability of such error is 0.3%, or three
cases per thousand (0.003). In case an error of the first kind
occurs, no special cause of stability disruption will be found,
as the process is in fact in a statistically controllable state.
The fact of the point going beyond a control limit in such
case shows the onset of a rare random event.

An error of the second kind occurs when the examined
process goes beyond the statistically controllable state, but
all points of the control chart are within the control limits.

7. On the construction
of supercriterion

In case the two above approaches are employed simul-
taneously, the state of safety may yield varying estimates.

It becomes necessary to develop an integrated supercrite-
rion F=F (Fl(oc),...,Fk ((x)) for the purpose of selecting
the optimal estimate over the allowable set. As it was
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shown above, the most usable integrated criteria are
formulas (1) (see [14]).

If we introduce designation A, F, = F, into (1), the first of
the above estimates becomes the sum of the values of local
criteria, and if we substitute F,* = F, the second integral
estimate becomes the product of the local criteria taken as
dimensionless value-based numbers. In both cases integrated
criterion F can be constructed through repetitive use of a
binary associative and communicative operation and is an
integer analytical function of local criteria F,,v = 1,...,k. As
it was shown by Russman, the class of such operations is suf-
ficiently narrow and there are only three (accurate to constant
parameters) binary operations that meet the condition of com-
mutativity, associativity and integral analyticity. They are
defined by the following three functions: a) c; b) F| + F, +¢;
¢)a(F, +F,)+bFF, +a(aT_1);a,b,c—const,b #0.

He also showed (see [14]) that the third of the estimates
provided by the theorem (under certain values of the coef-
ficients that are part of it) is to be used for the purpose of
obtaining the integrated criterion of quality, provided there
is interaction between subsystems and criterial limitations
F" of the ranges of variation of local estimates.

Convolution of difficulties for & criteria

d=1—f[(1—dv).

Russman notes that other types of convolution can be used
that meet the conditions of commutativity, associativity, but
are not integral analytical functions. He cites the example
of the convolution of type F' = max(F;, F,) that is exactly
like that. Such convolutions are often used when the qual-
ity of the whole system is defined by the performance of its
weakest subsystem.

Conclusion

As the final observation, let us note that the main conclu-
sion of the above arguments and reasonings consists in the
obvious idea: you should not try to operate with specific
security events only. All such events are characterized by
a set of properties and contributing factors with associated
characteristics. One should try to identify each property and
each characteristic of such property, which would later allow
defining proactive and reactive control actions in response to
changes in such characteristics and properties. Thus, having
worked out a property of a situation or an event, we work
out a property of a risk, and it is of no significance in which
specific risk this property will manifests itself. Combinations
of risk properties can be extremely numerous; therefore, it
is very difficult to predict specific situations. That causes
the requirement for a proactive decision support system
that ensures qualitative DM support short before a critical
event. Along with that, it is completely unimportant what
cataclysm triggers such critical event. What matters is that it
will be feasible to clearly identify what level of a property’s
characteristic is critical for a company (project, facility) and
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what the company (project manager, operator) should do in
order to put off this critical level.

The probability is not to be subject to subjective assess-
ment. At the exact moment when subjective probability
estimates come into use, an objective concept of an impos-
sible event (like Nasim Taleb’s Black Swan) is substituted
with a subjective one. In the subjective understanding, a
Black Swan can be any unusual or even ordinary event. It
is important to draw a clear line.

The application of the most efficient security management
methods is inseparable from an active use of the external and
internal information space, whose state is defined by a spe-
cial type of resource allocation, the information resources.

The concept of a control systems’ information resources
provision comprises a set of methods and procedures of
information process management within production systems
that allow selecting and using a required IT solution for
the purpose of acquiring information on the manufacturing
situation.

Consequently, the following management problems are
identified:

— problem of objective definition, i.e. the required state
or behaviour of the system;

— problem of stabilization, i.e. maintaining the system in
the current state in the presence of disturbing effects;

— problem of task performance, i.e. taking the system into
the required state, when the values of the controlled variables
vary according to known deterministic laws;

— problem of supervision, i.e. ensuring the required sys-
tem behaviour, when the laws of variation of the controlled
variables are unknown or not constant;

— problem of optimization, i.e. retention or bringing the
system into a state with extreme characteristic values under
the given conditions and limitations.

One might say that security should be researched using
the methods common to cybernetics that use the informa-
tion approach to the research of managerial processes that
involves identifying and examining, within the test objects,
various types of information flows, methods of their pro-
cessing, analysis, transformation, transmission procedures,
etc. Under this approach, management is very broadly un-
derstood as the process of conditioning of a goal-oriented
system behaviour through controlling information action by
a person or a device.
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