Structural reliability. The theory and practice

Pereguda A.l., Pereguda A.A., Timashev D.A.

THE MATHEMATICAL MODEL OF COMPUTER
NETWORKS’ RELIABILITY

The paper has investigated mathematical models of the reliability of LAN with an arbitrary topology and
recoverable components, with the analysis allowing to obtain the ratios of probabilities of data loss in a
network, a failure probability and expectation of time to failure of a network’s components, without any as-
sumptions about the laws of distribution of random variables. It has also offered the model for accounting
multiple failures of network components.
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1. Introduction

Nowadays, computer technology is increasingly being used in human activity. Further industrializa-
tion of production and, consequently further enhancement of efficiency in all spheres of social activity
is impossible without the use of information and communication technologies. Along with the rapid de-
velopment and the enhancement of information processes, a number of problems emerge, and if we do
not solve them, we cannot even talk about the efficiency of informatization. These issues should include
the creation of computer systems (networks) described by sufficiently high reliability of their operation,
and data protection contained in information systems from unauthorized access.

Most information systems (IS) are constructed based on computer technology and are a combination
of software and hardware. Their contribution to the system unreliability as a whole has increased with
the complexity of software, and it should be taken into account, while previously only the analysis of
hardware reliability has been carried out. However, for the consumer no matter what was the cause of a
system failure, the fact of a failure is important. Existing reliability models do not allow considering the
hardware implementation and software together as a comprehensive whole, making them difficult to use
because of the large diversity of applied systems, software and the complexity of their structure.

In what follows, we shall understand IS as a set of hardware and software implementing three basic func-
tions: storage, processing, and data protection, which allow presenting any information system in the form
of three subsystems: data storage system (DSS), data processing system (DPS) and security system (SS).
This IS partition is purely logical and does not reflect a specific implementation of the system, but in any real
system it allows distinguishing a set of hardware and software modules that provide execution performance
of each of the mentioned above functions. Abstracting from the actual hardware and considering logical
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subsystems provides obtaining a method of reliability calculation that can be applied to any LAN regardless
of the hardware configuration, the scale of the system and its functions. We shall consider LAN as a set of
hardware and software that implements the basic functions and includes the following:

A server as a component of computer system (CS) containing a data storage system (DSS) with its data
transmission systems (DTS) and a security system (SS),

A client as a component of CS, including a data processing system (DPS) with its own DTS and secu-
rity system (SS),

A hub serves to connect the client and server, which consists of DPS and SS.

A data storage system includes hardware and software that provide functions of receiving, storing
and releasing of information. The functions of a data processing system are the conversion of data and
communications of DSS with the user. A security system executes functions of control over the work
of other systems and data integrity retention. It must either prevent the loss of information or signal the
impossibility of data protection. Here we assume a loss of data as LAN accident. We understand the loss
of data as its actual destruction, or the inability to get access to it for a sufficiently long time.

Our objective is to develop a mathematical model of reliability of any LAN with recoverable com-
ponents, taking into account the consequences of failure of subsystems and obtaining appropriate
indices of reliability, as well as accounting of multiple failures of network components. This work is a
further development of studies presented in [1, 2], where the formulas for calculating the probability
of networks’ data loss have been obtained. Evaluation of reliability indices and efficiency of redundant
network structures with the selection of two groups of nodes and communication subsystem has been
considered in [3].

2. Solution of the problem

First, we shall introduce the necessary notation. Let the random variable y denote the DPS, time to
failure, and the random variable y is the DPS, recovery time. Next, we shall denote times to failure of a
client’s DTS, port hub and server as random variables¢,, ¢, and ¢, and the valuesV¥,, ¥, and ¥V, will
present recovery time after failure of a client DTS, port hub and server respectively. We shall denote random
time to failure of DSS by 0, and the time of its recovery — by €. Further the random variables&,, &, and
&, will present operating time to latent failures of a client’s SS, port hub and server respectively. We shall
denote the recovery time of a client’s SS, port hub and server by random variablesn,, 1, andnj;.

Since we assume that the system under consideration consists of recoverable subsystems and failures
are detected during preventive maintenance, then we should include periods of preventive maintenance
of aclient’s SS 7, port hub 7, and server T;, to the consideration, and the duration of preventive main-
tenance of a client’s SS, port hub and server we shall denote by 0,, 0, and 0,, respectively, and the
security system cannot perform its function during the control preventive maintenance. We shall assume
that all distribution functions introduced in consideration of random variables are continuous, i.e. they
possess density functions and all random variables are mutually independent. Let us consider the reli-
ability model of the network components separately.

3. Mathematical model of the functioning of the client
process reliability

We shall consider in more detail the process of client operation, which includes a data processing system
(DPS) with its own DTS and SS, and at that, the client DPS and DTS are connected in series. Because
of such a connection any undetected failure of these systems leads to the client failure and its further re-
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covery, therefore the operation process of the client has regenerative times. Let the client operate in such
a way that in the course of its operation, there are two alternatives of events’ development.

The first alternative: DPS may fail earlier than DTS and if SS is in good order at this point of time, then
the client’s stop will occur, and DPS recovery will take place, and at that, we assume that at the end of
DPS recovery DTS will also be fully restored, otherwise, if the SS at this point of time is in down state,
then the client failure occurs.

The second alternative: DTS may fail earlier than DPS and if SS is in good order at this point of time,
then the client’s stop will occur, and the subsequent recovery of DTS will take place, and after the end of
DTS recovery, DPS will also be fully restored, or if the SS at this point of time is in down state, then the
client failure occurs. With this assumptions the i-th cycle of regeneration of the client operation process
has a duration equal to the following

1, weAd,

(Xi + Yi )JX;'§¢1I' + (¢1i + \Vli )J¢11<Xi ’ where JWEA N {09 w g A. .

Consequently, if DPS failed earlier than DTS, then the regeneration cycle will consist of DPS time to
failure and the client recovery time after the failure of DPS, and if the DTS failed earlier than DPS, then
the regeneration cycle consists of DTS time to failure and the client recovery time after DTS failure.
The cycle of regeneration, with the number £ in which client failure will occur, has the duration equal to
Xy <o, T Py, <y - Thus, client’s time to accident will consist of the total of k —1 complete cycles
of regeneration and the regeneration cycle, on which the failure occurred [3,5]. Then the distribution
function of the client time operation to the first failurep can be written as:

K—1
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where £ is the number of the cycle in which the client failure occurred. Using the formula of total prob-
ability, we will rewrite the function F,(7) in the following form:

00 n n—1
Fp (t) = ZP Z(Xz A d)li) + Z(Yini§¢1i + Wli]¢11<xi ) < t|K:n ]P(K = I’Z),
n=1 i=1 i=1

where 7 is the probability of the client failure during the regeneration cycle. Taking into account that the
probability of the failure occurred on the n-th cycle is equal to P (K = n) =n(l- rl)”*l , then we have the
following expression:

F()=>_P

n=1

n(d—n)"", (1)

n n—l
> /\¢1i)+Z(YiJX,§¢” FWiidp <y ) S |z
i=1

i=1

Now we shall find 7. First, we should introduce two additional random variables U, andV, , taking
into account the periodic checks of hardware. These values having a sense: U, is operation time of the
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SS’s client to the n-th failure, V, is operation time of the SS’s client to the n-th recovery, defined by the
following relations [4]:

Zal,+2[(T+9) {E’l’ }(T+6)]+Zml s

i=1
E-’11
Zaﬁz (T +6)— (T +6) +Zm, Vs
i=1
where [x] is the integer part of x, {x} is the fractional part of x, x A¢; = min(y,¢,).

Obviously, if SPD or DPS failure occur during the SS’s recovery, then the client failure will also occur.
The condition of a failure in this case is written down as U, <y A ¢, <V, . However, the client failures
can also occur when the failure of DTS or DPS fall on the time of a control preventive maintenance. The
condition of failure can be rewritten down as sequence of the following events:

Vo H T S A <V H TGO Vo + (R H0) T S Ady <V +2(F +0,);.
AR 7 B R NS EP PN A L7 )

In view of a failure condition, the probability of the failure during the time of regeneration is defined
as follows:

=3 [(Pw, <x)-Pr, <x)+

n=1
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Omitting simple transformations, we have the following according to [4, 5]:
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where K b is the stationary availability of SS, K, b _1- K b [4].
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Now we shall rewrite the formula (1) in the form of convolutions of distribution functions:

o0
Fy(ty= (Fy + F 0K (1=K,
n=l

where F g, (t)= P(x AN, < t), F;t)=P (y Jy<p, TV1dp < < t). Then we shall represent the function
F,(2) as follows:

]<;1C;Eﬁ;(/\(|)l (S)
1= (1= K D)y (8)F, g, (5)

F($) =3 (Fo(9)" ™ (Fypg, ()" KL (1= KP) = )
n=1

where £, (s5) = f e *'dF, (t)= Me** is the Laplace-Stieltjes transform. Using the property of the Laplace-

0
Stieltjes transform, we determine the mean time to the client’s first failure under the formula, which we
shall write after transform as follows:

I—KCE
Mp:M(x/\¢1)+K—ng(M(x/\¢1)+MG), 3)

He

oo Y ooy
where M (A d,)= f f xdF, (x)dFy (y)+ f f xdF,, (x)dF,(y) and Mo = My ME,(¢;)+MV,E,(¢,).
00 00

Distribution functions F, s (1) and F () can be written down in explicit form

Fy(0)=F,(0) [ E,(0)dF, (0)+ Fy () [ Fy (2)F,(x), Fypg, ()= F,(0)+ F, ()= F,(OF, (©).
0 0

4. A mathematical model of the hub port reliability

Let us calculate the distribution function of time to the first failure of a port hub. The hub serves to
connect the clients and the server, and consists of DTS and SS. In working out the port hub mathemati-
cal model of reliability, we shall consider the overlay of regenerative processes of the data transmission
system’s operation and security system. The DTS’s operation process in this context is crucial because
it specifies moments of the regeneration process of the port operation, which is described by duration of
the regeneration cycle ¢, + W, . Distribution function of time to the first failure of the port p’ may be
written as follows:

Kk—1
P <t}=Pi> (o + Vo) 0y <11,
k=1
where £ is the regeneration cycle, on which the port failure has occurred.
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Since the process of the port functioning is an alternating renewal process, the probability that the fail-
ure has occurred at the n-th period of regeneration can be expressed as P{K = n}: rnl—r )", where
r, 1s the probability of an failure on the cycle of regeneration. Using the formula of total probability, we
shall write

00 n—1
P{plgt}:ZP Z((I)Zk +VWo0)+6,, <t P{K:”l}-

n=1 k=1

Substituting the probability P{v = n} in the recorded ratio, we obtain the desired probability in the
following form:

o
F,(t)=n)Y F. H(1—r)"".
o0 2; 5 (v, i, A7)
Since the function F,, (t) 1s the convolution of the distribution functions F ¢*(") () and
E](¢2k+“}2k)+¢2n :

*(n) ; .
sz (1), then we shall rewrite F,(¢) as follows:

Fy@)=n (Fy "« Fy ) —n)"". (4)
n=1

Carrying out the Laplace-Stieltjes transform for the time distribution function before the first failure
of the hub port, we shall rewrite (4) as follows:

N O RNV DRI 0 Fy (5)
Fp/(s)—ng_;(az(s» (Fy, ()" (1= g0)" " == AT ARTAE) (5)

where F¢2 (s), ﬁ\uz (s), I:"p,(s) are the Laplace-Stieltjes transforms of the distribution functions Fy (1),
F, (1) and F, (7).

Thus, it has been possible to obtain the Laplace-Stieltjes transform of the distribution function of time
to the first failure occurrence of the complex in the easy-to-compute form of the mathematical time ex-

dF,(s)

pectation to the first failure of the hub port. Since Mp’ = — |S:0 , then

MP/:M¢2+1_F2

(Mo, +MV,), (6)
r

where M ¢, and MV, are expectations of the random variables ¢, and V,.
As it has been shown previously, the probability of a hub port failure at regeneration cycle r», for the
client can be calculated by the following ratio:
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ME, —MF2 0,
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5. The mathematical model of server reliability

The server includes a data storage system (DSS) with its own data transmission system (DTS) and se-
curity system (SS). The development of the process of a server operation can occur according to the two
scenarios: if DSS failed earlier than DTS, then the regeneration cycle consists of the sum of DSS time to
failure and server recovery time after DSS failure, and if the DTS failed earlier than DSS, the regenera-
tion cycle consists of the sum of DTS time to failure and server recovery time after DTS failure. With
this assumption, the i-th cycle of the process regeneration of the server operation has duration t, equal to
©; Ns3; +€J ¢ <y, T V34, <o, - Theregeneration cycle, with the number & during which the server failure
occurs will not be complete, and therefore it has duration equal to ®, . J, <5 + 3/ < = O A3,
Server’s time to failure is equal to the sum of k¥ —1 complete cycles of regeneration and the regeneration
cycle on which the failure occurred.

Because server reliability indices will be calculated in the same way that the reliability indices of the
client, the presentation of this model will be carried out without further details. So, the distribution func-
tion of server operating time to the first failure p” can be written down as follows:

00 n n—l1
Fo(@)=> P|D> (@, N3)+ Y (6 <o, +Vidy o) Sth(0—r)"", (7)
n=1 i=l1 i=1

where r; is the probability of a server failure during the regeneration cycle, and the probability that the
server failure occurred just on the n-th cycle is equal P (K = n) =nr(l-—n y*~!. Without dwelling on dis-
cussion of methods to obtain a ratio of the probability of the server failure during the regeneration cycle,
we shall immediately write down the final ratio, as these methods are described in detail earlier. So r
has the following form:

g
ME —M[ 3 }6
3 (T5+65)| 3 —1- K —KCB,
M, + M(T; + 6, +F3 (T +6,))

(T 3+93)}
where K3CZE is the stationary availability factor of the server‘s SS.
The probability (7) is calculated from the sum of random variables, so it should written down

in the form of a convolution of the two probabilities of functions £, W)=P(oAp; <1),
F, ()= P(e Jo<p, T V3dp,co = t), then we have the following:

3He 3ne

Fy0) =30 (Fy  Fpm OKGE (1= K3, ®)
n=l1
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By carrying out the Laplace-Stieltjes transform for the ratio (8), we obtain:

KgfiﬁwA¢3 (S)
1= (1= K50 Fyopg, ($)F5 (5)

3ne

Fo(s)=

©)

In finding the mean median time to first server’s failure Mp” we shall use the standard method, namely

dﬁ n (S
Mp" =— le( ) |S:0 and after the appropriate calculations, we obtain the following:
., 1— K Cb
Mp™ = M(oAd3)+ che (M(0 N d3)+ Mo3) (10)

He

ooy x Yy
where M (A dy) = f f xdFyy (x)dF, (y)+ f f xdFy (x)dF,(v) and Moy = Me MF, (3)+ M3 MF, (6;)
00 00
The distribution functions F, ,, () and F; (¢) can be written explicitly

F, ()= F,(t) f Fy(x)dFy (x)+F, (1) f Fy (0)dFy(x), Fypg (1) = Fo (1) + Fy (1)~ Fy (0F, (1).
0 0

Note that the ratios (2), (5) and (9), for example, for the exponential distributions are rational algebraic
functions, their original is determined sufficiently easily with the standard methods.

6. Mathematical model of network reliability

Let us suppose that a network consists of a finite number of components N. The function of the net-
work reliability S shall be denoted by 7 = hg(py, ps,.... Px) = M g(x) , where ¢(x) = ¢(x;, x5,...,xy) 1S
the structure function (boolean function) [6], and P. = P(x; =1) = Mx; is the probability of failure-free
operation of i-th component of the network at time ¢.

Because the network is a recoverable system, then the whole time [0,00) of a component operation
splits into separate cycles, in each of which the component operates during part-time without accidents
(the set of time intervals O™ ), and the rest of the time is spent on an failure consequences’ elimination (the
set of time intervals O ). We shall call the function of sets 4,, 4,, 4;,..., Ay (T)S(A) = (T)S(Al, Ay, Ay)
as dual function for the Boolean function ¢g(x)=d¢(x,x,,...,xy). The function of sets is deter-
mined according to the following rule: if ¢g(x;,x,) =x; Ax,, then dA)S (4,,4,)= A4 NA4,, and for
G5 (X, %) =5V Xy, bg(4y, 4)) = 4 U 4,, finally for pg(x) =% = dA)S(A) = (0,00) — A4 .. Formally, the
function ¢¢(4,, 4,,..., Ay) can be introduced by using the complete disjunctive normal form (CDNF) of
the function (T)S(Al, 4,,...,Ay) . If CDNF of the function (T)S(AI,AZ,...,AN) is given in the form:

_ oy 0, Oy n _ o 40 oy
s (X2 %000 Xy) = D Cy o XXy then g (A, Ay A) = Cy oo AV AS o AR,
o

where ¢
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e :{ 4, ita=1 . b {o, i Coy i, =0
(0,00)— 4, ifa=0, : B, ifChp o =0

The mapping © ¢ — (T) is a natural morphism of the category of Boolean functions in the category of
sets of functions; the meaningful sense is that if 4; is a set of those times at which the component x; is
in good order, then ¢ (4, 4,,..., 4y) 1s a set of moments of the system correct operation.

Let ¢+ be some point of time, then, by definition, the structure function
o (0 N[0,11,05" N[0,£1,05” N[0,7],....0;” N[0,£]) isasetofpoints of time, at which the system was in good
condition until the point of time z. Then the average time for the correct operation of the system during time ¢ will
be determined by the following formula K ¢ (£) = Mmesd o (Q;" N[0,£1,05 N[0,£1,05” N[0,¢],...,0, N[0,£]),
where mesA is the Lebesgue measure of the set 4. Let us transform K¢ (¢) as follows

o0
Ks®)=M f J 05 (0 M[0,11,07 M[0,11,05 N[0,(].....0, N[0,¢]) ()dy.
0

Taking into account the sense of events’ index and that if for y > ¢ the following y ¢ Q;" N[0,¢] holds
true, we have

K0 = [ P{y€bs(0 N10.1,05 NI0,1,05 NI0,1L,... O N0, D}y = [ B (ROLBG), o B (7). (1)
0 0

It is necessary to remember that P;(#) = P(p, =1) is the probability of failure-free operation of the
i-th component at time point ¢. Thus, the ratio (11) allows reducing the computation of Kg(¢)to the
calculation of P;(t) = P(p, =1) for individual components. Let the time to failure p; of the i-th com-
ponent be a random variable. After the failure, the component is recovered over time 9, , which is also
a random variable. It is assumed that the recovery is complete, i.e. times of correct operation of the
component after its recovery, as well as after the second and subsequent recoveries are independent
and have the same distribution as random variables p;, J;, We shall denote the joint distribution of ran-
dom variables p;, J; by F;(4,B)= P(p,; € 4,9, € B) and in case of the independence of these variables
F(4,B)= P(5, € B)P(p, € A) = F, ()G, (B).

When calculating the probability of accident-free operation of the i-th component, we will use the total
probability formula, according to which we have

Rty=Pae0) = [ [ PO |py=x0,=y)dE, ()dG, (),
0 0

where p;; and J,; are random times to the first failure and to the first recovery of the component respec-
tively. As the process of the i-th component operation is an alternating recovery process, then its operation
time is covered by disjoint cycles of regeneration with duration p; +J; = t,(p;,0;). There are two options
of the process operation development: t,(p,,0,) >t andt,(p;,0;) <t. Then the probability P.(¢) of an
accident-free operation of the i-th component will be calculated as
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[[ Plee0f |y oo ), Gy 0+ [ Pre0f

T (x’y)gt T ()C,y)>t

pi=x,3,=y ) dFPi (x)dGSi (y) = Il + 12'

The condition t;(p;,d;) >t means that the moment of regeneration of the i-th component come after
time 7, and, consequently, the conditiont € Q;" is equivalent to the conditions € [0,p;, | and

L= [ Pltef0.pn]lp -5 - JdF, 4G5 (0= [ (J,e[o,x])de,. (X)dGs () =1-F, (0.

x+y>t xX+y>t

Considering the option, p;, +9; <t, it should be taken into account that time point p,, +90,, is the
moment of the first regeneration of the component, i.e. at this time point, the operability of the
component is fully recovered, and after that, the component continues correct operation during
some more time ¢ —9; —p,;. In view of these considerations, we can rewrite /; in the following
form:

I = ff (te [0.p]], =0, )dF (0)dGy (v) = f B(1—x~y)dF, (x)dGs (y) = fP(t—z)dF (2).

T ()<t T, (x,y)<t

By summing up /; and /,, we obtain the integral equation in convolutions

t
Rty =g+ [ Bt—2)dF, (2), (12)
0
where g;(7) = ﬁ;)i (1), F, ()= P(pi +96; < f)-
In terms of the Laplace-Stieltjes transform, the solution (12) has the following form:

gi(s)  1-Me™™
I=F(s)  1-Me*®Ho)

P(s)=g,(s)+ B(s)F, (s), or B(s)=

As mentioned above, it is not possible to convert the obtained solution in general form, so here we write
Mp;

Mp; + M5;

of P.(t)coincides with the component availability factor and, consequently, the asymptotic ratio for the
probability of finding the network in failure state will be calculated as P, ~1—-/h(K_,,K_,,....,K_y). Let
us give the ratio for the probability of the network stay in failure state of widely-spread LAN topologies:
star, ring, common bus. Therefore, the network with the topology “common bus” transits into failure
state, as soon as at least one of the clients has transited into this state. In this case the structure chart of
the network is a serial connection of clients and a server, and the failure probability will be determined

only its asymptotic value at s — 0. Then P, = limlsi(s) = = K ;. Thus, the asymptotic ratio
s—0
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N
by the ratioP, =1—- K f H K ZK The network having the topology “ring” transits into a failure state when
at least one of the clientslor the port by which connection is carried out, or the server has transited into

N
this state. The failure probability for this topology can be written down as P, =1— K K" H K% Since the
i=1
network with the topology “star” transits into failure state, if there was a loss of data on at least one of the
N+l N

clients, or hub port, or on the server, then the failure probability is equal to P, = 1— K> H K" H K5, where
i=1 i=1

N is the number of clients in the network, K ZK '1s the availability factor of its client, K ZP is the availability

factor of the i-th hub port, K? is the availability factor of server.

Thus, a mathematical model of reliability is presented above and expressions for calculating the prob-
ability of data loss (an accident) and mean time to the first failure of an arbitrary network with recoverable
component are obtained. However, this does not take into account the possibility of data loss due to the
network power supply failure. The network power supply failure leads to the so-called multiple failures
or common cause failures.

To account a network component common cause failures, we shall introduce the following notation.
Let the random variable £ be the time to failure, and the random variable v be the recovery time of the
power supply system. The random variables & and v are mutually independent variables with distribution
functions F (1) = P(E <) and F, ()= P(v<1). Let 6 be the random time to failure of the redundant
power supply system with distribution function F5(¢) = P(6 <t) . The correct functioning of the power
supply system is critical for accident-free operation of the network, so we will assume that in the event of
failure of the main power supply system, electricity supply can be carried out using the redundant system.
During the operation of the redundant system, the main power supply system must be recovered, or a
network failure will occur. We believe that the redundant system is able to maintain the functioning of
the client only for a limited time. Obviously, if the main power supply system recovery is not completed
before the redundant system failure, then the client will be cut off power, i.e. failure of the client will
occur. At the same time, we shall assume that if the main power supply system will be recovered before
the redundant system failure, then the redundant system immediately will return to its original state.

Thus, a network component failure may occur either on the internal reasons or due to a power supply
loss. Let us introduce the notation p as the time before the component failure due to internal reasons,
B as the time before the component failure due to the power supply loss and o as the time to the first
failure of the component. Since the time to failure is the minimum of time to failure due internal reasons
and time to failure due to loss of power supply, it is obvious that o =p J., +B Js, =pAP. Then the
distribution function of the minimum of time to the first failure of a network component will be deter-
mined by the following ratio

F,(1) = Pla <1) = F, (1) + Fy(t) = F, () Fy (0). (13)
Mean time to the first failure can be written down respectively as

Mo.=Mp+MB —f(1 — F, () Fy(1))dt. (14)
0
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Now we determine the distribution of time to failure of a network component due to the failure of
the system power supply. It is easy to notice that the distribution of time to failure due to power supply
failure is defined as follows

n—1
P{R<t}=P> (& +v)+(&, +8,) <tf,

k=1

where 7 is the cycle number of the regeneration process of power supply system operation, where the
network component failure has occurred.

Taking into account that the process of a component operation is a regenerating process, and then it is
easy to determine that P{n=n} =g, p” " is the probability that the failure occurred on the n-th cycle
of regeneration, where ¢, is the probability of failure on a cycle of regeneration, p,, =1—¢q,,. Then
P {B < t} should be calculated according to the formula of total probability

o0

Fy()=q,, 9 (F." « F;" D« Fy)(0)(1—g,,)"

n=1

To calculate P {[3 < t}of the distribution function of time to the first failure of the s power supply sys-
tem, we again will use the Laplace-Stieltjes transform and write down it in the following form:

Fy()=q,, > (Fe ()" (F, ()" Fy(9)1—q,,)" ",
n=I1

where Fg (s), FV (s) and F}; (s) are the Laplace-Stieltjes transforms of corresponding distribution func-
tions. The expectation of time before the first failure of a network component due to power supply failure
can be written down as follows

MB = ME + M +3=D2 (M + M) (15)

q3fl

Using the formula for the sum of a geometric progression, we obtain:

G i () (s)

Be=1z (1=, F=()F,(s)

(16)

Thus, it was possible to obtain the Laplace-Stieltjes transform of the distribution function of time before
the first failure of a network component due to power supply failure. To use the ratio of the expectation of
time before the first failure, it is necessary to calculate the probability of failure of a network component
4y 1n the regeneration cycle of the process of power supply system operation due to failure of the power
supply system. Obviously, the failure condition for n-th cycle can be presented by v > . Then we shall
write down the following expression
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g, = P(v>8)= f P8 < t)dF,(t) = f Fy(t)dF, (f) = MF;(v) .
0 0

The distribution function of time to failure of the first client can be determined by writing down the
inverse transformation for (2) and (16) and by substituting the appropriate distribution function (13).
The distribution function of time to the first accident of the port, we shall determine by writing down
the inverse transformation for (5) and (16) and by substituting the corresponding distribution function in
the ratio (13). The distribution function of time to the first accident of the server, we shall determine by
writing down the inverse transformation for the ratio (9) and (16) and by substituting the corresponding
distribution functions (13). The mean time to failure of the first client we shall determine from the ratios
(3), (9) and (15), the mean time to failure of the port — from the ratios (5), (10) and (15), and the mean
time to failure of the server — from the ratios (7), (10) and (15). Then, using the reliability function of the
network, we shall write down the formulas for calculating the probability of a network failure based on
probabilities of states of individual components.

7. The conclusion

Thus, the mathematical model of LAN’s reliability of arbitrary structure with recoverable components
has been developed. The expressions for calculating the probability of a network failure under the most
general assumptions about the laws of distribution of random variables have been obtained. The ratios
for the reliability determination of the probability of data loss in the LAN and the asymptotic ratios of
the mean time to first failure of network components have been obtained also. Using these ratios, we
can calculate the probability of finding a network with arbitrary topology in failure state due to multiple
failures of components.

References

1. Bogatyorev V.A. The reliability and efficiency of the redundant computer networks // Information
technologies. — 2006. —# 9.

2. Pereguda A.L., Tverdohlebov P.E. A mathematical model of reliability of LAN for client-server com-
putational network architecture with an arbitrary structure / / Information Technology. — 2007. — #1.

3. Pereguda A.L., Timasheff D.A. A mathematical model of reliability of the local area computation
network / / Information Technology. — 2008. —# 10. — p.7-15

4. Ostrovsky E.I., Pereguda A.I. The optimum cycle control with the recovery / / Proceedings of the
USSR Academy of Sciences — # 3. — S.198 — 201

5. Pereguda A.L., Timasheff D.A. Mathematical Model of the automated processing facility “to pro-
tect the system security”” with recoverable components and periodic monitoring of the security / / Trans.
Nuclear Energy — 2007. — Ne 3 — p.101-109.

6. Bayhelt F., Franken P. Reliability and maintenance, the mathematical approach: Trans. from Ger-
man. — M.: Radio and Communications, 1988. — 392 p.

43



