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Abstract. Optimal organization of the restoration process is of significant importance in the
operation of technical, information and computer systems, since failures occurring during their
operation lead to substantial negative consequences. In this paper, a formula for the variance
of the number of failures is obtained for the general restoration process, which depends on the
restoration functions (average number of failures) of the simple and general restoration proc-
esses. Also obtained are the formulas for the variances of the number of failures and restora-
tions during the alternating restoration process, when along with the element’s time to failure,
for example, the restoration time is taken into account. For an exponential distribution with a
simple and general restoration process, formulas are written for the variance of the number of
failures, as well as the Chebyshev inequality and the formula for the coefficient of variation of
the number of failures for a simple restoration process. The paper presents an algorithm for
obtaining dispersion in the form of series for the operation time distribution laws common to
the dependability theory. The developed mathematics are intended for the definition and solu-
tion of various optimization problems of information and computer security, as well as in the
operation of technical and information systems, software and formware information protection
facilities affected by random failures, threats of attacks and security threats.
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Dispersion of the number of failures in restoration processes

Introduction. Problem definition. A sequence of non-
negative, mutually independent, random values X, with
distribution functions F(¢) is called a restoration process
[1-3]. In the reliability theory, in the process of restoration
after each failure an element is repaired or replaced (with
a restoration element) and X; is the element’s times to fail-
ure after the (i—1)-th restoration, F(¢) is their distribution
function.

Depending on the structure of the sequence of distribution
functions F(f) there are various models of the restoration
process [1-8].

Thus, if all random values X, have the same distribution
function F\ (), F(t)=F,(f), we have a simple restoration
process. If F(t)=F,(f), i>2, we have a general restoration
process.

The restoration process defines the random value N(¢),
i.e. the number of failures (restorations) over the time
from O to ¢

P(N()=n)=F"@)-F"" (1), (1)

F"(#) is the n-fold comparison of distribution functions
F(8),i=1,2,....n

FO 0= % (0= [F =) dF ), FO (1) = (o),

Of significant importance as regards the theoretical and
practical problems of the dependability theory is the restora-
tion function H(?), i.e. the mathematical expectation of the
number of failures over the time from 0 to # in the process
of restoration H(t)=E(N(?))

H()= z::nF(") ). @)

Let HF (?) be the restoration function of a simple process
shaped by the distribution function F(¢), HF F,(f) be the
restoration function of the general process shaped by the
first distribution function F,(¢), as well as the second and
the subsequent F,(f).

The restoration function HF(¢) of a simple process satis-
fies the integral equation

HE (1) = F(6) + [HE (- 1)dF ). 3)

The restoration function of a general restoration process
is expressed through the restoration function of a simple
process using formula

HEF,(0) = F.(0)+ [HE, (- 1)dFy ).

For a simple restoration process, the formula for calculat-
ing the failure number dispersion is known [2]

DAV(O) =2 HE—)dHE (x4 HE )~ HF(). - (4)

Further study aims to obtain the formula for the failure
number dispersion under a general restoration process and
development of the method of its calculation for various
distribution laws for the operation times of replaced failed
elements.

Calculation of dispersion for general restoration
processes.

By definition

D(N(#)) = E(N*(1))= E*(N(1)) = E(N*(8) = H’ (1)

Thus, in order to calculate the dispersion, along with
the restoration function E(N’(f)) must be calculated. Let us
examine the calculation of E(N*(£)) [9].

Considering (1), (2) we obtain

EWV @) = S P(N() = n) = S (F (0)— F* (1)) =
= F(0)+ Y (== D) FO(1) = F(0)+ Y 2n -1 (1) =

=—H(t)+2F (1) + 2inF<">(z) ——H()+ 2i” FO ).

n=2 n=1

Thus, the problem comes down to calculating the sum

ZnF ) (t) for each model of the restoration process. Fur-
n=1

ther, this sum will be calculated using restoration function
formula (2) and definition of the general restoration process.
Successively, we obtain

o

N nF" (6) = F(6)+ 2(F, * F)(0) +3(F * B2 (0 +..+
a +n(F*F )0 .= (F (O + (K * F)(0) +
HE *ED)O) + ot (F*ED) 0 +.) + ((F * F)(0) +
HE*EPYO)+(E*E) ) +..+ (FE*E )6 +..) +
H(F*FE2)O +(F*FY)O+ .+ (F*F )0 +..)+
H(EFEDY ) + .4 (F*E" )6 +.) + .+
HEFE) O+ (F*F7) 1) +..) =
HEFXEDY O + .+ (F*E" D)) +.) +.+
6(F * Fy" ") 0)+(F *Fy) (1) +..) = (H (1) +
+(E *HE, (1) + (F * F, * HE, )(O(F, * F, * F, * HE, )(1) +
+o A+ (F*(F”*HE)(t) +...) = H(t)+
+(HFE,* (B + (B *E)O+(F*E*F)@0)+..+
+H(F *F")(t)+..)) = H (t)+ (HF, * H )(t).

Here H(¢)=HF F,(¢). Finally,

D(N(t))=2jHE(t—X)dHF1Fz(x)+HF]FZ(Z)—(HEE(f))2~ )
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An example. Let us write the dispersions for the simple
and general processes under an exponential distribution of
operation times

E@®=1-¢"), Fn=(1-¢")0 %a,

Under a simple process, H(f)=o,¢. Upon integration in
(4), DIN())=0,

Under a simple process and exponential distribution
of operation times the dispersion matches the restoration
function.

Under a general process [3].

HEF,(6) = o, +(1—-2)(1 - &™),
o

1

Upon integration in (5),
2 -
DV (1)) =oar* + 2221 =%),
(X’l
20, (0 —0y)

" (1-e)+ HRF, (1)~ H*FF, (1).

For many know distribution laws that are common to
the dependability theory [10], for instance, exponential,
Weibull-Gnedenko, Erlang, normal, Maxwell, Raileigh,
gamma and their combinations, the restoration function is
obtained in an explicit form or expressed as power series
(2,3, 11, 12].

In [3, 12], it is noted that the above distribution functions
and their combinations are expanded into power series as
follows

F(ty=Ya, y20,p>0. (6)
n=0

That enables the development of a single algorithm
for finding the restoration function of simple processes
formed by the distribution function of type (6), provided
that numbers 3 and y are whole, non-negative or related as
v=IB, [ is whole, non-negative. In this case, the restoration
function is defined as the solution of the corresponding
integral equation (3), if the solution is sought in the fol-
lowing form:

H(f) = icnzﬁ"”. )

Coefficients c, are identified.

In [12], in a similar way restoration functions are found
for combinations of the above distribution functions, except
for the combination of gamma distributions. Under non-nat-
ural values of vy, the condition y=Ij, (B:/ 1) is not fulfilled.

The obtained formulas include integrals IH \(t=x)dH, (x)of

0
restoration functions for the purpose of dispersion calculation.
Let in accordance with (7)

H(t)=Ye, """ i=12.

n=0

14

We have

[0~ )t () =

= j Qe (1= Y e,  (Bok+7,)x™ " dx =
k=0

0 n=0

oo oo t
=Y (Boy #7226, (£ = )PP e =
k=0 n=0 0

— icz,k ([32 +Y2 )icl’”t(ﬁl”*[}zk*“/l*yz) .
k=0

n=0

T@n+y, +DC B,k +y,)
TBn+Bk+y, +y,+1)

®)

The following was taken into consideration:

(1= ) w0 = geopn L@ADTE+1)
J(t X)) x"dx=t F(0c+[3+2) )

0

I'(x)= J‘tHe”a’t is a gamma function.
0
If B,=B,=B, then (8) can only arrive to a single infinite
sum by replacing n+k+s

(1,1 ) (o) =

ZBS+71+YZ

z Cl,ncz,kr'

s=0 F(BS+Y1 +Y2 +1) n+k=s
'(B”""’Yl +1)F(Bk+72) =

IB”+’YI 2 n

= 2 z Z,kcl,;kkr.

n=0 F(B”+Y1 +Y,+1D) k:oc
(B(” —k) +v, + I)F(Bk +7,)-

The definition of the restoration process assumed that
the restoration of a failed element happens instantaneously.
In practice, this assumption is often false. Along with the
time of no-failure, of significant potential importance is the
down time, cause of failure identification time and restora-
tion time itself.

Let us examine the so-called simple alternating restora-
tion process [2, 3].

Let (X)), (¥,) be two sequences of non-negative, mutually
independent, random values each of which forms a simple
restoration process with distribution functions F(7), G(¢)
respectively. Sequence (X, Y,) is called simple alternating
restoration process [2, 3].

If Y, is the time of an element’s restoration after the n-th
failure, X, is the element’s operation time after the (n—1)-th
restoration (restoration begins after the first failure), then
at moments

=X, IL=X+Y,+X,,...,
I,=X+Y,+X,++Y _+X,,...

n
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failures occur, while at moments

S =X +1.,5, =X +Y,+ X, +Y,,...,
S, =X+, +X,+Y, +--+ X +7Y ...

restorations end.

The times between failures (accounting for the restoration
time) form the general restoration process that is defined by
the first F(¢) and second (F*G)(?) distribution functions. The
times between restorations form a simple restoration process
with distribution function (F*G)(7) [2, 3].

The average number of failures and average number
of restorations are defined by the restoration functions
H(t)y=HF(F*G)(t), H (1) = H(F *G)(?) respectively.

Let D(?) be the failure number dispersion, and D,(¢) be
the restoration number dispersion. In accordance with (4,
5), let us write the formulas for dispersions

Dy(1)= sz(F *G)(t — x)dHF (F * G)(x)+ H, (1) — H; (1),

D,(t) = ZjH(F *G)(t—x)dH (F*G)(x)+ H,(t)— H}(?).

Let us note that the value of the restoration function and
dispersion of the number of failures enables the solution of
various practical problems involving variation coefficients
and Chebyshev inequality.

Let us write the variation coefficient V(N(#)) and Cheby-
shev inequality for the restoration process

)= 2

(o(N(?)) is the mean square deviation)

D(N(t
PN -H@)[2])< %

Let us examine the simple restoration process under
exponential distribution of operation times F(f)=1-e . In

this case H(f)=at, D(N(t))=at and

V(N ()= ﬁ

As the time of operation increases, the variation coef-
ficient decreases.

Taking | = 3\ D(N(#)) and transitioning to the contrary
event in the Chebyshev inequality, we obtain a well-known
form of the Chebyshev inequality, that in the case of the
restoration process becomes

P(|N(z)— H()<3D (N(z)))z g.

For a simple restoration process under exponential dis-
tribution of operation times

PN() -0t |< 3o zg.

Conclusion. The operation of technical and informa-
tion systems, as well as information security software and
firmware is associated with failures, threats of attack, safety
threats and many other effects, random in their nature, that
negatively affect their operation. Such effects cause restora-
tion processes. The number of failures, threats of attack and
safety threats are random values that depend on the time
and their distribution functions. The variation patterns of
such distribution functions cause the variety in the models
of restoration process, for which methods have been devel-
oped for finding the mathematical expectation (restoration
function) of the failure number.

For the general and alternating restoration processes the
paper obtained the formula of dispersion that depends on
the restoration function of two processes, the simple and
the general. It also suggests an algorithm for calculating
the restoration function for operation time distribution
functions common to the dependability theory. As an
example, dispersion expressions were obtained for the
simple, general process under an exponential distribution.
For that case, a Chebyshev inequality and variation coef-
ficient were written.

Let us note that obtaining the failure number dispersion
formulas for other models of restoration process is of inter-
est as well.

The availability of formulas for the average and disper-
sion of the failure number, as well as accounting for the joint
variation of the average and dispersion of the failure number
in the process of restoration from the times to failure distri-
bution functions of restorable elements naturally entails the
consideration of new optimization problems in restoration
processes. For instance, minimization of the failure disper-
sion under a restricted value of the average failure number
in operation leads to a problem that in terms of its definition
is similar to the Markowitz problem of optimal investment
portfolio [13, 14].

Thus, the mathematics developed in this paper will find
their application in the definition and solution of various
optimization problems of information and computer security,
as well as in the operation of technical, information, socio-
economic, biological and other systems when the occurrence
of failures is random.
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The author’s contribution

The paper sets forth a formula for the dispersion of the
number of failures of the general restoration process and
formula for the dispersion of the number of failures and
number of restorations under an alternating restoration
process. An algorithm for obtaining the dispersion of the
number of failures in the form of series for the laws of
operation time distribution common to the dependability
theory.



