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Abstract. The Aim of this paper is to develop the methods of analysis and simulation of the 
processes of occurrence and development of emergencies at complex railway infrastructure 
facilities. It cites analysis data on the threats, causes and consequences of sudden emergen-
cies at complex railway infrastructure facilities. For the purpose of ensuring reliable operation 
of technical objects, as well as timely identification of faults, it is proposed to use the indicator-
based approach that allows diagnosing and formally analyzing the processes of occurrence 
and propagation of malfunctions across the elements of complex technical systems. For the 
purpose of simulating the processes of propagation of the disturbances (hazards of emer-
gencies) that occur as the result of malfunctions, it is proposed to use the theoretic graph 
approach that involves model and visual representation of the structure of a technical system 
under consideration in the form of a directed graph that shows the correlations between its 
elements. Each node and edge of a graph is assigned certain parameters or functionals that 
reflect the processes of correlated operation of the elements of the simulated system. The 
propagation of disturbances within a system is simulated with pulse processes initiated in one 
or several nodes. The paper refers to the developed formalized models of disturbance propa-
gation in a technical system based on the construction of structural components and correla-
tion matrices. The authors introduce the concept of critical element of a technical system that 
helps identify the event of its failure. Two basic criteria of technical system failure, i.e. the ex-
clusive (a system is considered to have failed if the disturbance has reached any of the critical 
elements) and absolute criterion (failure occurs if the disturbance has reached the specified 
subset of critical elements) are defined. The paper provides an analytical example that illus-
trates the capabilities of the proposed model of disturbance propagation within the structure 
of a technical system. For the purpose more efficient diagnostics of the hazard of emergen-
cies in railway infrastructure facilities the paper proposes a model of application of structur-
ally integrated indicators that consists in the integration of indicators within the structure of a 
technical system that would immediately deliver the required and sufficient information in case 
of emergency. The main task would be to identify a set of indicators with the primary purpose 
of reducing the information-related stress and concentration of dispatchers’ or operators’ at-
tention on the processes within a technical system that are most relevant in terms of accident-
free and safe operation. Basic criteria are identified for the generation of the set of indicators 
within a complex technical system: maximum of reliability of the disturbance consequences 
estimate, maximum of accuracy of emergency causes identification, minimum of emergency 
identification time, minimum of nonrecurrent and current costs. A modified graph model of 
disturbance propagation in a complex technical system is provided that is the prerequisite for 
solving the multicriterion problems of optimal location of indicators within the structure of a 
technical system in terms of completeness, accuracy and timeliness of detection of failures 
of various types. Automation of the processes of generation of indicator sets using models of 
disturbance propagation in technical systems will allow using the proposed methods as part 
of further development of the URRAN methodology in terms of improvement of the decision 
support in railway infrastructure facilities management.
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Introduction

Being a crucial part of the Russian transportation in-
dustry railways play an essential role in the process of the 
country’s socio-economic development, since this type 
of transport has practically no alternative in terms of the 
volume and structure of freight and passenger traffic. The 
leading role of railway transportation is also determined 
by the country’s specific characteristics, including sig-
nificant transport distances, remoteness of primary main 
mining facilities and sources of raw materials from the 
points of processing and consumption, as well as seaports, 
insufficient infrastructure development of other types of 
transport in Siberia and the Far East, which are of strategic 
importance for the national development. The condition, 
safety and quality of rail transportation define not only 
the prospects for further social and economic develop-
ment, but also the nation’s ability to effectively perform 
such essential functions as protecting its sovereignty and 
security, providing citizens with transportation and creat-
ing conditions for more even economic development of 
individual regions, etc.

The URRAN integrated system for management of re-
sources, risks and dependability of railway infrastructure 
facilities at lifecycle stages is being developed and widely 
implemented by specialized organizations and divisions of 
the Russian Railways since 2010 [1]. Essentially, the sys-
tem implements a comprehensive process of dependability, 
resources and functional safety management in railway 
transportation and is essentially an extended RAMS (reli-
ability, availability, maintainability and safety) and LCC 
(life cycle cost) methodology.

The primary strategic railway safety objectives are [2]:
1. Improving the efficiency of the main activity, utiliza-

tion of infrastructure, technical reliability and fixed assets 
availability,

2. Ensuring the quality of products, services and proc-
esses,

3. Ensuring transportation safety.
The system of railway facilities and processes is a mas-

sive geographically distributed multi-purpose infrastructure 
that includes JSC Russian Railways facilities (track and 
structures, signalling, communication, electrification and 
power facilities; locomotive, car and passenger facilities) 
that are different in purpose and solve different process-
specific tasks. At the same time, the complexity of the 
technical systems included in the above facilities continu-
ously increases, which inevitably leads to an increase in the 
number and variety of risks associated with the production, 
adjustment, maintenance, operation and upgrading of these 
systems [3].

Ensuring safety and dependability becomes especially 
important with the use of “driverless” vehicles. Accord-
ing to the International Association of Public Transport, 
there are 5 Grades of Automation of trains (from GOA0 
to GOA4). When GOA4 level is implemented, there is 
no operational personnel onboard rolling stock. Under 

these conditions, centralized automatic train control 
systems for subways should contain subsystems that 
ensure the completeness, accuracy and timeliness of 
detection of failures of various types and preventive 
decision making [4].

Today, the technological development goes hand in hand 
with the increase in the number of elements involved in 
technical systems (dimensional complexity), the increase 
in the diversity of interaction structures of these elements 
(structural complexity) and the increase in the diversity of 
the forms and methods of this interaction (functional com-
plexity). This significantly complicates the task of ensuring 
the reliable operation of complex technical systems (CTS) 
that are part of the railway infrastructure facilities, since, 
depending on their structural and functional features, the 
manifestation of the risks and the nature of failures and 
faults propagation in the considered systems may differ [5]. 
In this case, the realization of risks may take the form of the 
possibility of malfunctioning or failure of a separate node 
and the entire system. The aim of this paper is to develop 
the methods of analysis and simulation of the processes of 
occurrence and development of emergencies at complex 
railway infrastructure facilities from indicator-based ap-
proach point of view.

1. Simulation of disturbance 
propagation in the technical system

The extensive experience of operating CTS of vari-
ous types and purposes shows that the occurrence of 
failures and faults of various nature, as well as incidents 
and emergencies they lead to (hereinafter referred to 
as sudden emergencies, or SE) is usually preceded by 
the stage of accumulation of defects in the equipment 
or deviations in a particular process [6]. The duration 
of this stage can vary significantly (from minutes to 
days). At the same time, at first the defects or deviations 
themselves do not pose an immediate threat of SE oc-
currence. In practice the processes of accumulation of 
such deviations are usually associated either with the 
unobservability of the CTS elements and subsystems 
due to the lack of effective monitoring and diagnostic 
tools, or, even more often, with the fact that personnel 
are accustomed to such deviations, since they do not 
always lead to accidents. At the next stage a sudden 
so-called initiating event occurs, which leads to an 
avalanche-like development of unfavorable processes 
and the occurrence of SE, the consequences of which 
are significantly aggravated by the lack of organizational 
and technical countermeasures, as well as lack of time 
and resources for their effective implementation. It is 
obvious that the SE, occurring at the third stage as a 
result of the rapid development of events, for the most 
part would be impossible without the accumulation of 
deviations and errors in the first stage.

Thus, one of the main tasks of ensuring the smooth op-
eration of CTS is the timely identification of malfunctions, 
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other disorders in the technical system, pre-emergency 
(emergency) situations and the transfer of information on 
their occurrence to the visualization, dispatching and situ-
ational management systems at various levels (to decision 
makers (DM), dispatchers, operators, etc.). The sources of 
information on possible abnormal deviations (malfunctions) 
in CTS or their subsystems (nodes) operation are sensors, 
elements of the system that can register various parameters 
of the system state, environment, parameters of the CTS 
operation, etc.

The resulting risk of malfunction, failure, accident, SE 
or other disruption of the normal CTS operation, registered 
by the sensor, is called a threat. In this case, the occurrence 
of a certain threat presumably leads to the processes of 
disturbance propagation along the structural elements of 
CTS accordance with their interaction scheme. Since, in 
accordance with the definition above, threats can be of 
different nature (type, nature of occurrence and manifesta-
tion, etc.), the CTS elements can interact with each other in 
various ways during the disturbance propagation process. 
As a result, schemes of interaction between elements will 
be different for each type of threat. Hence, the disturbances 
will also propagate through the elements of the CTS along 
different paths.

Technical systems of high structural, dimensional and 
functional complexity usually include a large number of 
sensors, which makes it significantly more difficult to moni-
tor their readings, diagnose abnormal situations, and most 
importantly, make timely accurate control decisions in the 
event of reading deviation from the norm and especially 
the threat of SE occurrence. Thus, problem of choosing 
the structure of the dispatching or situational management 
information system arises. It should allow reducing the op-
erator’s stress in order to increase the emergency response 
rate without a significant loss of awareness about safety 
critical processes [5, 7-8].

For the purpose of simulating the processes of propa-
gation of the disturbances that occur as the result of mal-
functions, the theoretic graph approach will be used. The 
representation of the structure of a technical system in the 
form of a graph is widely used for visualization and mod-
eling of the correlations between system elements. At the 
same time, the structure of the system can be rigidly fixed 
or undergo certain regular changes (which is typical of dy-
namic systems) depending on the process or phenomenon 
being simulated.

In this approach the structure of a system and the interac-
tions between its elements are represented in the form of a 
directed graph. Each node and edge of a graph is assigned 
certain parameters and functionals that reflect the processes 
of operation of the simulated system elements. The initial 
pulse (disturbance) applied to one or several nodes is propa-
gated through the whole graph changing the parameters of 
the nodes. In the general case, the magnitude of the pulse 
itself can change as well in accordance with the function-
als assigned to the edges of the graph. The simulation uses 
discrete time with a fixed step Δt. This approach to simula-

tion of dynamic systems has now found application in a 
number of areas [9].

Let us assume that  is a set of elements 
in a model, where n is their number. At any point in time 
any element can take on a value of 0 or 1. One stands for 
an active state (the disturbance has reached the element), 
zero stands for inactive state. The state of element ai at the 
point of time t will be designated as ai(t), and the row-vector 
of states of model elements (a1(t), a2(t), ..., an(t)) will be 
designated as . The set of sensors constitute a subset 
of model elements A⊇D={d1, d2, ..., dnD

}, where nD is the 
number of sensors.

Adjacency matrix M shall mean n×n binary matrix, 
indexed along both axes by the set of model elements. Po-
sitions  of the adjacency matrix contain 1 if 
and only if the relation R1 between model elements ai and aj 
is such that when element ai is active at the moment t1, the 
element aj will also be active at the moment t2 = t1 + Δt. In 
other words, relation R1 specifies the paths of disturbance 
propagation through the system. By relation R1 we shall 
mean an adjacency relation or reachability of depth of 1 
relation. The adjacency relation between model elements ai 
and aj will be designated as  and the absence of such 
relation will be designated as . If there is no adjacency 
relation R1 between elements ai and aj, there is a 0 in the posi-
tion (i, j) of the adjacency matrix M. Let us suppose that the 
adjacency relation has reflexive property, i.e. . 
Within the model, this means that once activated, the element 
remains activated during the entire simulation time. For each 
specified type of threat, its own adjacency relationship can 
be defined,  and so on. Accordingly, each type of 
threat has its own adjacency matrix. The adjacency matrix M 
corresponds to the digraph of the cause-effect relationships 
of the model elements G(A, R1), the nodes of which are the 
set of model elements, and the edge (ai, aj) corresponds to 
one in the matrix position (i, j). This graph will be called 
the relationship digraph.

The activation of the model elements is described by 
the Boolean equation . In other words, 
all elements of the model connected by edges with already 
active elements are activated at further steps. In this case, 
once activated elements remain activated during the entire 
simulation, since the diagonal elements of the adjacency 
matrix are equal to 1.

Among the set of model elements the subset of sen-
sors D={d1, d2, ..., dnD

} is selected. The sensors register 
the specified parameters of the CTS and indicate the 
occurrence of a threat. The disturbance caused by this 
threat spreads from the sensors to other elements of the 
system along the edges of the correlation graph G(A, R1). 
The set of model elements, the correlation matrix and 
the subset of sensors are determined together with the 
system designer according to the results of the system 
operation scheme analysis at the development stage. 
The subset of critical elements K={k1, k2, ..., knK

} that 
determine the criterion for system failure is also selected 
among the elements of the model. Different sets of criti-
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cal elements can be considered for each type of threat 
(edge coloring).

Simulation starts at the moment of activation of the first 
sensor t0 and continues either until the moment of stabi-
lization (termination of change in the state of the model 
elements), or until the system fails in accordance with the 
selected system failure criterion.

The time of system failure will be designated as tS. The 
criterion for system failure is determined by critical ele-
ments. Depending on the features of the system or node 
under consideration, as well as other features of the problem 
being solved, different criteria for evaluating the system 
failure can be selected. There are two basic criteria among 
them.

Exceptional criterion for system failure. The system is 
considered failed if the disturbance has reached any of the 
critical elements: .

Absolute criterion for system failure. The system is con-
sidered failed if the disturbance has reached a given subset 

 of (in the degenerate case of all) critical elements: 
.

Other criteria can also be considered, for example, those 
related to the number, mutual arrangement and other pa-
rameters of the critical element set to which the disturbance 
has reached.

To illustrate the possibilities of the proposed model of 
disturbance propagation in the structure of a CTS, let us 
consider a simplified example. Let us suppose that the 
structure of the system include 12 elements, n=12, A={a1, 
a2, ..., a12}. Elements a1 and a2 are sensors, d1 = a1, d2 = a2, 
D={d1, d2}= {a1, a2}, nD=2. Elements a11 and a12 are critical 
elements, k1 = a11, k2 = a12, K={k1, k2}= {a11, a12}, nK=2. The 
adjacency matrix M is defined as:

.

The relation R1, defined by the matrix M forms the rela-
tion digraph G(A, R1) shown in Figure 1, where the sensors 
are designated by a circle , and the critical elements are 
indicated by a square . Let us suppose that there is only 
one type of threat, hence, only one set of critical elements, 
one adjacency relationship and one relationship graph are 
defined.

Figure 1. Relation graph G

Let us suppose that at time t = t0 the sensor d1=a1 
registers a threat a1(t0)=1, ai,j≠1(t0)=0, .  

Then, the states of the model elements at the time point 
 are calculated as follows:

.

Figure 2 shows the process of disturbance propagation 
along the edges of the relation graph G from active ele-
ments (marked by an additional circle) to inactive ones, as 
well as the states of the corresponding model elements at 
different points in time. The disturbance spreads along the 
edges of the graph from the active elements to the inactive 
ones, covering one edge at a step. The state of the elements 
at a specific time point is determined by a Boolean formula 

.

The elements status lines for different points in time are 
as follows:

;

;

;

;

;

;

.

As the above example shows, at the time point t=t4 the 
first critical element is activated. If the system uses an ex-
ceptional criterion for system failure, then at the time point 
t4 the system would fail. With absolute criteria, the system 
fails at the time point t=t6.
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2. Models of using the indicator-based 
approach

For the purpose of more efficient diagnostics of 
emergency hazard, a model of application of structurally 
integrated indicators in railway infrastructure facilities 
will be considered. The indicator-based approach means 
that, in addition to the sensors, indicators are integrated 
within the structure of a technical system immediately 
delivering the required and sufficient information to 
the corresponding visualization, dispatching or situ-
ational management systems in case of emergency in 
order to inform the DM (dispatchers, operators, etc.) if 
increased attention to the situation or direct interven-
tion are required.

The main task is to identify a set of indicators (the 
concept of “indicator dashboard” generally accepted in 
organizational management [10] can be used here) with 
the primary purpose of reducing the information-related 
stress and concentration of dispatchers’ or operators’ 
attention on the processes within a technical system 
that are most relevant in terms of accident-free and safe 
operation.

The values of the parameters reflected by the selected 
indicators should reliably demonstrate the deviations from 
the normal operation of the system. Thus, within the frame-
work of control, dispatching or situational management, 
the approach under consideration is to first and foremost 

provide the decision makers with the necessary and suf-
ficient information on the status of the CTS in visual form, 
as well as ensure the possibility of operational (including 
scenario) analysis of alternative ways of emergency situa-
tion developing on a specific time horizon. Ultimately, it 
should improve the efficiency of management decisions on 
transport safety.

In order to achieve these objectives, the location of the 
indicators in the CTS structure should allow for informing 
the DS on the occurrence and development of a potentially 
dangerous situation at the earliest possible stage. At the 
same time, it should be noted that at the early stages of a 
situation’s development, the possible (most probable, pes-
simistic, optimistic, etc.) scenario for an abnormal situation 
is not always clear. As a result, the set of consequences 
may be too broad, which does not allow reliably predicting 
the consequences and making the right decision. In this 
case, real-time and detailed monitoring of the potentially 
pre-emergency state of the CTS is required in order to 
collect additional information to analyze it and decide on 
the appropriate response.

Naturally, an equally important criterion for choos-
ing a specific placement of indicators is the cost of such 
placement. Depending on the specific task, it is necessary 
to take into account not only the number of indicators, 
but also their weight, volume, physical distance between 
indicators, sensors, etc. When selecting a set of indicators 
one should obviously strive to reduce their total number, 

Figure 2. The process of disturbance propagation in the system
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while ensuring the minimum possible reduction in the 
accuracy and information content of the data they send 
to the visualization, dispatching or situational manage-
ment systems. 

At the substantive level, the following main criteria for 
choosing the set of indicators in a complex technical system 
can be distinguished.

Reliability of consequence evaluation. The selection of 
the indicator set should allow for making judgment on the na-
ture of the situation development and possible consequences 
with maximum accuracy based on their readings.

Accuracy of cause identification. Indicators should allow 
not only for timely detection and consequences assessment 
of abnormal situations, but also for identification of their 
causes. For example, indicators should show with which 
CTS node (element) the spread of the negative impact 
started, whether the cause of the deviations was external 
or internal, etc.

Abnormal situation detection time. Indicators’ selection 
and localization in the structure of the CTS should allow 
for detecting deviation from normal operating at the earliest 
possible stages of their development in order to maximize 
the amount of time available for a decision made by system 
operator.

Cost. Indicators’ selection and localization in the 
structure of the CTS should minimize one-time and cur-
rent costs.

The proposed criteria are contradictory in a way. For 
example, in order to determine the cause of an abnormal 
situation as precisely as possible, strictly speaking, one 
should place indicators in all elements of the system, but 
this will increase the cost, the information-related stress on 
the decision maker, the time required for abnormal situation 
detection, etc.

To solve the problem of composing a set of indicators, 
the above graph model of disturbance propagation in the 
CTS is modified. The concept of edge passing time is in-
troduced expressed as a positive number associated with 
the edge of the relation graph and meaning the time, during 
which the disturbance passes from the model element at the 
beginning of the edge to the element at the end of the edge. 
To register the edge passing times, the matrix of temporal 
relations Mt, which is a square matrix n×n, indexed along 
both axes by the model elements. Positions (i, j), i, j,∈1, n 
of the temporal relations matrix contain edge passing time 
(ai, aj), if such edge exists, and infinity sign ∞, if such edge 
does not exist.

Temporal distances matrix N shall mean a n×n square 
matrix indexed along both axes by the set of model elements. 
Position (i, j), i, j,∈1, n of this matrix contains temporal dis-
tance between graph nodes ai and aj. The temporal distance 

matrix is the result of applying the Floyd-Warshall algorithm 
for finding the shortest distances between the nodes to the 
matrix of temporal relations [11].

An optimization problem of placing indicators in a 
technical system is formulated using a series of definitions 
introduced below. A subset of indicators will be denoted by 
I={i1, i2, ..., inI

}. The set of time t precedence of element a 
shall mean a set of model elements Befi(a), from which the 
element a can be reached in a time not exceeding time t. 
The set of time t precedence of element a shall mean a set 
of model elements Befi(a), from which the element a can 
be reached in a time not exceeding time t. The set of time t 
afteraction of element a shall mean a set of model elements 
Afti(a), which can be reached from the element a in a time 
not exceeding time t. 

Indicator coverage of time t precedence shall mean a set 
of time t precedence sets for all indicators:

.

Indicator set of coverage of time t precedence shall mean 
the union of the set of model elements included in the indica-
tor coverage of time t precedence, or, what is the same, the 
union of time t precedence sets for all indicators:

.

Similarly, indicator coverage of time t afteraction shall 
mean a set of time t afteraction sets for all indicators:

.

Indicator set of coverage of time t afteraction shall mean 
the union of the set of model elements included in the indica-
tor coverage of time t afteraction, or, what is the same, the 
union of time t afteraction sets for all indicators:

.

Overall set of coverage precedence shall mean the union 
of sets of time given for each indicator precedence for all 
indicators:

,

where T={t1, t2, ..., tnT
} is a set of times of precedence 

sets. Similarly, the concept of overall indicator precedence 
coverage

. 
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Diameter of the overall coverage shall mean the maxi-
mum value of all times of a set.

.

Similar to the time coverage, the concept of the indica-
tor set of the overall indicator coverage of precedence and 
afteraction is introduced:

, .

Let us suppose that the solutions to the indicator localiza-
tion problem is a subset of model elements I ⊆ A. With the 
introduction of some restrictions on the set of solutions the 
set of feasible solutions is obtained.

The number of indicators should be limited. This restric-
tion derives from the requirement to reduce the information-
related stress on the operator. Mathematically this restriction 
can be expressed as , where NI is some constant 
given in a specific task.

The set of indicators shall cover all possible threats 
known at the current stage of system development. In other 
words, in terms of the model in question, there should not 
be a situation in which the disturbance caused by the sensor 
reaches a critical element before it reaches the indicator. The 
mathematical interpretation of this restriction can be written 
as  

Thus, the region of feasible solutions must satisfy the 
afteraction requirements:

I ⊆ A,

,

 .

Optimization criteria for finding the optimal solution 
among the feasible solutions are formulated.

1. Criterion of maximizing the allowable time for decision 
making. From the system’s operational safety and failure 
prevention point of view the earliest possible threat detec-
tion is required. This criterion implies maximizing the time 
from the moment of activation of the critical element to the 
critical event. In terms and designations of the model it is 
written as follows:

.

2. Completeness of coverage. For each set of indicators, 
coverage by precedence and afteraction sets is defined.

In order to judge of the possible causes and consequences 
of the current situation most accurately, the selected indica-
tors must allow for the precedence and afteraction sets to 
covers as much of the model elements as possible. Math-
ematically, it can be expressed as:

; . 

3. Accuracy of coverage. In the previous criterion cov-
erage is used without consideration of time. However, to 
accurately identify the developing situation, the indicators 
should be “close” to the propagating through the system 
disturbance in time. For that purpose, the minimal diameter 
of precedence or afteraction coverage (the set of which 
covers the whole set of precedence IBef or afteraction IAlt) 
must be minimal:

; 

.

Let us formulate the task of optimizing the placement 
of indicators.

Let us suppose that the given model of disturbance 
propagation through a technical system is: the set of model 
elements is A={a1, a2, ..., an}, the subset of sensors is D={d1, 
d2, ..., dnD

}, the subset of critical elements is K={k1, k2, ..., knK
}. 

The model elements are interconnected in relations graph 
G, edge passing times are given in the matrix of temporal 
relations M.

It is required to find such subset of elements (a set of 
indicators) I={i1, i2, ..., inI

} that would comply with the fol-
lowing conditions:

, 

 .

, 

; , 

; 

.
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Due to the orientation to the systems of high dimen-
sional, structural and functional complexity and in light 
of opposing nature of the criteria formulated above, the 
precise algorithms for solving the problem in question 
will have too high computational complexity. Thus this 
problem is proposed to be solved using a combination 
of various approximate algorithms that create solutions 
according to individual criteria, or modify some existing 
indicator placement created based on other performance 
criteria [5, 12]. The practical application of this problem 
algorithms should be carried out using interactive proce-
dures to collaborate with experts or specialists in a given 
subject area. Such approach can significantly improve 
the quality of the solution results (variants of indicator 
placement) in terms of achieving the set goals.

Conclusion

The main aim of the proposed indicator-based ap-
proach is to increase the dependability of CTS in op-
eration and to prevent SE through the early diagnostics 
of the hazard of emergencies in technical systems. The 
indicator-based approach offers means to reduce the 
information-related stress and to concentrate dispatch-
ers’ or operators’ attention on the processes that are most 
relevant in terms of safety. The approach also allows 
locating the sources of emergency situations with the 
required accuracy.

The proposed models of the disturbance propaga-
tion in the CTS are the basis for the formulation and 
development of formalized methods for timely detection 
of abnormal situations during the CTS operation and 
preventing SE. The developed indicator-based approach 
includes a set of models and technologies for analyzing 
the processes of hazard effect and disturbances propaga-
tion in complex technical systems, as well as methods for 
solving multi-criteria problems of optimal placement of 
indicators in the structure of the CTS based on criteria 
of completeness, accuracy and timeliness of detecting 
failures of various types.
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