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Abstract. The paper examines the matters of operational dependability of space systems (SS),
efficiency of complex systems, use of redundancy in spacecraft (SC) design. It presents meth-
ods of predicting the dependability of designed devices, design of devices with desired de-
pendability and comparison of dependability of various SS. For that purpose, the authors set
forth the fundamentals of the dependability theory for SS design, methods of collection and
processing of data of equipment dependability based on the results of operation and special
dependability tests. Methods, mathematical models are developed, the equipment architecture
at the stage of design and manufacture is analyzed. The paper also cites the design ratios for

\J various tested types of redundancy, lifetime extension of SC units based on the residual oper-
Viadimir Ya. Gecha ating life estimation method. The existing methods of dependability analysis are classified and
examined. The authors outline the problems of ambiguity of information of the input data in
case of classical computing. The effect of nominal deviations of the external effects, irregularity
of the failure rate, non-linear nature of the effect of external factors on the dependability are
examined. The paper also takes a look at the way the external factors affect the dependability
and the degree to which such factors are taken into consideration in the existing methods. It is
noted that the qualitative, technical and organizational (design and software) requirements for
dependability in the technical specifications for each stage of elements and SS development,
shall be observed and confirmed at the respective stage of activities. The paper presents the
methods of estimation of technical item operating life with the focus on those based on the
physical premises of operating life depletion.Attention is drawn to the importance of the eco-
nomic aspect in the research dedicated to SS lifetime extension.
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Introduction

The stages of design, starting from the development of
the technical specifications for a system to the delivery of
technical documentation for prototype production are of key
significance within the overall problem of ensuring depend-
ability of spacecraft (SC). An important activity that governs
the relationships among all the parties involved in the SC de-
velopment is the substantiation of the dependability program
(DP) of a product as a whole, its components and element,
as well as the development and approval of the procedure
of dependability requirements confirmation at all stages of
development [1-4]. For that purpose, DP models, standard
DP and dependability confirmation models (procedures)
are used. After the selection of all project, architectural,
design and process engineering solutions before the final
formalization of a project by the company’s dependability
service jointly with the developing units, the design outputs
are evaluated in terms of dependability and the adopted
solutions are adjusted [5-8].

SC is a complex multicomponent system that includes
both hardware and software components [9-12]. Conse-
quently, their operation involves real-time supervision of
their characteristics and state analysis. Dependability is one
of the primary characteristics of a technical system [3]. Ac-
cording to the Russian national standard, dependability us
understood as the property of and item to maintain in time
and within the set limits the values of all parameters that
characterize the ability to perform the required functions in
specified modes and conditions of operation, maintenance,
repairs, storage and transportation [4]. Due to the complex-
ity of SC structure (and, subsequently, complex nature of
relations among the individual components), the process of
obtaining the numerical values of dependability indicators
becomes more complicated as well [5-8].

The methodological aspects and
objectives of the problem

A number of methods and measures are used for pre-
vention and detection of failures related to the design,
manufacture and operation, as well as protection of system
elements from their consequences. If preliminary studies of
system efficiency determine the required quantity and level
of guaranteed mission completion, the minimal required
level of product dependability can be clearly determined by
estimating and minimizing the total cost of development and
application, i.e. program execution as a whole [6, 7].

Development of a limited use system (tens of items). In
this case all components of the total cost must be taken into
consideration: costs of system development, manufacture
and operation of the whole fleet of products that ensures
mission completion not less than N, times (required number
of products) with the guarantee not lower than vy,,, [9-12].
Specifying system and components dependability require-
ments involves:

* making a list of dependability indicators,
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* definition of dependability norms (specification of the
required quantitative values of dependability indicators of
system components),

e definition of confidence probability or mean square
deviation norms, that must be observed while confirming
the standard values of system dependability indicators by
the time the state tests are complete,

* specification of managerial and technical requirements
for dependability per system elements,

e definition of the procedure of confirmation of depend-
ability requirements per design stages of system compo-
nents.

In the general formulation, the dependability norms
definition is as follows [8, 9,13].

Let SC consist of N elements integrated with a certain
structure and performing certain functions. The following
are known [9, 10, 14]: type of joint density of SC element
failures (1), f.1T,;i=LN }, required value (or a series of
values) of the system dependability indicator P, functions
of relations between dependability and considered factors
0, {E;i =1L,N,® ,v= I,S}, [ =1, L; distribution function
of faultless operation time of components F; = P, { F(T)
i =1, N; objective function (functional) g = g1P,i=1, Ny,
where P, is the pointwise value of the dependability estimate
of the i-th element, @, is the considered v-th factor, S is the
number of factors under consideration, L is the number of
functions of relations.

It is required to find such values of elements’ depend-
ability that optimize the objective function g [1, 9].

Ifitis required to design a SC with minimal cost or mass,
the costormassg=C,C = C{E,i = I,N},orgiMare cho-
sen as the objective function, M = M {P,i=1,N .

The solution involves finding Vectoer{P1 ) LTITRIY PP I_’N}
that minimizes C or M, i.e. C(P)=minC(P);
ﬁ:{E,Q,...,R,...PN}, or M (P)=min M(P);
P= {P{,Pz,...,P,,...PN} if ®(P)=d,. If the task consists in
maximizing function ®(P) under the given cost (or mass)
limitations, then ® = (I)iPl.,i =1, N ;.Vector P is found that
maximizes ®(P), i.e. ®(P)=max ®(P) if C(P)<C, or
®(P) = max P(P) if M(P)< M,. Norm definition often
takes into consideration not only system dependability
requirements, but safety requirements as well. Then, the
problem is solved using the safety function as function ®(P)
, i.e. B = ®(P),then condition B = ®(P)> P,. Is verified.
If it is fulfilled, the problem is solved, if not, the solution
continues starting from vector P = P, i.e. vector that satis-
fies the solution at the first stage.

Methods of specific implementation

In the process of creation of space technology products
that have no analogs and prototypes, instead of strict standard
values of dependability indicators, algorithms and methods
of specification and norm definition of quantitative depend-
ability requirements are developed that take into considera-
tion the characteristic aspects of application of a SC and its
element [15,16], as well as the actual limitations.
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Let us examine the application field of probabilistic
dependability indicators as the basis for ensuring guaran-
tees depending on the scope of SC application [4, 5, 7].
Let the objective of a one-off program of creation and
application of a single-use satellite consist in satisfying
the need for N, of such products. The required satellite
operation time is specified, probability of no-failure R is
used as the product dependability indicator. The depend-
ence between the level of product dependability and the
cost as part of the dependability program is known to be
R = R\R,R,, where R =1-(1-R,,)exp[ -0, (C,-C,,)]
is the dependability component, that takes into con-
sideration the effect of components failure subject to
redundancy, R, =1— (1 -R, ) exp[—oc2 (C2 -Cy )] is the
dependability component that takes into consideration
the quality level of manufacture and quality assurance,
R, =1-(1- Ry, Jexp| =0t (N, — N,,, ) ]is the dependability
component that takes into consideration the quality level of
maturity, Ry, R,, R,, are the initial (minimal) levels of com-
ponents R, R,, R, that correspond to the minimal expenditure
C,p» Cy» N, of resources C;, C, and products N, spent on
the experimental development, a,, a,, o, are the parameters
that define the growth rate of components of indicator R as
the costs increase.

Possible solutions and strategies take into consideration
the fact that achieving the specified objective is possible
both through increased expenses on higher level of depend-
ability of each item and through extended scale of products
manufacture [14].

As when N SC are manufactured, the number of SC
N, that successfully completed their mission is random,
the practically achievable guarantee would be y, where
Y=P {Ns 2N, } Each solution is defined by the vector
of components R, R,, R, or corresponding costs C,, C,, N,
which unambiguously defines level R. For the specified y
and N, subject to known R the number of manufactured SC
Ng=f (N req> B> R) can be clearly identified that guarantees
successful mission completion. The total costs of program
implementationC, can be identified using the dependence
C, =(C +C,)(N,, + N, ). The rationality (optimality) of the
solution that involves the definition of the required level of
dependability of the product and allocation of resources to
dependability assurance measures consists in the minimiza-
tion of the total cost of development and manufacture of the
required number of SC [11, 15] that guarantees successful
operation of N, > N, products. As the outcome set we will
use the sample space. Each sample event o, consists in the
fact that the use of N SC resulted in exactly N, =i successes.
From the point of view of achieving the set goal the whole
outcome set I can be divided into two subsets W, and W,
such that

V(i=0.1...N)(w eW) e (i2N,,);

req
V(i=0,1...N)(w, eW,) e (i<N,).

req

In this context the probability of event w, <> {Ny = i}

under the known probability of no-failure of SC is identified
according to formula [4]:

P{w}=C,R (1-R)""

This formula defines the probability measure over the
realm W.The event ¥, is the union of all ®, under i = N,

therefore its probability is defined as the sum of probabilities
of such sample events.

N .
piw}=Y iR (1-R)""
=N,

This probability ensures the level of practical guarantee
of successful program performance. In order to ensure the
required level of guarantee y under known values of R and
N, we can increase N thus redefining the space W, until
we obtain compliance with condition P {Wl} 27 [2]. The
value of N will be equal to the target value N,;. Thus, we
will find the possible ways of constructing the functional
correspondences ¢ : R — N.If the set R is taken as a space
of strategies, out of which must be chosen the value R, that
ensures the minimal total cost of program implementation
Cs. .. correspondence ¢ solves a part of the problem: for each
R it defines V. The solution is complicated by the fact that
dependability R can be ensured by various combinations of
components R,, R,, R,. Ineach particular case the problem
of auxiliary optimization can be defined and solved. For
instance, that may include finding vector R,, R,, that ensures
R’ = R R, under minimal cost C = C, + C,. The procedure of
extremum seeking is set forth in [2, 9] as part of a program
that defines the dependence of unit costsC,, =C; /N, and

standardized unitcostsC,, . = C,, / C,, where C, = C,, -ﬁCZO,
from the required number N, for specific sets of input data
[11]. Additionally, calculations can help identify the cost
component associated with the compensation of statistical

instability of the result as compared to the mathematical

expectation
N,
AC, :£ N, ——|
C, R

as well as the cost component associated with assurance
of dependability

C
AC, =1-AC, — C—Z(N,_eq +N,y),

The analysis of the last two formulas allows identifying
the range of values of mass product manufacture with vari-
ous capabilities of using probabilistic requirements as the
basis of guaranteeing success [ 1, 4, 12]. For mass-production
items (N, > 10°) the additional cost of ensuring guaranteed
results that compensate for the statistical instability of ran-
dom phenomena relative to average ones account for several
percent of the total cost of program and an insignificant
fraction of the total cost of the dependability program. For
serial production items (N, > 10%) the costs associated
with the instability compensation account for 10% of the
total cost and about 20 % of the cost of the dependability
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program. For low-volume items (N,,, of tens) the costs as-
sociated with the instability compensation account for 25%
of the total cost and up to 50 % of the DP cost. Finally, for
unique items (V,,, of several units) the costs associated with
the compensation of statistical instability through larger
scale manufacture can be several times higher than the
initially planned cost of the program, which is obviously an
unacceptable way of ensuring a guaranteed result. Analysis
shows the applicability of stochastic determinism in ensuring
guarantee. In the context of the above example, the depend-
ence between the achieved level of product dependability
and the expired costs is assumed to be defined by functional
correspondence ¢ : C — R with the following properties:

‘v’(si,sje S)El(wi: d)(sl.),wj: q)(sj)) : [wl.,Rw,wj] - [S,Rssj],
which allows finding clearly the best strategy of cost alloca-
tion that ensures the maximum indicator R to the definition of
the acceptable error of the extremum seeking procedure.

The only type of considered uncertainty consists in the
uncertainty of functional correspondence, i.e. the random
nature of the number of successes. The principle of guaran-
teed result allows eliminating this uncertainty through the
introduction of the level of practical guarantee and construc-
tion of domain f : RXN — N.

The next step in accommodating the problem definition
to the real-world problems consists in accounting for the
uncertainty of correspondence ¢ : C — R that, in a fairly
general case, can be defined with a joint distribution of the
constants that make the correspondence. Consistent ap-
plication of the principle of guaranteed result is based on
the construction of a confidence interval [R(C),1] with the
level of practical guarantee of assurance v,.. The practical
guarantee of successful program performance y now depends
on both the guarantee of assurance v, and the guarantee of
successful application y,,: ¥ = v,.Y,,- Such definition of the
problem would suggest an investigation into the expediency
of'the strategy of experimental confirmation of the achieved
level of dependability[2].

Let us assume that for the purpose of confirming a certain
level of dependability R it is planned to test # SC. The result
of each test {n, m}, where m is the number of successful
tests, are random and on the assumption of independence
of outcomes have the probability

Plnml = (:J R (1-R,)",

where R, is the level of assured dependability. For each
outcome {n, m} a conditional density of the Bayesian esti-
mate of the confirmed level of dependability R,

R (1-R,)"0(R))

0,,, (Rn /n,m) =— .
[ R (1=, 6 (R )dr,

The weight-average conditional density of the estimate
of the confirmed level of dependability will be:

6

5 (R)=(ne )ik Ry — R
oA Z(m!)z[(n_m)!]z

Using this dependence, the functional correspondence
can be obtained, ¢ : R, XnXxR —7,. In order to confirm
the level R, while testing n products with dependability R
a dependence of the following type should be used:

as?

Y= ()R (1-R, )" {#TJ‘Z""’(I —2)'dz.

m=0 n— m) | g,

In case of high n (around 20 and more) and m > 1 the
calculatedy, can be simplified using a normal approxima-
tion of the a posteriori density of distribution with disper-
sionco” =R, (1-R, )/ n. Thus, for instance, the solution
results of the problem of optimal values of R, n,y,, C,
Nfor the level of guarantee y = 0.9 for product appli-
cation programs of various scope suggest insufficient
efficiency of probabilistic indicators alone in planning
unique product creation programs. At the same time, for
programs with the scope of product application above a
hundred, for ensuring the guarantee of 0.9 the optimal
share of costs for dependability confirmation is 10%, 5%
and 2% of the total cost for the scope of application 100,
500 and 2000 items respectively. The difference between
the achieved and confirmed levels of guarantee goes down
from 0.15 to 0.06.

Calculations show that confirmation of dependability is
more efficient in cases of large scopes of application. In case
of small scopes of application the priority funding should
be directed towards ensuring dependability. The form of
dependence R =f(C) is defined based on the experience of
the previous DP of similar products, which does not rule out
the possibility of new unforeseen problems, types of fail-
ures, etc. In this context, it would be reasonable to develop
efficient protection measures as part of DP that — by means
of higher quality of SC application management — may
enable the solution of the problem under a higher level of
initial uncertainty.

Conclusions

The paper proposes a new approach to the analysis of
operational dependability of multicomponent space systems
(SS) that allows significantly improving and simplifying
the analysis and supervision of dependability. One of the
advantages of the developed method is that in situations
when there is still not enough statistical information, expert
judgement is the source of input data for dependability model
setting, while subsequently operational data is used. Thus,
a system’s dependability model is maintained up to date
throughout its life cycle stages.

The existing methods of dependability analysis are
classified and examined. The authors acknowledge the
problem of insufficiency of information for classical com-
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puting, disregard of such factors as the effect of deviations
of the operating mode or external effects, irregularity of
the failure rate, non-linear nature of the effect of external
factors on the dependability. The paper examines the
way the external factors affect the dependability and the
degree to which such factors are taken into consideration
in the existing methods. The problem of dependability
analysis is formulated. The qualitative, technical and
organizational (design and software) requirements for
dependability in the technical specifications for each stage
of elements and SS development, shall be observed and
confirmed at the respective stage of activities. The confir-
mation does not require a statistical experiment, which is
their major advantage. The design rules for dependability
currently under development in a number of branches of
the aerospace industry, i.e. a system of quantitative and
qualitative requirements and rules to be observed during
the development of SC, significantly contribute to the
reduction of costs of experimental research of SC and,
in general, creation of highly dependable products at the
stages of design and engineering development. Although
it should be noted that the proposed method of estima-
tion is examined only for the case of space technology
products as part of SS, and it may be the starting point
for the development of specific methods of evaluation of
the economic efficiency of lifetime extension of specific
types of space technology.
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