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Abstract. Aim. Technical systems are becoming more and more complex. An increasing
number of technical systems contains electronic equipment and software, thus their functional
safety is of utmost importance. The safety integrity level is defined by a discrete number that
characterizes the set of measures against random and systematic failures depending on the
specified risk reduction requirements. The concept of safety integrity levels (SIL) was devel-
oped as part of various systems of standards. While the safety architecture of a system is con-
sidered, the main question arises: how systems with higher SIL are made out of components
and subsystems with low SIL. The answer to that question will allow using existing and certified
components in the development of systems with specified safety integrity levels, probably with
higher SIL than the SIL of the components. Methods. The paper analyzes and compares the
existing rules of system combination with safety integrity levels set forth in various functional
safety standards, e.g. EN 50126/8/9, ISO 26262, IEC 61508, DEF-STAN-00-56, SIRF and the
Yellow Book. Beside the tolerable failure rates, the system design requirements must make
provisions for combining low SIL subsystems to make higher SIL systems. The widest set of
methods is defined for SIL 4 compliance. However, this set of methods cannot be reworked
for all possible systems into a simple rule for the combination of systems with lower SIL into
systems with higher SIL. In general, the combination of systems into a serial structure will make
a system with the safety integrity level equivalent to the lowest subsystem safety integrity level.
Tentatively, we can assume that by combining two subsystems with the same safety integrity
level we can create a system with a safety integrity level one step higher. Results. It is shown
that the general SIL allocation rule established in the DEF-STAN-00-56, the Yellow Book or
the SIRF standards cannot be recommended for all countries and any situations. Failure rate
and/or observation intervals must be taken into consideration. Its is proven that general rules
can only be given for subsystems connected in parallel and some SIL combinations (see e.g.
the Yellow Book, SIRF). In each case common failures must be taken into consideration. The
general rule may be as follows: in order to achieve system SIL one level higher than the initial
level, two component subsystems with the SIL one level lower must be connected in parallel.
Other system architectures must be thoroughly studied.
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1. Introduction

Technical systems are becoming more and more com-
plex. An increasing number of technical systems contains
electronic equipment and software, thus their functional
safety is of utmost importance. The safety integrity level
is defined by a discrete number that characterizes the
set of measures against random and systematic failures
depending on the specified risk reduction requirements.
The concept of safety integrity levels (SIL) was developed
as part of various systems of standards. While the safety
architecture of a system is considered, the main question
arises: how systems with higher SIL are made out of
components and subsystems with low SIL. The answer
to that question will allow using existing and certified
components in the development of systems with specified
safety integrity levels, probably with higher SIL than the
SIL of components.

The concept of safety integrity levels is defined and
used in a number of standards, such as IEC 61508 [6],
DEF-STAN 0056 [1], EN 50126 [2], EN 50128 [3], EN
50129 [4] and many others (see, for example, [5, 7, 8]). In
those standards are commonly defined four different safety
integrity levels.

A safety integrity level is defined by the following two
primary aspects:

a) Successfully managing random failures requires that
the maximum tolerable hazardous failure rate of all the
systems’ safety functions must not be exceeded.

b) A set of measures must be in place to protect the system
against systematic failures.

It should be noted that for software only systematic fail-
ures are of relevance and the identification of failure rate
values is not foreseen. That is due to the fact that normal
software is not supposed to have random failures.

2. Safety integrity levels

Table 1 shows four safety integrity levels and tolerable
hazard rate (THR) levels as per standards [1], [4] and [6].

The tolerable hazard rate of a system is the maximum
tolerable level of hazardous failures of component equip-
ment that is defined by the safety integrity level specified
for such equipment. Here we note that SIL values are
identical for [4] and [6] and different for [1]. Thus, their
SILs are not comparable. Even despite the fact that the THR
values for [4] and [6] are identical, the provided measures
of systematic failure protection are different, their SILs
are not identical.

Table 1. Four values for different SILs and standards

Standards [2] and [3] do not set forth any target values
of hazardous failure rate. Standard [2] only requires the
presence of safety integrity levels, while standard [3]
is dedicated to software and describes SIL without nu-
merical THR values. Standard [1] specifies target values
of hazardous failures implicitly in the form of verbal
equivalents only.

3. Combination of safety integrity
levels

In this section we will describe the rules of combination
of safety integrity levels (SIL) as they are used in various
standards.

3.1. DEF-STAN-00-56 standard

In standard [1], the rules are given in item 7.4.4, table
8. The reader should not confuse these rules of SIL com-
bination ([1]) with the SIL of [4], as they are different
characteristics.

These rules come down to the following:

The combination of two SIL 3 devices connected in
parallel results in a SIL 4 system,;

The combination of two SIL 2 devices connected in
parallel results in a SIL 3 system;

The combination of two SIL 1 devices connected in
parallel results in a SIL 2 system,;

The combination of two SIL x and SIL y devices con-
nected in parallel results in a SIL max(x; y) system;

Note that “combination of devices connected in paral-
lel” means that two devices or functions are combined
in such a ways as only the hazardous failure of both
components (or their functions) can cause a hazardous
failure of the system. Out of these rules we see that
the combination of two devices will at best lead to a
SIL that is only one level higher than the component
SILs. Additionally, a system with a certain SIL cannot
be built by combining devices or functions without a
SIL, at least with no application of these general SIL
combination rules.

3.2. The Yellow Book

Another interesting source is the Yellow Book [10]. The
Yellow Book is a British national regulation that became
obsolete when common safety methods appeared. Neverthe-
less, it contains interesting information. In [10] SIL is defined
the same way as in [4], yet the rules are quite different from
those set forth in standard [1].

SIL IEC 61508 / EN 50129

DEF-STAN-00-56

10° 1/h < THR < 10° 1/h

Frequent = 10” 1/h

107 1/h < THR < 10° 1/h

Probable = 10™ 1/h

Occasional = 10° 1/h

1
2
3 10*1/h<THR <107 1/h
4 10° 1/h < THR < 10* 1/h

Remote =~ 10™® 1/h
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Table 2. Combination of SIL rules in the Yellow Book (Table 17-2)

Lower level function SIL X . .
Upper SIL level Combinator (if required)
Main Other
SIL 4 no no
SIL 4 SIL 4 SIL 2 SIL 4
SIL 3 SIL 3 SIL 4
SIL 3 no no
SIL 3 SIL 3 SIL 1 SIL 3
SIL 2 SIL 2 SIL 3
SIL 2 no no
SIL2 SIL 1 SIL 1 SIL 2
SIL 1 SIL 1 no no

3.3. GOSTRIEC 61508

Standard [6] does not have a good rule of SIL combina-
tion as in the previously mentioned ones. Nevertheless, this
standard enables the improvement of the safety integrity
level through the combination of lower SILs of subsystems.
The general rule is as follows (see IEC 61508-2, item
7.4.4.2.4): “Selecting the channel with the highest safety
integrity level that has been achieved and then adding N
safety integrity levels to determine the maximum safety
integrity level for the overall combination of elements”.
Here N is the number of allowable hazardous faults for the
system of elements combined in parallel, i.e. the number
of hazardous faults that allowed for the system. It should
be noted that in order to achieve a certain system safety
integrity level by means of component combination, the
requirements for the number of allowed hazardous faults
and proportion of right-side failures of elements must be
met in accordance with the table of IEC 61508-2. Type A/B
elements/systems should be distinguished (IEC 61508-2,
item, 7.4.4.1.2).

An element can be regarded as type A if for the compo-
nents required to achieve the safety function the following
conditions are fulfilled:

a) the failure modes of all constituent components are
well defined;

b) the behaviour of the element under fault conditions
can be completely determined;

c) there is sufficient dependable failure data to show
that the claimed rates of failure for detected and undetected
dangerous failures are met.

Other elements/systems are type B. The rules for achiev-
ing required SILs for systems of type A and type B per IEC
615008-2-2 are given in Tables 3 and 4 respectively.

Tables 3 and 4 clearly show that standard [6] does not
provide a simple rule for SIL combination. Not only the
subsystem combination solutions and the number of al-
lowed hazardous faults define a system’s safety integrity
level, but the proportion of right-side failures as well.
However it can be observed that as the number of allowable
hazardous faults and the proportion of right-side failures
of an element is maintained in cases when same type (A

Table 3. Rules for achieving required SIL in type A systems

Percentage of an element’s Number of hazardous faults allowed for a system
right-side failures 0 1 2
<60% SIL 1 SIL 2 SIL 3
60% -<90% SIL 2 SIL 3 SIL 4
90% -< 99% SIL 3 SIL 4 SIL 4
>99% SIL 3 SIL 4 SIL 4

Table 4. Rules for achieving required SIL in type B systems

Percentage of an element’s

Number of hazardous faults allowed for a system

right-side failures 0 1 2
<60% Not allowed SIL 1 SIL 2
60% -< 90% SIL 1 SIL 2 SIL 3
90% -<99% SIL 2 SIL 3 SIL 4
>99% SIL 3 SIL 4 SIL 4
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or B) subsystems are used, the SIL increases by one. That
means that if there are two same-SIL subsystems with the
same proportion of right-side failures of an element, their
combination will increase the SIL by one level. A combi-
nation of subsystems with different types and/or different
proportions of right-side failures of an element may yield
different results and in such cases additional analysis may
be required.

3.4. SIRF 400

The SIRF standard [9] is the German standard of the
methods of railway rolling stock safety jointly developed
by the German railway industry, Deutsche Bahn, German
railway operators society and German federal railway
administration. This document can be referenced in Ger-
many, while outside of Germany this standard my not be
recognized.

The document describes the following principles. If two
subsystems are connected in series (e.g. with an IF gate in
the fault tree) the lowest SIL will also be the resultant SIL

of such system.

Figure 1. Allowable combinations for SIL 1 (per standard [9

Figure 2. Allowable combinations for SIL 2 (per standard [9

Figure 3. Allowable combinations for SIL 3 (per standard [9

Figure 4. Allowable combinations for SIL 4 (per standard [9

For combinations of parallel systems the following rules
are set forth:

a) systems with SIL > 0 must not be made out of ele-
ments with SIL 0;

b) SIL can be decreased only by one level for the AND
gate in the fault tree;

c¢) exception out of (b): one branch assumes all the safety
functions;

d) exception out of (b): common failure analysis is
performed;

e) in case of (d) the appropriate method (FMEA,
HAZOP, etc.) must be used down to the lowest level of
the fault tree in order to show that common failures are
impossible.

Note that the SIRF standard uses the term “SAS” that is
generally equivalent to SIL, but is not completely identical.
Figures 1 to 4 show the allowed and forbidden combinations.
The green color shows allowed combinations, the red shows
the forbidden combinations, while the yellow means that
subsystem independence is to be established only based on
deep analysis. Figures 1 to 4 show the SIL combinations
allowed per [9].

While neglecting the combination of two independent
SIL 2 subsystems for achieving a SIL 4 system, we can see
that primarily the combination of two same-SIL subsystems
will result in a system with the SIL one level higher.

3.5. Numerical approach

In this section we will perform calculations using only
hazard rates, i.e. tolerable hazard rates that are to be ensured
by means of combination of homogeneous subsystems. Pos-
sible measures of prevention of systematic failures are not
taken into consideration.

The analysis is based on the following assumptions:

1) a comparator is not required,;

2) T'is the test interval. During the inspection all failures
and defects are identified and eliminated that will make a
subsystem as good as new;

3) the system consists of two subsystems that are con-
nected in parallel and have identical SILs;

4) it is required to create a subsystem with a SIL one level
higher than that of the component subsystems.

The hazard rate of the combined system is roughly identi-
fied as follows

A=A A, T,

where 2, is failure rate of the first system, 1/h;

A,is failure rate of the second system, 1/h;

T is the observation period, h.

Table 5. SIL and tolerable hazard rates of subsystems and whole system for the observation period of 10000 hours

System Subsystems
SIL Rate value Required rate value SIL Rate value
10% 1/h 10" 1/h 107 1/h
3 107 1/h 10* 1/h 10° 1/h
2 10° 1/h 10° 1/h 107 1/h
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Table 5 below contains the results for the time period 7
= 10000 h, i.e. about a year.

We can see that for all three cases (SIL 2...4 for systems)
the subsystems will comply with the requirements (target
level) if the subsystems have the SIL one step lower that
the target SIL of the system. However, this calculation must
be complimented with the common failure analysis. To that
effect, we will use [6]. Despite the fact that [4] shows another
approach in 3.2, we will use [6] due to the simple fact that it
provides numerical values. In the worst case, beta, i.e. com-
mon failure ratio, will be 10%. That is the part of the failure
rate that is to be used for describing common failures. Later,
in the process of identification of hazardous failure rate of
the combined system, common failures will dominate. If
now each subsystem has the SIL n, the hazardous fault rate
of the combined system will be 10% of 10 "*1/h, i.e. will
be equal to 10" 1/h.

Thus, the combined system can have the SIL of (n+1)
at best. It should be concluded that without special as-
sumptions on common failures the system’s safety can be
increased by one level by combining two subsystems with
the same SIL.

3.6. Brief summary of SIL combination
methods

Beside the tolerable failure rates, the system design
requirements must make provisions for combining low
SIL subsystems to make higher SIL systems. Standard
[1], in its item 7.3.3 states: “Design rules and techniques
appropriate to each Safety Integrity Level... shall be
determined prior to implementation...”. There are no
specific rules.

Standards [6] (part 2, annex A3, annex B) and [4] (an-
nex E) set forth different methods for different SILs. The
widest set of methods is defined for SIL 4 compliance.
However, this set of methods cannot be reworked for all
possible systems into a simple rule for combining systems
with lower SIL into systems with higher SIL. However,
the general rule seems to be that a system’s SIL can be
improved one level by combining two subsystems with
a lower SIL.

4. Examples

Example 1

The system consists of two subsystems and does not
contain software. A comparator is not required. Each
subsystem verifies the differences between itself and the

Subsystem 1

Subsystem 2

Figure 5. Block diagram of the system of example 1
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other subsystem and disables the other subsystem in case
of discrepancies. That means that a shutdown of the whole
system is a safe situation. Figure 5 shows the block diagram
of the system of example 1.

If the safety integrity level of both subsystems is SIL
3 and they are independent, they can be combined into
a SIL 4 system. The design rules for SIL 3 and SIL 4
systems differ insignificantly. If a system is to be SIL
2, it suffices to combine two SIL 1 subsystems. If both
subsystems are SIL 2 and the system is to be SIL 3, the
system is to be studied more thoroughly. The design
rules for a SIL 3 system differ from those used for SIL
2 systems.

Example 2

The system is largely identical to that of example 1, yet
both subsystems are managed by common software (see
figure 6).

Subsystem 1

Software

Subsystem 2

Figure 6. Block diagram of the system of example 2

If a system is to be SIL 4, the software is to be SIL
4 as well. (The SIL of the software must be at least as
high as the system’s). SIL 2 systems can be made of two
parallel SIL 1 systems with SIL 2 software. If a system
is to be SIL 3, the software is to be SIL 3 as well. If
the hardware is SIL 2, in order to achieve the system’s
SIL 3 additional considerations must be given, as in
example 1.

Example 3

This system is similar to the system of example 1, yet it
contains diverse software. Figure 7 shows the block diagram
of the system of example 3.

Subsystem 1

Soft 1
(Hardware) e
Subsystem 2 Software 2
(Hardware)

Figure 7. Block diagram of the system of example 3

Both subsystems use diverse software. SIL distribu-
tion follows the same considerations as in example 1. A
system’s SIL 4 can be ensured by two SIL 3 subsystems
each with SIL 3 software. SIL 2 systems can be made of
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two SIL 1 subsystems. In order to make a SIL 3 system
out of two SIL 2 subsystems, additional considerations
must be given.

Example 4

The system consists of one hardware channel, but the
software is redundant (Figure 8). The software “redundancy”
can be created using two different software packages or
redundant programming methods (diverse software). In any
case software diversity must be ensured.

Software 1

— Hardware

Software 2

Figure 8. Block diagram of the system of example 4

Let us assume the system must be SIL 4. In this case,
the hardware must also have SIL 4, while both versions of
software must be designed at least per SIL 3. Additionally,
it must be proven that each hardware failure is detected by
software, i.e. at least two versions of software have been
designed and that facilities are in place to initiate system
safe state. If a system is to be SIL 2, the hardware must be
SIL 2 and two versions of software each designed at least
per SIL 1. A system’s SIL 3 can be ensured if the hardware
is SIL 3 and each version of the software is SIL 2. However,
the feasibility must be thoroughly examined. The matter
of independence of software versions operating within the
same hardware is not trivial. In any case software must be
diverse.

Example 5

In this example we are considering an electronic sub-
system consisting of hardware, software and other system
equipment operating in parallel (hardware bypass) (Fig-
ure 9).

Hardware 1 Software 1

Hardware bypass features

Figure 9. Block diagram of the system of example 5

If the hardware bypass facilities have the SIL required
for the system, no SIL requirements should be imposed on
hardware 1 and software 1. Additionally, the same logic as
in example 1 can be used: SIL 4 of a system can be achieved
through the SIL 3 of the subsystems (hardware 1 and soft-
ware 1 on one side and SIL 3 of the hardware bypass features
on the other side). Software 1 must have the SIL not lower
that the SIL of hardware 1.

5. Conclusion

The general SIL allocation rule established in the DEF-
STAN-00-56, the Yellow Book or the SIRF standards can-
not be recommended for all countries and any situations.
Failure rate and/or observation intervals must be taken into
consideration. General rules can only be given for subsys-
tems connected in parallel and some SIL combinations (see
e.g. the Yellow Book, SIRF). In each case common failures
must be taken into consideration. The general rule may be
as follows: in order to achieve system SIL one level higher
than the initial level, two component subsystems with the
SIL one level lower must be connected in parallel. Other
system architectures must be thoroughly studied. A good
indicator of the compliance of the chosen system architec-
ture with the target SIL is the fulfillment of the condition
that the required system’s failure rate per the SIL does not
exceed the failure rate value calculated based on the failure
rate of the component subsystems. Normally, combining
subsystems into series a system is created that has the safety
integrity level equivalent to the lowest SIL of the component
subsystems.
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