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Abstract. Aim. The aim of the paper is to develop a method that would allow for integrated
experimental, computational, analytical and expert assessment of the vulnerabilities of satellite
communication networks, feasibility of information technology interference by intruders against
such wulnerabilities and probability of fault tolerance under the chosen information protec-
tion solutions, trusted information technologies and fault tolerance sensors. The paper shows
the relevance and importance of the method of increasing fault tolerance of satellite commu-
nication networks under information technology interference in service control channels and
satellite equipment data. The authors examine targeted information technology interference
that causes malfunction of satellite modems, control stations and connected user computer
networks. The paper shows the unique nature of satellite communication networks operation
due to the global operating range, availability of broadband radio signals from communica-
tion and retransmission spacecraft for technical analysis and processing within the operating
range, potential possibility of unauthorized connection to communication services. The primary
direction of development of procedural and process engineering guidelines on protection and
fault tolerance of satellite communication networks are defined. Methods. A method has been
developed that is based on three components: model of experimental identification of satel-
lite communication network vulnerabilities; simulation, computational and analytical model of
detection and identification of threats of information technology interference; decision-making
algorithm for improvement of the fault tolerance of a satellite communication network under
information technology interference. The model of experimental detection of satellite commu-
nication network vulnerability allows, as part of bench tests, establishing connections between
existing vulnerabilities of the hardware and software of satellite modems, control stations, user
networks and the potential information technology interferences by intruders. As part of the
vulnerability model the authors describe the certificates of vulnerable radio technical and in-
formation technology parameters of the satellite communication network signals, as well as
suggest an analytic expression for calculating the probability of detection of such network vul-
nerabilities. The paper presents a computational and analytical model of detection and iden-
tification of information technology interference threats as a structure of advanced means of
detection, prevention and elimination of the consequences of information technology interfer-
ence in satellite communication networks and the mathematical expression for identification of
conditional probability of materialization of the threat of information technology interference in
satellite communication networks. An algorithm is considered for improvement of fault toler-
ance of satellite communication networks under information technology interference, including
preparation of parameters and evaluation of the fault tolerance of a satellite communication
network, adjustment of the parameters of satellite communication network, information se-
curity facilities and fault tolerance sensors, situational adjustment of satellite communication
network fault tolerance solutions. Conclusions. It is noted that the developed method enables
improved fault tolerance of satellite communication networks under information technology in-
terference based on a set of interconnected procedures of the model of experimental detec-
tion of satellite communication network vulnerabilities on testbed; simulation, computational
and analytical models of detection and identification of information technology interference
threats; application of the decision-making algorithm of improvement of satellite communica-
tion network fault tolerance.
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Introduction

According to the Doctrine of Information Security of
the Russian Federation dated December 5, 2016, one of
the primary tasks of information security in terms of state
and public security is the improvement of the protection
of critical information infrastructure and its operational
stability, development of the mechanisms of detection and
prevention of information threats and elimination of their
consequences.

The satellite communication networks are one of the
most complex and still-developing facilities of critical
information infrastructure with stricter requirements for se-
curity and resilience to information technology interference
(ITT). For instance, information and telecommunication
systems based on DVB-RCS services of interactive satel-
lite communication of large amounts of data are actively
developing [1].

In the process of development of advanced models and
methods of ensuring resilience (survivability) of informa-
tion communication networks under destructive information
technology interference [2] the characteristics of interrelated
evaluation of actual security and fault tolerance of SCN can
be taken into consideration by means of the proposed method
of improving SCN fault tolerance under ITL.

Targeted and massive ITI against data communication
protocols are a threat to the security and functional stability
of SCN, which determines the requirement for the devel-
opment of methods and facilities for detection, prevention
and elimination of the consequences of such information
technology threats based on improved fault tolerance of
such networks [3, 5].

Currently, the most dangerous are those ITI that secretly
penetrate, propagate, cause faults (failures) and damage to
information technology resources of SCN.

The distinctive features of SCN, particularly those based
on spacecraft (SC) in geostationary orbits, are:

- global operating range (e.g., the Yamal 401 SC serves
the territory of the Russian Federation and cross-border
regions)

- availability of broadband radio signals from commu-
nication and retransmission SC for technical analysis and
processing within the operating range

- potential possibility of unauthorized connection to
communication services within the distance up to 10 ths
km between the users both from the territory of the Russian
Federation and neighboring countries

- the hierarchical network infrastructure of SCN with
geographically distributed users that interact through het-
erogeneous communication and retransmission SCs and
landline networks using standardized data communication
protocols.

This paper uses the following key terms:

- SCN vulnerability, software, architectural or logical
deficiency of SCN that can be exploited to gain unauthorized
access to protected information, compromise its integrity and
availability, as well as cause SCN malfunction

- information technology interference (computer at-
tack), targeted interference in automated and information
and telecommunication systems by means of hardware
and software facilities carried out for the purpose of
causing malfunction and compromising information
security in SCN

- SCN fault tolerance improvement method, a set of mod-
els and algorithms of analysis, detection of SCN vulnerabili-
ties, detection of ITI threats, experimental, computational,
analytical and expert evaluation of actual fault tolerance of
SCN under ITI.

The primary future directions of development of proce-
dural and process engineering guidelines of SCN protection
and fault tolerance include the development of:

- simulators of targeted and massive ITI for SCN
testing

- methods, algorithms and facilities for detection, preven-
tion and elimination of consequences of ITI against SCN

- testbeds for testing SCN under ITI

- training facilities based on virtualization, cloud com-
puting and multiplayer computer games involving ITI
counteraction

- computer-assisted SCN operators training in prepara-
tion to actions under emergency threats of targeted and
massive ITI.

Problem definition

The method proposed in this paper is based on an
interconnected set of experimental evaluations of actual
SCN fault tolerance under simulated ITI, computational,
analytical and expert evaluations of the achieved SCN fault
tolerance under the chosen solutions, trusted information
technologies (TIT), information security facilities (ISF) and
fault tolerance sensors (detection, prevention and elimination
of the consequences of ITI).

The method of improving SCN fault tolerance consists
of the following models and algorithms:

1. Model of experimental identification of SCN vulner-
abilities.

2. Simulation, analytical models of detection and identi-
fication of ITI threats.

3. Algorithm of decision making regarding the improve-
ment of SCN fault tolerance under ITI.

Figure 1 shows the diagram of the model of experimental
identification of SCN vulnerabilities. It is a generic SCN
critical information technology infrastructure with typical
vulnerabilities of geographically distributed facilities that
interact through communication and retransmission SC and
landline backbone networks. Vulnerabilities are associated
with potential ITIs.

The primary vulnerability is the standard and open SCN
data communication protocols that are not sufficiently secure
in the service control and synchronization channels. High
connectivity of heterogeneous segments of several SCNs
enables unauthorized access to targeted objects that are not
elements of individuals SCNs.
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Experimental detection of SCN vulnerabilities is car-
ried out by means of practical verification (testing) of the
availability of control and information exchange protocols
for technical analysis of radio technical parameters and
revealing of information parameters of broadband signals
of data communication channels through passive and active
scanning.

The double red rectangle indicates the vulnerability, while
the blue line with a circle indicates the ITI. The considered
model of experimental detection of SCN vulnerabilities ena-
bles a preliminary evaluation of the exposure of an SCN with
the employed information technologies and ISF to potential
ITI. The experimental research is performed on actual SCN
data communication channels with the use of communica-
tion and retransmission SC frequency resource, equipment
for simulation of satellite communication channels between
the control station and users taking into consideration the
special features of the control cycle and with the use of a
testbed system.

As part of the modelling process, the testbed hardware
and software system enables technical analysis of the SCN
radio technical and information technology parameters,
simulation of ITI, interference environment according
to the designed scenarios and input data. The testbed for
experimental evaluation of SCN security under ITI must
include antenna systems of various bandwidths, transceivers,
demodulators, software that implement the actual operating
process of SCN under ITI.

Table 1. An example of the certificate of vulnerable
radio technical parameters of SCN signals

Description elements of | Description of vulnerable
vulnerable radio technical| SCN radio technical pa-
parameters rameters
alphanumeric sequence that
Signal identifier identifies a radio-frequency
signal in the database
Name of cgmmunlcatlon and Vamal-401
retransmission spacecraft
Orbit location 90 e.l.
Transition frequency 3050 MHz
Signal level -30 dBm
Carrier frequency 11245 MHz
Frequency band 20 MHz
Polarization type horizontal (linear)
Modulation type QPSK
Multiple access type MF-TDMA
Type of interference im-
5/6
mune coder
Type of turbo coder Reed-Solomon
Scrambling not used
Multiplexing Yes

As the result, the model ensures the generation of the list
of detected SCN vulnerabilities.

The certificate of vulnerable radio technical parameters
of SCN signals available for technical review by an intruder
is given in Table 1.

The analytic expression for calculation of the probability
of detection of SCN vulnerabilities based on the experimen-
tal findings using [3-5] is as follows:

PSS (1) = PSS (1) + (14 P (1)) Prse (20) +
+(1_PNAA (’sc))'PAsc (tsc)’ (1)

where Py, , (tSc ) is the probability of points of unauthor-
ized access in data communication channels between SCN
users in the directions SC-to-Earth (back link with available
broadband signals) and Earth-to-SC;

Prsc (tsc) is the probability of passive scanning of data
communication channels between SCN users within the
time 7_;

P (2, is the probability of active scanning of data
communication channels between SCN users within the
time 7_;

Let us represent the certificate of vulnerable information
technology parameters of the SCN data communication
channels using GOST R 56546-2015 (Table 2).

The simulation, computational, analytical models of de-
tection and identification of threats of ITI in SCN define the
list of threats to SCN information security that corresponds
with the structure of the protocol of data communication
between the control station and user segment, as well as
SCN elements. The simulation model of ITI threats helps
reveal the vulnerabilities of protocols, possible ways of
implementing ITI threats against them and the consequences
of SCN information security violations.

The presence of potential vulnerabilities and threats of ITI
in SCN conditions the possibility of unauthorized connection
to the network and interception of information.

The diagram of the model of detection and identification
of SCN ITI threats is generated in the form of a structure of
prompt response to ITI and improvement of fault tolerance
is composed of three loops (Figure 2):

- first, SCN ITI

- second, control of information security and improve-
ment of fault tolerance using the information from sensors
of the ITI detection and identification facilities

- third, notification of information security violation using
a generic form of computer incident description.

SCN TIT elements are secure hardware and software
platforms that include operating systems (OS), database
management systems (DBMS), translators from high-
level programming languages and other general software.
The hardware component of SCN TIT includes secure
processors, memory modules, interface buses, satellite
modems, control stations, trusted communication equip-
ment of distributed landline networks that together must
allow creating satellite and communication equipment
immune to ITI.
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Table 2. An example of the certificate of vulnerable information technology parameters of SCN

Elements of the description of vulnerable
information technology parameters of SCN

Description of vulnerable
information technology parameters of SCN

1. Name of vulnerability

Satellite modem control protocol vulnerability

2. Vulnerability identifier

USM-2017-00002

3. Brief description of vulnerability

Vulnerability allows interception of satellite modem software

control channel

4. Vulnerability class

Satellite modem software vulnerability

5. Name of vulnerable element and its version

Satellite modem software ver. 7.34

6. Data communication protocol

Telnet control protocol, direct access to the satellite modem controls

7. Hardware and software design details

Hardware and software platform is based on the client/server

and data communication protocol TCP/IP v.4.0 technology

8. Type of deficiency

Deficiencies related to operator authentication

9. Location of occurrence (manifestation) of vul-

Vulnerability exists due to the absence of legitimacy test

nerability of the source of satellite modem control
10. Deficiency type identifier No data
11. Date of vulnerability detection 1.03.2017

12. Author of information on detected vulnerability

Information security unit

13. Means (rule) of vulnerability detection

Execution of step-by-step instructions

14. Vulnerability hazard criteria

Exceeding of specified risk probability value

15. Hazard level of vulnerability

High

16. Possible vulnerability elimination measures

Improvements to information protection facilities and satellite

modem control protocols

17. Additional information

The network used satellite modems that allow remote software

reboot via SCN

In the model of detection and identification of ITI the
information security facilities (ISF) include on the one
hand well-known ISFs such as automated trusted loading
modules (ATLM), firewalls (FW), false network informa-
tion entities (FNIE), and on the other had the set of sensors
that implement the detection, prevention and elimination of
consequences of ITI. In order to improve SCU fault toler-
ance under ITI the set of sensors records and identifies the
facts of interference and generate the input data for SCN
recovery.

SCN ISF elements should be implemented based on
hardware and software facilities of the ITI monitoring and
information security control station.

As part of SCN fault tolerance improvement the poten-
tial threats of SCN security and fault tolerance violations,
potential target facilities, SCN TIT, ISF system and required
testbed system for testing SCN under ITI are analyzed.

The distinction of improving the fault tolerance of SCN
under ITI is that its required level must be ensured over a
long period of operation in the context of ever-improving
threats and control system paths with different data com-
munication protocols.

The procedure of detection and identification of SCN ITI
threats is as follows:

1. Installation of ITI detection server in the central con-
trol (Earth) station, installation of fault tolerance sensors at

36

connected user control stations (terminals) and monitoring
of SCN security.

2. Initial notification of the appearance of an unregistered
user in case of unauthorized connection of an intruder to the
SCN with active use of an unauthorized satellite modem.

3. Notification of a computer incident in case of ITI
against the SCN users and control station by the fault toler-
ance sensors with the use of embedded signature-based and
heuristic methods.

4. Analysis of targeted and massive ITIs, identification of
their type and updating of ITI signatures database.

5. Decision-making regarding elimination of ITI con-
sequences by means of blocking of the intruder’s satellite
modem based on the supervision of the parameters of the
forward and reverse satellite channels, information from the
fault tolerance sensors.

The monitoring of SCN security for ITI detection
and identification is implemented by means of the fol-
lowing tests:

- supervision of radio technical parameters

- supervision of SCN control service channels

- supervision of SCN users connection and operation
parameters

- supervision of SCN information traffic

- detection of insecure control and data communication
channels
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- detection of ITI in the forward and reverse SCN
channels

- localization of the intruder (identification of ITI source
and the supposed location)

- blocking of the intruder (disconnection from SCN)

- technical analysis and identification of SCN vulner-
abilities

- supervision of the performance parameters of satellite
equipment of the central and user stations, communication
equipment, hardware and software, information security and
fault tolerance improvement facilities.

The computational and analytical model is based on the
mathematical expression for identification of the conditional
probability of materialization of SCN ITI threats (with the
use of [3-5]):

P(So/Ym)= P(s PSPl %) ,(2)

Oj).P(YlTIi/SOj)+P(SNOk).P(YITIi/SNOk)

where P(S,) is the probability of SCN being operable
under ITI,

P(Y1,/S,) is the conditional probability of materializa-
tion of the i-th ITI threat against the j-th operable SCN
element,

Preparation of parameters for evaluation of
SCN fault tolerance under ITI

P(S\o,) 1s the probability of the k-th SCN element being
non-operable under ITI,

P(Y,1,/Syop) 1s the conditional probability of materializa-
tion of the i-th ITI threat against the k-th SCN element that
causes violation of its fault tolerance.

Figure 3 shows the algorithm of improvement of SCN
fault tolerance under ITI.

The algorithm of SCN fault tolerance is based on a set
of experimental, computational and analytical and expert
evaluations of SCN parameters under ITI for the purpose
of selecting SCN fault tolerance solutions by means of their
situational adjustment.

The essence of the algorithm of SCN fault tolerance under
ITI consists in the implementation five stages:

1. Preparation of parameters (input data) for evaluation
of SCN fault tolerance under ITI

2. SCN actual security evaluation.

3. SCN parameters adjustment.

4. ISF and fault tolerance facilities parameters adjust-
ment.

5. Situational adjustment of SCN fault tolerance solu-
tions.

The algorithm of SCN fault tolerance under ITI essen-
tially defines the logic of stage-by-stage management of
network fault tolerance, selection of the least vulnerable

SCN parameters adjustment

ITI intruder
characteristics

SCN vulnerability
\ parameters

‘ SCN fault tolerance requirements ‘

Y

'

SCN actual security evaluation

Y

| SCN parameters adjustment

intolerable

erification of variants of ISF,
TIT and fault tolerance sensors

tolerable

C SCN CPC simulation at trial site ):

intolerable

Supervision of capabilit
of passive and active SCN

U

SCN and fault tolergnce sensors parameters
adjustment
Y

SCN and fault tolerance sensors parameters

scanning under ITI

tolerable

*4

U

adjustment

intolerable

xpert evaluation of actual SC!

Analytical evaluation of SCN fault tolerance\
under ITI

fault tolerance under ITI

tolerable

Situational adjustment of SCN fault tolerance variants

Elimination of SCN vulnerabilities in
satellite equipment and software

ISF and SCN fault tolerance sensor
solution for ITI recovery

Variants of fault tolerant SCN elements
under ITI

Figure 3. Algorithm of SCN fault tolerance under ITI
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and most secure SCN configuration with the capability to
eliminate ITI consequences.

The SCN control cycle is characterized by the real-time
operation, dynamic ITI environment, large numbers of TIT,
which requires situational adjustment of the SCN fault toler-
ance parameters according to the current situation.

It is assumed that the initial stage of algorithm operation,
the input ITI data, SCN vulnerabilities, TIT, ISF and fault
tolerance sensors are undefined, which causes the require-
ment for experimental and analytical research to ensure IT]
fault tolerance under ITI.

The algorithm is to be used both at the stage of secure
SCN design and development and the stage of SCN parame-
ters and fault tolerance facilities adjustments in operation.

The implementation of the stages of the algorithm of SCN
fault tolerance adjustment under ITI ensures:

- preparation of input data and taking account of the fac-
tors for evaluation of SCN fault tolerance under ITI

- simulation of real SCN operation processes using the
testbed system

- instrumental verification of the intruder’s potential
capabilities in terms of passive and active scanning of SCN
vulnerabilities

- adjustment of SCN, ISF, TIT and fault tolerance sensors
parameters based on the results of experimental, computa-
tional and analytical and expert evaluations

- situational adjustment of SCN fault tolerance solutions
under dynamic ITI based on elimination of vulnerabilities
of hardware and software, selection of SCN elements, ISF
and fault tolerance sensors fault tolerance solutions

- selection of the SCN models, ITI, ISF, TIT, fault toler-
ance sensors for the purpose of identifying the measures of
improving (insuring) SCN functional stability

- comprehensive experimental, computational and expert
evaluation of SCN fault tolerance under ITI

- preparation of elimination of the consequences of ITI
against SCN

- efficient management of SCN fault tolerance under
uncertain [TI and various degradations in the control cycle
in terms of satellite communication and data transmission
services

- evaluation of fulfilment of the requirements for SCN
fault tolerance under ITI and associated practical recom-
mendations.

The many various parameters of SCN, ISF, TIT, fault
tolerance sensors and ITI factors lead to a multitude of
possible current SCN fault tolerance conditions. In practice,
the number of adjustment (control) solutions for improving
SCN fault tolerance is limited. In this context the considered
algorithm based on situational adjustment of SCN fault
tolerance solutions enables the fulfilment of the SCN fault
tolerance requirements.

The situation is understood as the sum of vulnerabilities
and states of SCN, ISF, TIT and fault tolerance sensors at
a certain moment of operation for the purpose of identify-
ing the requirement for an intervention in the SCN control
process.

The procedures of supervision, verification and expert
evaluation of the SCN fault tolerance parameters under ITI
implies that based on the data regarding the testbed findings
as part of decision-making at the stages of the algorithm
implementation the facts are established of allowable and
unallowable deviation of the current SCN state from the
required values.

The interval of SCN fault tolerance state adjustment
is chosen based on the significance of the users and
units (control stations) and most probable ITI imple-
mentation.

If the state of SCN under ITI requires situational
adjustment, its description is classified on the basis of
the certificate of the SCN radio technical and informa-
tion technology parameters, normal behavior profile and
results of computer incident investigation. Each current
state of the SCN under ITI can be assigned to a certain
class that is associated with a certain set of adjustable
parameters.

Situational adjustment of SCN fault tolerance is done in
the following order: description of SCN state under ITI —
preparation of adjustable parameters of SCN, ISF, TIT, fault
tolerance sensors — control inputs for ITI counteractions and
SCN recovery (initiation of backup segments).

The calculation formula for the probability of fault toler-
ance of SCN fault tolerance under ITI with the use of [3-5]
is as follows:

Py (1)= H{l —(1 1P 5 )H 3)

k
i=1 j=

where By (SO]. ) is the probability of no-failure of the j-th
SCN element under the i-th ITI threat;

k is the total number of ISF (sensors) within the SCN;

r is the total number of backup SCN elements.

Conclusion

The paper suggests a method of improving SCN fault-
tolerance under possible ITI based on system analysis
of potential vulnerabilities and unique operational
characteristics of SCN. The method is based on a set of
interconnected procedures of the model of experimental
detection of SCN vulnerabilities on testbed, generation of
the simulation, computational, analytical models of detec-
tion and identification of ITI threats and application of the
decision-making algorithm of improvement of SCN fault
tolerance under ITI.
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