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Abstract. The aim of this article is the analytical evaluation of dependability and reliability
indicators of vital facility supervision and control systems. Such indicators include: probability
of no-failure, collective failure rate, wrong-side and right-side failure rate, average service life.
The article considers systems with different redundancy rates (2-00-2, 2-00-3, 2-00-2-by-2)
ensuring recovery of failed equipment (channels) without interruption of operation. The paper
covers such safety and reliability mechanisms as interchannel data comparison, mutual chan-
nel blocking and protection against negative failure development by mutual channel blocking.
Methods. For the purpose of achieving the set goal, the article suggests a mathematical func-
tional model based on absorbing homogenous Markovian continuous-time chains. The states
of this chain reflect the number of good channels of the system, while state transition rates
are identified based on the equipment failure rates of each channel and repair rates (subject
to the mechanisms of interchannel data comparison and failed channel blocking). The absence
of protection can be caused by such events as non-detection of failure by supervision facili-
ties, disability of blocking mechanisms, protection tripping delay. In such case the failure of a
channel (channels) causes the failure of the whole system and forces the Markovian chain into
the absorbing state. The probabilities of transition into the absorbing state are divided into the
probabilities of transition into state of right-side failure and state of wrong-side failure. As a
failure occurrence in a situation of absent guaranteed protection against its possible negative
consequences in a system that continues operating may cause undue inputs to the system’s
executive mechanisms and on the assumption of the worst case scenario we deem such fail-
ure to be a wrong-side one. The used methods allow finding the probabilities of each state of
the chain by solving a system of Kolmogorov-Chapman differential equations. Based on the
given probabilities, the collective failure rate and average service life are identified along with
the right-side and wrong-side failure rates. In order to ensure the usability of the presented
methods, the authors provide approximate formulas of failure rates and approximation errors.
Results. A mathematical model of operation of a multichannel microprocessor system has
been developed. Formulas for calculation of system state probabilities, average service life,
wrong-side and right-side failure rates have been obtained that allow evaluating the safety
and fault tolerance of various systems with hot standby and in-operation operability recovery
capabilities. The given formulas for calculation of system state probabilities allow increasing the
number of safety and reliability indicators, if needed. The article presents the feasibility of sim-
plified calculation of failure rates. Conclusions. The formulas given in the article can be used
for evaluation of reliability, safety and longevity indicators of microprocessor-based supervi-
sion and control circuits of vital facilities (ship-borne technical facilities, trackside equipment
in railway stations and open lines, fixed power facilities, etc.). In the development process they
allow finding the rational system organization by means of comparative evaluation of perform-
ance of structures with various degrees of redundancy. In the context of system adaptation
for application in various facilities as well as its modernization the formulas in question enable
analytical calculation of the above indicators.
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Vital facility supervision and control systems are expected
to meet reliability and safety requirements [1]. High levels of
reliability and safety are ensured by multichannel architectures
of computer-based systems, supervision and diagnostics.

It is suggested to use the following indicators for quantita-
tive evaluation of such systems [2, 3, 4]:

— in terms of reliability: probability of no-failure and
failure rate (collective failure rate);
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—in terms of longevity: average service life;

— in terms of safety: wrong-side and right-side failure
rates.

The standard for functional safety of equipment [4] sets
forth a formula that serves as the foundation for deduction
of wrong-side and right-side failure rates.

A=A+ A,, (1)
where A is the collective failure rate;
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Aq1is the right-side failure rate;

A, is the wrong-side failure rate.

The same formula shows the connection between depend-
ability and safety.

In order to highlight the importance of protection of the
considered systems against the negative consequences of
failures of railway automation equipment, safe failures are
conventionally called right-side failures.

There is a number of Russian and foreign computer-
based systems, whose safety and reliability [4, 5] are
based on hardware and software redundancy and auto-
matic engineering supervision and diagnostics. Under
identical safety and reliability requirements, the structure
of such systems significantly depends on the operation
conditions. Thus, in systems whose operation conditions
do not allow replacement of failed equipment in opera-
tion, the required safety and reliability characteristics are
achieved through significant redundancy of hardware and
software facilities [5].

A noticeably smaller redundancy in hardware and soft-
ware facilities is required for systems of which the opera-
tion conditions do allow replacement of failed equipment
in operation. In this case the most common solutions are
the 3-channel “2-00-3” and 4-channel “2-by-2-00-2" hot
standby with recovery, as well as combinations of the
above (different levels of redundancy for different devices
of the system). It should be noted that in a number of cases
2-channel “2-00-2" devices are used, in which each chan-
nel is secure.

In such systems, on-line inspection and testing allow
localizing malfunctions with subsequent replacement of
failed modules or redundant channels without interruption
of operation (“smooth” replacement). On-line inspections
are based on interchannel comparisons and checks per a
limited number of parameters over the system’s operation
cycle. Diagnostic tests are performed routinely in the back-
ground in order to eliminate failure accumulation. Checks
are performed on all hardware ever used regardless of the
current facility management program.

The distinctive feature of such systems is the continuation
of normal operation after one failure and transition to limit
state after the second failure. Two types of limit state exist
that correspond to the two types of failure consequences
[2], namely:

— state upon wrong-side failure, that causes the emergence
of hazard to human life and/or significant material and/or
moral damage;

— state upon safe failure that does not cause hazardous
situations.

In case of failures in order to eliminate the possibility of
hazardous situations as best possible, based on the results
of supervision and diagnostics, the system is automati-
cally transferred into state of safe failure, i.e. the system
is protected against potential negative consequences of a
wrong-side failure.

Among system components responsible for provid-
ing protection against possible negative consequences of

wrong-side failures are system state supervision and diag-
nostics facilities, as well as failed component and whole
product operation blocking mechanism. Designing secure
and reliable systems with all types of redundancy involves
maximal possible elimination of wrong-side failures, while
maintaining a required level of operability. For that purpose,
it is required to ensure high reliability of supervision and
diagnostics with a dependable and fast-operating blocking
mechanism.

In order to ensure product recovery in operation, mal-
function reporting is specific to replacement modules,
while replacement of failed equipment is performed with
the power on.

As a failure in a situation of absent protection against its
possible negative consequences in a system that continues
operating may cause undue inputs to the system’s execu-
tive mechanisms and on the assumption of the worst case
scenario, we deem such failure to be a wrong-side one
(WSF).

The absence of protection may be due to such unrelated
events as non-detection of failure by the supervision facili-
ties, failure of the blocking mechanism or the time between
failures being longer than the protection operation time.
Therefore, the probability of non-availability of protection
(q,,9,) can be identified as follows:

in case of first failure:

91 =Gt Gips (2)

where: q,.is the probability of control facilities did not
detect the system failure,

q,, 1s the probability of blocking mechanism failure.

in case of second failure:

4= (1 =) (et @) + e 3

where: q,. is the probability of control facilities did not
detect the system failure,

q,, 1s the probability of blocking mechanism failure;

q,, is the probability of the time between failures being
shorter than the protection operation delay (we assume
that the protection mechanisms are guaranteed to operate
within time 7).

For the purpose of malfunction detection, over each
operation cycle the on-line inspection checks primary
procedures data (data input, calculations, supervision, data
output, diagnostics, etc.).

The list of such procedures is specific and permanent to
each system.

In 3 and 4-channel systems on-line inspection is based
on interchannel comparison, and in those double checking
is possible up to the second failure. In 2-channel systems,
blocking per first failure is also based on interchannel com-
parison. Additionally, the integrity of data batches received
and transmitted by users (external systems) is verified by
beans of redundant coding. The reliability of supervision
under double verification is quite high. It declines if inter-
channel comparison is performed by means of convolutions
and signatures [6, 7].
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Figure 1. Block diagram of system state change
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After the second failure, in 3 and 4-channel systems a
single check is done. For this case, the most typical super-
vision reliability limitations are due to failures with identi-
cal consequences in different channels (non-detectable by
interchannel comparison). Most probably, identical failure
consequences may take place in case of practically simulta-
neous occurrence (within one operation cycle) of same-type
failures of elements with identical reference designations in
two channels.

In 2-channel systems, after blocking per first failure op-
eration may continue if safety facilities are available for each
channel [8] or through external checking. That is a serious
limiting factor of such systems’ application.

Given the above, let us consider the operation of a system
in case of failures.

At the initial start the system is in fully operational state.
After the first failure (event F1) the system passes into state
in which malfunction detection is performed. In case of
malfunction detection and protection operation (with the
probability 1 — g,), as well as in the absence of the second
failure during recovery, the failed channel is excluded from
operation without loss of function. After failure recovery the
system passes onto the initial state.

If protection is not available (with the probability q,), the
first failure is considered a wrong-side one.

If within time before recovery of a failed channel the
second failure occurs (event F2), the system passes into
state of complete failure under the following circum-
stances:

1) the second failure occurred sometime after the pro-
tection operation for the consequences of the first failure,
and during that time the protection was implemented (with
the probability 1 — ¢,). However, due to depleted reserves
(number of good channels) recovery causes the loss of
function. In other words, the event F1 was followed by the
event “protection of device with loss of function”, i.e. the
so-called right-side failure (RSF);

2) the second failure occurred in absence of protection
(with the probability q,), but the operation continues, which
allows considering such failure a wrong-side one.

Figure 1 shows a diagram of system state change with
failures and recoveries based on the results of condition
supervision.

In Figure 1, some states are referred to by the number
of good channels at a specific moment in time according to
Table 1, where:

— initial state is «i channel mode» (all channels opera-
tional);

— state after the first failure (event F1) is «j channel
mode»;

— state after the second failure (event F2) is «(j-1) chan-
nel modey;

Each type of the considered systems (type of redundancy)
is characterized by two parameters, i.e. i and j, that are dif-
ferent type to type, which allows using “i;” as a designation
of belonging to a specific type.

Transition from state to state occurs in the following
cases:

—1in case of recovery of a failed channel, return into the
initial state;

—1if T,— T, > 1 (time between failures is longer than the
protection operation delay), transition to control and, in case
of detected malfunction, blocking of the failed channel,

—in case of failures (F1 and F2) and operation and failure
to operate of protection, transitions in (j-1) channel mode
into states of “right-side failure” and “wrong-side failure”.

For the purpose of evaluation of secure fail-safe supervi-
sion and control systems, let us consider a Markovian process
with a discrete set of states and continuous time represented
as a graph of model transition from state to state.

A A2

Figure 2. Transition graph

The states of the model reflect the changes related to
product failures and recoveries, while the transitions are
defined by the failure and recovery rates.

The model has the following features:

the failure flow of individual redundant channels is most
simple with the rate of i A or j A.

Here, the i and j are presented as multipliers of A, while
in Table 1 they were designations of belonging to a specific
type of system, in which there is no contradiction.

2) the recovery flow is adopted as the simplest, of which
the rate p = 1/7., where T is the time of recovery;

3) the probabilities of states are as follows:

— p,(?) is the probability of initial state (after initial start
or recovery, when all i channels are good);

— p,(?) is the probability of state, at which one channel
has failed with the rate of 7A (following an event F1), while
j channels are good;

Table 1
, Number of good channels
i channel system after second failure, j-1
@) in initial state, i after first failure, j . . . »J .
(right-side or wrong-side failure)
2 channel system — (2,1) 2 1 0
3 channel system — (3,2) 3 1
4 channel system — (4,2) 4 2 1
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— p,(¢) is the probability of absorbing state, at which a
second channel has failed with the rate of jA (following an
event F2) and the whole device enters the state of right-side
failure (operation is impossible) or the state of wrong-side
failure, when operation continues with a malfunction.

FO, F1 and F2 represent exhaustive events, therefore:

o) +py() + py(H) = 1. 4)

Based on the transition graph, with known A and p a
system of differential equations (Kolmogorov equations)
is constructed:

% =—(A + ) po (D) +1p, (1)

? =—(W+2,) P () + A, po () (5)
d

%(’) =y ()4, (1)

Solving the system allows finding the probabilities of
model states, rates of right-side and wrong-side failures, as
well as mean time to failure.

The following formulas are used:

A1) = f(H)/(1 — F(¢)) is the system’s overall failure rate,

where: f{(?) is time to failure density function;

F(¢) is the distribution function.

Due to the fact that beside the overall failure rate of the
system we need to find the wrong-side and right-side failure
rates subject to the type of the system let us introduce the
following notations:

A(t) is the collective failure rate of the system;

A(t)ys 1s the wrong-side failure rate;

A(t)ggy 18 the right-side failure rate.

Under the introduced notations:

dp, (1)

__ at
AT ©

2) the rates of transition from state to state in case of
failures depend on parameters i and j, as well as availability
or non-availability of protection:

M =i(- )M = (=gt g, mihh, =ig s

for the systems under consideration the time to failure
is as follows

T, =) it ()

4) an event “time between failures is shorter than the

protection operation delay” is equivalent to the event “oc-

currence of second failure over the time period not exceed-

ing . The probability of the second event is identified as
follows:

4y, =1—e™" = jt. (8)
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The formulas for identifying the probabilities of dura-
tion of various system states deduced by solving the dif-
ferential equations, as well as other parameters are given
in Table 2.

Table 2
P:tr:r?- Formulas
PO | 3 . 0 [t A, )b =t Ak, ) |
20 kﬁ—]@(ekﬂ e
PO | 3 i 3 (g, )b (i, 2k ) ] +1
1

TCP k] kz (kl - kz )

[(kz _kl)xa +hy k, _klkl]:i].%

Here k,and £k, are the roots of the characteristic equation
for the differential equations system (5):

. —(u+(i+j)k)+\/(u+ (i+)N) =4 ({22 + ig, ) )
1= 2 -

z—?x(@+iql). 9)
u

P G +j)7~)—J(“+(l;j)k)2_4 Py a0

The absolute approximation error of k, and k, are found
using the formula:

NBAGSTID) an
u

In accordance with (6) the collective failure rate equals
to:

ke (i Mk ) =Ky (i Ak, e~

Al)= (12
(a7t )™ (g Ay )
As |k,| >> |k,| and |k,| >> iq )\, we obtain
A(t) = (hy+k )™ — k. (13)

If A(t) is found as the specified service life 7, where, for
instance, 7, = 10° hours, then

ven 2
L +ig,\. (14)
u

At) =

Let us find the wrong-side and right-side failure rates.
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Under the notations used in this article, formula (1) is
as follows:

A1) = MO gspy + MOy - 15)
Consequently:

A1) = A0 p(O) sy + MO p(O) s - (16)

PO sy + POyyspy =1, (17)

where p(f)zsp P(f)wsr are the probabilities of right-side
and wrong-side failures.

In order to identify p(#)sr and p(#)y,pwe should deduce
the formula for probability of absorbing state p,(¢). That

is done by integrating % =N, p, () + A, p,(¢) (from
t

differential equation system (5). Here, A,=iq,\ is the rate
of transition from the initial state to the absorbing state
in absence of protection (with the probability ¢,), i.e.
transition to the wrong-side failure, A,=j(1-¢,)Atjg,A is
the rate of transition from the state after the first failure
to the absorbing state in presence of protection (with the
probability 1 — ¢,) and in the absence of protection (with
the probability g,), i.e. transition to right-side and wrong-
side failure respectively.

Thus, the probabilities of transition to wrong-side failure
and right-side failure are divisible, i.e.:

pz(t):pz, WS(t)+p2,RS(Z)7 (18)
therefore,
P, s (7) D, ws (1)
=— > WS = . 19
PO s 2,(0) p(1) 2.(0) (19)

If p,(¢) is written as

p,()= A {l (w+A,+ kl)e""—ki(u +k2+k2)ek2’:| +
2

kl - k2 kl
+7\’3 (I'L+}\'2)+ 7"17“2 iek]t _Lekzt +7\'17\'2 ,
klkz kl - kz kl kz klkZ

then after substitution of values of transition rate we
deduce the divided formula

p,(t)= ﬂ[i(pw Jh+k, )e —ki(u+ JA+k, )ekﬂ}+
2

kl_kz kl
I i(l_q1 )7\']q27L (ieklt _iekzr]_i_
k, —k, k, k,
+”‘(“‘]1 +jq17"+j42}"_jq1%7‘)+
kk,
i(1— i(1—
N l( q, )7\]( q, )7‘ (kzeklt —klekzt +k —k, )’

k1k2 (kl - kz)

where

P, wv(t):ﬂ l(u+j7\'+k1)eklt—i(},l+j7\,+k2)ek1’ 4

h kl _kz kl k2

kl_kZ k1 k2

ir(ug, + jg M+ jg A = jg g\
. (ug, + jg A+ jg, A= ja,q, )’ 0
klkZ
i(1—q, )\ j(l—q,)\

pz,Rs(t)zl( ql) ]( qZ) (kzek"_klek2’+k|_k2)~ (21)

klkZ (kl - k2 )

In order to simplify formulas for p(#)e and p(¢)ye: by
using approximate values &, and &, (9), (10) and that p>>A2,
we deduce:

P, xs (1)
Dgser = =(-q)1-q,) 22
PO == "0==(-a)(-a:). @

D zs (1)
s = ——~1==¢)(1-q,) 23
POy == (-¢)0-q) @3

Given the value A(?) (15) we have:

NG 7»(%”%)(1—% -4.). 2%

AWy = k(%+ i, j[ 1-(-¢,)(1-4,)]. @5

Conclusion

The article presents formulas that allow evaluating the
safety and fault tolerance of various systems with the hot
standby capability. Those systems operate normally up to
two failures in different channels and provide for condition-
monitored recovery without interruption of operation.

Advanced supervision and diagnostics enable condition-
based operation of the presented systems.
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