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Introduction

Abstract. Redundancy is one of the primary ways of improving dependability. In particular,
structural redundancy is used. In such cases fail-safe operation of elements, devices and
systems can be ensured. Fail-safety can enable mitigation of both faults and failures. The
paper examines the matter of increasing dependability by means of the so-called sliding
redundancy that ensures the health of systems of n elements with m redundant elements
that can replace any of the main elements. It is proposed to improve sliding redundancy
through recovery of elements out of a number of failed elements that have retained some
functionality (basis). For example, the basis of the logical (Boolean) function in terms of
Post’s theorem is available if such function is not a zero-preserving function, not a one-pre-
serving function, not a self-dual function, not a line function, not a monotone function. Pre-
viously, the author proposed the so-called functionally complete tolerant logical functions
(FCTF) that do not only possess functional completeness but retain it under the specified
failure model. Then even a failed element remains functionally complete, yet with reduced
capabilities, e.g. becomes a 20R-NOT, though the FCTF can be implemented with an ele-
ment 2AND-20R-NOT. In this case the recovery of the original function requires several
20R-NOT elements. However, the diagnostics of such elements and their reconfiguration
in case of failure are problematic. This approach can be interpreted with logic recovery of
programmable logic devices (PLD) that is based on the so-called Look Up Tables (LUT)
that are memory devices based on 16:1 multiplexers. The circuit is a transmitting transistor
tree. If they fail, the healthy half of LUT can be used. By means of reconfiguration using
standard PLD facilities that contain local and global connections matrix, such “semi-LUTs”
can be transformed into LUTs whose functions are equivalent to initial ones. That equals
to an increase of the number of redundant elements. Sliding redundancy with recovery of
elements out of several failed ones that retained the basis can be used in critical system
applications when repair or replacement of elements is impossible. The article proposes a
formula that takes such recovery into consideration, analyzes the special features of such
redundancy and evaluates the advantages for dependability.
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System dependability can be achieved through redun-
dancy. Standby redundancy is often used when the func-
tions of the main element are transferred to the standby
element only upon failure of the main one [1]. In case
of majority redundancy, a failure or fault is disguised.
However, that requires a high level of redundancy. A
lesser structure redundancy is typical to adaptive fault
tolerance [2, 3, etc.] that includes procedures for super-
vision, reconfiguration and automatic replacement of
failed modules by available redundant ones. In case of
sliding redundancy a group of main elements is backed
up by one or more redundant elements each of which can
replace any of the failed elements of the group [1]. If the
number of main elements is 7 and the number of backup
elements is m, sliding redundancy ensures operability
if subset of elements R is operational with the power of
|R| > n. Without regard to the complexity and diagnostics
and recovery time, for the exponential failure model the
probability of no-failure for a system with sliding redun-
dancy is described with the formula:

PSMR (n,m’t): Z Cri,+m _e-ivx.z .[1 _e.m ]VH-m—i' (1)

In formula (1) Py, is the probability of no-failure of a
system with sliding redundancy (SMR), ¢ is time, hours.
Graphs of (1) change in MathCad are given in Fig. 1.

In case of an element’s failure, a switch device (SD)
enables the remaining backup ones (the so-called recon-
figuration is performed); taking into account the SD failure
rate A, and the assumption of ideality of supervision of the
main and backup elements, we deduce:

RgMR (I’l, m, Z) = 'i" Cyiwm . e.i.x»t . [1 _ e_;b_, ]n+n1—i ) e_)‘m"’ . (2)

The graph of dependency of Pg,; (2) from the number
of backup elements forn =10 if A= 107 (1/h), 1, =107 (1/h)
is given in Fig. 2.

Problem definition

Let us not consider the recovery by means of replace-
ment or repair of failed elements. Let us suggest using the
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Figure 1. Dependence of Py, on the number of backup elements 7, main elements 7, time # (h) if A = 107 (1/h)
with no regard to failure rate of a switch device
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Figure 2. Dependence of Py, on the number of backup elements m, main elements , time ¢ (h) if L = 10° (1/h)
with regard to failure rate of a switch device A, =107 (1/h)

capabilities of the failed elements, i.e. a kind of “internal”
redundancy [4]. In this case the failed elements of the sys-
tem with sliding redundancy remain in backup if they retain
at least some functionality (basis) and can be used, but in
order to supplement the initial element more than one of
them will be required. This concept conforms with state-
of-the-art programmable logic devices (PLDs) of the type
FPGA (field-programmable gate array) that contain a large
number of logical devices (Look Up Table, LUT) [5] in case
of single failures of which it is sometimes possible to use a
LUT with a smaller number of variables [6-7]. Normally, a
PLD does not use all the logical devices (according to some
evaluations, 70% or even less). Therefore, the remaining ele-
ments can constitute the backup for the sliding redundancy.
After proper diagnostics, reconfiguration can be performed
remotely (e.g. for a spacecraft, using commands from mis-
sion control). However, in case of LUT starvation, the PLD
stops being operational. For critical systems in which the
PLD cannot be replaced that is not acceptable.

Theoretical part

The recovery of failed main (backup) elements is equiva-
lent to their increase given that they recover as failures occur.
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However, in order for one element to recover, a number of
them must have failed. The premises of the proposed ap-
proach to elements recovery out of failed ones lay in the
modern trends of introducing built-in diagnostics units into
PLDs and systems on a chip, in-built maintenance service
with test generators in accordance with the IEEE 1500
standards [8]. Those units can also be backed-up, e.g. ac-
cording to the technology used by Xilinx in the Virtex PLD
[9], which allows assuming the ideality of supervision of
main and backup elements.

Letus consider a LUT with two variables that is described
with the following formula:

z=ax2x1Vvbxax, vex,xi vdx,x,. 3)

If a failure occurs in one half of this LUT, it can for in-
stance be represented with the following formula:

z, = a;l v bx,. “)

If there are such «half» elements with functions z,, z,, z,,
then the following formula can be recovered from them by
means of the required variable (reconfiguration) (3):
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z=2z, = (axiv bx, =z, )2 v (exi v dx, =z,)x,.  (5)

In general, for various abstract bases the following for-
mula will be in place:
m
V= {—J (6)
B

where 7 is the maximum number of failed elements re-
quired for recovery of the initial function, LJ is the closest
lowest whole natural number (ceil). For instance, m=5; r=4;
v=1. Le. a sixth failure can be additionally countered. The
remainder will be:

w:m—rLﬂJ. (7
r
In our case w=1.

Isw<r-1. ®)

The remainders may become useful later when failures
occur in the elements out of the number 7.
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If we do not count the remainders, then the number

v = L—J is used to counter v, failures additionally to m. For
r

instance, m=18; r=4; v=4. That means that if four elements
fail, one more element can be recovered from them, i.e. the
following number of additional failures will be countered:

Vv, =
B

In principle, the “nesting” of the fractions can be high,
but the number of countered additional failures does not
exceed n. We believe that elements that failed more that once
do not recover (though in some cases that is possible, e.g.
transition of three-clement basis into a two-element one).

We deduce the following:

m; v, :{ﬂJ; v, = " LV, = Lrd ... (10)
r r
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Figure 3. Dependence of Py, with partial recovery on the time ¢ (h), number of backup elements m,
main elements 7 if L = 10~ (1/h) and =3 with no regard to failure rate of a switch device

0.8 .
F10,15,1)

F(10, 10, H0.4F
B(10,5,1)
P(10,6,) °F

R10,5,1)

— 02F

T T T T

0.8 T
F10,15,1)

P10, 10, 0.6

R10,81)

P(10,6,6)

F(10,3,1)

— 02F -

a+

0 2x10° 440° gxio® 840 1x10

Figure 4. Dependence of Py, with partial recovery on the number of backup elements 7, main elements #,
time ¢ (h) if A = 10 (1/h) and 7=3 with regard to failure rate of a switch device A, =107 (1/h)
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Figure 5. Dependence of Py,,, with partial recovery on the number of backup elements 7, main elements #, time ¢ (h) if A
=107 (1/h) and various r with regard to failure rate of a switch device A, =10" and cost of recovery equipment 2, =10 (1/h)
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Figure 6. Dependence of dP(n, m, r, t) with partial recovery on the number of backup elements 7, main elements 7,
number of failed elements 7 required for recovery of one element, time ¢ (h) if A = 10~ (1/h) with regard
to the failure rate of a switch device A, =107 (1/h), A, =10"(1/h)

This is none other than a geometrical progression, yet
with truncation.

v =0<n (11)
This sum shows the additional number of countered

failures with no regard to the “remainders”.
If regard is given to the “remainders”, then:

7)) | e

V= (12)
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Experimental part

As a first approximation (for recovery out of m failed
elements of a system) we deduce for v;:

n+m

RS'MR (t): z C:Hm . e-i»h-t . (1 _ e—?ut)n-*—m—i . 677““’" +

‘ C”’*/ . e—(n—j)M (1 _ e—?»t )m+j eix""' ) (13)
1

n+m

+

Jj=

Respective (13) graphs without and with regard to failure
rates of a switch device are given in Fig. 3 and 4:

In case of additional expenditures for the recovery of the
failed A, we deduce:

n+m

PSMR (t): z C:;er . e-i?vt . (1 _e—kt )n+m—i ‘677»“,-1 +
i=n

B

r

+ Cm+j . e—(n—jw (1 _ e—kt)mﬂ' e*(7~«4+7»m»)’. (14)
=1

n+m
J

Graphs of change (14) are given in Fig. 5.
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We deduce the value of gain dP:

n+m

l}nl —At \n+m—i
=12 Chn —e)
2]
r

+Y, Chlhe M (-

67Xl )m+j ]e*(xm +h, )1 _

n+m

Z e (1

The results of calculation of formula (15) in MathCad
are given in Fig. 6.

Out of formula (15) let us deduce the conditions of
gain under given A .. Let us reconstruct (15) in order to
identify A :

_ e*}xt )n+mfi ]e—xm-t ) (1 5)

n+m

SP, +Z e

n+m

l?»t
rl+m

e—?»t )rH-m—i ]e_?‘m-t —

e—}»t )VH—m—i +

HJ

+2 C:zn:r{; e—(n [)7\1(1_e*)\.l)m—‘j]e*()\.m+7\.x)[. (16)

By dividing the left part of the formula (16) by the right
part without the member that takes into consideration A,
and taking the logarithm we will deduce L :

©P, +[2 (i
—~In =, (17)

t n+m
e*M )n+m7i +

-ihet
n+m

e_}"t )n+m—i ]e—xm‘f

{'"J

DR C

Conclusion

The proposed sliding redundancy with recovery of ele-
ments out of several failed ones that retain the basis ensures
a significant growth of dependability. In some cases the
probability of no-failure under condition of perfect diag-
nosis grows 15-20% of the maximum possible gain. This
approach can be used for systems in which the maintenance
is impossible, e.g. spacecraft in orbit, in flight or in operation
on other planets. Later, the matter of recovery time record-
ing should be considered with the use of the mathematical
tools of Markov chains, and the matters of supervision and
diagnostics should be analyzed in further detail. Recording
of slowdown of the elements built out of failed elements is
of interest as well.
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