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Terrorist activity that has increased dramatically caused 
strict requirements for a reliable protection of mission criti-
cal objects. To solve this task, integrated safety systems 
(ISS) came into widespread application. The subsystems 
forming the part of ISS in most cases are integrated on the 
basis of a control computer (CC) that is represented by 
a common personal computer (PC), normally of foreign 
production with a “regular” operating system. Evidently, 
a failure of the control computer due to deliberate or un-
deliberate actions will lead to inadmissible changes of the 
operation of the whole system. In this situation the reli-
ability of protection of mission critical objects becomes 
rather doubtful. Therefore, the idea to develop a domestic 

CC with the properties of improved survivability to dif-
ferent threats seems rather crucial. 

Such CC can be represented by the computer with the 
properties of structural stability [1], whose operation is 
based on functional redundancy of any modern computer. 

two particular tasks – functional diagnosis of CC and its 
functional adjustment.

All modern computers are multilevel devices, and each 
of these levels has the properties of functional redundancy 
[2]. That is why this article describes the processes of 
functional diagnosis on the example of the architecture 
command level. 

Functional diagnosis of structurally stable (StS) CC, as 
a functional system differs from the traditional process of 



PC control made by the known self-checking programs to 
-

erable – inoperable”. In modern PC, functional diagnosis 
of the central processing unit is absolutely useless, as a 
failure to undergo any test makes it unpractical for a PC 
availability, because the reduced system of commands 
becomes non-conforming to a special software. That 
is not the case with common equipment of special dig-
ital weapon computer systems that provide a three-edged 
(three-channel) structure, which is especially effective 
against failures and their consequences. Here there are the 
elements of functional diagnosis aimed at the detection 
of some particular failures, that do not impede the execu-

under operational procedures considering the reduction 
of survivability margins necessary in extreme operating 
conditions. This category of failures includes inability 
of a channel to be a master (slave) one in a two-channel 
structure, inability of majority devices to defend against 
single errors at the information input, total or partial loss 
of functions of inter-channel exchange, etc  But in this case 
we deal not with self-checking, but with the determination 
of technical condition of the devices served to exchange 
functional features of the central processing unit.

Functional diagnosis of the central processing unit, typi-
cal for the stage of recovery of CC StS availability, is in fact 

under the conditions of stochastically undetermined splitting 
of the functional system F up to the classes  and :

, = , (1)

with convergence

, , (2)

where  is the current functional state of CC StS, as well 
as with the limited duration of the control process 

. (3)

Expression (2) means that the risks of categories I and II 
are kept to minimum, i.e. faulty functions are considered as 
fault-free functions (customer’s risk) and fault-free functions 
are considered as faulty ones (producer’s risk). 

In general, such task cannot be solved adequately due 
to certain unreliability of primary self-checking results, 
and its fast penetration into the further control proc-
esses. And the main principle of any process of control 
is violated here, the principle that requires all objects of 
control to be of the higher class than the object of this 

-
veloped property of slow degradation [3, 4], for which 

current functional state of ECM. 
Really, at the first stage of functional diagnosis an 

operable functionally complete “core” is searched by the 
procedure that is common for ECM: “promotion” with a 

a test check. I.e. the “core” with any detected defect is not 
allowed for further functioning. Fault-free “core” of the PC 
functional system can serve as rather reliable mean to con-
trol single functions form the remaining part of the system 
of commands. It is facilitated by the developed property of 
slow degradation of functions implying that for each func-
tion to be checked there is a part serving only its part of 
the equipment that can undergo rather complete sequence 
of test checks. 

Due to the fact that it is not possible to avoid the issue of 

improvement with the reduction of possible consequences 
in further processes. To do it we need an adequate model of 
test control process that describes elementary control opera-
tions and their structures in relation to the maintenance of 
the required reliability level.

-
mand  as the function of the system of commands  of the 
digital computer (DC) installed on the self-checking section 
to solve the alternative 

, (4)

that in reality transforms into the solution of alternative 

on the set PF of variants of splitting (1).
Fault-free function of DC 

space of states S of DC, whose components are the cells of 
memory and general purpose registers taking various values 
within the limits of their capacity. It means that for any point 
S of an arbitrary subset , where 
is a set of input and output variables of command , there is 

, i.e. the following transformation takes place

(6)

Each pair (S , S ) can form the basis for a test check 
 forms an 

operational system of control, if it has the means that can 
help to lead the computation process into the point 
(impact on the facility of control ), as well as the means 

 to estimate the fact

, (7)

i.e. the reaction of the facility of control to the given im-
pact.  adn  are customary to play the role of means of 
control (MC). In general the test  has the following form



(8)

where  before 
the test 

The result of the process of control of  by test (8) can 
be the assignment of  to the class  with a failure to un-
dergo the test by feature (7), uncertainty (
), if the process of control of  shall be followed by further 
tests of type (8), or the assignment of  to the class  and 

of
of  (Fig. 1). 

Despite there are only two outcomes of each separate 
test check, there are much more internal cases occurring 

-

of determination of an operable “core” that was taken as 

part of f-state

Two variants are possible:

(2.11)

and

; (2.12)

- with the reliability of determination of S initial data 

expression is inevitable

, (2.13)

where  is an actual result of the execution of part of test 
 formed on the basis of subset of commands . For case 

(2.12) due to test imperfection in addition to the result 

(2.14)

the result (2.13) is possible;
- with the uncertainty of state of the object of control ,

whose reactions to the initial data S , can be 

, (2.16)

 is an actual result of com-
mand ;

(2.16) by the sequence of commands  of a test check: 
 (no-norm) 

the lack of growth of category II risk, as a fault-free com-

12, 14) corresponds to the case 
the norm it facilitates the growth of category I risk.

No-norm situations are split into two groups as well. The 
.

corresponds to the case 
norm it facilitates the growth of category II risk. 

Therefore, getting the norm of a single test does not guar-
antee there is no risk of category I, that explains the common 
practice of check of each function of the command system by 

II does not grow. As norm situations are just a part of whole 

getting lower in the sequence of various test checks passing 
by norm. It is explained by the fact that with each new test, 
the next variant of the equipment functioning is checked, 
and the number of unchecked variants is reduced. In case 
check of all variants of risk of category I after the norm of 
the last of them is excluded. However, limitation of duration 
of the check will not bring it to such situation.

Though it was noted above, the risk of category I not 
eliminated causes the risk of category II in form of a nega-
tive result of test of the function under checking under its 
norm. In this case the terms of f-diagnosis are getting worse. 

improved by repeating a test (S , S ), using other commands 
from the scope of 
failure of function , and a positive result will help to pass 
to a new functional “core”.

A model of test check of f-diagnosis will assist to form the 
strategy of how to develop this process important to CC StS:

of an operable “core”, as at this stage the risk of category I 
is being originated, serving as a source of category II risk 
as well;

2) the remaining part of CC functions should be diagnosed 
one by one as in computing environment with a developed 
property of slow degradation of functions;

3) extending sequence of test checks for each CC func-
tion reduces risk of category I, but at the same time the time 

self-checking, that is also aimed at the adjustment to the 
current f-state;



4) to reduce risk of category II, in case of negative results 
of tests, they should be continued using the same initial data, 
but another software implementation;

-
tion of CC requires the development of special procedure.
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