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In part [1] -

survivability, proposed the simplest models and methods of 
the analysis, based on the theory of axiological probabilities, 
random placements and logical functions of operability. In 
the second part we shall discuss four main issues:

computational complexity of tasks of survivability;
multivariate calculations of survivability of the systems 

with complex structure;
functional survivability and its relation to structural 

survivability;
connection between technical survivability and mobi-

A task of survivability is set and solved on a Cartesian 
product of two logical and probabilistic spaces: space of neg-
ative impacts (NI) and space of states of technical systems. In 
the simplest case, both these spaces are discrete. In accord-
ance with the terminology of classic paper [2], the task of dis-
tribution of NI over the system elements is a P-complete or 
a P
calculations are in proportion to Nn, where n is the number 
of impacts, and N is the number of system elements. It has 
long been known that for modern computers P-completeness 

n be estimated by hundreds 
and thousands which is impossible in reality. A different 
matter is the assignment of a complete group of possibly 
operable states, when from 1 to N-1 elements are sequentially 
taken out from the system of N elements. Due to the fact 
that in the task of structural survivability an element may be 
in one of the states – operability or a failure (binary logic), 
the total number of states of the system to be enumerated 
is 2N, computational complexity corresponds to the same 
number. Thus, the survivability task becomes NP

When logical and probabilistic methods of analysis were 

common computers in the USSR were USEC of differ-

number of the system elements, exceeding of which did not 
make it possible to solve the task of survivability analysis 
for observable time. This number was N = 27. All attempts 

to increase this number failed, until several approaches 
were found to assure the pass from direct enumeration of 
states to intent enumeration. As the result, the work of the 

[ ] led 
to the situation when it turned to be possible to decompose 
the graph of complex system into a main graph and its 
sub-graphs (joint openings), as well as to develop logical 
schemes of intent enumeration in the space of states. As the 
result the limit number of elements in the main graph today 

complex “ARBITR”).
Therefore, overcoming a “bane of limit number” in 

relation to the tasks of structural survivability happened. 

passing from structural survivability to functional surviv-
ability, the space of states of the technical system ceases to 
be numerable, and a “bane of limit number” comes back, 
but in a frightening form. This feature is described in more 

the task of structural survivability is becomes complicated, 
if the frequency of impacts is r, and the element resistance 
is L (or a discrete resistance in a model is substituted with 
a probabilistic function of resistance).

-
ity analysis (these solutions were originally demonstrated 
in [6],
examples are well estimated by hand and can serve as tests 
for new algorithms of analysis, as degenerated cases.

A system with bridge structure (Fig. 1) is exposed to 
repeated point negative impacts. It is necessary to estimate 
survivability by the system state supposing that the affection 
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Fig. 1. System with bridge structure



of elements under a single NI is equally probable, and the 
resistance of elements in relation to the intensity of NI of 
high accuracy is negligibly low.

-
[7, chapter 4]:

.  (1)

[1], setting 
1 = 2, N 2 = 3, 3 = 4, 4 =

(2)

Values (n) with n

R(n)

n 1 2 3 4 6 7
R(n) 1

[1]
(n). For this purpose we shall use formula (37) to draw up 

Lnk (Table 2) and note that it does not 
depend on the system characteristics (structure and number 
of elements). That is why it can be used as a common table 
to calculate survivability of any systems. Table 3 shows 

Bki for nine operable structures 
obtained from the basic structure by means of removal of 
one, two or three elements (Fig. 2).

bridge structure

Multiplying the lines of matrix Lnk  by the columns 
of matrix Bki
rni, expressing the number of ways which may be used to 
pass form basic structure S  to structure Si under n-tuple 
NI (Table 4). Putting the elements of one line together we 

lead to an operable structure under n-tuple NI. It is easy 
to show that values (n) = rn/N

n coincide with the values 
listed in Table 4.

the average number of NI leading to loss of operability:

(3)

rni

n
rni rn Nn

i i i=7 i=8 i=9
1 1
2 1 6 6 2 2 21
3 1 24 24 6 6
4 1 78 78 14 14

1
6 1 726 726 62 62
7 1 2184 2184 126 126

Average survivability margin 
this structure = 2, and = 3. Therefore, average survivabil-
ity margin is more than the maximum number of elements 
that can be removed without loss of operability, more than 

-survivability. This effect is explained by the fact that cer-

The system of calculation of this paragraph which is based 
on Stirling numbers of the second kind, was completely 
described in [6] and [ ].

Lnk

n
Lnk

k k= 2 k= 3 k k= 5 k k=7
1 1
2 1 2
3 1 6 6
4 1 14 36 24

1
6 1 62
7 1 126

Bki

k
Bki

i i=2 i=3 i i=5 i i=7 i=8 i=9
1 1 1 1 1 1
2 3 3 1 1
3 1 1



Electric power system consists of generating power units 
1 and 2, main distribution boards 3 and 4, jumper straps 8, 

to estimate survivability by the system state after repeated 
NI, supposing that at each NI one element of the system 
becomes non-operable, and the affection of the elements at 
a single NI is equally probable.

Fig. 3. Structure of electric power system

-
lows:

(4)

Thus, the logical function of the system operability con-
tains 6 implicants in total, including one implicant without 
negation, three with one negation and two with two nega-
tions. Probabilities

P (Q1 = 1 / An) = 2-n;

P (Ql = 1 / An) = N-j(1 – l / N)n-j,

l = 2, 3, 4; 2 3 = 6, 4 = 7

, N = 8,  = 6 = 8.  (6)

According to (1) we have:

(7)

The results of calculations by formula (7) are listed in 

The last line indicates the data of calculations by strategy 
2, when the affected elements are excluded from the next 
affection.

Average number of NI

Average survivability margin -
ly less than -survivability (here = 4). Survival rate of the 
system is found using formulas (33) – (37) from [1]. We take 
into account that except a basic structure, the system may 
have nine more different operable decomposed structures 
(i Bki

Bki

k
Bki

i i i=7 i=8 i=9
1 1 1 1
2 6 6 1 1
3 4 4
4 1 1

Structures S1…S  occurs at the loss of only one element 
(k 6
loss of one (4), two (24, 26, 46, 82, 84, 86), three (246, 248, 
268, 468) or four (2, 4, 6, 8) elements. Similarly, structure 
S7 (2467) occurs at the loss of 1, 2, 3 or 4 elements. Their 
number is the same as for structure S6. Structure S8 (oper-
able elements 138467) occurs at the loss of two elements 

S
1 and 6.

rni..Results 
are listed in Table 7.

rni

n
rni rn Nn Rni i i=7 i=8 i=9

1 1 1 1 7 8
2 1 13 13 2 2 64
3 1 61 61 6 6
4 1 14 14

1 32768

analysis of data of Table 7 makes it possible to determine 
an interesting consistency. Relation rni/rn expresses a con-
ditional probability that structure Si, is saved after n-tuple
NI provided the system remained operable. As it is shown 
from the calculation results (Table 8), only for one type 
of structure (S6 and S7) a conditional probability grows at 

R(n)

n 2 3 5

R(n) 7/8 32768 262144
R*(n) 7/8 1/2



the increase of the number of NI, and this structure is non-
redundant having the least number of elements. Even with 
n S6 and S7
all cases when the system ensures operability.

n
rni / rn

i i i= 8,9
1
2
3
4

Under strategy 2, when the affected elements are excluded 

of the remained operable elements, the function of surviv-
ability is calculated by the formula:

, (8)

where l i is the 
number of letters in the implicant, ki is the number of nega-
tions. The results of calculations are listed in Table 8. We see 
that the function of survivability is falling much faster that in 
the scheme of independent NI (under a “passive strategy”). 
The average number of NI before affection 
is less that under strategy 1.

In general we can speak about the existence of a vector 
of numbers of operable states of the system FN(u), u N,
where u is the number of the elements removed from the 
system at one moment. Formula

f(u) = FN(u) / CN
u

is a conditional probability that under many-fold affection 
of u elements in the system of N elements, this system shall 
keep operability. Then (8) is rewritten in the form

*(n) = f(n

Vector FN(u structural redundancy in the 

in the interests of survivability is kept under aby distribution 
of NI probabilities. This very redundancy equally works 
on reliability as well. For instance, probability of reliable 
operation of non-recoverable system with complex structure 
of homogeneous elements

P(t) = FN p(t)N + FN(1)* p(t)N-1(1 – p(t)) + 

+… + FN(N-1)* p(t)(1 – p(t))N-1, (11)

where p(t) is the probability of reliable operation of one 
system element. Reliability of such system is the higher, the 
higher FN(u) is. It is described in detail in [14].

We can pass from the estimating the survivability by state 
to estimating the survivability by the result of task execution. 
This work was carried out in [6], where the same structures 

structure of eight elements. Estimate of survivability in this 

of survivability and reliability, getting new complex proper-
ties of NI-reliability, NI-safety, etc. [11, 12

technical system, when the system can be expressed by a 
multipolar graph, in which the nodes (without violation of 
entity) are unexposed to NI, and these are only connections 

criteria of non-operability of such system is the occurrence 
of isolated nodes or separated sub-graphs.

An example is the communication network with the nodes 
effectively protected from NI and from the line destruction. 
If any node (or group of nodes) has no connection, the sys-
tem will lose a critical source of information or a function 
of control. In practice, it will fall into several subsystems, 
each of which will start to function independently; and this 
event is accepted as a fact of loss of survivability.

With no violation of entity let us assume that the branches 
of the graph of a multipolar system break out one after 

of new NI. Then our task is to form a vector of the system 
redundancy FN(u
estimate its probability of survival with n of single NI.

redundant, when the nodes are closed into a circle, and 
full-redundant, when the nodes are connected under the 
principle “each with each one”.

Four-polar network, non-redundant system (N

does not put the system out of operation (the same is valid 
for the structures with more poles). At the same time, any 



second NI automatically makes the system non-operable. 
Therefore:

(n) = 1 with n (n n

And the function of survivability becomes threshold, and 
it means there is no survivability at all, and it is determined 
by its non-redundancy.

Four-polar network, full-redundant system (N
Here we can see that the system of N=6 connections keeps 
its operability under any double NI (in all cases the system 
keeps connectivity). And there are even four scenarios of 

scenarios). Therefore, the results of estimation of the surviv-

-

n F (n) C n R*(n) = f (n)
1 1 1

1 6 6 1
2 1
3 4

Here the element of a smooth degradation occurs, but 
nevertheless it leaves much to be desired. Smoothness 
occurs when additional branches occur (for instance, chan-
nels based on another principle of coding and transfer of 

multipolar system. Roughly, when digital communication 
fails there is the possibility of using classical radio com-
munication.

Five-polar network, non-redundant system (N
Similarly to non-redundant four-polar network we see 
that the first NI under the active strategy does not put 
the system out of operation, and each second one does. 
Thus, again we deal with a threshold function of sur-
vivability:

(n) = 1 with n (n n

Five-polar network, full-redundant system (N
System keeps its operability under a three time NI of any 
direction. With n -

n = 7 and more the system will fail for sure. Therefore, the 
results of estimation of the function of survivability are 

Here we really have a slow degradation of survivability. 
And the more N
with the increase of n.

r-tuple
and assign the branches in a graph with the resistance level 
L (analog of the system of channel redundancy). In this case 
we should use the formula from [8]. But it will not change the 
basic principle: the higher is the redundancy level measured 
by vector F, the higher is the level of system survivability 
in respect to NI of wide spectrum.

A qualitative leap from structural survivability to the 
functional one is made as a consequence of substitution of 
a binary function of operability in the tasks of structural 

its performance (for example: in electric power systems this 
property is available power, in gas systems it is the capac-

,
in percentage of a maximum value of emergence, when we 

 in 
percentage as the result of NI, it means that the system lost 
its survivability.

Therefore, functional survivability is the ability of the 
system to keep its emergence at the level not lower than 
of the maximum value under NI, or to restore the required 
level quickly after NI. For instance, in the theory of civil 
defense there is a principle of technological reserved quota 

the energy is brought for domestic needs of people. There is 
also the level of emergency reserved quota 

centers of consumption (hospitals, maternities, etc.). And a 

survivability is to distribute SA and allowable redundancy, 

technological and emergency reserved quotas in cases of NI 
of wide spectrum. A more detailed description of -criterion 
is given in papers [

When NI is point, we are in a discrete space of NI 
states. There is no such space if we estimate the variants 

-
dant system on 5 nodes

n F (n) C n R*(n) = f (n)
1 1

1
2
3
4
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of areal affection, when there is NI of continuum spec-

the functional one, we lose a discrete space of the system 
states, it becomes continuous and uncountable. Instead of a 
logical function of operability we deal with the algorithm
of assurance of survivability under NI. This algorithm is 
a kind of a black box having a NI model at the entry, and 
a resulting effect at the exit. If the entry is a continuum 
spectrum of impacts, the exit is a continuum spectrum of 
resulting.

simplify the task, to substitute a continuous space of states 
by a discrete one. For instance, in [17] we note that a single 
NI takes a certain quantum of allowable capacity form the 
system, and the task of a large electric power system is to 

With the increasing NI, the system starts degradation, its 
reserves of allowable capacity become exhausted, and one 
day we will occur at the level of technological reserved 
quota; and it is necessary to estimate the probability of such 
negative scenario.

Having begun to deal with the task we discovered that 
we can substitute a continuous space of states by a discrete 

 in the analysis. Actually, 

system at, specifying a complete set of its operable states. 
Making the enumeration of states space intent (for instance, 

reduce the scope of operations; and NP-completeness of 
the task is still here.

*(n, ) = f(n) = FN(n, ) / CN
n , (12)

where FN(n, ) is the number of operable states of the 
system of N elements, exposed to n-tuple point NI, on the 
assumption that the survivability of such system is described 
by -criterion. Besides we can easily pass from an active 
strategy of NI to a passive strategy – it will not change 

estimate the level of functional redundancy, which does 
not depend on the applicable strategy of NI, as it is being 

an algorithmic way. And then the function of survivability 
can be estimated with consideration of the strategy, based 
on the formed vector F.

Beautiful formulas represented for the case of equally 
probable NI crash totally, when it comes to preferring one NI 
to the other. In this case we have to go back to the model by 

[18] which used to be very popular, with assigning 
of axiological probabilities of point NI affecting separate 
elements by the Firshburn’s principle [ ], [ ],
building the systems of preferring of one NI to the other. 

-
tion of survivability at a certain hold point. Varying the NI 
probabilities in narrow scope, we estimate the dimensions of 

scenarios, when out SA decisions are the best ones. Thus, 
we test our decisions related to the survivability assurance, 
for parametric stability [13]. Indeed, -criterion may serve 

for optimality.
Passing from structural survivability to functional sur-

approaches to the analysis, making it possible to estimate 
not only technical survivability, but also system resilience, 
in a wide range of classes and purposes of these systems. 

-
nomic resilience.

Economic unit is a strongly connected system intended to 
generate a complex economic effect and covered by the loops 
of positive and negative feedbacks [ ]. Different shocks 
serve as NI in relation to such objects. These shocks affect 
the system from the side of the unit’s environment. Under 
NI a unit starts to degrade down to the level distinguished 
as negative, when it is referred to a failure of achievement 
of strategic aims, either by the level, or by the time of 
achievement. A control supersystem generates decisions 
aimed at the survival of the economic unit and at the keep-
ing of resilience in negative environment. Such decisions 

There is an apparent similarity between technical sur-
vivability and economic resilience, and this similarity is 
observed within the frameworks of the general theory of 

Bertalanffy and his group [21]. Watching the survivability 
and resilience from systemic positions, we come to the idea 
of vitality as a basic prototype property of survivability in 
a general sense, which generates its projections in systems 
of different types. The idea of Bertalanffy was that all liv-
ing systems (or systems pretending to be viable) had the 
property of , when a system inevitable comes to 

the course of pursuing the achievement by the system of 

to the same extent as from vitality; the system is vital if it 

The obtained isomorphism of technical survivability 
and economic resilience leaves a wide room for a mutual 
migration of methods, models and approaches from one 

-
tion resilience copies the principle of NI -criterion from 
functional survivability, in the terms of continuous spaces 
of NI and system states. Balanced score card serves as 
the function operability and functional algorithm in the 
economic system. In reverse, technical survivability may 
get improved if it loses itself in the economic context, 



-

of technical decisions for survivability. When it a tech-
nical system turns out to have a control supersystem, 
and a supersystem turns out to have economic context 
and strategic goals which are introduced to the control 
supersystem of the respective technical system as basic 
criteria of performance.

Final purpose of equipment is to serve economic and 
social systems in standard conditions and under NI, as 
well. In all cases this service should be developed in 
stipulated to the extent set forth in advance, with clear 
expectations, in coordination with the objectives of su-
persystems.

The theory of technical survivability shall be developed 
in the following main directions:

Understanding technical survivability as a general scien-

will be developed when survivability will be observed from 
systemic cybernetic positions, as a projection of vitality;

Analysis of the experience gained as the result of re-
searches of survivability and resilience carried out in the 
West. Understanding of how western approaches can be 
applied in Rissia, why “yes” and why “no”;

Substitution of probabilistic models of survivability by 
inexplicitly scenary models which do not need any axiologic 
hypotheses, but simulate expert experience in the terms 
of impacts and reactions, with consideration of essential 

these conditions may also be “soft”, it may be estimated 
with soft computations and measurements in the sense of 
Zadeh – Dubois – Prada [22, 23];

Passing from the function of survivability to a risk-
function. It is necessary to estimate not the survival rate, 
but risk of failure to achieve a goal;

A more detailed attention to humanitarian aspects of 
survivability, to a human factor in survivability control. It 
is necessary to study not only the technical system, but its 
SA as well;

-
cal survivability and resilience. Implementation of economic 

The task of survivability assurance should be considered 
from the standpoint of investment project development.

-
proach to estimating survivability of complex structures 
under repeated impacts of high accuracy. Part 1. Basis of the 

-

Complectness.pdf .

tendencies of structure and logical analysis of reliability 

-
eling of complex systems with network structure // Author’s 

-
sis of the generic logical and probabilistic method of 

-

theory on relation to the analysis of survivability of technical 

-

-
tion complex based on a point model // Instrumentation and 

and survivability in functional redundant technical 
systems // Problems of complex automation of marine 

and survivability of technical systems with network structure 
// Improvement of quality and dependability of industrial 

of communication networks: analysis and decision-making // 
Ways of improvement of networks and complexes of techni-

-

by combinatorial and probabilistic methods // MVIN BSE. 

pipeline system of West Siberia in respect to power supply 

-
ability based on the example of test calculation model // 



of calculation of survivability of complex systems //AS 

Theory. // British Journal for the Philosophy of Science. 

-

to manipulation of perceptions // International Journal of 

, Dr. Sci., professor, professor 

Petersburg, Russia, e-mail: gennady.cherkesov@gmail.com
, Dr. Sci., Ph.D., academician of 

the International Academy of Ecology, Man and Nature 
Protection Sciences, professor of National Mineral Re-

apostolfoma@gmail.com


