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Abstract. Aim. The paper describes main concepts and definitions, survivability indices, meth-
ods used to estimate survivability in different external and internal conditions of application of
technical systems, including the studies in the field of structural survivability obtained 30 years
ago within the frames of the Soviet school of sciences. An attempt is made to overcome different
technical understanding of survivability, which has been developed in the number of industries
up to date — in ship industry, aviation, communication networks, energy, in defense industry. The
question of succession between the properties of technical survivability and global system resil-
ience is considered. Technical survivability is understood in two basic notions: a) as the system
property to withstand negative external impacts (NI); b) as the system property to recover its op-
erability after a failure or accident caused by external reasons. This paper considers the relation
between the structural survivability when the system operability logic is binary, and is described
by a logical function of operability, and the functional survivability when the operation of the sys-
tem is described by the criterion of functional efficiency. Then the system failure is a decline in
its efficiency below a preset value. Methods. The technical system is considered as a controlled
cybernetic system, which has specialized aids to ensure survivability (SAs). Logical and probabil-
istic methods and results of combinatorial theory of random placements are used in the analysis.
It is supposed that: a) negative impacts (NI) are occasional and single-shot (one impact affects
one element); b) each element of the system has binary logic (operability — failure) and zero
resistance, i.e. it is for sure affected by one impact. Henceforth this assumption is generalized for
the r-time NI and L-resistant elements. The paper also describes different variants of non-point
models when the system part or the system as a whole are exposed to a group affection of the
specialized type. The article also considers the variants of combination of reliability and surviv-
ability when failures due to internal and external reasons are analyzed simultaneously. Results.
Different variants of affection and functions of survivability of technical systems are reproduced. It
has been educed that these distributions are based on simple and generalized Morgan numbers,
as well as Stirling numbers of the second kind that can be reestablished on the basis of simplest
recurrence relations. If the assumptions of a mathematical model are generalized in case of n
the r-time NI and L-resistant elements, the generalized Morgan numbers used in the estimation
of affection law are defined based on the theory of random placements, in the course of n-time
differentiation of a generator polynomial. In this case it is not possible to set the recurrent rela-
tion between the generalized Morgan numbers. It is shown that under uniform assumptions in
relation to a survivability model (equally resistant system elements, equally probable NI) in the
core of relations for the function of survivability of the system, regardless of the affection law,
there is a vector of structure redundancy F (u), where u is a number of affected elements, and
F (u) is a number of operable states of the technical system with u failures. Conclusions: point
survivability models are a perfect tool to perform an express-analysis of structural complex sys-
tems and to obtain approximate estimates of survivability functions. Simplest assumptions of
structural survivability can be generalized for the case when the logic of system operability is not
binary, but is specified by the level of the system efficiency. In this case we should speak about
functional survivability. PNP computational difficulty of the task of survivability estimation does
not allow solving this task by means of a simple enumerating of states of the technical system
and variants of NI. It is necessary to find the ways to avoid the complete search, as well by the
conversion of the system operability function and its decomposition. survivability property should
be designed and implemented into a technical system with consideration of how this property is
ensured in biological and social systems.
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1. Introduction

A term “survivability” in relation to technical systems
and in particular to a ship was for the first time introduced
for consideration by the Russian admiral and scientist
Stepan Osipovich Makarov. The beginning of develop-
ment of the ship survivability theory should be his article
“Armor-plated boat “Mermaid” published in 1870 in “Sea
collected book” (No.No. 3, 5, 6), that described a number
of measures taken for a ship floodability [1]. In 1875 in the
article “Floodability of water crafts” (“Sea collected book”,
No.6, 1875) he formulated the notion of “floodability” as
the “ability to remain on the float having underwater hull
breaches”. In 1876 S.0. Makarov published the articles
“Antiflooding means” (“Sea collected book” No. 1, 1876)
and “About maintenance of water-tight bulkheads and
pumping appliances” (“Sea collected book” No. 7, 1876).
In 1894 he published the work “Review of elements of
vessel fighting forces” where he clarified the notion of
floodability as the “ability of a ship to remain on the float
and not to lose its fighting qualities due to underwater hull
breaches”.

In 1897 S.0. Makarov published his articles “Maritime
essays” (“Sea collected book”, No.No. 1, 2, 3, 4, 7) where
he finally formulated the “survivability” as the “ability of
a ship to keep a fight having damages in different fighting
structures” with a proviso that a deficiency of resistance to
external destructive effects is compensated by attribution
of a ship with the property of survivability [14].

The academician A.N. Krylov gave the shortest
and a rather pointed definition of a general sense of
“survivability” and defined it as “fatigue resistance to
damages”. All definitions have a positive feature — that
survivability is considered as a property of a ship as a
whole, which is achieved by structural organization and
goal-directed behavior of its functional sets of technical
facilities.

Today the notion of survivability is widely used in
several sectors of engineering including transport systems
(aviation, railway, automobile transport), ship industry,
energy, construction, in computing systems and commu-
nication networks, in industries of defense [9, 13, 14].
A renewed system and scientific interest to technical
survivability in the 1980s in the USSR was determined
by a large scope of works on secret subjects related to
national defense capability. In times of “perestroika” all
these works were scaled down, and now we observe a
certain renaissance due to a marked aggravation of inter-
national atmosphere. It turns out to be important not only
to raise the works on technical survivability to a former
level, but also to take a fresh look at “survivability” as
a complex property of a system, come to realization that
the system in terms of survivability takes from the crea-
tures that are traditionally considered living beings. An
attempt of such comparison is undertaken in paper [15]
where survivability is generally called vitality, and vital-
ity projection on social, economic and technical systems
is called civilization availability, mobilization resilience
and survivability, respectively.

Survivability issues are considered in foreign literature
as well. Approximately up to the year 1997 the surveys
used the category “survivability” more often. But then
the focus of attention shifted towards an area of more
common properties than survivability, and a question was
more about resilience. In 1997 a presidential commission
delivered a report on the protection of the most mission-
critical infrastructure systems [16]. And then the USA
showed special demand in resilience due to a huge damage
caused by 9/11 and Katrina hurricane. It became clear that
resilience must be invested significantly. As an alternative
— which is not to invest in resilience — usually comes at a
higher cost. Therefore investments in resilience turns out
to be a business of enormous earning capacity (hundreds
of annual interest).
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Fig. 1. Classification of resilience in relation to computing networks. Reference: [18]
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That is why, for example, in [17] we read: “Resilience
attracts attention as a denominator to move beyond sur-
vivability and even to succeed in aggressive conditions ...
Resilience is an emergent property related to the ability of
an organization to proceed with its mission despite dam-
ages, through awareness, dexterity provided by resources,
flexible infrastructures and restorability.... Therefore re-
silience is a combination of technical structural features
such as reliability and dependability and organizational
features such as awareness, training and decentralized
decision making”.

And [18] provides the following sector classification of
resilience (Figure 1).

We can see from the given classification that resil-
ience is considered as a global property that takes up the
properties of dependability (in all senses), survivability,
safety, operational perfection. Such view has not been
conceived by the Russian sector science yet, and it is
unlikely to be conceived without a critical analysis and
natural antagonism. We are not going to get involved in
this polemic, but we would like to attract a reader’s at-
tention to the following paradox. Many companies and
certain experts study technical survivability ad consider it
if their projects. However, in practice there is no consist-
ent system of notions, survivability indices, conditions of
functioning, with availability of which survivability and
survivability requirements should emerge, i.e. exactly
that makes a core of the respective theory. There is also
no unity in understanding of the most efficient means of
survivability assurance for different classes of systems and
definite scenarios of external impacts on the structure and
algorithms of functioning. To make the picture of surviv-
ability developments complete we should mention about a
total absence of national standards reflecting the issues of
terminology, survivability indices, classification, methods
and recommendations on the order of system design by
survivability criteria.

We also should keep in mind that the issues of techni-
cal survivability shall not be considered locally, but in the
context of a more common demand in a mobilization resil-
ience of a state and a country in general [15, 19,21, 22]. In
limited investment opportunities of a state, defense budgets
shall be sequestered, and projects shall be loaded only with
the specific properties that shall be economically efficient
in a broad sense. In terms of technical survivability (as
well as of reliability) — a right to live will go only to those
design implementations that proved an optimal propor-
tion between the strength of property and the expenses
spent on its realization, and besides, an optimum has been
found for return of capital employed. I.e. with time it is
necessary to learn not only to estimate survivability, but
also to introduce economic and financial measures to this
estimate. Thirty years ago there was no need to think about
it (defense money was not watched); but now we live in
another epoch.

This article represents topical questions of system
design by the criteria of technical survivability that may

be considered as possible directions for the development
of survivability theory as a general technical discipline.
Basic study in this sphere was made 30 years ago, and
it is not reproduced here. However, there is a number of
new circumstances that may influence a new revealing of
survivability, the character of development of the respec-
tive branch of science, and we shall speak about it in this
work as well.

2. Main concepts and definitions

There are several industrial definitions and a common
technical definition of survivability. GOST 19176-80
[1] defines survivability of the system of ship facilities
control as a constituent part of complex property of the
control system functioning which emerges in case of part
damages of equipment and communication lines. Surviv-
ability involves maintaining of operability of a ship which
was not affected by emergency environmental impacts,
as well as fail-safety of set of technical facilities under
violations of control system. The work [3, p.194] defines
survivability of a ship as the ability to withstand wind
strength and wave force, fires, enemy’s weapons, and if
damages occurred to keep and recover sea capabilities and
combat qualities either totally or partially. Survivability
of a ship is provided by structural design and equipment
efficiency, as well as by allocation of tight junctions,
hatches, handholes, doors, glass parts, signaling systems,
automatic protective devices. Let us note that this defini-
tion indicates the conditions when survivability emerges
(spontaneous forces of wind and wave, fires, weapons),
stages of the process development and the degree of
severity of negative impacts (to withstand damages,
if a damage occur to keep sea capabilities and combat
qualities, and in case of their loss to recover them either
totally or partially). And the methods to provide surviv-
ability are listed (limitation of adverse consequences,
structural design efficiency, tight junctions, signaling
and control: signaling systems, protective devices). Such
a large structure of definition could be repeated for other
sectors of engineering

In electric power industry [4] survivability is under-
stood as the property of an object to withstand perturbing
actions, avoiding their successive development with mass
supply interruptions. Here we should pay our attention
to the requirement to the system that it must withstand
deactivation of its components due to technologically
related failures caused by violations of external condi-
tions of functioning. The paper [6] gives such example
of violation of external conditions under a system failure.
When removing of one of two 220 kV power lines out
of service for repair the unit of a condensing plant was
disconnected due to a boiler damage. The other power line
was overloaded and caused a blow out of a wire in a faulty
contact joint. After this line was also disconnected under
relay protection, asynchronous operation was phased out
which disconnected 110 kV power lines. Then frequency
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reduction caused the activation of frequency relief devices
machinery of thermal power station, etc. As the result it
interrupted a normal supply mode of the whole district
for 15 hours. A “domino” effect in the system is caused
by successive violation of functioning that leads to a
supply disconnection.

In computing systems [2] survivability is connected
with loss free conditions of any task (function) under
a loss of certain resource caused by negative external
impacts.

An attempt to give a common technical definition to
survivability was taken in the work [9]. Here survivability
is defined as the property of a system to keep and recover
the ability to perform basic functions in a prescribed
scope during a specified operating hours to failure under
a change of the system structure and (or) algorithms and
terms of its functioning due to external negative impacts
(NI) that were not specified by the rules of normal opera-
tion. Basic functions and specified operating hours can
be determined not only for one, but also for several NI
different in severity. This definition admits the consid-
eration of various NI consequences, affecting the task
execution, including:

* loss of operability of the elements and their links due to
their physical destruction or integrity damage;

* change (deterioration) of their technical characteristics
(speed, productivity, capacity, etc.);

« distortion of algorithms of functioning;

* reduction of structure redundancy, level of production
stock;

* deterioration of failure-free operation of the elements,
system controllability;

* change of external terms of functioning (sharp reduc-
tion of increase of loading, loading redistribution, change
of dynamic characteristics of loading).

More severe consequences of NI are also probable: inher-
ent loss of operability, accident with possible partial or total
system breakdown.

3. Evolution of the system states
after negative impacts

NI are followed by primary consequences that are ex-
pressed in the deterioration of performance of the elements
or functional connections, distortion of algorithms of func-
tioning of functioning [9].

The system that has the property of survivability devel-
ops it in the property of gradual degradation that occurs
due to introduction of passive and active survivability
aids (SAs). Information about primary consequences goes
to SAs that include operability control facilities, tools
of emergency protection, means of reconfiguration and
control. SAs influence the development of primary conse-
quences. Depending on the intensity of processes, certain
external conditions, SAs efficiency, the system finally
passes to one of possible resilient states. This process is
stochastic by its nature.

We know from the example described in section 2
that after certain intermediate states the system passed
to a resilient state under which the units of a condens-
ing plant ware disconnected and machinery of thermal
power station were cut off. After transition to a new state
the estimation of primary consequences is performed as
the result of which the system state is referred to one of
three classes: operable, inoperable (or non-emergency),
emergency. Based on the results of this classification the
estimation for survivability by the system state is carried
out. Under an operable state the system turns to the task
execution immediately. If the state is inoperable the sys-
tem may turn to the task execution after certain recovery
procedures. The transition of the system to a new resilient
state does not complete the struggle for survivability, as
under further functioning secondary consequences of NI
may occur before the task execution.

Secondary consequences are farther but not less dan-
gerous than the primary ones. They are related to uncon-
trolled or ill controllable thermal, electric and other proc-

Yes Yes
NI PCNI —» — Transition Task execution t—p»-
to a new
resilient state No A 1
Deve-
lopment
of PC NI
—
Yes
— 1 —
No Recovery
—
SA >
SC NI
—_— Yes

Fig. 2. Evolution of the system states after a NI
(PC — primary consequences, SC — secondary consequences, SAs— survivability aids,
1 — accident; 2 — operable; 3 — task execution)
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esses (fire spread, cooling of space in heat supply system,
etc.). The rate of development of secondary consequences
and the end result depend significantly on SAs operation
at struggle for survivability. After a certain period of time,
the estimation of the task execution results is performed
with four possible outcomes. Therefore, at struggle for
survivability we can allocate three stages. The first stage
includes the efforts for accident prevention, the second
stage struggles for the system operability, and the third
stage includes the struggle for a successful execution of
a task despite primary and secondary consequences of
NI. Accordingly, there are two tasks for estimation and
assurance of survivability.

Trajectories of evolution of the system states with the
consequences different in intensity and severity fit in the
general scheme (Figure 2), but only in the cases when an
impact is single. The scheme becomes much more com-
plicated when the impacts are multiple and the processes
of consequences of different NI overlap. In addition to
that, in all possible schemes a “racing effect” plays a great
role: the processes of consequences development and the
processes of struggling for survivability proceed through
time. That is why the severity of NI consequences, system
state and, finally, its destiny are mainly determined by
SAs capabilities, their operational efficiency and effec-
tiveness. A certain productivity margin of SAs creates
favorable conditions for a timely decision that makes it
possible to limit secondary NI consequences and keep
the system operability at least with a bit worse technical
characteristics. That is why it is important to underline
the following: struggle for survivability often takes place
under severe time constraints. And therefore, the surviv-
ability models should be dynamic. A racing effect could
not be taken into account, we could use static models
in two extreme cases when the speeds of the competing
processes are essentially different.

In the first case a SA has time to complete its algo-
rithms and perform the required disconnection, activation
and change-over switching before the technologically
interconnected failures occur. In the second case a SA
does not have time to step in high-speed processes of the
development of primary NI consequences, and the transi-
tion to e new resilient state is implemented without SAs.
Only later survivability aids will influence the secondary
NI consequences and recovering processes. In both cases
arole of stochastic factors decreases, because a final state
of the system can be definitely traced by the system and
NI characteristics.

4. Factors and scenarios that are
considered in survivability models

All factors that specify the system survivability can be
divided into three groups by a functional feature: 1) factors
of negative impacts; 2) factors that specify the system and
its elements in terms of survivability; 3) factors that specify
external aids of survivability.

The first group includes the scope of NI (a point, a
closed figure on a plane, in space), number of affecting
factors and their characteristics, NI duration (impulse and
with finite duration), degree of NI, strategy of multiple NI,
internal and external sources of NI that require the creation
of survivability aids.

The second group is formed by:

1) factors that specify the system and its elements
in terms of survivability (resistance of the elements,
topology of the system and its elements, resilience to
the development of NI consequences of a certain type,
speed of processes caused by NI; fail-safety of the ele-
ments);

2) factors that specify internal SAs (due notice of a NI
danger; emergency protection; redundancy; factors of lo-
calization and elimination of secondary NI consequences;
factors of recovery of technical characteristics of surviv-
ability: fire resistance, strength, etc.).

The third group includes the factors that specify ex-
ternal survivability aids and perform the functions of
rescue services and mobile centralized redundancy used
for recovering.

Based on the combination of assumptions about current
factors the scenarios of impacts on the system, as well as
the scenarios of struggling for survivability occur. For ex-
ample, we may take a scenario of multiple negative impulse
impact with one affecting factor of high intensity (affection
is guaranteed) and a high accuracy with availability of the
structure of a certain class with no SAs. Alternative scenarios
may consider zero resistance of the elements; non-ordinary
flows of NI affecting several element at once; development
of the impact with time, making it possible to take a coun-
termeasure and analyze a racing effect; availability of the
reserved time sufficient for probable recovery of operability
with external SAs and further execution of the prescribed
works, etc.

Scenarios are getting much more complicated if multi-
serial NI are considered not only with a strategy of the system
protection form NI, but also with a strategy of influence on
the number and degree of impacts in the mode of antagonis-
tic, management game and efficient counter efforts against
a game partner.

A concept of survivability model is more restricted
and specific than the concept of survivability struggle
scenario. And each scenario could be generally cor-
related with a variety of models. A survivability model
is not only used for a quantitative estimation, it also
has a calculation base and further comparison with the
requirements as one of major targets of development at
the designing and at the operation of mission-critical
systems. For comparison and analysis the survivability
indices are required.

5. Survivability indices

Proposals for survivability indices in technical literature
first occurred in the 1970-1980s [2-7], in work [9] in more
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detail. For the ranking purposes they should be classified
by two features. According to the first feature indices are
divided into two groups: indices used to estimate surviv-
ability by the system state and by the results of task execu-
tion. Indices of the first group estimate the system property
to keep operability after NI. Indices of the second group
estimate the ability not only to withstand NI, but also to
execute the prescribed task successful in future despite NI.
According to the second feature indices are divided into
additive and mini-max indices. They differ in the way of
leading of a vector index to a scalar one. Additive indices
also include probabilistic indices based on the formula of
total probability.

5.1. Indices of survivability
by the system state

Let us use 4, to indicate the event of n-tuple occur-
rence of NI, and F to indicate a logic function of the
system operability that takes a value 1 if the system is
operable, and 0 if its is inoperable. Then a conditional
law of vulnerability

O(n) = P{F =0[4,} (M

is a probability of loss of operability in case of a n-
tuple NI.
Survival rate of the system under n-tuple NI

R(n)=P{F =1|4,}. 2
Margin of survivability (d-survivability)
d=C-1 3)

is a critical number of defects C decreased by one.
Defect is a unit of measurement of damage of the system
caused by a negative impact. It could be one element re-
moved from the system as the result of NI, certain nominal
capacity in energy system, lost for consumers as the result
of NI, etc. A word “critical” is used to call a minimum
number of defects occurrence of which leads to the loss
of operability.

Maximum margin of survivability (m- survivability)

m= rr}gX(mi) 4)

is a maximum number of defects that could be suffered
by the system without loss of operability.

Average number of negative impacts that cause loss of
operability

o= iR(n) )

is an expected value of the number of NI that is set by
distribution (1).

8

Average margin of survivability
d=o-1 (6)

This is not a negative value because ® > 1. It follows from
(5),as R(0) = 1. Indices (1), (2), (5) and (6) are probabilistic,
(3) and (4) are deterministic.

Deterministic indices also include index K*; which is a
minimum number of affected elements with total damage
for the system not less than A4, offered in [6]. Let a certain
system consist of 7, objects, S is a number of the system
variant. Single negative impact on the i-th element causes
the damage C°.. The elements are ranged in order of dam-
age decrease C', > C',> ... > C'n_. Let us set a threshold
acceptable value of damage A4 and assume that in case of
multiple negative impact different elements are affected,
and first of all the elements with the most damage. And
damage for the system as a whole is obtained by addition
of damages of separate elements. Then K is defined by
formula

KS
K{ =minK;,C; =) C’. (7)
(Cs>4) i=0

Here K is the number of faulty elements or elements lost
as the result of NI in S structure.

Besides we can amplify a model perception of survivabil-
ity by introducing the following additional characteristics
to a NI model and its consequences:

r — frequency of NI is a number of simultaneously af-
fected elements or subsystems by one NI. In this case by
the result of one NI we can observe r defects in the system.
Such approach is used for dispersed systems in which a
single NI causes multiple consequences (for example, act
of nature or a military strike);

L —resistance of the element to an affecting impact. It
is an integer number of NI endured by an element without
loss of operability. In a more general case a deterministic
L-criterion of resistance should be substituted by the func-
tion of resistance that may have a stochastic or a fuzzy set
nature. We speak about resistance when the survivability
of the system element is provided by external SAs, for
example, be means of defense measures (air defense,
underground fortifications, etc.). For the models that are
considered here L = 0.

5.2. Indices of survivability based
on the results of task execution

Let now the system with a basic structure S, execute
a certain task during a period of time ¢. As the result of
NI a new structure S, may occur in the system, one of
the variety of operable structures S°={S, i=1,...,N,} or
inoperable structures S’ = {S,, i = N,+1,..., N}. After a
n-tuple NI the system with a new structure should start
the execution of a prescribed task and complete it within
the time period ¢. The estimation of survivability based
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on the results of task execution is carried out using the
following indices.
Conditional function of survivability

G()=G@|S)=P|S,)/ Pt]S,) ®)

is a relation of probabilities of task execution by the
system for two cases: for a basic structure S, and for a
new one S,. And it may be possible that for a new struc-
ture S; the task will be formulated differently than for
S, structure. However, in this case G,(f) < 1 have to be
fulfilled. If recovery is available inoperable structures
(i > N,) also could be considered, because for them
P(#/S)) > 0 also may hold true. If recovery is unavailable
P(t/S) =0 withi > N, .

The function of the system survival in case of a n-tuple
impact (an event 4,):

G(t,n)=G(t| 4,) =Y P,(K)G, (1) )

is the survivability function averaged by all possible
structures; P, (k) is a probability of occurrence of structure
S, after a n-tuple NI.

Absolute function of survivability

is the function of survival averaged by all possible events
A,. Probability P(S) is defined by formula

P(S,) = 3 P(AP () (11)

Indices (9) and (10) refer to the additive class and they
ensure a turning of the vector index {G (1), k=1, ..., N}
into a scalar one. If there is no consistent information about
probabilities P (k) and P(S,) they can be substituted with
weight coefficients a, and B,, that are assigned expertly.
If it is also difficult, then it is necessary to proceed with
mini-max indices.

Sequence G(¢, n) is a decreasing function z and it changes from
1 with n = 0 to 0 with n—o0. That is why an average number of
NI that causes non-execution of a task is defined by formula

o) = i n(G,(t,n—1) - G(t,n)) =i G(t,n). (12)

with 7 = 0 or A, = 0 (elements are absolutely reliable)
formulas (9) and (12) change into (2) and (5) respectively.
Indeed, with ¢ = 0 function G,(0) = 1 for k< N, and G,(0) =
1 for k> N,. Based on (9) we have the function of survival
with a zero duration of a task:

G(f)=iP(An)G(f\An)=ZP(Sk)Gk(f) (10) G(O\An)=zd,f’n(k)=R(n), (13)
B I —» R > —i= DM
PCNI i N
PP —> A PTE
| >
v
ot
DS
SA
R !
SCNI
A Y
SFA |— 2
Y
A

Fig. 3. Structure scheme of the survivability model
(1 — estimation of survivability by the system state, 2 — estimation of survivability by the results of task execution);
PP — physical processes, DPC — development of primary consequences, R — reliability, PTE — process of task execution,
DM - decision making, SC NI — secondary consequences of NI, DS — development of secondary consequences,
SFA — structure, function, algorithm)
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and based on (10) we obtain an absolute function of
survivability with a zero duration of a task

G(0)=R= iP(An YR().

Indices (8) — (13) could be generalized also for the case
of branching and multipoint structures. For this purpose
probability of task execution in (8) should be substituted
with a certain quality factor E(S). So for a system with
branching structure, a functioning within a time interval ¢
can be expressed by a composed function

E(1, §) = ¢ (P(15)), (14)

where P(t/S) = {P,(t/S), m=0, ..., M} is the distribution

of the number of inoperable branches at the moment of

time ¢ provided that initially the system had S structure.

Then a conditional function of survivability is defined by
formula

G(t) = G(t/S) = E(t,S) | E(t, S,). (15)

With M =1 we shall get E(#/S) = P(¢/S) , and formula (15)
changes into (8). Other indices can be found by formulas

9)-(12).

6. Survivability models

Model of survivability of a complex system is actually
a set of a large number of particular models of different
application that use both deterministic and probabilistic
methods to describe processes (Figure 3).

NI model. By the scope of application we can distin-
guish point models and spatial models. In point models
NI is assumed to affect one or several elements. In the
latter case the scope of NI is a group of points in which
the system elements are located. That is why the number

Table 2

of elements in the system is always more than the number
of points in the scope of NI. For each element or a group
of elements a probability of occurrence in the scope of NI
is set. If the scope is single-point the following distribu-
tionisset {a,i=1, ..., N}, where N is the number of the
system elements, o, is a probability that the i-th element
occurs in the scope of NI. One of possible distributions
is a n equal distribution o, = 1/N. For a multipoint scope
the following distribution is set {B, = P(X = i), i =1,
..., N} where B, is a probability that i elements occur in
the scope. In models we can use, for example, truncated
binominal distribution

B, =Cip'(1-p)" " /(1-p")i=1.N  (16)

or a truncated Poisson distribution

i N k
B,=2/Y L i=1..Nia=—-In(Np).
il e k!

In spatial models it is necessary to set two-dimensional
distribution of orthogonal coordinates of the NI epicenter
D, (xy, ¥,) and distribution of the radius of the circle p (),
where NI is observed.

Based on the type of distribution of NI intensity we can
distinguish NI with an infinite intensity, with a constant in-
tensity / on the whole scope, and with an intensity decreasing
from the epicenter by a certain law /(7,¢), in particular, in
accordance with Rayleigh rating:

I1(r,@)=I,exp(—r> / ary)), 17)

where /; is a maximum intensity in the epicenter, r, is a
radius of a circle of the NI scope, a is a constant parameter,
r and @ are polar coordinates of a point with the origin in
the epicenter.

By duration we can distinguish impulse NI (zero dura-
tion), with a constant T and random duration 7, set by dis-

Factors NI model
1 2 3 4 5 6 7
Scope point point g;(;?gt;)f g;(;lilst;)f area area area
Intensity e ) o0 0 0 I, I,
Duration 0 0 0 0 T
Strategy 1 2 1 1 2
Table 3
Factors System model
1 2 3 4 5
Type of element Point Point Point Point Area
Resistance 0 0 0 0 0
System topology arbitr. arbitr. set set set

10
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tribution F(#)=P(T < f). Under a constant duration a range
of disturbance /, can be set as a time function, for example,
using formulas:

1,(0)=1(1—1/7); 1,(t) = I’ exp(=£> / bT*).  (18)

where b = 0,3 + 0,5 is a parameter. Similar dependences
are also set under a random duration, only in this case t in
(18) is substituted with a random 7.

In case of multiple NI the simplest strategies of the
choice of characteristics of a recurrent NI are the strategy
of independent NI (strategy 1) and the strategy with an
exclusion of affected elements from the scope of a recur-
rent NI (strategy 2). By the distinguished characteristics
different models could be created. Some of them are given
Table 2.

System model. SF4-model [10] gives a description of
technical, functional and algorithmic structure of the system
including the models of functioning and characteristics of
the elements, system topology, traffic of information, ma-
terial and energy flows, functional and structure hierarchy,
purpose tree.

Let us take a closer look at four characteristics of
the model: dimensions of the elements, their reliability,
resistance and system topology. In terms of dimensions
elements may be point, linear, flat with a boundary of ar-
bitrary shape, solid with a boundary of simply connected
surface. In terms of reliability level of the elements, the
models can have absolutely reliable elements and the ele-
ments of limited reliability. The first case is an idealization
used to estimate the survivability by the system state. In
terms of resistance we can distinguish the elements with
zero resistance and the elements with non-zero resistance.
The first case is an idealization which is used in order to
consider all elements occurring in the scope of NI to be
inoperable. In the second case a probability of disturbance
of operability depends on the NI intensity and on the size
of the part of area (or scope) of the element that occurred
in the scope of NI.

[IBy the system topology let us distinguish the models
with arbitrary and specified topology. A model of the first
type can be used with point elements and point NI. The
second type model is used with spatial NI and flat or solid
elements.

Combinations of three characteristics lead to the models
of the system that are listed in Table 3.

A model of physical processes (PP). This model is used
for analysis of transient processes in the system after a NI. It
describes a trajectory of the process of functioning occurred
as the result of its own movement.

A model of primary consequences (PC) is obtained
as the result of interrelation of a PP model with a model of
NI. Disturbances related to NI are imposed into a PP model,
with consideration of deterministic transient processes oc-
curred as the result of own movements and forced move-
ments caused by disturbances, but without any controlling
actions of SAs.

A SA model reflects the characteristics of control means,
emergency protection, reconfiguration and control. Decision
algorithms of struggle for survivability which are the part
of this model, form certain controlling actions aimed at the
change of a structure and parameters of the system, as well
as at the use of internal reserve created for the operation in
extreme situations. Characteristics of external SAs should
also be considered in this model.

A model of development of primary consequences
(DPC) is obtained as the result of combination of a PP model
and a SA model. It makes it possible to find a trajectory of the
controlled transient process taking into account SA actions. A
final objective of the analysis of a DPC model is a determina-
tion of a new resilient state of the system. Since certain SA
characteristics are probabilistic, the results of DPC analysis
can also be represented in a probabilistic form.

A dependability model (D) contains the information
about reliability and maintainability of the elements, the
system of maintenance, a system response to certain failures
of the element, as well as about the influence of different
affecting factors of NI on the reliability of the elements. This
model is used to estimate the survivability by the results of
task execution.

A model of secondary consequences (SC) reflects those
late consequences of NI that may occur in the system as the
result of reduction of scope of functions and deterioration of
technical characteristics. Secondary consequences include
a longer time of function performance, a faster ageing and
deterioration of the elements, an additional expansion of
errors in information systems, an increased consumption
of energy and materials for performance of the same func-
tions, and other consequences leading to the reduction of
available reserves in the system and to a further degradation
of technical characteristics.

A recovery model (R) contains the description of emer-
gency resources, rules and methods of their use in extreme
situations in order to recover technical and functional
algorithmic structure of the system part which executes the
prescribed task. It could be interpreted as a model of the
system development after a NI.

A model of the processes of task execution (PTE) is
obtained as the result of combination of five models (SFA,
PP, D, R, SC). The analysis of this model helps to estimate
the survivability by the results of task execution.

When developing a system, it would be very useful
to provide a developer with a model of decision making
(DM) about how to improve survivability, if the estimates
show its unsatisfactory level. A model helps to formulate
recommendations for developers related to a change of the
system structure and parameters, as well as to an additional
development of SAs.

7. Calculation and analysis
of survivability

When describing the elements we assume that each
element may be in one of three states: e, — the element

11
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is operable and put into operation; e, — the element is
operable but is taken out of operation due to different
reasons; e, the element is inoperable. State transitions
are determined by four groups of factors: natural failures
of the elements, recovery of operability, switches by
actuation of emergency protection and reconfiguration,
external disturbances. Connections between ht elements
are determined and stationary in time, so the element
state could be determined at any time by the state of
operability of this element and of the states of other ele-
ments. Features of the system operability are permanent
in time and help to define the system state by the set of
states of its elements.

To calculate the survivability indices we can take one
of the following approaches: approach | based on a logical
and probabilistic method or approach 2 based on the results
of theory of random placements including Morgan and
Stirling numbers.

7.1. Methods of calculation based
on logical and probabilistic method

Let as consider the basic stages of the analysis of the
system survivability based on a logical and probabilistic
model.

Stage 1. Description of states of elements. For each
element two logic variable are set: x; is an indicator of oper-
ability of the i-th element (x,= 1, if it is operable and x,= 0 if
itis not), y,is an indicator of the state of an operable element
(v, =1, if the element is in operation, y, = 0 if it is not). To
counter disturbances which affect the elements indicators
are set z; (z, = 1, if a disturbance of the j-th kind affects the
i-th element, z, = 0 if it does not) and z, is a logical sum by
all kinds of disturbances. Then the indicators of three states
of an element are set:

o= 1le)] = x,y2,u, = 1[e]] =x3,2;
u,=1[e,] =x, Vx.z, (19)

Stage 2. Construction of logical dependences. Based
on the preliminary analysis of dynamic models of physical
processes, with consideration of operations of the means
of emergency protection, reconfiguration and control, logic
equations are constructed in relation to unknown states of
operable elements:

yi :f;i (xk’ yj’ Zk’ k: 177Naje M)’ l: 19’”9N5 (20)

where N is a number of elements in the system, M, is a
variety of elements, neighboring to the i-th element. A set of
equations like (20) makes a closed system of logic equations
represented in a vector form:

Y=f,(XY¥2) @
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An advantage of this equation is that when describing s
state of an operable element we use only its immediate sur-
round, and it is not necessary to check the whole system.
Later these particular and rather simple dependences are
used to find an explicit dependence of the state of an oper-
able element on the operability of the rest elements and
characteristics of NI.

The system operability id determined by operability of
its elements and by dependences (21). For many systems
the main state is the state of relatively small group of out-
put elements. However, due to the availability of indirect
connections reflected in (21), the system operability is
determined by the state of all other elements as well. For
a single-functional system a logic function of operability
(LFO) is written as

F=fX Y 7) (22)

In a multi-functional system the dependence (22) is
constructed for each function separately. If simultaneous
performance of all functions is required, then

F= %fi(x, V,2). (23)

where f; is a logic function — the indicator of perform-
ance of the i —th function of the system. This method
of description of the system state does not required a
combinatorial enumerating of all states of the elements,
and functions f; are formally found from the systems of
logic equations.

Stage 3. Solution of logic equations. Equation system
(21) is linear and it can be transformed into:

Vi=aVagy NV a,y, V..V ayyy;a; =0, (24)

where g, and a,, are the coefficients expressed through
x,and z,. There are different ways to solve logic equations,
including a method of determinants, substitution method,
matrix method, etc. The method of determinants, as well
as its application in relation to dependability is described
in paper [11]. Solution (24) in form of ¥ = g,(X,Z)
should be put into (22) or (23) and obtain an explicit
expression

F=71(X,g(X,2),2)=g(X,Z). (25)

Solution of the system of logic equations should be
carried out repeatedly: one time for a basic structure S,
when all z; = 0, and several times more, depending on
the number of different types of disturbances. Searching
through all variants under a single and multiple impacts, it
is possible to obtain a complete set of operable structures
in the system. Function (25) allows for analysis of d- and
m-survivability by means of enumerating of the vector of
states of the elements.

Stage 4. Probabilistic description of the elements and
external disturbances. Each element is represented in a
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probabilistic model by probability p,= P(x, = 1) that at this
moment or at any arbitrary moment the element of operable.
‘When disturbance z,; =1 occurs, the resistance of the i-th
element in relation to the j-th disturbance can be taken into
account using probabilities o, that an element will keep its
operability in case of disturbance. Besides, the probabilities
are set that an element will occur in the scope of the j-th
factor of NI.

Stage 5. LFO conversion to a form of transition
to substitution. According to [8] we can distinguish
the forms of transition to a total and partial substitu-
tion. Forms of transition to a total substitution are a full
disjunctive normal form, a noniterated form in a “joint-
denial” basis, a disjunction of orthogonal noniterated
forms. After the reduction to one of these forms, a one
step substitution of logic variables and logic operations
with probabilities and arithmetic operations is made.
If such conversions are difficult to realize due to their
complexity, one can use a form of transition to a partial
substitution. Current varieties of these forms and conver-
sion rules are listed in [8].

Stage 6. Writing a mixed form. Substitution of noniter-
ated variables in the conversed LFO is a partial substitution
as the result of which certain logic variables and operations
are substituted with probabilities and arithmetic operations,
and the rest variables and operations transit into the indices
of arithmetic expressions. The obtained form is called a
mixed form because it contains logic variables and prob-
abilities and two groups of operations: logic and arithmetic.
Methods and algorithms of transition to a mixed form are
described in [11].

Stage 7. Determination of survivability indices.
Multistep substitution of logic variables in mixed forms
constructed for a basic structure S, and other operable
structures S, is used to find probabilities P(#/S,) and P(¢/S)),
and then formula (8) is used to find a conditional function
of survivability G(¢). Formulas (9) — (12) are used to find a
function of survival, absolute survivability function, aver-
age number of NI

For the systems of branching structure after stage 6 it is
necessary to perform three more stages (stages 8, 9 and 10)
and only then get back to stage 7.

Stage 8. Constructing a generator polynomial of the
distribution of probabilities of states of the i-th branch [11]:

D,(z,X)=1+(z-DO(X), (26)

where Q(X) = P{F(X) =0} is a mixed form, X is a vector
of non-substituted logic variables.

Stage 9. Constructing a generator polynomial for the
system. If the structure is isotropic a polynomial (26) is
raised to a power equal to a branching coefficient at a bot-
tom layer of a branching structure. Then logic variables of
the next layer are substituted, and again raising to a power,
substitution, etc. As the result of a multi-step procedure we
obtain a polynomial whose coefficients express probabilities
that certain amount of branches is inoperable. If the struc-

ture is not isotropic, a raising into a power is substituted by
multiplying of polynomials.

Stage 10. Determination of survivability indices. Stage
9 includes distributions P(#/S,) and P(#/S,), then scalar indices
Q(P(#/S,)) and @(P(#/S,)) are calculated, formulas (9) — (15)
are used to find G(f), G(t,n), G(¢) and other survivability
indices.

7.2. Estimation of survivability by the
system state based on the theory of
random placements

Let a two-pole system contain k subsystems and N point
elements with arbitrary connections and have the LFO

F=X),X={x,x, ..., xy}

The system is a subject to the flow of n point independ-
ent NI with equally probable affection of each element at
the occurrence of NI. We consider the elements resistance
to be 0, and the intensity of NI is insufficient to ensure a
transition of the element that occurred in the scope of NI,
to an inoperable state. Let us estimate the survivability by
indices (2) — (6).

Survival rate of the system with a n-tuple NI can be
represented as follows

R(n)= Y, P(X|A,)=P{F=1|4,} 27

XeX;

where X, is a subset of vectors X, corresponding to oper-
able states of the system. Probability P(X/ A4,) is found by
formula:

P(X|4,)= 3, P(R)P(X |7), (28)
neM,
where n = (n,, n,, ..., n,) is a vector of the number of

NI affecting k subsystems, M, is a set of vectors that fulfill
condition n, + n,+ ... + n, = n. Probability

. n! n n- ny,
P(n) = " '711722'"71:: (29)
n, !

nln,l.

where v, is a probability that the i-th subsystem is within
the scope of NI. In particular, it can be that £ = N. At an
equally probable affection of the elements formulas (27) —
(29) could be clarified.

By representing LFO as an orthogonal disjunctive normal
form

F=vQ, (30)

we shall write (27) as follows

R()=Y PO =114 G
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For implicants with /,.=0, 1 or 2 denials, formulas in (31)
can be written in explicit form:

P =114)=1=s/N)"}=0,n2], (32)

P(Q,=1|4,)=Y Cl/(1=s,/N)"/ /N, =L,n>1,

J=1

PO =1|4,)= C/(1=s, I N  IN"l.=2,n>2,

n k-1
j=

k=2 j=1

where s, is a number of letter in implicant Q, . These
formulas refer to a particular case of (29) with £ =2 and
different values of n, and n, .

7.3. Estimation of survivability
by the system state based on
a combinatorial method

Abasic structure S, is used to define all possible operable
structures S, i=1, ..., N, then:

R(n) = ilfj(n) /N"=r [N, (33)

J=1

where 7,(n) is a number of cases when S, structure occurs
at a n-tuple NI. This number is defined by formula

r(m=Y L,B, (34)

(k)

where L, is a number of conversions from » elements of
k kinds, B,; is a number of different vectors X with k zeros
that lead to S; structure. Since parameters d and m from
formulas (3) and (4) are usually very large, it is not difficult
to find B, by simple enumeration of vectors. A maximum
number of vectors under test is mN , but in practice it is
much smaller.

Numbers L, are so called Morgan numbers. They are re-
lated to Stirling numbers of the second kind by formula

Lnk = k' Snk’ (35)
where S, could be found using a recurrence relation
S =S TkS, S, =0withn <k S, =1. (36)

7 nn

But numbers L , could be calculated by formula:
k : :
L, =Y Ci"(-D)"". 37)
i=1

We obtained the result of this paragraph already in 1987.
In the course of research work we also obtained calculation
formulas for the case of r-tuple NI and the systems with
L-resistant elements [20].
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